[BUUCTF]JREVERSE—JACTF#Hi 4 &
2020]Universe_final_answer (z33Kf#)

Angel~Yan F 2021-03-05 12:24:01 ki 102 O 1

4yKEF:: REVERSE BUUCTFRISRHD

FRALE B ASCRE ERAQISCE, #IE_CC 4.0 BY-SA WA, B85 _EFE T s AE i,
AHERE:  https://blog.csdn.net/mcmuyanga/article/details/114376433

N 5UUCTF R SE
198 WL E 14T
T IER

[ACTF# 4 5% 2020]Universe_final_answer

B

SR


https://blog.csdn.net/mcmuyanga
https://blog.csdn.net/mcmuyanga/category_10475589.html
https://blog.csdn.net/mcmuyanga/category_10325318.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/mcmuyanga/article/details/114376433
https://blog.csdn.net/mcmuyanga/category_10475589.html
https://blog.csdn.net/mcmuyanga/category_10325318.html
https://files.buuoj.cn/files/929f11d783e533533431c9ca68039784/attachment.tar?token=eyJ1c2VyX2lkIjoxNTM3MSwidGVhbV9pZCI6bnVsbCwiZmlsZV9pZCI6MTY4Nn0.YEDKQQ.z2En0iWMIlVVq_zRemDGUOslpAg

1. Tw)l, —MelfSCHF#RZ644L
FLElinuxFIREIT — T B E RXHIE

Please give me the key string:123456

False key!

2. 64fridaiTF, WBEBITHEF RN ZHFERBERE, WMA—NFR/RE, Sitsub_860FfIsub_C5075 Flflag

1| _int6d  fastcall main{int al, char **a2, char **a3)

24

3| _ int6d v4; /f [rsp+8h] [rbp-A8h] BYREF

4| char v5[104]; // [rsp+20h] [rbp-88h] BYREF

5| unsigned  inted ve; // [rsp+88h] [rbp-28h]

7| w6 = _ readfsgword(@x28u);

8| __printf_chk(1LL, "Please give me the key string:", a3);
9 ScanF(“?S" v5);
10| if ( (unsigned __ int8)sub_868(v5) )

11| {

12 sub_C50(v5, &va);

13 __printf_chk(1LL, "Judgement pass! flag is actf{%s_%s}\n", v5);
14 3}

15| else

16| {

17 puts(“False key!");

18| 3}

19 return BLL;

20[}

3. sub_860 O



bool  fastcall sub 860(char *al)
{

int v1; // ecx

int v2; // esi

int v3; // edx

int v4; // er9

int v5; // erll

int v6; // ebp

int v7; // ebx

int v8; // ers8

int v9; // erlo

bool result; // al

int v11; // [rsp+©h] [rbp-38h]

vl al[1];
Y *al;
E al[2];
v4d = al[3];
v5 al[4];
v6 = al[6];
v7 = al[5];
v8 = al[7];
v9 = al[8];
result = 0;
if ( -85 * vO + 58 * v8 + 97 * v6 + v7 + -45 * v5 + 84 * v4 + 95 * v2 - 20 * vl + 12 * v3 == 12613 )
{

vll = al[9];

if ( 30 * vi1l + -70 * v9 + -122 * v6 + -81 * v7 + -66 * v5 + -115 * v4 + -41 * v3 + -86 * vl - 15 * v2 - 30

-54400
&& -103 * v1l1l + 120 * v8 + 108 * v7 + 48 * v4 + -89 * v3 + 78 * vl - 41 * v2 + 31 * v5 - (v6

& 71 * v6 + (V7 << 7) + 99 * v5 + -111 * v3 + 85 * vl + 79 * v2 - 30 * v4 - 119 * v8 + 48 * v9
22855

&% 5 * vl1l + 23 * v9 + 122 * v8 + -19 * v6 + 99 * v7 + -117 * v5 + -69 * v3 + 22 * vl - 98 v2
-2944

&% -54 * v11 + -23 * v8 + -82 * v3 + -85 * v2 + 124 * vl - 11 * v4 - 8 * v5 - 60 * v7 + 95 V6
-2222

&% -83 * v11 + -111 * v7 + -57 * v2 + 41 * vl + 73 * v3 - 18 * v4 + 26 * v5 + 16 * v6 + 77 v8

result = 99 * v11l + -28 * v9 + 5 * v8 + 93 * v6 + -18 * v7 + -127 * v5 + 6 * v4 + -9 * v3 + -93 * vl +
-1697;

return result;
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https://www.jianshu.com/p/64d87659673a

from z3 import *

Solver()
Int('vl')
Int('v2")
Int('v3")
Int('v4")
Int('vs")
Int('ve")
Int('v7")
Int('v8")
Int('vo")

vil = Int('v1l')

s.add(-85 * v9 + 58 * v8 + 97 * v6 + V7 + -45 * v5 + 84 * v4 + 95 * v2 - 20 * vl + 12 * v3 == 12613)
s.add(
30 * vl11 + -70 * v9 + -122 * v6 + -81 * v7 + -66 * v5 + -115 * v4 + -41 * v3 + -86 * vl - 15 * v2 - 30 * v8
= -54400)
s.add(-103 * v11l + 120 * v8 + 108 * v7 + 48 * v4 + -89 * v3 + 78 * vl - 41 * v2 + 31 * v5 - (
v6 * 64) - 120 * v9 == -10283)
s.add(71 * v6 + (v7 * 128) + 99 * v5 + -111 * v3 + 85 * vl + 79 * v2 - 30 * v4 119 * v8 + 48 * v9 - 16 * vil
22855)
s.add(5 * v11 + 23 * v9 + 122 * v8 + -19 * v6 + 99 * v7 + -117 * v5 + -69 * v3 22 * vl - 98 * v2 + 10 * v4 ==
-2944)
s.add(-54 * v11 + -23 * v8 + -82 * v3 + -85 * v2 + 124 * vl - 11 * v4 - 8 * v5 60 * v7 + 95 * v6 + 100 * v9 ==
-2222)
s.add(-83 * v11l + -111 * v7 + -57 * v2 + 41 * vl + 73 * v3 - 18 * v4 + 26 * v5 16 * v6 + 77 * v8 - 63 *
-13258)
s.add(81 * vi1l + -48 * v9 + 66 * v8 + -104 * v6 + -121 * v7 + 95 * v5 + 85 * v4 + 60 * v3 + -85 * v2 + 80
-1559)
s.add(101 * v11 + -85 * v9 + 7 * v6 + 117 * v7 + -83 * v5 + -101 * v4 + 90 * v3 + -28 * vl + 18 * v2 - v8
8)
s.add(99 * v11l + -28 * v9 + 5 * v8 + 93 * v6 + -18 * v7 + -127 * v5 + 6 * v4 + -9 * v3 + -93 * vl + 58 * v2 == -
1697)

if s.check() == sat:
result = s.model()

print(result)




W1 BAKIF, H#—T, [3a1d
a1=[70,48,117,82,84,121,95,55,119,64]

BT HHEE—T

>>> al=[70, 48, 117, 82, 84, 121, 95, 55, 119, 64]

By i al:
print (chr (i), end="")
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Please givehme the kéy-étrihééFedRTﬁ_%w@ B
Judgement pass! flag is actf{FOuRTy 7w@ 42}

flag{FOuURTy_7w@_42}
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