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STEP1:尝试正常进行上传

显示：

STEP2：尝试绕过前端检验

利用burp抓包更改传输文件并且将文件后缀名改为.phtml。

显示：

STEP3：利用蚁剑连接服务器

https://blog.csdn.net/m0_46276093
https://blog.csdn.net/m0_46276093/category_10938571.html
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_46276093/article/details/115342995
https://blog.csdn.net/m0_46276093/category_10938571.html


得到flag


	[ACTF2020 新生赛]Upload1
	[ACTF2020 新生赛]Upload1
	STEP1:尝试正常进行上传
	STEP2：尝试绕过前端检验
	STEP3：利用蚁剑连接服务器


