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$ python3 vol.py -f mem_sec.vmem windows.registry.hivelist

Volatility 3 Framework 1.2.1
Progress: 100.00 PDB scanning finished
Offset FileFullPath File output

0x80842980e€000 Disabled

0x8084a9849000 \REGISTRY\MACHINE\SYSTEM Disabled

0x8084a39881000 \REGISTRY\MACHINE\HARDWARE Disabled

0x8084ac204000 \SystemRoot\System32\Config\SECURITY Disabled

0x8084ac232000 \SystemRoot\System32\Config\DEFAULT Disabled

0x8084ac230000 \SystemRoot\System32\Config\SAM Disabled

0x8084ac206000 \SystemRoot\System32\Config\SOFTWARE Disabled

0x8084ad13e000 \Device\HarddiskVolumel\EFI\Microsoft\Boot\BCD Disabled
0x8084ad392000 \??\C:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT Disabled
0x8084ad522000 \SystemRoot\System32\Config\BBI Disabled

0x8084ad4e3000 \??\C:\Windows\ServiceProfiles\LocalService\NTUSER.DAT Disabled
0x8084aea0cPP0 \??\C:\Windows\AppCompat\Programs\Amcache.hve Disabled

0x8084aea26000 \??\C:\Users\Ado\ntuser.dat Disabled
0x8084ae973000 \??\C:\Users\Ado\AppData\Local\Microsoft\Windows\UsrClass.dat Disabled
0x8084afob1000 \REGISTRY\A\{FE82E83E-F53E-4F85-85C5-C721392AB949} Disabled

0x8084af152000 \??\C:\Users\Ado\AppData\Local\Packages\Microsoft.Windows.StartMenuExperienceHost_cw5nlh2txyewy\
Settings\settings.dat Disabled

0x8084af1d2000 \??\C:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft.Windows.Cortana_1.13.0.183
62_neutral_neutral_cw5nlh2txyewy\ActivationStore.dat Disabled

0x8084afl1de@@0® \??\C:\Users\Ado\AppData\Local\Packages\Microsoft.Windows.Cortana_cw5nlh2txyewy\Settings\setting
s.dat Disabled

0x8084aea5av@0 \??\C:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft.MicrosoftEdge 44.18362.449

.0_neutral__8wekyb3d8bbwe\ActivationStore.dat Disabled

0x8084af3ddeee \REGISTRY\A\{6cc7ad55-7bbf-baae-93d4-e961bbc24lec} Disabled

0x8084af997000 \??\C:\ProgramData\Microsoft\Windows\AppRepository\Packages\InputApp_1000.18362.449.0 neutral_ne
utral_cw5nlh2txyewy\ActivationStore.dat Disabled

0x8084af90e000 \??\C:\Users\Ado\AppData\Local\Packages\InputApp_cw5nlh2txyewy\Settings\settings.dat Disabled
0x8084b270f000 \??\C:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft.Windows.SecHealthUI_10.0.1
8362.449 neutral__cw5nlh2txyewy\ActivationStore.dat Disabled

0x8084b2bf0000O \??\C:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft.Windows.ShellExperienceHos
t_10.0.18362.449 neutral_neutral_cw5nlh2txyewy\ActivationStore.dat Disabled

0x8084b2c1ak0 \??\C:\Users\Ado\AppData\Local\Packages\Microsoft.Windows.ShellExperienceHost_cw5nlh2txyewy\Sett
ings\settings.dat Disabled

0x8084b39e9000 \??\C:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft.WindowsStore_11811.1001.18
.0_x64__ 8wekyb3d8bbwe\ActivationStore.dat Disabled

0x8084b3a03000 \??\C:\Users\Ado\AppData\Local\Packages\Microsoft.WindowsStore_8wekyb3d8bbwe\Settings\settings.d
at Disabled

0x8084b3a77000 \??\C:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft.OneConnect_5.1902.361.0_x6
4 8wekyb3d8bbwe\ActivationStore.datDisabled

0x8084b3a96000 \??\C:\Users\Ado\AppData\Local\Packages\Microsoft.OneConnect_8wekyb3d8bbwe\Settings\settings.dat

Disabled
0x8084b3d4ake0 \??\C:\Windows\System32\config\COMPONENTS Disabled
0x8084b3d7b000O \SystemRoot\System32\config\DRIVERS Disabled
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$ python3 vol.py -f mem_sec.vmem windows.registry.hivelist --dump --filter "\REGISTRY\MACHINE\SYSTEM"
Volatility 3 Framework 1.2.1

Progress: 100.00 PDB scanning finished

Offset FileFullPath File output

0x808429849000 \REGISTRY\MACHINE\SYSTEM registry.SYSTEM.0x8084a9849000.hive

python3 vol.py -f mem_sec.vmem windows.registry.hivelist --dump --filter "\SystemRoot\System32\Config\SOFTWARE
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File Edit Extras Help
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Open registry files

SYSTEM:

[D :\documents\Sfiles\mem_sec\registry, SYSTEM, 0x8084a9842000. hive

SOFTWARE:

| D:\documents\Sfiles\mem_sec'regiskry. SOFTWARE.0x8084ac206000.hive

SAM:

|

NTUSER.DAT:

Reset | Import from folder... Ok

Report generation started at 2021/9/28 16:36:56.¢
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Operating System¢
oa)
(_l
Operating system: Windows 10 Education¢
Version number: 6.3.18363¢
Build label: 18362.19h1 release.190318-1202¢
Build label: 18362.1.amd64fre.19hl release.190318-1202¢
Product type: Multiprocessor Free¢
Product Id: 00328-10000-00001-AA506<
Product key: K3KHX-TCQKF-WGFXC-7T3BJ-9TPJC«
Boot directory: C:\¢
Install date: 2021/9/10 12:07:31 UTC<
Installed in: C:\Windows«
Installed from CD: No¢
Activated: No¢
Reg. user: Windows (7¢
Current Shell: explorer.exe¢
o
Setup:<
Boot directory: C:\¢
el

User profiles:<

Product key: K3KHX-TCQKF-WGFXC-7T3BJ-9TPJC
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6864 steam.exe Required memory at Oxbf1b88 is inaccessible (swapped)
6932 steamwebhelper "C:\Program Files (x86)\Steam\bin\cef\cef.win7x64\steamwebhelper.exe" "-lang=zh_CN" "-cached
ir=C:\Users\Ado\AppData\Local\Steam\htmlcache" "-steampid=6864" "-buildid=1631237534" "-steamid=0" "-cachedir=C:

\Users\Ado\AppData\Local\Steam\htmlcache" "-steamuniverse=Public -realm=Global" "-clientui=C:\Program Files (x

86)\Steam\clientui" --enable-blink-features=ResizeObserver,Worklet,AudioWorklet --enable-media-stream --enable-s

mooth-scrolling --enable-direct-write "--log-file=C:\Program Files (x86)\Steam\logs\cef_log.txt" --disable-quick
-menu

6960 steamwebhelper Required memory at 0x23777471d18 is inaccessible (swapped)

6996 steamservice.e Required memory at ©x101a020 is inaccessible (swapped)

7072 steamwebhelper "C:\Program Files (x86)\Steam\bin\cef\cef.win7x64\steamwebhelper.exe" --type=gpu-process --f
ield-trial-handle=1504,1780523561363773034,14588998028209356534,131072 --disable-features=MimeHandlerViewInCross
ProcessFrame --log-file="C:\Program Files (x86)\Steam\logs\cef log.txt" --product-version="Valve Steam Client" -
-lang=zh-CN --buildid=1631237534 --steamid=0 --gpu-preferences=KAAAAAAAAADEAAAWAAAAAAAAYAAAAAAAEAAAAAAAAAAAAAAAA
AAAACEAAAAEAAAATAAAAAAAAAAOCAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAAAAAAAAFAAAAEAAAAAAAAAAAAAAABEAAABAAAAAAAAAAA
QAAAAUAAAAQAAAAAAAAAAEAAAAGAAAA --log-file="C:\Program Files (x86)\Steam\logs\cef log.txt" --service-request-cha
nnel-token=8367268148546171292 --mojo-platform-channel-handle=1512 --ignored=" --type=renderer " /prefetch:2
6356 steamwebhelper "C:\Program Files (x86)\Steam\bin\cef\cef.win7x64\steamwebhelper.exe" --type=utility --field
-trial-handle=1504,1780523561363773034,14588998028209356534,131072 --disable-features=MimeHandlerViewInCrossProc
essFrame --lang=zh-CN --service-sandbox-type=network --log-file="C:\Program Files (x86)\Steam\logs\cef log.txt"
--product-version="Valve Steam Client" --lang=zh-CN --buildid=1631237534 --steamid=0 --log-file="C:\Program File
s (x86)\Steam\logs\cef_log.txt" --service-request-channel-token=3596301750699654214 --mojo-platform-channel-hand
le=1524 /prefetch:8

7140 steamwebhelper "C:\Program Files (x86)\Steam\bin\cef\cef.win7x64\steamwebhelper.exe" --type=renderer --log-
file="C:\Program Files (x86)\Steam\logs\cef_log.txt" --field-trial-handle=1504,1780523561363773034,1458899802820
9356534,131072 --disable-features=MimeHandlerViewInCrossProcessFrame --enable-blink-features=ResizeObserver,Work
let,AudioWorklet --lang=zh-CN --log-file="C:\Program Files (x86)\Steam\logs\cef log.txt" --product-version="Valv
e Steam Client" --buildid=1631237534 --steamid=0 --device-scale-factor=1 --num-raster-threads=1 --service-reques
t-channel-token=7050656953433046572 --renderer-client-id=7 --mojo-platform-channel-handle=3260 /prefetch:1

1124 steamwebhelper "C:\Program Files (x86)\Steam\bin\cef\cef.win7x64\steamwebhelper.exe" --type=renderer --log-
file="C:\Program Files (x86)\Steam\logs\cef log.txt" --field-trial-handle=1504,1780523561363773034,1458899802820
9356534,131072 --disable-features=MimeHandlerViewInCrossProcessFrame --enable-blink-features=ResizeObserver,Work
let,AudioWorklet --lang=zh-CN --log-file="C:\Program Files (x86)\Steam\logs\cef log.txt" --product-version="Valv
e Steam Client" --buildid=1631237534 --steamid=0 --device-scale-factor=1 --num-raster-threads=1 --service-reques
t-channel-token=11198636302058458110 --renderer-client-id=8 --mojo-platform-channel-handle=3524 /prefetch:1

8208 steamwebhelper "C:\Program Files (x86)\Steam\bin\cef\cef.win7x64\steamwebhelper.exe" --type=renderer --log-
file="C:\Program Files (x86)\Steam\logs\cef log.txt" --field-trial-handle=1504,1780523561363773034,1458899802820
9356534,131072 --disable-features=MimeHandlerViewInCrossProcessFrame --enable-blink-features=ResizeObserver,Work
let,AudioWorklet --lang=zh-CN --log-file="C:\Program Files (x86)\Steam\logs\cef log.txt" --product-version="Valv
e Steam Client" --buildid=1631237534 --steamid=@ --device-scale-factor=1 --num-raster-threads=1 --service-reques
t-channel-token=15708242794114963385 --renderer-client-id=9 --mojo-platform-channel-handle=3680 /prefetch:1



BRI SRR A DARNIE, HREEN T B TR kR

jaoono

LiF&S. v kSHE v BEFw 2

7 Ohttp://t.odmail.cn/
8 [ http://www.xitongzhijia.net/soft/88881.html
9

v mmnn S

[ http://www.xitongzhijia.net/soft/88881.html

(AT A S ] B |

=RFOL

MaERTYES

[faRdhpsE - — RGBT HME AR SS
TR TR T, o i WYWZISH & (RS TE4)5.0h...
TR T o, o TR WYWZIR S & (855 4)5.0...

202
202
202

lale!

[mESE wp= K=ES

=5

o 1 LEZIHGIE(101)

= AD:\download\1(13)

BI{F45HT(13)

= 1 fiD:\download\1\History(88)

o @ ERCT(88)

= &Google Chrome(88)
oo @ [HEiRR(64)
o @ 202165(64)
SRIDR(19)
=@ TEIDRE)
o€ 202146(4)

s @095 4

a1 05 (4
eEENHER()

B
python3 vol.py
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python3 vol.py
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Search

2021-09-10

TimeStamp(...
2021-09-10 ...
2021-09-10 ...
2021-09-10 ...
2021-09-10 ...
2021-09-10 ...
2021-09-10 ...
2021-09-10 ...
2021-09-10 ...
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2021-09-10 ...
2021-09-10 ...
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$LoaFile Recorci.tount ]

EESI®  EEE
al =2
S w | WARE | SR TRRELE
FS XM=
[J 1 #SteamSetup.exe
[] 2 [BPCQQ2021.exe
[] 3 DPCQQ2021.exe
0 4 BWywz V5.0 XiTongZhilia.zip

-f mem_sec.vmem windows.filescan > 1/flile.txt
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\
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SXEUE b History b LERICE »  Google Chrome » THICE P 2021% » 098 » 10H
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C:\Users\Ado\Downloa...
C:\Users\Ado\Downloa...
C:\Users\Ado\Downloa...
C\Users\Ado\Downloa...

-f mem_sec.vmem windows.dumpfiles --virtaddr @xcf@e46c3bled

> Page:(1/1)

USN

16011264
16011352
16011464
16011576
16011688
16011784
16011880
16011976
16012072
16012168
16012264
16012376
16012488

{HRFFEFEE BT ..
userassistd — F J1 RiB1T

python3 vol.py -f "/home/p3/qztool/volatility3/mem_sec.vmem" windows.registry.userassist > user.txt

File Name
17550 _icon.jpg

$loaFile $Usn)rnl:$] $loaFilefSearch Result) $Usnlrnl:$1(Search Result)

Peroid : 2021-09-10 21:31:31 ~ 2021-09-11

17550_library_600x300.jpg
17550_library_600x300.jpg
17550_library_600x900.jpg

17550_header.jpg
17550_header.jpg
17550_header.jpg
17700_header.jpg
17700_header.jpg
17700_header.jpg

17700_library_600x900.jpg
17700 _library_600x900.jpg
17700_library_600x900.jpg

0 $UsnJrnl Record Count : 1206

Full Path(from $MFT)

FEIS/ERIURL
https://media.st.dl....
https://down.qq.c...
https://2c8ffShdfbed...
http://soft.xitongxz....

Created b

Frianda

2021-09-10 20:13:41
2021-09-10 20:13:23
2021-09-10 20:13:23
2021-09-10 20:14:57

1
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Event

File Created , Dal
File_Created
File_Created , Dal
File Created , Dal
File_Created
File_Created , Dal
File Created , Dal
File Created
File_Created , Dat
File_Created , Dal
File_Created
File_Created , Dal
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REG_BINARY C:\Users\Ado\Desktop\WYWZ\\[ A -

Count: 1

Focus Count: 1

Time Focused: 0:00:12.484000

Last updated: 2021-09-10 13:10:13 UTC+0000

Raw Data:

0x00000000 00 00 00 00 01 00 00 00 01 00 00 00 dO 2e 00 00 ................
0x00000010 00 00 80 bf 00 00 80 bf 00 00 80 bf 00 00 80 bf ...
0x00000020 00 00 80 bf 00 00 80 bf 00 00 80 bf 00 00 80 bf ...
0x00000030 00 00 80 bf 00 00 80 bf ff ff ff ff bO cd 1d 31 ............... 1
0x00000040 45 a6 d7 01 00 00 00 00 B

REG _BINARY Microsoft. Windows.Shell.RunDialog :
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