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: ™| Address Length Type String

Eﬂ .rodata:- Q0000ZES [ V0w d2VHUERTYGhpUnl SWYTwZDRWV11 Wk SWF TsbDNEalpPV1UxVZNI cFhhi -

‘s’| Lrodata: [ continue!

Crodata: o 00 010 ETITI:::-LI found me!!!
.rodata:- 00000005

w

‘s C byve hye”

‘s’ Lrodata:s 00000041 C ABCDEFGHI JELMNOPQRESTUVWIT Zabedefzhi jklmnoepgrstuvwryz01 2345678

s .rodata: = 00000014 C .. fesuflibe-start. c

‘s’ Lrodata:s 00000017 C FaTal: kernel too oldin

Eﬂ .rodata:- 00000030 C __ghdr_start.e_phentsize == sizeof *GL{dl_phdr)

‘s’ Lrodata:s 00000028 C FATAL: cannot determine kernel wersienn

Eﬂ .rodata:- 000000ZF C unexpected relec type in static binary

Eﬂ .rodata:- 00000013 C generic_start_maln

s .rodata:= 00000004  C /dev/full

s . rodata:- 00000004 C fdev/rull

Eﬂ .rodata:- 00000035 C carmot set %¥fs base address for thread-local storage

‘s’ Lrodata:s 00000029 C We%ehs % %s¥sdssertion %s' failed \n¥n

Eﬂ .rodata:- 00000013 C Unexpected error. \n

‘s’ Lrodata:s 0000000F [ OUTPUT_CHARSET -

5] .rodata: ™ 00000009 C charset= CSDN @Rg5 5
BN R 2L

signed __int64 sub_4009C6()

{

signed __int64 result; // rax
__inte4 v1; // ST10_8

__inte4 v2; // ST18_8

__inte4 v3; // ST20_8

__int64 v4; // ST28_8

__int64 v5; // ST30_8

__int64 v6; // ST38_8

__inte4 v7; // ST40_8

__inte4 v8; // ST48_8

__int64 v9; // ST50_8

__int64 vi1e; // ST58_8

int i; // [rsp+Ch] [rbp-114h]
char v12; // [rsp+66h] [rbp-Coh]
char v13; // [rsp+61h] [rbp-BFh]
char v14; // [rsp+62h] [rbp-BEh]
char v15; // [rsp+63h] [rbp-BDh]
char v16; // [rsp+64h] [rbp-BCh]
char v17; // [rsp+65h] [rbp-BBh]
char v18; // [rsp+66h] [rbp-BAh]
char v19; // [rsp+67h] [rbp-BSh]
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char v20; // [rsp+68h] [rbp-B8h]
char v21; // [rsp+69Sh] [rbp-B7h]
char v22; // [rsp+6Ah] [rbp-Béh]
char v23; // [rsp+6Bh] [rbp-B5h]
char v24; // [rsp+6Ch] [rbp-B4h]
char v25; // [rsp+6Dh] [rbp-B3h]
char v26; // [rsp+6Eh] [rbp-B2h]
char v27; // [rsp+6Fh] [rbp-B1lh]
char v28; // [rsp+76h] [rbp-Boh]
char v29; // [rsp+71h] [rbp-AFh]
char v30; // [rsp+72h] [rbp-AEh]
char v31; // [rsp+73h] [rbp-ADh]
char v32; // [rsp+74h] [rbp-ACh]
char v33; // [rsp+75h] [rbp-ABh]
char v34; // [rsp+76h] [rbp-AAh]
char v35; // [rsp+77h] [rbp-ASh]
char v36; // [rsp+78h] [rbp-A8h]
char v37; // [rsp+79h] [rbp-A7h]
char v38; // [rsp+7Ah] [rbp-A6h]
char v39; // [rsp+7Bh] [rbp-A5h]
char v40; // [rsp+7Ch] [rbp-Adh]
char v41; // [rsp+7Dh] [rbp-A3h]
char v42; // [rsp+7Eh] [rbp-A2h]
char v43; // [rsp+7Fh] [rbp-Alh]
char v44; // [rsp+80h] [rbp-Aeh]
char v45; // [rsp+81h] [rbp-9Fh]
char v46; // [rsp+82h] [rbp-9Eh]
char v47; // [rsp+83h] [rbp-9Dh]
char v48[32]; // [rsp+96h] [rbp-906h]
int v49; // [rsp+Beh] [rbp-706h]
char v50; // [rsp+B4h] [rbp-6Ch]
char v51; // [rsp+C@h] [rbp-606h]
char v52; // [rsp+E7h] [rbp-39h]
char v53; // [rsp+100h] [rbp-206h]
unsigned __int64 v54; // [rsp+108h] [rbp-18h]

v54 = _ readfsqword(0x28u);
vl2 = 73;
vl3 = 111;
vl4 = 100;
vl5 = 108;
vle = 62;
vl7 = 81;
vl8 = 110;
v1l9 = 98;
V20 = 40;
v21 = 111;
v22 = 99;
v23 = 121;
v24 = 127;
v25 = 121;
v26 = 46;
v27 = 105;
v28 = 127;
v29 = 100;
v30 = 96;
v31l = 51;
v32 = 119;

v33 = 125;
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vo4 = 1137,

v35 = 101;

v36 = 107;

v37 = 57;

v38 = 123;

v39 = 105;

v40 = 121;

v4l = 61;

v42 = 126;

v43 = 121;

v44 = 76;

V45 = 64;

V46 = 69;

V47 = 67,

memset(v48, 0, sizeof(v48));
v49 = 9;

V50 = 0;

sub_4406E0(OLL, v48, 37LL);
V50 = 0;

if ( sub_424BA@(v48) == 36 )
{

for (i =0; i < (unsigned __int64)sub_424BA0(v48); ++i
{
if ( (unsigned __int8)(v48[i] ~ i) != *(&v12 + i) )
{
result = 4294967294LL;
goto LABEL_13;

}
sub_410CCO("continue!");

memset(&v51, @, Ox40uLlL);

v53 = 0;

sub_4406E0(OLL, &v51, 64LL);
v52 = 0;

if ( sub_424BA0(&v51) == 39 )
{

vl = sub_400E44(&v51);

v2 = sub_400E44(vl);

v3 = sub_400E44(v2);

v4 = sub_400E44(v3);

V5 = sub_400E44(v4);

V6 = sub_400E44(v5);

v7 = sub_400E44(v6);

v8 = sub_400E44(v7);

v9 = sub_400E44(v8);

v10 = sub_400E44(Vv9);

if ( !(unsigned int)sub_400360(v10, off _6CCO99) )

{
sub_410CCO("You found me!!!");
sub_410CCo("bye bye~");

}
result = OLL;
}
else
{
result = 4294967293LL;
}
}
else



result = OxFFFFFFFFLL;

}
LABEL_13:
if ( __readfsqword(@x28u) != v54 )
sub_444020();
return result;

}
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db @
db ]

huxhtwg db 'Vm@wdZVHUXhTNthUmleN‘r’wZDRN\JllIBWKC51.~.'F]szNXalpPVlUK\IZNICthMk@x\a"'

; DATA XREF: .data:off_6CC@9%lo

db "mpKSINHVkdXbFpOYmtKWZtcEtTMUL5VGEsaVItUk9ZV3hhZVZadGYHAFRNVTVY VI
db '@1T2FGSnRVbGhhVjNoaF ZWmthMXBFVWxSTmIFcE1WbTAXVDIGYINUT 1hia@pXlix"
db 'ob1dGUnIXbXRXTVZaeVdrWm9hV1pyV1hwV1IzaGhXVmRHVFOdWWskimlhMHBZV1ZS"
db "R1IWZEdVbFZTY1hSWFRWWndNR1ZOTVCSVIWIGCFZWbXR3IV]IKSFYYZFdhalpXWlZaT"®
db "2NtRkhhRk5pVjJoWWYxZDBhMVW3T1h0allscF1ZbGhTY1ZsclduZGxiR115VmxSR1®
db "ZXS1ZjRWhaTUZKaFZqSktWVkZZYUZkV1IWcF1WV3IBHYTFKWFRrZFRiIV3hvWFVoQ1d"®
db " sWXhaRFJIpThtsM1RVaGOhbEpYYUhOVmIUVKRZekZhY1ZKemRGTk5Wa3A2VjI0OU1EX"
db "W1hTbFpgUldoYVRVWndkbFpxUmtwbGIVWk1ZVWprYUdFeGNHOVhXSEIIWKRGS2RGS*
db "nIJhRZhTYXpWd1ZGVmORM11zV25ST1dHU1ZUV1pXT1ZadESVOVdiVXBIV1dAc1dtsl®
db ' 1UWGhXTUZwell6RmFkRkpzVWx0aVNFSktWalphVTFFeFduU1RhM1IxViixad1lYxWnR"
db "1RXRXTVZaSFVsUnMNVV1ZVTURrPQ==",0

= db 'continue!’',® ; DATA XREF: sub_4889C6+1E5To
dMe db 'You found me!!!’',® ; DATA XREF: sub_ 4889C6+338To
db 'bye bye~",8 ; DATA XREF: sub_4009C6+342%0 CSDN @E5%5
alian 20k o
FIATEBMEHESZHIME, Akiflag
B > EFRAR TR > base64fFi5
TEtkbaseb4E D/ RIS TE
RS aHROcHMBLYSIYnMucGVYkaXkuY29iL 3RocmVhZCOyNTQxNzIugHRE
s
Base64%g Base64fFiS
el - https://bbs.pediy.com/thread-254172.htm
e
Base64#EID/EDiseR CSDN @55

RE B - R CIHAHBTI+H+EIFED 1533 7RInfo:The first four chars are “flag’
ERH LT IR, BT sub_400D35%k, FH"R"E, KIMFLER lagh L 7R



nstruction Data Inexplored External symbel

£ ID4 View—4 [ [E Pseudocode—E B3 [E Pseudocode—4 B3 Strings window [ [Cl Hex View-1 £ Structy
A 1[_int64 sub_400D35()

{
__int64d result; // rax

| 2
\ 3
\ 4| unsigned __int64 v1; // rtl
\ 5| unsigned int v2; // [rsp+Ch] [rbp-24h]
| 6| signed int i; // [rsp+16h] [rbp-28h]
| 7| signed int j; // [rsp+14h] [rbp-1Ch]
| 8| wunsigned int v5; // [rsp+24h] [rbp-Ch]
9] unsigned _ inted v6; // [rsp+28h] [rbp-8h]

10

11| v6 = _ readfsqword(@x28u);

12| v2 = sub_43FD2@(OLL) - qword 6CEE38;
13| for ( i =@; i <= "\x04B'; ++i )

14| {

15 sub_40F798(v2);
16 sub_4@FE6O(v2);
17 sub_4OFE6B(v2);
18 vZ2 = (unsigned  inted)sub 4BFE6B(v2) ~ 0x98765432;

19 3}

20| v5 = v2;

21| if ( ((unsigned  int8)v2 * byte o6CCBAB[O]) == 'f' && (HIBYTE(v5) ~ a5V[2]) == 'g' )
22| {

23 for ( 1 =0; 7 <= 24; ++7 )

24 sub_410E98( (unsigned _ int8)(byte_6CCOAB[7] ™~ *((_BYTE *)&v5 + 7 % 4)));

25 }

26| vl = _ readfsqword(@x28u);

27| result = vl * v6;

28 if (vl = vb )

29 sub_444020();
38| return result;
31
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#include<stdio.h>
int main()
{
int a[4]={102,108,97,103};
int b[4];
int i[25]={0x40, ©x35, 0x20, 0x56, Ox5D, 0x18, 0x22, Ox45, Ox17, Ox2F, Ox24, Ox6E, Ox62, Ox3C, Ox27, Ox5
int k;
for(k=0;k<4;k++)
{
b[k]=a[k]*i[k];
}
for(k=0;k<25;k++)
{
i[k]=i[k]"b[k%4];
printf("%d ",i[k]);



o Form1 - o X

iR (R ) BilineT 96 994 Mkabe:
102 108 87 103 123 65 99 116 49 118 101 95 68 101 102 101 110 63 101 95 84 101 116 116 125 |

o 4E ASCTT ASCTTH )

ASCII: lﬂag{hctlve_ﬂeferﬁe_‘l‘est} I

Tt ARne 162635 M abe:

+75a i ASCIT ASCIT4E 7t i)
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