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SERER: reverse

FRANE B . ASCRHEEFEA X E, #EHE CC4.0 BY-SA RBMY, BHEiEWN EERECHASEEMARER,
ASCHEE:  httpsy/blog csdn.net/kevinb6654/article/details/81135577

WAL

reverse ERENFIZNE

24 WCE 05

WHEERE

N W g

19 ) W 2 S

@ _data: 004 0000003E © Base must be binary (ME_ALWAYS BINARY defined in mi;dﬁf h '?i\n
@ _data: 004 0000002E C Tnable to control Floatingpoint roundingn

<’ . data:004-+ 00000024 C Specified basis is HOT irreducible’n

@ _data: 004 00000032 C Specified double length type isn' t double lengthin
<’ . data:004- 00000020 C Humber Base must be power of Zn

@ _data: 004 00000012 C Exponent too bigin

e’ . data:004-- 00000014 C Ho modulus definedin

e’ . data:004- 00000012 C Tllegal modulus ‘o

‘e’ . data:004-- 0000O02E C HI%L !Et initialised — no call to mirsys()\n

‘2’| . data:004- 00000015 C I/0 butfer overflow'n

@ . data:004- Q0000024 C Flazh to double conversion failure'n

5’| . data:004--+ 0000001C C SoMIRACL error from routine

FEODH X T WK %, BB T XANFRF &

erial:GetLastEPP;P£)=87

ome 'brohl cm*AUA1 23456 782 abocdefghijkLlinn

.rdata:@@48686C aSomeProblemdd db "some problem!@.@°,8 ; DATA XREF: sub 4B2878:loc_482163
rdat 136870 align 1eh
rdat A aExplorerExe db "explorer.exe’,@ ; DATA 'XREF: sub 4R28784+8FT0
rdata: 0456880 align 1eh

17| if ( (unsigned _ int8)sub 4818FA((int)&v5, “explorer.exe™) )

18| {

19 a;

28 6 o= -1;

21 sub 481249((int)&v5);

22 ~esult = w33

23

24| else if ( (unsigned _ int8)sub_481262(&v5, &unk_495648) )

£2

26 if ( !sub_481271(dword_495658) )

27 printf("some problem!@.8"};

28 /2= 1;

29 6 o= -1;

38 sub 481249((int)&v5);

32| }

33| else

34 {

35 o= 1;

36 /B o= -1

37 sub_481249((int)&vs);


https://blog.csdn.net/kevin66654
https://blog.csdn.net/kevin66654/category_6739908.html
http://creativecommons.org/licenses/by-sa/4.0/
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ANREREE: BF LEHR KRR R T explorer.exe

M 31817 Memdiz 17 KIFE 7 ) R i FE AR & explorer.exe, FEOD FHRMERF KRB ROD, X LMEN—I R
FHIFFRNFERE, FEROLXTODERH, ERWLIER FHIEEHR (BRTHHENRREZFEARR, T

i IE % Th e )

https://bbs.pediy.com/thread-228792.htm

X B A AN IDA-pythonfii A< v A% 3] (i >Rpatchi#))

https://blog.csdn.net/kevin66654/article/details/80794088

RIEHURICH I B, FEmainEIDAKI RICY4 (DatafiCodeff1iR%], T 4Hrpatch)

Jtewtieed4sCles 74 a4
Jtewtieed4sCles 75 82

Ltextieed4sC1ec EB 8l
Lextieed4s01ec
LextieedsC1eE 81
LLext:eed4s5C18rF
Ltext:eedsC1er
LLext:eed4s5C18F
Ltext:eed4s5C1erF 55
Jtextieed4sClle 74 84
Ltextieed4sC11z2 75 82

JTewtieed4sClze
Jdextieed4sC1l2e 83 EC
Jtewtieed45C123 E9 BE
Fewt  AALRCT123

.text:BB483158
.text:8848315C
.text:8848315C
.text:8848315C
% | text:8848315C
.text:8848315C
.text:BB4B315E
.text:B84B315F
.text:08483160
.text:08483160
.text:08483160
.text:08483160
.text:08483160
.text:08483160
.text:08483160
.text:08483160
.text:08483160
.text:88483165
.text:@8483165
.text:88483165
" | text:08483165
.text:08483168
.text:0848316A
.text:08483168
.text:0848316D
.text:08483170
.text:08483173
.text:08483178
L | text:0040317A

7C
78

83
aF
5@
aF
2B
83
3D
76
EB

FA FF

a7

F7 FF FF FF

c4 a3
31

31

a4 24

c4 a4

FF @F a8 oa
a2

E9

jz short loc_45C18C
jnz short loc_4s5C1eC
jmp short loc_45C16F
B .
byte_45C18E db 81h 3 CODE
P ———
loc_45C1eF: ; CODE
push ebp
jz short loc_45C116
jnz short loc_45C116
H
sub esp, 7Ch
jmp loc_483136
db @E8h
§ e T .
loc_48315C ; CODE XREF: sub_4@316@8lp
jmp short loc_483165
B e
db a
db ]
; =============== 5 UB RO UT I N E =============================z=====
sub_483168 proc near ; CODE XREF: .text:884@83156Tp
arg_@ = dword ptr 4
call loc_48315C
loc_483165: ; CODE XREF: .text:loc_48315CTj

ged TiXek, WILVEBIZ RN TR BRI T

; sub_483168+1A45

add esp, B

rdtsc

push eax

rdtsc

sub eax, [esp-4+arg_@]
add esp, 4

cmp eax, @FFFh

jbe short loc_48317C
jmp short loc 463165


https://bbs.pediy.com/thread-228792.htm
https://blog.csdn.net/kevin66654/article/details/80794088

push ecx
push offset as_@ 5 "Es”
call _scanf
add esp, @Ch
lea edx, [ebp-358h]
push edx 5 char *
call _strlen
add esp, 4
cmp eax, 17h
jbe short loc_48322B
1

FIHE
lea eax, [ebp-2@h]
push eax 5 char * loc_483228:
call _printf lea ecx, [ebp-35h]
add esp, 4 push ecx ; char *
push -] ; int call _strlen
call _exit add esp, 4
push eax
push offset unk_495668

flag B A0X17 = 23
4022200 %: BENKIFREB N N hexER, 0 ‘@’ = 0x61, BIZZRL61

Ltext:804824D7 6B AR 60 43 B0 push offset a3ed ; "3e9”

& P ¥ #E0x3e9 = 1001

53 1Hr402580 K % -

.text:80402588 57 push edi
.text:08462589 8D 7D BB lea edi, [ebpt+var_48]
Jtext:8e48258C B9 12 o8 @B a8 mov ecx, 12h
Ltext:@84082591 B CC CC CC CC mov eax, BCCCCCCCCh
Jtext:eed482596 F3 AB rep stosd

Ltext:@8402598 EG @5 08 22 o8 call sub 482542

.text:#8482598
.text:88482598
Stext:@8462508 0 e

>
Ltewt:@ed4a82590 EB byte_48259D db @EBh
Ltext:@ad48259E e
Ltext:eada259E
Ltext:@ad48259E loc_48259E: ; CODE XREF:
Ltext:0848259E EB @7 jmp short loc_4825A7
Ltext:@ad4e259E e
Ltewt:@eda2548 EB db @EBh
Ltext: 88482541 68 db 2]
text:eada2sA2
Ltext:@ade25A2 j s=======s======= 5 UBROQOUTINE ========s=======

STewtiped4a2sA2
Jdextiped4a2sAZ

text:eada2sA2 sub_4825A2 proc near ; CODE XREF:
Ltext:@84825A2 E8 F7 FF FF FF call loc_4@8259E

Ltext:eada2sA7

Ltext:@ade2sA7 loc_4825A7: ; CODE XREF:
Ltext:08482547 83 (4 @8 add esp, B

Ltext: 80482588 C7 45 FC 21 80 28 88 mov dword ptr [ebp-4], 1
Ltext:08482561 C7 45 FE 20 08 00 ea mov dword ptr [ebp-8], @

.text:904825B8 EB @9 jmp short ' loc_4825C3

Fawd c RAARITREN e

o 8] jmp#ERnop$E, W AR BLINRE AN :



llsize © _ cdecl sub 482588(char *al)
2l¢

3| size t result; // eax

4| wunsigned int i; // [esp+4Ch] [ebp-8h]
5| signed int v3; // [esp+58h] [ebp-4h]
6

7 w3 o= 1;

g for (1 =8; ; ++1i )

9 {

1@ result = strlen(al);

11 if ( 1 »= result )

12 break;

13 al[i] "= wits;

14

15| return result;

16}

—AMEEEIXOR, AT BUSE AR R X B 2 AT A 2
RIEE 21402630 £, MIFIFFKINop#RIEZ G, KIL:

286 memset(&v78, B, Bx88u);

287 sub_481878(&.79);

288 sub_4@1878(&E);

280 *(_DWORD *)(vi4d + 564) = 163
298| VS = sub_4@9358(8);

291 w4 = sub 4@9358(8);
292| w2 = sub_4@9358(8);
293| w3 = sub 4@9358(8);

294| sub_4@D1EA(v2, funk_49566@);
295| sub_4@DIE@(vS, &vE);

296| sub_4@D1E@(v4, "3e9");

297| if { sub_4@A2ce(vz, vs) != -1 )
298 return 8;

299| sub_4@C11@(v2, v4, vS, v3);
386| sub_4@B288(@, vi, &v75, @);

3e1| sub_4@9CAB(vS);

382| sub_4@9CAB(v4);

33| sub_4@9CAB(v2);

384| sub_4@9CAB(v3);

35| sub_4eocce();

386 wvé = strlen(&v75);

37| sub_4@180F (&.75, &71, ve);
388 return stremp(&079, &071) == 85
3e9(}

RHEO0x3e9, 154140D1EOQR U AVIMEL iR HL
AT, v2, v4, VSIERHA0CT0KITHEZ T2 Mc3, MI\EMBEULZMVTS, MRIEHAT X
RIEEIEDHTEBRSA, MWATIRLE R SR B S 4

55 ¥ 4rcheck7E402D60R % .  IDAREHT 34X i 45

ag| BYTE2(v2) = 32;

49| sub 4B2E52();

5@ OF
51| -return sub| AB2E52();
s2(}



text:88482E48 ES 65 88 88 a8
Ltext:88482E48
Ltext:88482E48
Ltext:88482E48

Ltext:Ba4682E4D EB
Ltext:8e482E4E

Ltext:8e482E4E

Ltext:Be482E4E

Ltext:08482E4E EB @7
Ltext:ee482E4E

Ltext:0a482E58 EB
Ltext:pe482E51 EB
textieed482E52
textieed482E52
Ltext:88482E52
text:88482E52
text:88482E52
.text:@8482E52 E3 F7 FF FF FF
Ltext:88482E57
Ltext:88482E57
Ltext:B88482E57 833 (4 B8
text:88482E5A 8D 95 74 FC FF FF

sub_4@2E52

loc_4@2E57:

call sLb 462E5£

; CODE XREF: sub_482E52lp
jmp short loc_ 4@2E57

db @Esh

db @EBh I

==== SUBROUTTINE =======================================

proc near 3 CODE XREF: sub_4@82DEB+E3Tp
call loc_482E4E

3 CODE XREF: .text:loc_4@2E4ET]
add esp, 8
lea edx, [ebp-38Ch]

7EIDARf# FiDataf1Codef1 % #:, wJUABEF M5, 4 E K2 EHnopki Bl a]

52
53
54
55
56
57
58
59
68
6l
62
63
64

memcpy (&v5, "123567389:;<=>?", @xFu);
BYTE2(v7) = 32;

XOR{v1, (int)&v22);

XOR(v2, (int)&vs);

v = *alj;

LOBYTE(vE) = a1[1];

BYTEL(vE) = dword 495728 + a1[2];
memset(&v25, B, Bx1FCu);

sub_48D768((int *)&23, @, 16, (int)&5, @);

sub_48DC48(&v22, &v12);

v3 = strlen(&v12);

sub 4@188F (&v12, &u24, w3);
return stromp(&v2e, &v24) == @;

FEREHEIE] T 0 R

.rdata

.rdata:
.rdata:
.rdata:

.rdata

.rdata:

.rdata

Jrdata:
|.rdata:

R —T AAESINE Hi1Sbox, I HIWr HAES N

52
53
54
55
56
57
538
59
68
61
62
63
64

A,

:BB48637C byte 48637C db &3h
BR48637C

Ba486370 db  7Ch ;
Ba48637E db T7h ; w
1 BB48637F db 7Bh ; {
BR486350 db @Fzh

1 BB486381 db 6Bh ; k
BA486382 db: | 6FhC4 B
BE486383 db @Csh

memcpy (&key, "123567389:;<=32", @xFu);
BYTE2(v7) = 32;

XOR(vl, (int)&v2e);

XOR(v2, (int)&key);

key = *

BYTEL(vE) = dword 435728 + al[z]i]
memset(v2s, @, 8x1FCu);

sub_48D7e@(v28, @, 16, (int)&key, @);
sub_48DC48(v2E, &Yessage);

v3 = strlen(&essage);

NumberToHex( (int)&essage, (int)&Calc, v3
return stromp(&.28, &Calc) == @;

key 5 & A A flagi B =ANF A X

)5

char keys: [esp+4aCh] [ebp-53@h]
iﬁﬁespﬂ-nh] [ebp-52Fh]

int w7; f/ [esp+59h] [ebp-523h]

char v8; // [esp+68h] [ebp-51Ch]

char v9; // [esp+61h] [ebp-51Bh]

- intl6,wlés S [esp+l25h].[ebp-457hR]
char v11; // [esp+127h] [ebp-455h]

Message N ¥ X pediy, HEtRiE, pediy@idEANFHAESIHZ 2 5, &TF—ME

FOM=A SR, B AR RARRL. 62 %62 %62 = 238328, WR AT A



.text:8p483267 call DigitCheck

Ltewt:ee46326C add esp, 4
Ltext:e848326F and eax, BFFh
text: 084683274 test eax, eax
F--- | text:e8483276 jz short loc_483289
: Ltewt 00463278 lea eax, [ebp-3Ch]
| Ltext:0084083278 push eax
: Ltewt:@e4a8327C call j_AESCheck
I Ltext: 88483281 add esp, 4
: Ltext: 00403254 Mo [ebp-8], eax
| r— Ltext: 0084083287 jmp short loc_483299
I tovt BAARIIRG © o oo o oo

TEIDAY R BL T AESCheck 2 B, XTiX=/NFRFHEAT T HIWT: DAZ0HED
Fr AR B 5 5091000
Se BB RN — T H3E

=@818F97C, (ASCII "124131400808088088™)

erial:GetLastEy
ome problém?@;B123456787 ahcde fighijklmn

Xt FAESHIINE 35, FEHNET =AM TR, B pediy

PRRR D JLR 3

erial:success

BATHACEE, PONESBANSERBARRELSRAR, HARES,

set a=100

echo %a%iamahandsomeguyhahal | CrackMe.exe > a.txt
:retry

set /a a=a+l

echo %a%iamahandsomeguyhahal | CrackMe.exe > b.txt
fc a.txt b.txt

if %ERRORLEVEL%==0 goto retry

iEZ%iX*?E@py%%?@:

ﬁiﬁ%*41<fﬁﬁ%:


https://bbs.pediy.com/thread-228754.htm
https://bbs.pediy.com/thread-228772.htm

# -*- coding: ascii -*-

import subprocess

sn3="iamahandsomeguyhahal"

for i in range(100,999):
p = subprocess.Popen("CrackMe.exe", stdin = subprocess.PIPE,\
stdout = subprocess.PIPE, stderr = subprocess.PIPE, shell = True)
sn=str(i)+sn3+'\n’

outs,errs=p.communicate(bytes(sn.encode("ascii")))
if(b"success" in outs):

print(sn)

break




	[2018看雪] - 第四题 - 对抗反汇编+密码

