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void* malloc(size_t)
static int alloc_slot(int, size_t)
static uint32_t try_avail(struct meta **)
static struct meta * alloc_group(int, size_t)
void* enframe(struct meta *, int, size_t, int)
void free(void *)
static struct mapinfo nontrivial_free(struct meta *, int)
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//in malloc.c
[/ EX T —1E/mEE, HTEHEKE chunk
struct malloc_context ctx = { @ };

//in glue.h
// #Egdb FEIFFEE __malloc_context
#define ctx _ _malloc_context

//in meta.h
__attribute_ ((__visibility ("hidden")))
extern struct malloc_context ctx;

struct malloc_context {

uint64_t secret; //ctx.secret = get_random_secret();

int init_done; //if(init_done==0) {init, init_done = 1;}

unsigned mmap_counter; //{&/Hmmap 7E P77 HI K EL

e e e TE&FWE FENER

struct meta *free_meta_head;

struct meta *avail_meta; //meta_areaHEEFIZINmeta BHHE, favail_meta_count Zn#E
size_t avail_meta_count, avail_meta_area_count, meta_alloc_shift;

struct meta_area *meta_area_head, *meta_area_tail;

unsigned char *avail_meta_areas;

struct meta *active[48]; //ZEHFEHHLS M Hmeta, A TS5 DGR, (Fhltcache/ &F bins)
size_t usage_by_class[48]; // X A/DHIEFHIfTEmetaigroup i & B Hichunk 147,

uint8_t unmap_seq[32], bounces[32];

uint8_t seq;

uintptr_t brk; // 18R H Bi#Ibrk (0)

¥

//in meta.h
/B HE—PRTET, TEBLEHAE A —struct meta_areaZfy, ZHTERF T a4 52— Hmeta.
//const struct meta_area *area = (void *)((uintptr_t)meta & -4096);
struct meta_area {
uinté4_t check; //—1NiE#HImeta_areaiiFH assert(area->check == ctx.secret);
struct meta_area *next;

/) EEmeta g1, —MRAEEE E
//ctx.meta_area_tail->nslots = (4096-sizeof(struct meta_area))/sizeof(struct meta);

int nslots;

// 1B B meta #I754. XFpGEERE—trick, BEELZHEE R 7Emeta A,
/) KEPFE(Int nslots;), EHEFENOIFELEH.
struct meta slots[];

s



//in meta.h
//struct meta&# I'struct group, groupFHjstorage HL24H F A 77
//group FEFEZEZA"chunk " 3 HIfH €/, A Hglibc #19chunk.
//meta EE igroup Fchunk #9148 Hismal L_cnt_tab# A 75E .
//meta B group ##E-I chunk BIA D EZE, Hisizeclass#EE.
struct meta {
struct meta *prev, *next; // R fER
// B EEgroup, —EHER —TNHFER, H—ERERIREE, BilihhK .
struct group *mem;
volatile int avail_mask, freed_mask; //#iEHI#EZ, H—1bitZpFESE.
uintptr_t last_idx:5;
uintptr_t freeable:1;
uintptr_t sizeclass:6; /) EBIgroup BIA . HiRmemZmmap #BE, [EZE 463 .
uintptr_t maplen:8*sizeof(uintptr_t)-12;// 4R E# Figroup Zmmap 7 EHT, T A7 HE, &R H40.
s

struct group {

struct meta *meta; // B E B Zstruct meta
unsigned char active_idx:5; //51bit

char pad[UNIT - sizeof(struct meta *) - 1]; //F316FFHNF, XL Historage[ ] ZX1FH]
unsigned char storagel];

%

R

void* malloc(size_t)



//in malloc.c
void *malloc(size_t n)

{

if (size_overflows(n)) return 0;

//#define MMAP_THRESHOLD 131052
if (n >= MMAP_THRESHOLD) {
//mmap()

goto success;

}

sc = size_to_class(n);
g = ctx.active[sc]; //BE#HEH, ZFmeta* g

for (5;5) {

mask = g ? g->avail_mask : 0;

first = mask&-mask; //#ZRIEHI A1 b1t
if (!first) break; //&Favail fichunk, break

//¥avail X—1oit Bfre, BHHET
g->avail_mask = mask-first;

idx = a_ctz_32(first); //B2p9#5%, Klgroup #chunk T#x
goto success;

/) WHEEEE R Havail fichunk, #—HiE

idx = alloc_slot(sc, n);

[/ EFAREER T, HiHg

g = ctx.active[sc];

success:
ctr = ctx.mmap_counter;
return enframe(g, idx, n, ctr);

static int alloc_slot(int, size_t)

//in malloc.c
//sc = size to _class(req), req i igHIAHEL

static int alloc_slot(int sc, size_t req)

{

// malloc() FHImE X Hctx.active[sc] K AHavail #Y,

// Y B — FEF( A freed maskEiZmeta. next & i 4 HEHT)
uint32_t first = try avail(&ctx.active[sc]);

if (first) return a_ctz_32(first); //A#HEHZE) return

struct meta *g = alloc_group(sc, req); //#—#HiF, HiFLHHmetaLgroup
if (!g) return -1;

g->avail_mask--;

queue(&ctx.active[sc], g); //MAZRF, stAfctx.acive[sc]WZANULL
return 0;

static uint32_t try_avail(struct meta **)



//in malloc.c
static uint32_t try_avail(struct meta **pm)

{

struct meta *m = *pm;

uint32_t mask = m->avail_mask;

if (!mask) { //&Favail T
if (!m->freed_mask) { //HXFHfreeHdichunk, BErkZEmetakgroup #HrHchunk ZSHH 2T
dequeue(pm, m); //meta unlink, UNSAFE UNLINK! AEEHI—KIEBHHEE
m = *pm; //UERTHIM A F—meta, mAANULLHGE B EH GEAFEEHT

if (Im) return 0;

} else {

m = m->next; //LEHT 1, WRRTF—1TEEEES(HHEHE)
*pm = m;
}

mask = m->freed_mask;

// Skip fully-free group unless it's the only one

// activate more slots in a not-fully-active group
// 1f needed, but only as a last resort. prefer using

// any other group with free slots.

// i free maskEF#H/Havail mask, cas[@FH 7=
mask = activate_group(m);

assert(mask);
decay_bounces(m->sizeclass); // ???

}

// R Havail #9—chunk X fmask, return
first = mask&-mask;

m->avail _mask = mask-first;

return first;

static struct meta * alloc_group(int, size_t)



//in malloc.c
static struct meta *alloc_group(int sc, size_t req)
{

size_t size = UNIT*size_classes[sc];

int i = 9, cnt;

unsigned char *p;

[/ AEEF Hmeta, THEREIFIFAE

//LEBEECtx. free_meta_head f9tE#H, WIRRH->

// BEECtx B meta_area 2L H Flmeta, ZHAHMEmeta_area, HIEHRH->
/1 S EHbrR () LA 7R AL 5 B, S5 2 40 B — B SRR A 777, 1FFguard
//brk () KM =22 i@ Hmmap ()

struct meta *m = alloc_meta();

if (!'m) return 9;

size_t usage = ctx.usage_by class[sc];

/) —IBLRIE, Zentlf T — 1 EEHIE

cnt = xxx; //cntZiXfmetaljgroup #ichunk FI$ &

if (size*cnt+UNIT > pagesize/2) {

// 2 FRIBAHS, idmmap () 2
p = mmap(@, needed, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANON, -1, 0);
} else {
int j = size_to_class(UNIT+cnt*size-IB);
// X —kalloc_slot() XAE—I BT
/) BRI EXWE LA, BEAZFTHIchunk =% 9% 2 #igroup
int idx = alloc_slot(j, UNIT+cnt*size-IB);
if (idx < @) {
free_meta(m);
return 0;
¥
struct meta *g = ctx.active[j];

p = enframe(g, idx, UNIT*size_classes|[j]|-IB, ctx.mmap_counter);

VZAEEEEE T LI EFCRESEE [7E T2 Emal Loc () 9272, [ BALELE T Hichunk

m->maplen = 0;
p[-3] = (p[-3]&31) | (6<<5);
for (int i=0; i<=cnt; i++)
p[UNIT+i*size-4] = 0;
active_idx = cnt-1;
¥
1/ IR i3
ctx.usage_by_class[sc]| += cnt;
/) XL Hmeta 7 ELF P E
m->avail_mask = (2u<<active_idx)-1;
m->freed_mask = (2u<<(cnt-1))-1 - m->avail_mask;
m->mem = (void *)p;
m->mem->meta = m;
m->mem->active_idx = active_idx;
m->last_idx = cnt-1;
m->freeable = 1;
m->sizeclass = sc;
return m;



void* enframe(struct meta *, int, size t, int)

//in malloc.c
/) BEGEESIHERINFE, enframe ()X Ei— Lk B REHE T IE
static inline void *enframe(struct meta *g, int idx, size_t n, int ctr)

{

size_t stride = get_stride(g); //—7chunk#gA

size_t slack = (stride-IB-n)/UNIT; //chunkZ# /)%
unsigned char *p = g->mem->storage + stride*idx; //iB[E4H &/ FIchunk #ihF
unsigned char *end = p+stride-IB;
// cycle offset within slot to increase interval to address
// reuse, facilitate trapping double-free.
//off: tHEHp B E—TIchunk F9FEZ, Lll6byte H# (7.

int off = (p[-3] ? *(uintl6_t *)(p-2) + 1 : ctr) & 255;

... //check

if (off) {

// store offset in unused header at offset zero

// 1f enframing at non-zero offset.

*(uintle_t *)(p-2) = off;

p[-3] = 7<<5;

p += UNIT*off;

// for nonzero offset there is no permanent check

// byte, so make one.

p[-4] = ©;
}
*(uintl6_t *)(p-2) = (size_t)(p-g->mem->storage)/UNIT;
p[-3] = idx;
set_size(p, end, n);
return p;
}

void free(void *)



//in free.c
void free(void *p)
{
if (!p) return;
struct meta *g = get_meta(p); //p -> struct group -> struct meta, #HRE
int idx = get_slot_index(p); //p #Egroup #H F#r
size_t stride = get_stride(g); //chunkR#gAH

... // check

uint32_t self = lu<<idx, all = (2u<<g->last_idx)-1;
((unsigned char *)p)[-3] = 255; //p[-3]5slot_indexflireserve &%, H#EOXff
*(uintl6_t *)((char *)p-2) = 0; //p[-1] = p[-2] = 6;

// atomic free without locking if this is neither first or last slot
for (55) {

uint32_t freed = g->freed_mask;

uint32_t avail = g->avail_mask;

uint32_t mask = freed | avail;

assert(!(mask&self)); //WFritdoubel free

//WTREful L fimeta #fifree 91, EiZ2free T jmitempty #9i%, #itbreak, HITIEHL#E,
/) RS, #areturn.,
if (!freed || mask+self==all) break;
if (IMT)
g->freed_mask = freed+self;

/) THHIFH 7. B Mreturn, %Mcontinue
else if (a_cas(&g->freed_mask, freed, freed+self)!=freed)
continue;

return;

}

wrlock();

/BRGNS, EEEE LW, FEXmetaljdouble LinR#{TLFE, HFEL FEREEmeta ] HiESFEK.
struct mapinfo mi = nontrivial free(g, idx);

unlock();

static struct mapinfo nontrivial_free(struct meta *, int)



static struct mapinfo nontrivial free(struct meta *g, int i)
{

uint32_t self = lu<<i;

int sc = g->sizeclass;

uint32_t mask = g->freed_mask | g->avail_mask;

if (mask+self == (2u<<g->last_idx)-1 & okay_to free(g)) { //#IEE1 L5 Hmeta
// any multi-slot group 1s necessarily on an active Llist
// here, but single-slot groups might or might not be.

if (g->next) {

assert(sc < 48);

int activate_new = (ctx.active[sc]==g);

dequeue(&ctx.active[sc], g);

if (activate_new && ctx.active[sc])

activate_group(ctx.active[sc]);

}
//free group, H#£free meta. 1~FHREHIFIG
//free meta HEMHEHHKActx. free_meta_head, FEz2iE7F
//free group BiEITILTE, WRXTgroup BN EXELZEH], M4 FHE—#nontrivial_free()
return free_group(g);
} else if (!mask) { //ZIEE12WiHmeta
assert(sc < 48);
// might still be active if there were no allocations
// after last available slot was taken.
if (ctx.active[sc] != g) {
queue(&ctx.active[sc], g); //HHEFHFE
¥
¥
a_or(&g->freed_mask, self);
return (struct mapinfo){ @ };

}
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BRSNS R, WEFRE - REASE, FoREZRAANMERHEE T Mmusl libc. BX—FBARAEERE, PRR
EMEETRBRERN—%), f—HmET —M. FTE2%E— FEmMuslibckI0_FILEXREA.,

// KEErE, _I0 FILEZHIEA B8 E # R4
struct _I0 _FILE {

unsigned flags;

unsigned char *rpos, *rend;

int (*close)(FILE *);

unsigned char *wend, *wpos;

unsigned char *mustbezero_1;

unsigned char *wbase;

size_t (*read)(FILE *, unsigned char *, size_t);
size_t (*write)(FILE *, const unsigned char *, size_t);
off_t (*seek)(FILE *, off_t, int);
unsigned char *buf;

size_t buf_size;

FILE *prev, *next;

int fd;

int pipe_pid;

long lockcount;

int mode;

volatile int lock;

int 1b+f;

void *cookie;

off_t off;

char *getln_buf;

void *mustbezero_2;

unsigned char *shend;

off_t shlim, shcnt;

FILE *prev_locked, *next_locked;
struct __locale_struct *locale;

}s



// BEE—: ELIAEESofL_head, ZEfiglibc #FHIFSOP, (9510 FILE
static FILE *ofl_head;

hidden FILE _ stdin_FILE = {
.buf = buf+UNGET,
.buf_size = sizeof buf-UNGET,

fd = 0,

.flags = F_PERM | F_NOWR,
.read = __ stdio_read,
.seek = __ stdio_seek,
.close = _ stdio_close,
.lock = -1,

¥
FILE *const stdin = & stdin_FILE;
FILE *volatile __ stdin_used = & stdin_FILE;

static unsigned char buf[BUFSIZ+UNGET];
hidden FILE __ stdout_FILE = {

.buf = buf+UNGET,

.buf_size = sizeof buf-UNGET,

fd =1,

.flags = F_PERM | F_NORD,
.1bf = '\n’,

.write = __ stdout_write,
.seek = __stdio_seek,
.close = __stdio_close,
.lock = -1,

¥
FILE *const stdout = & stdout_FILE;
FILE *volatile __ stdout_used = & stdout_FILE;

/B HERIFSOP Hiexit () X#EF, =tkikclose_file(), MIIKZofL_head# L#T
// B @ __stdin_used, stdout_used. #_LHIFI__stdin_used EH A —EH .
static void close_file(FILE *f)

{

if (!f) return;

FFINALLOCK(f);

if (f->wpos != f->wbase) f->write(f, 0, 9);

if (f->rpos != f->rend) f->seek(f, f->rpos-f->rend, SEEK CUR);

¥

void _ stdio_exit(void)

{

FILE *f;

for (f=*__ofl lock(); f; f=Ff->next) close_file(f);
close file(__stdin_used);

close file(__stdout_used);

close file(__stderr_used);

// fEfHropgadget AT IR H, musl LibcFthEHEMglibec Fmagic, A/HIEHTE .
//0x000000000004bcf3 : mov rsp, qword ptr [rdi + 0x30] ; jmp qword ptr [rdi + 0x38]

ield

AU )
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