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1 void *__usercall handlemsg@<rax>(__int64 al@<rbp>)
2 {
3 *(_DWORD *)(al - 4) = accept(3, OLL, OLL);

4 recv(*(_DWORD *)(al - 4), &qword_EOB16CO, ©x1000ulLl, 0);
5 close(*(_DWORD *)(al - 4));

6  qgmemcpy(&unk_EOAFOAQ, &unk_EOBOOAG, ©x1000uLl);

7  return &unk_EOAF8AQ;

8}
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.text:000000000DEAD1F4 jmp short loc_DEAD1F8
.text:000000000DEAD1F8 pop rcx
.text:000000000DEADIF9 retn
.text:000000000DEAD271 jmp short loc_DEAD275
.text:000000000DEAD275 pop ro

.text:000000000DEAD277 retn
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1 .text:000000000DEAD1F8 pop rcx ;9X0000000000000008

2 .text:000000000DEAD275 pop r9 ;0x1337DEADBEEF0095

3 .text:000000000DEAD127 mov rax, [rdi] ;rax = 8bytes user input

4 .text:000000000DEAD208 mov [rsi], rax ;[rsi] = 8bytes user input

5 .text:000000000DEAD26B mov r8, [rsi] ;ri = 8bytes user input

6 .text:000000000DEAD1O7 add rdi, 8 ;rdi points to next 8 bytes user input
7 .text:000000000DEAD27E mov [rsi], r9 ;[rsi] = 0x1337DEADBEEF@095

8 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x1337DEADBEEF0©095

9 .text:000000000DEAD1FO pop rbx ;rbx = 0x000000000000CAFE
10 .text:000000000DEAD145 imul rax, rbx ;rax = Ox1337DEADBEEF@095 * 0x000000000000CAFE
11 .text:000000000DEAD208 mov [rsi], rax
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13 .text:000000000DEAD1FO pop rbx ;rbx = Ox00000VOOORROBEEF

14 .text:000000000DEAD131 add rax, rbx ;rax = Ox1337DEADBEEF0095 * Ox000000000000CAFE +
0x00000V0VVVVOOBEEF

15 .text:000000000DEAD208 mov [rsi], rax

16 .text:000000000DEAD288 mov r9, [rsi] ;r9 = Ox1337DEADBEEF0O0O95 * 0Ox000000000000CAFE +
0x000000VVVVOOBEEF

17 .text:000000000DEAD2CC pop ri2 ;rl2 = 0x0000000000000001

18 .text:000000000DEAD292 pop rie ;rlo = 0x0000000000003419 = 13337
19 .text:000000000DEAD1E8 pop rax ;rax = 0x0000000000000000

20 .text:000000000DEAD1FO pop rbx ;rbx = 0x000000000000000

21 .text:000000000DEAD200O pop rdx ;rdx = 0x00000000000001D8

22 .text:000000000DEAD19F cmp rax, rbx ;

23 .text:000000000DEAD1A2 jnz short locret_DEAD1A7 ;not jmp

24 .text:000000000DEAD1A4 add rsp, rdx ;PSp = Ox000VVVVVROEGAFBDO

25 .text:000000000DEAD29B mov [rsi], rile

26 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000003419

27 .text:000000000DEAD1FO pop rbx ;0X0000000000000000

28 .text:000000000DEAD200 pop rdx ;OXFFFFFFFFFFFFFDE®O

29 .text:000000000DEAD1AE cmp rax, rbx N

30 .text:000000000DEAD1B1 jz short locret_DEAD1B6

31 .text:000000000DEAD1B3 add rsp, rdx ;rsp = OX0000000VOEOAFOF8

32 .text:000000000DEAD212 mov rax, [rsi] ;rax = rlo = 0x0000000000003419

33 .text:000000000DEAD1FO pop rbx ;9X0000000000000001

34 .text:000000000DEAD177 and rax, rbx ;rax = rax & rbx = 0x0000000000000001
35 .text:000000000DEAD208 mov [rsi], rax ;[rsi] = ©x0000000000000001

36 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000001

37 .text:000000000DEAD1FO pop rbx ;0X0000000000000001

38 .text:000000000DEAD200 pop rdx ;0X0000000000000068

39 .text:000000000DEADIAE cmp rax, rbx H

40 .text:000000000DEAD1B1 jz short locret_DEAD1B6 ; jmped

41 .text:000000000DEAD1B6 retn

42 .text:000000000DEAD2D5 mov [rsi], ri12 ;[rsi] = 0x0000000000000001

43 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000001

44 .text:000000000DEAD261 mov [rsi], r8 ;[rsi] = input8

45 text:000000000DEAD226 mov rbx, [rsi] ;rbx = input8

46 .text:000000000DEAD145 imul rax, rbx ;rax = 0x0000000000000001 * input8
47 .text:000000000DEAD208 mov [rsi], rax ;rax = input8

48 .text:000000000DEAD2DF mov ri2, [rsi] ;r12 = input8 r12 T RERIE
49 .text:000000000DEAD261 mov [rsi], r8 ;[rsi] = input8

50 .text:000000000DEAD212 mov rax, [rsi] ;rax = input8

51 .text:000000000DEAD226 mov rbx, [rsi] ;rbx = input8

52 .text:000000000DEAD145 imul rax, rbx s;rax = input8*input*

53 .text:000000000DEAD208 mov [rsi], rax

54 .text:000000000DEAD26B mov r8, [rsi] ;r8 = input8*input8

55 .text:000000000DEAD29B mov [rsi], rile ;¥rsi = 0x0000000000003419

56 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000003419

57 .text:000000000DEAD195 shr rax, 1 ;rax = 0x0000000000001A0C

58 .text:000000000DEAD208 mov [rsi], rax ;¥rsi = 0x0000000000001A0C

59 .text:000000000DEAD2A5 mov rle, [rsi] ;r1l0 = 0x0000000000001A0C

60 .text:000000000DEAD1FO pop rbx ;0xX0000000000000000

61 .text:000000000DEAD20O pop rdx ;OXFFFFFFFFFFFFFDE®

62 .text:000000000DEADIAE cmp rax, rbx

63 .text:000000000DEADIB1 jz short locret_DEAD1B6 ;if rl1e/2 > 0
64 .text:000000000DEAD1B3 add rsp, rdx ;OX000000VROEOAFIF8

65 .text:000000000DEAD1FO pop rbx ;0x0000000000000001

66 .text:000000000DEAD177 and rax, rbx ;rax = 0x0000000000000000

67 .text:000000000DEAD208 mov [rsi], rax ;¥rsi = 0x0000000000000000

68 .text:000000000DEAD1FO pop rbx ;0x0000000000000001

69 .text:000000000DEAD200@ pop rdx ;0X0000000000000068



70 .text:000000000DEAD1AE cmp rax, rbx

71 .text:000000000DEAD1B1 jz short locret_DEAD1B6 s;not jmp
72 .text:000000000DEAD1B3 add rsp, rdx ;PSp = OXx000V0VVVVOOEOAFB20
73 .text:000000000DEAD261 mov [rsi], r8 ;¥rsi = input8*input8
74 .text:000000000DEAD212 mov rax, [rsi] s;rax = input8*input8
75 .text:000000000DEAD226 mov rbx, [rsi] ;rbx = input8*input8
76 .text:000000000DEAD145 imul rax, rbx ;rax = input8*input8*input8*input8
77 .text:000000000DEAD208 mov [rsi], rax ;¥rsi = input8*input8*input8*input8
78 .text:000000000DEAD26B mov r8, [rsi] ;r8 = input8*input8*input8*input8
79 .text:000000000DEAD29B mov [rsi], rile ;¥rsi = 0x0000000000001A0C
80 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000001A0C
81 .text:000000000DEAD195 shr rax, 1 ; 9X0000000000000DO6
82 .text:000000000DEAD208 mov [rsi], rax ;¥rsi = 0x0000000000000D06
83 .text:000000000DEAD2AS5 mov rie, [rsi] ;rle = 0x000000000VODO6
84 .text:000000000DEAD1FO pop rbx ;rbx = 0x0000000000
85 .text:000000000DEAD20O pop rdx ;rdx = 0x00000000VV6S
86 .text:000000000DEADIAE cmp rax, rbx
87 .text:000000000DEAD1B1 jz short locret_DEAD1B6;not jmp
88 .text:000000000DEAD1B3 add rsp, rdx ; OX0000VORVOELAFOF8
89 .tex1t:000000000DEAD212 mov rax, [rsi] 5
90 .text:000000000DEAD1FO pop rbx ;9X0000000000000001
91 .text:000000000DEAD177 and rax, rbx ;9X0000000000000000
92 .text:000000000DEAD208 mov [rsi], rax ;*¥rsi=0x0000000000000000
93 .text:000000000DEAD212 mov rax, [rsi] ;rax = rll = 9x0000000000000000
94 .text:000000000DEAD1FO pop rbx ;9X0000000000000001
95 .text:000000000DEAD200O pop rdx ;9X0000000000000068
96 .text:000000000DEAD1AE cmp rax, rbx
97 .text:000000000DEAD1B1 jz short locret_DEAD1B6 ; not jmp
98 .text:000000000DEAD1B3 add rsp, rdx ; OX0000VOVVOELVAFB20
99 .text:000000000DEAD261 mov [rsi], r8 ;¥rsi = input8*input8*input8*input8
100 .text:000000000DEAD212 mov rax, [rsi] s;rax = input8*input8*input8*input8
101 .text:000000000DEAD226 mov rbx, [rsi] ;rbx = input8*input8*input8*input8
102 .text:000000000DEAD145 imul rax, rbx srax =
input8*input8*input8*input8*input8*input8*input8*input8
103 .text:000000000DEAD208 mov [rsi], rax
104 .text:000000000DEAD26B mov r8, [rsi] ;r8 =
input8*input8*input8*input8*input8*input8*input8*input8
105 .text:000000000DEAD29B mov [rsi], rie ;0X000000000000DO6
106 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000DO6
107 .text:000000000DEAD195 shr rax, 1 ;rax = 0x0000000000000683
108 .text:000000000DEAD208 mov [rsi], rax ;*¥rsi = 0x0000000000000683
109 .text:000000000DEAD2AS mov rle, [rsi] ;r1l0 = 0x0000000000000683
110 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000683
111 .text:000000000DEAD1FO pop rbx ;0X0000000000000000
112 .text:000000000DEAD200O pop rdx ;OXFFFFFFFFFFFFFDE®O
113 .text:000000000DEAD1IAE cmp rax, rbx
114 .text:000000000DEAD1B1 jz short locret_DEAD1B6 ;if r10/2 > ©
115 .text:000000000DEAD1B3 add rsp, rdx ;OX000000VROEOAFIF8
116 .text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000683
117 .text:000000000DEAD1FO pop rbx ;0x0000000000000001
118 .text:000000000DEAD177 and rax, rbx ;rax = 0x0000000000000001
119 .text:000000000DEAD208 mov [rsi], rax ;*¥rsi = 0x0000000000000001
120 .text:000000000DEAD212 mov rax, [rsi]
121 .text:000000000DEAD1FO pop rbx ;0x0000000000000001
122 .text:000000000DEAD200O pop rdx ;0x0000000000000068
123 .text:000000000DEAD1AE cmp rax, rbx
124 .text:000000000DEAD1B1 jz short locret_DEAD1B6; jmped
125 .text:000000000DEAD1B6 retn
126 .text:000000000DEAD2D5 mov [rsi], ri2 ;¥rsi = input8
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128 .text:000000000DEAD261 mov [rsi], r8 ;¥rsi =
input8*input8*input8*input8*input8*input8*input8*input8

129 .text:000000000DEAD226 mov rbx, [rsi] ;rbx =
input8*input8*input8*input8*input8*input8*input8*input8

130 .text:000000000DEAD145 imul rax, rbx s;rax = input(9)

131 .text:000000000DEAD208 mov [rsi], rax

132 .text:000000000DEAD2DF mov r12, [rsi] ;r12 = r12 * r8 = input(9)
133 .text:000000000DEAD261 mov [rsi], r8 ;¥rsi = input(8)

134 .text:000000000DEAD212 mov rax, [rsi]

135 .text:000000000DEAD226 mov rbx, [rsi]

136 .text:000000000DEAD145 imul rax, rbx

137 .text:000000000DEAD208 mov [rsi], rax

138 .text:000000000DEAD26B mov r8, [rsi]

139 .text:000000000DEAD29B mov [rsi], rile

140 .text:000000000DEAD212 mov rax, [rsi]

141 .text:000000000DEAD195 shr rax, 1

142 .text:000000000DEAD208 mov [rsi], rax

143 .text:000000000DEAD2A5 mov r1e, [rsi]

144 .text:000000000DEAD29B mov [rsi], rile

145 .text:000000000DEAD212 mov rax, [rsi]

146 .text:000000000DEAD1FO pop rbx ; OX0000000000000000
147 ..
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.text:000000000DEAD1F8 pop rcx ;,0X0000000000000008

;r8 = input[rcx], r9 = ©x1337DEADBEEF0095

.text:000000000DEAD275 pop ro ;0x1337DEADBEEF00O95
.text:000000000DEAD127 mov rax, [rdi] ;rax = 8bytes user input
.text:000000000DEAD208 mov [rsi], rax ;[rsi] = 8bytes user input
.text:000000000DEAD26B mov r8, [rsi] ;ri = 8bytes user input
.text:000000000DEAD107 add rdi, 8 ;rdi points to next 8 bytes user input

;P9 = r9 * 0x00000000000OCAFE + Ox000000VVOOOOBEEF

.text:000000000DEAD27E mov [rsi], r9 ;[rsi] = ©x1337DEADBEEF0095
.text:000000000DEAD212 mov rax, [rsi] ;rax = 0x1337DEADBEEF0095

.text:000000000DEAD1FO pop rbx ;rbx = 0x000000000VVOCAFE
.text:000000000DEAD145 imul rax, rbx ;rax = Ox1337DEADBEEF0O@95 * 0x000000000000CAFE
.text:000000000DEAD208 mov [rsi], rax

.text:000000000DEAD288 mov r9, [rsi] ;r9 = O0x1337DEADBEEF0O095 * 0x000000000000CAFE
.text:000000000DEAD1FO pop rbx ;rbx = Ox0000000VVVVOBEEF
.text:000000000DEAD131 add rax, rbx ;rax = Ox1337DEADBEEF0O095 * 0x000000000000CAFE +
OX00000VVVROBEEF

.text:000000000DEAD208 mov [rsi], rax

.text:000000000DEAD288 mov r9, [rsi] ;P9 = Ox1337DEADBEEF0O095 * 0Ox000000000000CAFE +
OX00000VVVROBEEF

;r12 = 1, rle = 13337

.text:000000000DEAD2CC pop ri2 ;rl2 = 9x0000000000000001
.text:000000000DEAD292 pop rie ;rl0 = 9x0000000000003419 = 13337
.text:000000000DEAD1E8 pop rax ;rax = 9x0000000000000000
.text:000000000DEAD1FO pop rbx ;rbx = 0x0000000000000000
.text:000000000DEAD200 pop rdx ;rdx = 9x00000000000001D8

.text:000000000DEAD1SF cmp rax, rbx H



.text:000000000DEAD1A2 jnz short locret_DEAD1A7 s;not jmp

.text:000000000DEAD1A4 add rsp, rdx ;rsp = Ox0000000VOEOAFBDO
.text:000000000DEAD29B mov [rsi], rile

.text:000000000DEAD212 mov rax, [rsi] ;rax = 0©x0000000000003419
.text:000000000DEAD1FO pop rbx ; 9X0000000000000000
.text:000000000DEAD200 pop rdx ;OXFFFFFFFFFFFFFDEO
.text:000000000DEAD1AE cmp rax, rbx H

.text:000000000DEAD1B1 jz short locret_DEAD1B6

.text:000000000DEAD1B3 add rsp, rdx ;rsp = Ox000000VOOEOAFOFS

if (r1@ & ox01 == 0xo1)

{

rl2 = rl2 * r8;

r8 = r8 * rs8;
}
.text:000000000DEAD212 mov rax, [rsi] ;rax = rlo = 0x0000000000003419
.text:000000000DEAD1FO pop rbx ;0X0000000000000001
.text:000000000DEAD177 and rax, rbx ;rax = rax & rbx = 0x0000000000000001
.text :000000000DEAD208 mov [rsi], rax ;[rsi] = ©x0000000000000001
.text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000001
.text:000000000DEAD1FO pop rbx ;,0X0000000000000001
.text:000000000DEAD200 pop rdx ;,0X0000000000000068
.text:000000000DEADIAE cmp rax, rbx K
.text :000000000DEAD1B1 jz short locret_DEAD1B6 ; jmped
.text:000000000DEAD1B6 retn
.text:000000000DEAD2D5 mov [rsi], ri2 ;[rsi] = 0x0000000000000001
.text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000001
.text:000000000DEAD261 mov [rsi], r8 ;[rsi] = input8
text:000000000DEAD226 mov rbx, [rsi] ;rbx = input8
.text:000000000DEAD145 imul rax, rbx ;rax = 0x0000000000000001 * input8
.text :000000000DEAD208 mov [rsi], rax s;rax = input8
.text :000000000DEAD2DF mov ri2, [rsi] ;r12 = input8 rL2HFREERE
.text:000000000DEAD261 mov [rsi], r8 ;[rsi] = input8
.text:000000000DEAD212 mov rax, [rsi] s;rax = input8
.text :000000000DEAD226 mov rbx, [rsi] ;rbx = input8
.text:000000000DEAD145 imul rax, rbx s;rax = input8*input*
.text:000000000DEAD208 mov [rsi], rax
.text:000000000DEAD26B mov r8, [rsi] ;r8 = input8*input8

rle = rie / 2;

.text:000000000DEAD29B mov [rsi], rile ;¥rsi = 0x0000000000003419
.text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000003419
.text:000000000DEAD195 shr rax, 1 ;rax = 0x0000000000001A0C
.text:000000000DEAD208 mov [rsi], rax ;¥rsi = 0x0000000000001A0C
.text:000000000DEAD2AS mov rle, [rsi] ;110 = 0x0000000000001A0C

if (r1e != o)

.text:000000000DEAD1FO pop rbx ;0Xx0000000000000000

.text:000000000DEAD200 pop rdx ;OXFFFFFFFFFFFFFDEO

.text:000000000DEADIAE cmp rax, rbx

.text :000000000DEAD1B1 jz short locret_DEAD1B6 ;if r1e/2 > ©
.text :000000000DEAD1B3 add rsp, rdx ; OX00000OVOOEOAFIFS8
.text:000000000DEAD1FO pop rbx ;0Xx0000000000000001

if (ri1@ & oxe1 == 0)
{
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.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

rle =

.text:
.text:
.text:
.text:
.text:

00000VRRODEAD177
000000ORODEAD208
000000BRODEAD1FO
000000BRODEAD200
000000RRODEADIAE
0000000RODEAD1B1
000000OODEAD1B3
000000ORODEAD261
000000ORODEAD212
000000ORODEAD226
000000ORODEAD145
000000VRODEAD208
000000ORODEAD26B

rle /2;

©00000VODEAD29B
©0000VODEAD212
©0000VODEAD195
©0000VODEAD208
©0000RVODEAD2AS

if (ri1e > 0)

.text:
.text:
.text:
.text:
.text:

©0000BVVODEAD1FO
©0000BVVODEAD200
00000BVVODEADIAE
000000V DEAD1B1
000000VODEAD1B3

if (r1@ & 0xe1 == 0)

{

r8 = r8*rg;

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

000000VVODEAD212
©0000VVVODEAD1FO
©000BBRVODEAD177
000000VOODEAD208
000000VVODEAD212
©0000VVVODEAD1FO
000000VVODEAD200
©00000BOADEAD1AE
00000000ODEAD1B1
©000000OODEAD1B3
0000000RODEAD261
©000000RODEAD212
©00000BRADEAD226
0000000OODEAD145

and
mov
pop
pop
cmp
jz
add
mov
mov
mov
imul
mov
mov

mov
mov
shr
mov
mov

pop
pop
cmp
jz

add

mov
pop
and
mov
mov
pop
pop
cmp
jz
add
mov
mov
mov
imul

rax, rbx
[rsi], rax
rbx

rdx

rax, rbx

short locret_DEAD1B6

rsp, rdx
[rsi], r8
rax, [rsi]
rbx, [rsi]
rax, rbx
[rsi], rax
r8, [rsi]

[rsi], rie
rax, [rsi]
rax, 1

[rsi], rax
rle, [rsi]

rbx
rdx
rax, rbx

;rax = 9x0000000000000000
;¥rsi = 0x0000000000000000
;0Xx0000000000000001
;0Xx0000000000000068

s;not jmp

;Psp = Ox00000VVOOEOAFB20
;*¥rsi = input8*input8
;rax = input8*input8
;rbx = input8*input8

;rax = input8*input8*input8*input8
;*¥rsi = input8*input8*input8*input8
;r8 = input8*input8*input8*input8

;¥rsi = 0x0000000000001A0C
;rax = 0x0000000000001A0C

;0X0000000000000D06

;¥rsi = 0x0000000000000D06
;rl0 = Ox0000000000000D06
;rbx = 0x0000000000000000
;rdx = 0x0000000000000068

short locret_DEAD1B6;not jmp

rsp, rdx

rax, [rsi]
rbx

rax, rbx
[rsi], rax
rax, [rsi]
rbx

rdx

rax, rbx

; OXO00VVOOOEOAFIFS

;0X0000000000000001
;0x0000000000000000

;¥rsi=0x0000000000000000

;rax = rll = 9x0000000000000000
;0X0000000000000001
;0X0000000000000068

short locret_DEAD1B6 ; not jmp

rsp, rdx
[rsi], r8
rax, [rsi]
rbx, [rsi]
rax, rbx

; OX0000VVVRVEOAFB20
;¥rsi = input8*input8*input8*input8
s;rax = input8*input8*input8*input8
;rbx = input8*input8*input8*input8

;rax =

input8*input8*input8*input8*input8*input8*input8*input8
.text:000000000DEAD208 mov
.text:000000000DEAD26B mov
input8*input8*input8*input8*input8*input8*input8*input8

rle =

rie / 2

.text:000000000DEAD29B mov
.text:000000000DEAD212 mov

[rsi], rax
r8, [rsi]

[rsi], rile
rax, [rsi]

;r8 =

;0Xx0000000000000DO6
;rax = 9x0000000000000D06



.text:000000000DEAD195 shr rax, 1 ;rax = 0x0000000000000683

.text:000000000DEAD208 mov [rsi], rax ;¥rsi = 9x0000000000000683
.text:000000000DEAD2AS5 mov rle, [rsi] ;P10 = 0x0000000000000683

if (ri1e > 0)

.text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000683
.text:000000000DEAD1FO pop rbx ; 9X0000000000000000
.text:000000000DEAD200 pop rdx ;OXFFFFFFFFFFFFFDEO
.text:000000000DEADIAE cmp rax, rbx

.text:000000000DEAD1B1 jz short locret_DEAD1B6 ;if r1e/2 > 0

if (r1o & ox01 == 1)

{

rl2 = rl2 * r8;

r8 = r8 * rs8;
}
.text:000000000DEAD1B3 add rsp, rdx ; OX0000VOVVOELOAFOF8
.text:000000000DEAD212 mov rax, [rsi] ;rax = 0x0000000000000683
.text :000000000DEAD1FO pop rbx ;,0X0000000000000001
.text :000000000DEAD177 and rax, rbx ;rax = 0x0000000000000001
.text:000000000DEAD208 mov [rsi], rax ;¥rsi = 0x0000000000000001
.text:000000000DEAD212 mov rax, [rsi]
.text :000000000DEAD1FO pop rbx ;,0X0000000000000001
.text:000000000DEAD200 pop rdx ;0X0000000000000068
.text:000000000DEADIAE cmp rax, rbx
.text :000000000DEAD1B1 jz short locret_DEAD1B6;jmped
.text:000000000DEAD1B6 retn
.text :000000000DEAD2D5 mov [rsi], ri2 ;¥rsi = input8
.text:000000000DEAD212 mov rax, [rsi] s;rax = input8
.text:000000000DEAD261 mov [rsi], r8 ;¥rsi =
input8*input8*input8*input8*input8*input8*input8*input8
.text :000000000DEAD226 mov rbx, [rsi] ;rbx =
input8*input8*input8*input8*input8*input8*input8*input8
.text:000000000DEAD145 imul rax, rbx s;rax = input(9)
.text:000000000DEAD208 mov [rsi], rax
.text :000000000DEAD2DF mov r12, [rsi] ;r12 = rl12 * r8 = input(9)
.text:000000000DEAD261 mov [rsi], r8 ;¥rsi = input(8)
.text:000000000DEAD212 mov rax, [rsi]
.text:000000000DEAD226 mov rbx, [rsi]
.text:000000000DEAD145 imul rax, rbx
.text:000000000DEAD208 mov [rsi], rax
.text :000000000DEAD26B mov r8, [rsi]
rie = rie / 2;
.text :000000000DEAD29B mov [rsi], rile
.text:000000000DEAD212 mov rax, [rsi]
.text:000000000DEAD195 shr rax, 1
.text :000000000DEAD208 mov [rsi], rax
.text :000000000DEAD2AS5 mov rle, [rsi]
.text :000000000DEAD29B mov [rsi], rile
.text:000000000DEAD212 mov rax, [rsi]
.text :000000000DEAD1FO pop rbx ; ©0x0000000000000000

RBBEMNBHHEICE—T, KT



ro

©x1337DEADBEEF@095;

r9 = 0x000000000000CAFE + OX0000000000OBEEF

rl2 = 1, rle = 13337

if (r1e & ox01 == ox01)

{
rl2 = rl2 * r8;
r8 = r8 * rg;

}

rie = rie / 2;

if (r1e 1= @)

if (ri1e & oxel == @)

{

r8 = r8 * rg;

}

rle = rlo /2;

if (r1e 1= o)

if (rio & ox01 == 0)
{
r8 = r8*rg;
}
rie = rie / 2
if (rie ! 0)
if (r1o & ox01 == 1)
{
rl2 = rl2 * r8;
r8 = r8 * r8;
}

rle = rie / 2;

W LB ARET R, FFRRRE, BT T MR EIRIE, RFLM0 & OOTHTHE, M
AR0, AT T12=r12718;18 =18 * 18, WRHEN0, IIF'r8=r8* 187, MEMOHB—fr, B it
B, HE0A0N L.

M2 MCIES RAXBABEKEZE, W



r9 = 0x1337DEADBEEF0095;

rl2 =1
r9 = r9 * 9x000000000000CAFE + OX00000VVVVOVOBEEF;
for (r1e = 13337; rl1e != 0; rle = rle/2)

{
if (ri1e & oxo1)
{
rl2 = rl2 * r8
}
r8 = r8 * rg;
}

ER B Rr10A RO . B2 Zr10A0KIR R, AEZEREFMKE? BT r10K¥IMHE 13337, &1t
13REBILE, 0% A0, FATEBALALBEE W A

SRTAL . NS EEE AR T e

Stexl ORORRRORODEADTRT

ekt S ARRRRRRRIDEAD 1S inp short loc_DEAD1SS
| et :ARARRRRRICEAD1ST ;

Fo% L EEREORRRARRRODEAD 193 is short locret_DERRIFY

g bRt ARARRRRRIDERD 1SS

' Ltext :ARARBRARADEAD1SS loc DEAD19S: ; CODE XREF: .text:0000000000EADIR1T

L -lllllluwznnws—

Stext O00BRRRBO0DEADTPE retn

L _text - 00ERBRBRIOEADISY ;

' Sbewt c BAEEABOBIDEADT TP pop rhp

H text s 0BBRBROBIDEADT %A retn

s text:0ORRBBBRODEADIRE |

' Ltext : ABRRBROBODEAD 1 $E inp short loc_DEAD1SF

4 Ltext :ABARBRBRIDEAD1RE ;

Stext :ODABRRARDDEADIRF

i ‘ bext : ABBRABHRODEADT PN db GA%h, @0&EH
'
SEenk  ODOBENNBODE AR FF

EFBTEFHTIER, i13REEZMER, RINEEEFY, EFI14GRWMEZMER, BRI FS #HITH
SEREE, EEMIATHgadgets K A Hrin T -

if (r1e == 0 )

.text:000000000DEAD208 mov [rsi], rax ;¥rsi = 0
.text:000000000DEAD2AS5 mov r1o, [rsi] ;rle = 0
.text:000000000DEAD212 mov rax, [rsi] ;rax = 0
.text:000000000DEAD1FO pop rbx ;0X0000000000000000
.text:000000000DEAD200 pop rdx ;OXFFFFFFFFFFFFFDEO
.text:000000000DEAD1IAE cmp rax, rbx H
.text:000000000DEAD1B1 jz short locret_DEAD1B6

if (ri12 !'= r9)

{

handlemsg ()
}
.text:000000000DEAD2D5 mov [rsi], ri2
.text:000000000DEAD212 mov rax, [rsi]
.text:000000000DEAD27E mov [rsi], r9
.text:000000000DEAD226 mov rbx, [rsi]
.text:000000000DEAD200 pop rdx
.text:000000000DEADIAE cmp rax, rbx
.text:000000000DEAD1B1 jz short locret_DEAD1B6
.text:000000000DEAD200 pop rdx ;OXFFFFFFFFFFFFFC38

.text :000000000DEAD1DF loop loc_DEAD1DB

KB R R R AT Z BN



if (rie == 0)

{
if (r12 1= r9)
{
handlemsg ()
}
}

ENZE_biRforfB 3R S5 sRINS, FIWr12R B Tr9, WMRAME, M4kLElrsocket, EEEANITE.
Z2ik, HACEFERK BN A:

r9 = @x1337DEADBEEF@@95;

r12 = 1

r9 = r9 * 0x000000000VPOCAFE + Ox000VOOOOVVVOBEEF;
for (r1e = 13337; rle != 0; rle = rl1e/2)

{
if (ri1e & oxo1)
{
rl2 = rl2 * r8
}
r8 = r8 * rg;
}
if (r9 !'= ri12)
{
handlemsg()
}

MAEH — N XBATE LR, BIOWRETr2, BFESPITH2AE8IE? ELBZATPOP RCX/E, RCX==8
7 FAVEBRN SHENSNRHEANMER . SIEER— TREIERN AL EE LR, £ 140KHT
#£.text:000000000DEAD195 shr  rax, 18, RABBHIK, EHATEI T EEFIBER, FATAT MBS EF 7231
BRI R XA FIWT,  BEMTHATrO==r12/5 K2 #:

.text:000000000DEADIAE cmp rax, rbx
.text:000000000DEAD1B1 jz short locret_DEAD1B6

EPITERANMLEE, FHEFNELT:

Beifraxh0, rbx0x2724090C0798E4CS5, FAME Biraxd /743 K H0x2724090C0798E4CS5, XHEHIEE T
r9==r12, Ba, FMIEREEgadgetsIthiT, HRIRLSWT:



text:000000000DEAD1IFC jmp short loc_DEAD20@

.text:000000000DEAD200 pop rdx

.text :000000000DEADIDF loop loc_DEAD1DB
.text:000000000DEAD1DB add rsp, rdx
.text:000000000DEAD127 mov rax, [rdi]
.text:000000000DEAD208 mov [rsi], rax
.text:000000000DEAD26B mov r8, [rsi]

BERY, rex@N7, rdifgE AP BAR T -8, JHR T —AMETKIERLRE.

= BAE ZFIMIEE AP ALY -
T A

i

Il

jus

= AR
rreevw

o e _bewi e S

P T ——

FEBNMIMEF PTG, FEFFRATEN Hiflag.
gZia bk, BATTUMACESRAIZEFHPITERT !

#include <stdio.h>
#include <stdlib.h>

long long r8[8] = {???, 222, 222, 2?2, 222, 22?2, 2?2, ???};

int main ()

{
r9 = Ox1337DEADBEEF0095;
for (rcx = 0; rcx < 8; rcx ++)
{
r9 = r9 * Ox000000000000CAFE + Ox00000000VVOOBEEF ;
rl2 = 1;
for (rle = 13337; rle > 0; rl1o = rle / 2)
{
if (r1o & oxo1)
r12 = rl2 * r8[rcx];
r8[rcx] = r8[rcx] * r8[rcx];
}
if (r12 !'= r9)
{
handlemsg();
}
}
printflag ();
}

RO 44 {E H0x1337DEADBEEF0095, &IR1E¥ G 224, BATH LATHEE B IR 1E3F J5 ROMIME 73 5l N -



long long r9[8] = {
0x2724090c0798e4c5,
Ox44e477ee2e372c65,
Oxal5Peec963c67d25,
Oxeab7d48b9dbo1ba5,
0xf01lbocf36a8c5eas,
0x930eeb9679f4d8a5,
Oxaeb27b8833ele4das,
0x22900a13b88bcca5s

3

MBI L RRKE, RIZVAFRMABERINGE, NEZDUE? MiRXNMEF RIS —BRCHARIHHE—
T

int getpower ()

{
long long magic = Ox000000000003419;

int twopower = 1;
int r8power = 0;

for (; magic > 9; magic = magic >> 1)

{
if (magic & 0xe1)

{

r8power += twopower;

}

twopower = twopower*2;

}

return r8power;

AT CAAIGE R R IR BOR 13337, i RBEF KO . TREBELA, SEY, KX, FHEXHEWT %M.

X713337 =Y

Khr b, HTXR—A64M 8, EHEELRN, RURaEL, PFrolsEhrm@MizRsEY, KX, HEXHL
LU e

X"13337 %2764 = Y

XHMRANBEERE T, KABFDRRE, PAEEAERRE. EREMN LA ANHKRN EERKE FARA
X L/PNEERRME, BFRXEHERFAT.

M _EEE 2IH KA pythonfipack B R K #, 52 Tflag, BEHBREAMEIK, KENT:



import sys,struct

def f(x):
return struct.pack('Q", x)

+= f(0xd5b828b6c97155a5)
+= f(0x51a2c3e8e288fa45)
+= f(0x561720a31926b105)
f(0xa325ec548e4e0385)
+= f(0x5369761ad6ccde85)
+= f(0x9475802813002885)
+= f(Oxcadd6adbdc679485)
+= f(0x7d67b37124bcbc85)

T © © T T T T T T
+
1}

sys.stdout.write(p)

¥ ok B A iy HH A% i3 45 rOops Bl T 4T Eflag:
root@kali64:/home/ctf/0ctf2015/r@ops# python roops.py | nc localhost 13337

root@kali64d: /home/ctf/0ctf2015/r0ops# ./rdops
YOU WIN!

FLAG IS: Octf{c97155a5e288fa45f926b1058e4e0385d6ccde8513002885dc67948524bcbc85}

8T :https://www.cnblogs.convgsharpsh00ter/p/6441433.html
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