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1 using System;

2 using System.IO;

3 using System.Ling;

4 using System.Security.Cryptography;

5 using System.Threading;

6 using Microsoft.VisualBasic.CompilerServices;

7

8 namespace flagfinder

9 {
10 // Token: ©x02000007 RID: 7
11 [StandardModule]
12 internal sealed class Modulel
13 {
14 // Token: 0x06000012 RID: 18 RVA: 0x000020D4 File Offset: 0x000002D4
15 [STAThread]
16 / /38 7 F A SR 3 8% b i BT S
17 public static void Main()
18 {
19 DriveInfo[] drives = DrivelInfo.GetDrives();
20 checked
21 {
22 for (int 1 = 0; 1 < drives.Length; i++)
23 {

24 DriveInfo drivelInfo = drives[i];

25 if (driveInfo.IsReady)

26 {

27 Modulel.SearchDir(driveInfo.RootDirectory);
28 }

29 }

30 }

31 }

32

33 // Token: 0x06000013 RID: 19 RVA: 0x0000210C File Offset: 0x0000030C
34 public static void SearchDir(DirectoryInfo dir)
35 {

36 checked

37 {

38 try

39 {
40 FileInfo[] files = dir.GetFiles();
41 for (int i = 0; i < files.Length; i++)
42 {
43 FileInfo file = files[i];
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Modulel.CheckFile(file);

}

DirectoryInfo[] directories = dir.GetDirectories();

for (int j = 0; j < directories.Length; j++)

{
dir = directories[]j];
Modulel.SearchDir(dir);
}
}
catch (Exception expr_49)
{
ProjectData.SetProjectError(expr_49);
Console.WriteLine("Unable to search: " + dir.FullName);
ProjectData.ClearProjectError();
}

// Token: 0x06000014 RID: 20 RVA: 0x00002198 File Offset: 0x00000398
public static void CheckFile(FileInfo file)

{

try
{
Console.WritelLine("Analyzing " + file.FullName + " ...");
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MD5CryptoServiceProvider mD5CryptoServiceProvider = new MD5CryptoServiceProvider();
if (mD5CryptoServiceProvider.ComputeHash(file.OpenRead()).SequenceEqual(Modulel.target))

{
SHA256CryptoServiceProvider sHA256CryptoServiceProvider = new

SHA256CryptoServiceProvider();

74
75

Console.WriteLine("We've found the flag on your hard drive:");
Console.WriteLine("ISG{" +

BitConverter.ToString(sHA256CryptoServiceProvider.ComputeHash(file.OpenRead())).ToLower() + "}");
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Environment.Exit(0);

}
Thread.Sleep(100);

}

catch (Exception expr_81)

{
ProjectData.SetProjectError(expr_81);
Console.WriteLine("Unable to read: " + file.FullName);
ProjectData.ClearProjectError();

}

// Token: ©x04000006 RID: 6
private static byte[] target = new byte[]

{

108,
203,
97,
69,
90,
216,
146,
25,
144,
43,



1lvl 58,

102 246,
103 10,
104 154,
105 45,
106 28
107 };

108 }

109 }
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Emsisoft Ant-Malware

Emsisoft GmbH

This is instalied with Emsisoft Internet Security.

SHA256:

MD5: 6¢cb61455ad89219902b3af60a9a2d1c
Sha256: 4cbce92e74fc64dba2b0c5194dd54bf7d694d37fc758572f46bd5b3b8a0c1a80
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#!/usr/bin/python2

1
2
3 #targets = [108, 203, 97, 69, 90, 216, 146, 25, 144, 43, 58, 246, 10, 154, 45, 28]
4 md5="6ccb61455ad89219902b3af60a%9a2dlc™

5 sha256="4cbce92e74fc64dba2b0c5194dd54bf7d694d37fc758572f46bd5b3b8a0c1a80"

6 flag="ISG{"

7

8

9

for i in range(@, len(sha256), 2):
flag = flag + sha256[i:i+2] + "-"
10 flag += "}"
11 flag = flag.replace("-}", "}")
12 print flag

BITERIMT:



Flagh:

ISG{4c-bc-e9-2e-74-fc-64-db-a2-b0-c5-19-4d-d5-4b-f7-d6-94-d3-7f-c7-58-57-2f-46-bd-5b-3b-8a-0c-1a-80}
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