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NTSTATUS RtlAdjustPrivilege

(

ULONG Privilege,
BOOLEAN Enable,
BOOLEAN CurrentThread,
PBOOLEAN Enabled

)
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Privilege [In] Privilege index to change.
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Enable [In] f TRUE, then enable the privilege otherwise disable.
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CurrentThread [In] if TRUE, then enable in calling thread, otherwise process.
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Enabled [Out] Whether privilege was previously enabled or disabled.

I JRRAR AL PR KPIRZS (3T | KD



https://blog.csdn.net/lyclowlevel
https://blog.csdn.net/lyclowlevel/category_888812.html
https://so.csdn.net/so/search/s.do?q=token&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=null&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=query&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=c&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25B1%2587%25E7%25BC%2596&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=windows&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/lyclowlevel/category_888812.html

REANKERAT RS RSE, HEBEARZ AR HERRKEE
#—BRRE R ERE

BOOL ImproveProcPriv()
{

HANDLE token;

HEFHANR

if{*0OpenProcessToken{GetCurrentProcess(),TOKEN_ADJUST_PRIVILEGES,&token))
{

HessageBox (NULL,"3TFH#FE-SRRLEMr . . ., 52" ,HB_ICONSTOP) ;

return FALSE;
s
TOKEM_PRIVILEGES tkp;
tkp.PrivilegeCount = 1;
::LookupPrivilegeUalue (MULL ,SE_DEBUG_MAME ,&tkp.Privileges[@].Luid); // #E{8 SE_DEBUG_MNAME 434y
tkp.Privileges[ B8] .Attributes = SE_PRIVILEGE_ENABLED;
if{*AdjustTokenPrivileges({token,FALSE,&tkp,sizeof{tkp),NULL,NULL)})
{

MessageBox (NULL ,"iF S RBAVER M. . ., &= " ,HB_ICONSTOP) ;

return FALSE;
e
CloseHandle{token);

return TRUE;
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RtlAdjustPrivilege(SE_DEBUG_NAME,1,8,NULL);
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mov edi,edi ;XAIEREKS

push ebp

mov ebp, esp

sub esp,30h ;48N FEHHFIEHAUtLE

cmp [ebp+CurrentThread], 1 ; ##iCurrentThread S %2 5 # 48 & H1
mov eax, dword_7C97B0C8

mov  [ebp+var_4], eax

mov  eax, [ebp+Enabled]

mov [ebp+isEnabled], eax ; BOOL *IsEnabled = Enabled;




lea eax, [ebp+var 28]
push eax
jz loc_7C93378B
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push O

push 28h ; TOKEN_ADJUST_PRIVILEGES | TOKEN_QUERY
push OFFFFFFFEh ; GetCurrentThread()

call ZwOpenThreadToken

jmp loc_7C929A7A

CurrentThread == FALSE
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push 28h ; TOKEN_ADJUST_PRIVILEGES | TOKEN_QUERY
push OFFFFFFFFh ; GetCurrentProcess()
call NtOpenProcessToken
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test eax, eax
jl shortloc_7C929AE4 ; ¥ /%.Th Bk
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mov  eax, [ebp+Privilege]

mov [ebp+dwPrivilege], eax

mov  al, [ebp+Enable]

XOr ecx,ecx ecxig®E

neg al

push esi

mov [ebp+NewState], 1

mov [ebp+var_C], ecx

sbb eax, eax

and eax 2

mov [ebp+var_8], eax

lea eax, [ebp+ReturnLength] ; S2Frik [l B

push eax

lea eax, [ebp+OldState]

push eax s IHRHEAL Fa4t

push 10h ; sizeof(TOKEN_PRIVILEGES)
lea eax, [ebp+NewState]

push eax s BTRRAL a4t

push ecx : FALSE K 4_E 17 xor ecx,ecx

push [ebp+TokenHandle]

call NtAdjustPrivilegesToken ; 1/ AdjustPrivilegesToken$&4X

push [ebp+TokenHandle]

mov  esi, eax ceaxB i

call ZwClose ; RPN RA)HR

cmp esi,106h ; ZIBiNtAdjustPrivilege3h 715 106h = STATUS_NOT_ALL_ASSIGNED
iz loc_7C947DF2
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cmp [ebp+OldState], 0
mov  ecx, [ebp+isEnabled]
jnz loc_7C929E99
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mov  al, [ebp+Enable] ; BLZREAE T #EEnableZ BIR %5 al thak Reaxk 5 WihL

# OldState == 0
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mov  eax, [ebp+var_18]
shr eax, 1

and al, 1

jmp loc_7C929ADF
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int _ stdcall RtladjustPrivilege({int Privilege, char Enable,
char CurrentThread, int Enabled)
{
int result; // eax@2
signed int AdjustResult; // esi@h
char returnValue; // al@7
int w7; /7 [sp+2Ch] [bp-%h]@1
int IsEnabled; // [sp+4h] [bp-2Ch]@1
int TokenHandle; // [sp+8h] [bp-28h]@2
int dwPrivilege; // [sp+28h] [bp-16h]E4
signed int HewState; // [sp+1Ch] [bp-14h]@4
int v12; // [sp+24h] [bp-Ch]@%
int v13; // [sp+28h] [bp-8h]@%4
int 0ldState; // [sp+Ch] [bp-24h]@4
char ReturnLength; /7 [sp+8h] [bp-38h]@E4
unsigned int vi16; // [sp+18h] [bp-18h]@11
v?7 = dword_7C97BBOCS;
IsEnabled = Enabled;
if { CurrentThread == 1 )
result = ZwOpenThreadToken(-2, 48, 8, &TokenHandle});
else
result = NtOpenProcessToken{-1, 48, &TokenHandle);
if { result >= 8 )
{
dwPrivilege = Privilege;
HewState = 1;
vi2z = B8;
vi3

-{Enable t= 8) & 2;
AdjustResult = HtAdjustPrivilegesToken{TokenHandle, B, &NHewState, 16, &0ldState, &ReturnLength);
ZwClose{TokenHandle};
if { AdjustResult == 262 )
AdjustResult = -1873741727;
if { AdjustResult >= 8 )
{
if { 0ldState )

returnValue = {vi6 >> 1) & 1;
else

returnValue = Enable;
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result = AdjustResult;

?

return result;
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RtladjustPrivilege [NTDLL .@]

* Enables or disables a privilege from the calling thread or process.

* PARAMS
* Privilege [I] Privilege index to change.
* Enable [I] If TRUE, then enable the privilege otherwise disable.

* CurrentThread [I] If TRUE, then enable in calling thread, otherwise process.

* Enabled [0] Whether privilege was previously enabled or disabled.

* RETURHNS
* Success: STATUS_SUCCESS.

* Failure: NTSTATUS code.

*

SEE ALSO

*

NtAdjustPrivilegesToken, NtOpenThreadToken, NtOpenProcessToken.
*

=/

NTSTATUS WINAPI

RtladjustPrivilege(ULONG Privilege,

BOOLEAN Enable,

BOOLEAN CurrentThread,

PBOOLEAN Enabled)

TOKEN_PRIVILEGES HewState;
TOKEN_PRIVILEGES DldState;
ULONG ReturnLength;
HANDLE TokenHandle;
NTSTATUS Status;
TRACE("({%d, %5, %s, %p)/n", Privilege, Enable ? "TRUE" :
"“FALSE",
CurrentThread 7 "TRUE™ : "FALSE"™, Enabled);
if {(CurrentThread)
{
Status = NtOpenThreadToken{GetCurrentThread(),
TOKEN_ADJUST_PRIVILEGES | TOKEM_QUERY,
FALSE,

&TokenHandle) ;



else

{
Status = NtDpenProcessToken{GetCurrentProcess(),
TOKEN_ADJUST_PRIVILEGES | TOKEM_QUERY,
&TokenHandle) ;
b
if {*NT_SUCCESS{Status})
{
WARN{"Retrieving token handle failed {Status %x}/n", Status};
return Status;
H
0ldState.PrivilegeCount = 1;
NewState.PrivilegeCount = 1;

NewState.Privileges[@8].Luid.LowPart = Privilege;
NewState.Privileges[@8].Luid.HighPart = 8;
NewState.Privileges[@].Attributes = {(Enable) ? SE_PRIVILEGE_ENABLED : 8;
Status = NtAdjustPrivilegesToken({TokenHandle,

FALSE,

&HewState,

sizeof {TOKEN_PRIVILEGES),

&01ldsState,

&ReturnLength);
HtClose (TokenHandle);

if {Status == STATUS_HOT_ALL_ASSIGHED)

{
TRACE{"Failed to assign all privileges/n"};
return STATUS_PRIVILEGE_MOT_HELD;
¥
if (*NT_SUCCESS{Status))
{
WARN(""'NtAdjustPrivilegesToken{) failed (Status %x)/n", Status);
return Status;
b
if {0ldState.PrivilegeCount == @)
*Enabled = Enable;
else
*Enabled = (01ldState.Privileges[®].Attributes & SE_PRIVILEGE_ENABLED);

return STATUS_SUCCESS;
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