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contains
Optional Header « PE file hash value
=+ Legacy structures
Windows-Specific Fields
| Checksum certificates
Includes
- = X 509 certificates for software
Data Directories publisher's signature
e X509 certificates for imestamp
| Certificate Table signature (optional)
Signerinfos
Section Table (Headers) Signerinfo
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Section 1 +  Signed hash of contentinfo
+  Publisher description and URL
Section 2 (optional}
+ Timestamp (optional)
Timestamp (optional)
=eciion il A PKCS#9 counter-signature,
Attribute Certificate Table stored as an unauthenticated
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bCertificate binary array « Hash value of the Signerinfas
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signature) +  UTC timestamp ereation time
+ Timestamping authority
Remaining content signature
Objects with gray background are omitted
=] from the Authenticode hash value

Objects in bold describe the location of

Bold e Authenticode-related data.
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