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<?php
include 'conn.php’;
("index.php");
/level 1
if ($_GET["hash1"] != ("md4", $_GET["hash1"]))

die('level 1 failed');

($_GET['hash2']) !== md5($_GET['hash3']))

die('level 2 failed');

/level 3
$query = "SELECT * FROM flag WHERE password = "" . ($_GET["hash4"],true) . "'"
$result = $mysqli-> ($query);
$row = $result-> 0);
($row);
$result-> OF
$mysqli-> O;
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if ($_GET["hashl"] != ("md4", $_GET["hash1"]))

{
L

die('level 1 failed');
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15 \$_GET["hash1"] != hash("md4", \$_GET["hash1"]) , MLIEHJHIA, 2
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plaintext : 0e001233333333333334557778889
md4 hash : 0e434041524824285414215559233446

?hash1=0e001233333333333334557778889

{Pphp
include 7 conm.php’
highlight_file("index. php™);

filevel 1
if (3_GET["hashl”] !'= hash{"md4", $_GET["hash1”]}}
{
die(’level 1 failed J;
}
fflevel 2
if($_GET[ hash2'] === $_CET[ hash3’'] || mdS($_6ET[ hash2 1) !== md5($_GET[ hash3’ 1))
{
diel’level 2 falled J;
}
filevel 3
$query = “SELECT # FROM flag WHERE password = 7 . md5(3_GET["hash4"], trus) . 7
fresult = Jmysali-raueryv(3aquery):
row = Jresult->fetch_assoc();

var_du.mp($row) ;
Gresult->fres();
dmysali-reloze();
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[w ﬂ—| Elements Console Sources Metwork Performance Memory Application Security Audits HackBar HackBar

Encryption + Encoding~ SQL~ XSS~ LFl~+ XXE~ Other~
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Execut
|$| Post data Referer User Agent Cookies Clear ALL
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2.md5t; 8 85

if($_GET[ 'hash2' $ _GET['hash3'] || $ GET[ 'hash2' l== $ GET[ 'hash3’

die('level 2 failed'
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?hash1=0e001233333333333334557778889&hash2[ ]=1&hash3[ ]=2

<Tphp

include  conn.php |

highlight_file(“index. php”);

fflevel 1

if (3_GET["hashl”] != hash{"md4”, $_GET["hash1”1})
{

diel’ level 1 failed );
}

filevel 2
11 ($_CET[ hash?’ ] === $_CET['hash3] || nd5(3_GET[ hash?' ]) !== md5($_CET[ hash3 1))
{

diel level 2 failed );
}
filevel 3
$query = “SELECT # FRON flag WHERE password = 7 . md5(3_GET["hash4”], true) . ™7
fresult = Jmysqli-»query(Gquery);
frow = $result-rfetch_assoc();
var_dump (row) ;
Jresult->free();
Jmysqli-relose();
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$query = "SELECT * FROM flag WHERE password 2 ($_GET["hash4"],true) . "'";
$result = $mysqli-> ($query);
$row = $result-> OF

($row);
$result-> 0);
$mysqli-> 0);
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$query="SELECT * FROM flag WHERE password = or '<xxx>'";
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<7php
include " conm.php’
highlight_file("index. php”);

filevel 1
if (3 GET["hashl”] != hash("mdd”, §_GET["hash1"])}
{
die(’level 1 failed );
}
filevel 2
if($_GET[ hasn2'] === $GET[ hash?'] || maS(3_GET[ hashz']} ==
{
die("level 2 failed J;
}
fflevel 3
$query = TSELECT # FRON flag VWHERE password =
Jresult = $mysqli-rquery($query);
Jrow = Jresult->fetch_assoc();

var_dump (§row) ;
Jresult->freel);
Smysqgli->close();
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md5 ($_GET[" hash3’ 11}

md5 ($_GET ["hashd”], true)

érray(3) { ["id"]=> string(1) "1" ["flag"]=> string(24

“flag{yOu w1ll 11ke h4sh}"

"password"]=> string(32) "641ec1386¢ch6a65f6831a48be12c8ad1" }
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