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HeBE B IR = BB % BB BT (L HL R MO RLRR 28 SEAE R FT 12 IR BRI S AN S IR B o I FF ¢ TPkt CRAEHL R4 B %
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1.1.1 file

rileMi{X 7 ERER IR E B AR = KA AN LR IS HEAE A& TR Windows W Cygwin [1TMinGH[2] Rk -6k BB
FEAMREY 11k BEE AL 8 TR BEBAL M B AN B IR TR H = £11efa R A 58
H= 88#!/bin/sh+ shel IRRANFEAE - B <html>+ HIMLTERE - H LBE = & MR TR SCREASCI IR 1 e AL 3 MEAE 40 =
WWIRBMIR H = £11efE VPZMET = WFIE R 25 MHE I 28 J5 AR R BE T e SEAE R 51 SR H = RABIBAAE TSN
BRMERER M B + B R\ ITH 3T - 4 HIB A RIEH) R A J) AL 78 T 8riegs S SEAE AT 32 08 P B

Windows PE executable file
00000000 4D 54 .90 00 03 00 00 00 04 00 00 00 FF FF 00 00 Ml..............
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ........ a......

Jpeg image file

00000000 FF D8 FF FO 00 10 44 46 49 46 00 01 01 01 00 60  ...... JFIE....~
00000010 00 60 00 00 FF DB 00 43 00 0A 07 07 08 07 06 0A . ..... Cuuun...
Java . class file

00000000 CA FE BA BE 00 00 00 32 00 98 0A 00 2E 00 3E 08  ....... 2..... P

00000010 00 3F 09 00 40 00 41 08 00 42 0A 00 43 00 44 0A . 7..@A.B.CD.

fileB AR T EATH S| I 55 = BZEHMBIT IR ASCIIENEAT Y E G EAT LI TAT S| ¥ 11t
e T Bk A9k B T BT + magic file- RESEEIAIRHE Y TR Ik RN BEREREE = EREEES
%) /usr/share/file/magic /usr/share/misc/magiciL/edt/magic % 1T AT E #IEE = HE A £i1etd =)
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CYGWINHH ¥

Cygwinlé WindowsWEAE AN 22 85167 44 S R MR H = (B4R L1 nuxM& A MUK R MR + command shell - SR J& 2R8I 10 E R 3R = RhRET
FREEMABREE= AEEEWR + gcct g++- TR + Perl¥ Python Ruby - — B EERME + ncY ssh- Y CygwinF A ET = WH
L1 nuxZ B W8 I 18 (514 38 Windows# 2% 8k S ST HL AT

Wil 1 = £11eZJERMMIT T RIEFNEFTLEFIABBE Y 14 AW R INE =11 1e T/ HEB AT EIE
HEELF I B FEAF = My 18— fit 2% T B 7 AF LTI + ENE BN - 4K IE VT 2l = FIEAE B Y

idabook# file ch2 ex *

ch2 ex. exe: MS-DOS executable PE for MS Windows (console)
Intel 80386 32-bit

ch2 ex upx. exe: MS-DOS executable PE for MS Windows (console)
Intel 80386 32-bit, UPX compressed

ch2 ex freebsd: ELF 32-bit LSB executable, Intel 80386,
version 1 (FreeBSD), for FreeBSD 5.4,
dynamically linked (uses shared 1ibs),
FreeBSD-style, not stripped

ch2 ex freebsd static: ELF 32-bit LSB executable, Intel 80386,
version 1 (FreeBSD), for FreeBSD 5.4,
statically linked, FreeBSD-style, not stripped

ch2 ex freebsd static strip: ELF 32-bit LSB executable, Intel 80386,
version 1 (FreeBSD), for FreeBSD 5.4,
statically linked, FreeBSD-style, stripped

ch2 ex linux: ELF 32-bit LSB executable, Intel 80386,
version 1 (SYSV), for GNU/Linux 2.6.9,
dynamically linked (uses shared 1ibs),
not stripped

ch2 ex_linux static: ELF 32-bit LSB executable, Intel 80386,
version 1 (SYSV), for GNU/Linux 2.6.9,
statically linked, not stripped

ch2 ex linux static strip: ELF 32-bit LSB executable, Intel 80386,
version 1 (SYSV), for GNU/Linux 2.6.9,
statically linked, stripped

ch2_ex_linux_stripped: ELF 32-bit LSB executable, Intel 80386,
version 1 (SYSV), for GNU/Linux 2.6.9,

dynamically linked (uses shared 1ibs), stripped

£11eRATIENS E R B IEHE Z 5 TTHE 5K 7 F AT TR L L 5] IS = 38 LA B2 [E 16 Z 2 i+
EIE L Z A7 F I KEHE N APIRG 1 E AL AT 1F F P EB\ Javalld/THEY] x CA FE BA BE= B&iE7
GBI P IEI = £1]1ef% 58 F HIEBHE BAFH 1 G\ CEEETFA JavalTBUIR Ne 3 IE# = 7 F & G MZEF
FEERFNFLEEW T U MG 7 FMS-DOS[E 177 AV I G AR FETEFE G = 7 F AW TR = KL E S EE R
A B SRIB A G505 = [ I 145 RX 1 1/ (L AL A AR £ E 71 560 AR B e vy

1. 1.2 PE Tools

PE Tools[4]HE7 F Z B E MG = B4 VIAWindows SR FE A6 17 7A R UE £ JE [E #1378 (E #'PE ToolsHé Bl &

PBIE2-1/RFE = FedEH]T] —JR IR AV EFE = L8 MRAIASPE ToolsE BB £
[E2-1x PE Tools% BRI
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T FNERITR
RNGIE R (R 1 15 2515 Z TG 1 B o G A ) [ H T 7 (T = BENBHE B 1 IR BT o A T SR M 18\ 3 it s 5 R [ 14 37 G P 7
TR E A RN B TG B BN 15 T i 2 x (RAG T RF2 T B 0T 1515 (B SO T SR i 10 15 BRAE HE B 5] B B B B = 14 BT HEE B
SR ST FGAR £ (5 fll B G I (2 B = WEBUAL FHRUTT BN FE I B PE B AR B S A = 14 KA G IR FE T NS I 24 1506 = BTIFF 21K B 7 MK
Y

IR FERI R G = S0 14 ST FEH [P FREEFT B ) HE F 75 (F = BGHZHPE SnifferE B Ak B HEE (6 HI 177 (F 55 1
BEATFIRIIFT = 50207 (T I U7 563 15 B EEFF e B R K B 5 A A 2 K B4 Too 1 s #5818 T — 1 22 7 (F SV KB FFIEZE
W AR = BFEELIZEFERPE Editor E BB B HBIPEF (FFE R = (ZF WAL E 4 IFREBE 7 EFH
1 1N = AIIRE T 77 F R TR IRPGIR I SLTF 7 F R FHEPE = I 2 B S (PEFE AT F

1. 1. 3 PEiD

PEiD[5]HE H7 #Windows B £ = & (55 B2 iGHPMITFIE7 #5 FEWindows PEILJEH] R AT /R 1% BN 5 IR = SHMETEAE
H A L1 EWindows PET EH]F (T HE AW £ (B 2-2BF 7E — 151 12 B PEI DI ZE 1t FEGaobot [6 4B B 47 F SUBE SR (Z A e
B+ I ASPack -

[E2-2 x PEID% B W &
PEiDHS R F5 (LW HPEToolsH Tl B E = 4] BEFEPEZ(F 35 125 B 1R B o TAME fH 25 A6 A T S A RE I 13 B v 1

Bt e AL
1.2 BHEFE

B TR He B IR T B KRR (AT NGB = BT = D7 F (FAE AT A E T FFIt = 2255 8 B R 4 i A0 B2t
BEBIRINEEN W RIE BT G HE G LN SRR B BTN T = B B I IE B RRAT 7 1 FE S R AT 1
G = Sl AR L AR R AT = #88 TIE L5\ F(F SR G B BN T e % B+

1.2. 1 nm

RIEFT(FAF  EHFF = BrFRISWE /7 L8 + GRS - BUYLI KRB = L RIRIRICAE )T B4
RIFFIE AT BATIX = JERRRIXAF L LB LA 7 58 B AR VY57 85 2 i Y 48 8 [0 H1 147 7 AF B IS B WL = W77 = B HR i
W% 5 B HEFAF F 0 B UL/ Y ZE 0 [ HI 7 BAT 3 I fenm#f B A IRIE = 187 % AR B He EHSHE CHIA EHEF(F
HEFE Y Ne

1 Aot h 5 BB AT + AR\ ol FE(F = FMEIEFARTFANE - B = BLillF 7745 W08 1005 F 75 (1 5 i B e
B TTBHE 55 B ET T 5 ' nm 2 A AR £ 1 #e I B 7T 18 H IR FE x

idabook# gcc —c ch2 example. ¢

idabook# nm ch2 example. o
U __stderrp
U exit
U fprintf
00000038 T get_max
00000000 t hidden
00000088 T main
00000000 D my initialized global
00000004 C my unitialized global
U printf
U rand
U scanf
U srand
U time

00000010 T usage idabook#
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FHEE LB = nnF] T] — BEFFYL T H BV A7 T ASE S e ERRIERA BV E Y BE Gt
Jk B H 1 7758 TTEF — 14 HE B x
~BEZFY = EWE\BREFE LMY
IR NS T TE Z BB YL = EWE\ TIRITE S
~IE AN TE Z BB YL+ IOCRE I 3 = 18 F F WLIENEHNE T 7 FENE TRy
-~ BE B4 1 e B8 1T
- Z A1 I B T
KREFEWRIESEHE = 7R EFTAREERBEILY HEX fnm#F 5 ARG 2% F 5 (B B2 i
B A nm Y] A |5 1T R AF A F YL = 10 S B BLFE TV IE B R RS 5 = 5 WL ARAR IR G2 + 1500 15
JE - ¥ IE = IBIIA Binm= 5 [FFF1E B 5915 B+ 2B I8 12 Bnm X B 7 F [0 #1147 7 AF 1 ) A RB TIAUT x

idabook# gcc —o ch2 example ch2 example. ¢
idabook# nm ch2 example
<L
U exit
U fprintf
080485¢c0 t frame dummy
08048644 T get_max
0804860c t hidden
08048694 T main
0804997c D my initialized global
08049a9c B my unitialized global
08049a80 b object. 2
08049978 d p. 0
U printf
U rand
U scanf
U srand
U time
0804861c T usage

idabook#

TR FHFHE = 7 LE Y (Bmain) & —HEHEL = B#HEFER /7 e Y] (A3 frame_dummy) = H7 L5
WL (#Bmy unitialized global) HFFEEZHE — Gl = FAL VLB LB MBRMBEI = €M\ EFEZFEYITEFH
165 = GLITRTER FEAF /B LA E I T EHFNE = \FE= BT BV SIDCHF AR TEZ T AR Hh
Znnf (E B = X fnnit §
1.2.2 1dd

RYFFIE 17 7 AF L = IR K B 7 1 510 A8 A 1 1 Jy T e 5 2L+ B VIR AES BTN B 12 Ak 7 Jdy T BB 1 78 x 2
168 (static linking) FERYIE B A (dynamic 1inking) 4 BY#HIRASME (X 147 X BRI 76 B AR 2 AEIE 7 B IFI2 7 F I H]
BIRATIEHE\ NGy R 1E ) = 2T FE TR 7]

FITENE I = BIHNR (55 B e B HE F AL ST IR E NS FAT A T Al = B 37 F [EHRTRAT 7 B = I T
WU % Z BFHE T (1 B AR = R\ L BESE &I A0 [ H R A 5 NG AN A x + 1 - TR BB (e BT
+2 - R LR TN EHE = B\ T EFTAHFRZH i TIBE 6 IR TT 1 (8 v Bk 4 2 x + 1 - A e
HAELTFRANER ™ + 2 - B R B = T R BT T4 1% B it = [\ 7 1 Ji 2 U = TR 1D 8L S )
IS (FIE G RER R JEI) = KNG AN 5 B 25 R I )i F E NG I LB F AT = B[S CIEF LRK 7

(EBYIN —IE LB Ne = [ Z B RS TE15 2 6L 1 S5 IE 57 1 205 X tRIATAF G B AL BB 17360 PG AR R IR 1 %
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KOIE Y #R A E NG TS 1Z BRI IR = IR & B BA 2 E B I JE & = IR & o5 R
JBi + EWE\. soBk. dIFAE - B 1)\ IS [EHH BT AT SV R = B EHRTBAFZE R R = A
KIE BT S (R Z BUE B 5 — = [H\ G ERFHH7 F I/ + R LK BN - V1B E R s i
B = BB 0 e 5 5 T Ay = T [T 14 30 M1 B 5 7 3 37 8 ol Jdy 8 T B KT A 412 BB A0 1E B e 7 FE BRI = &%
B B B 5 BT [\ B BAC AT TE A SR A iR WS S = 451 e B[ 3 = KRG 5887 3 & S RS e {1
W NG IUFEANE S S IE YU H 7 F kA = D N5 % 7 2B B W L 142 B0 [E TR AT = AV AT AT 207 0 7 (F /R
NSRBI T F AR H 2 18 75 I JR BB e 6 S e 7 M = I35 F AR G IR T vl B B 5 16 B B i

AT EE 7 FE IR A 15 T NG Y FRB S RYFF L BB TR K BAT KT = KK AT 1%
BB 1e BEEGHIE T EFEI x

idabook# gcc —o ch2 example dynamic ch2 example. ¢

idabook# gcc —o ch2 example static ch2 example.c ——static

idabook# 1s -1 ch2 example *

~I'WXI—XI'—X 1 root wheel 6017 Sep 26 11:24 ch2 example dynamic

~I'WXI—XI'~X 1 root wheel 167987 Sep 26 11:23 ch2 example static

idabook# file ch2 example *

ch2 example dynamic: ELF 32-bit LSB executable, Intel 80386, version 1
(FreeBSD), dynamically linked (uses shared 1ibs), not stripped

ch2 example static: ELF 32-bit LSB executable, Intel 80386, version 1
(FreeBSD), statically linked, not stripped

idabook#

\ ZHEREN IR NG R BT = S 16 Y T F AT AC TR LB B B = U KBTS LB AT HE T T
IR HE = HEEHREEH]FEEH = 8t EHTET FIIE ML LR Z AR GBS B ELY1dd (1ist
dynamic dependencies) HE7 F B & % B E = [H AL YA 11 [E BT Z (FRZHKYIE i+ 10 H BB F A6 775 =
GE 1% B 1ddift FApache Web Bk E)IE B2 15 I5EHS BT x

idabook# 1dd /usr/local/sbin/httpd

/usr/local/sbin/httpd:
1ibm. so. 4 => /1ib/1ibm. so. 4 (0x280c5000)
libaprutil-1. so. 2 => /usr/local/lib/libaprutil-1. so. 2 (0x280db000)
libexpat. so. 6 => /usr/local/lib/libexpat. so. 6 (0x280ef000)
libiconv. so. 3 => /usr/local/1ib/1ibiconv. so. 3 (0x2810d000)
libapr-1. so. 2 => /usr/local/lib/libapr-1. so. 2 (0x281fa000)
liberypt. so. 3 => /1ib/libcrypt. so. 3 (0x2821a000)
libpthread. so. 2 => /1ib/libpthread. so. 2 (0x28232000)
libe. so. 6 => /1ib/libc. so. 6 (0x28257000)

idabook#

1dd % A B[ 28 7L inux JEBSDARZZ #1708 XR T = (Z A otool B = 47 G-LiFEW (otool -L FAENF) = WI/E
FEFFFFIER TG f0Windows ARZZHE = [ 14 1% A Visual Studiolk 1T #E 1S A R B dumpbinf] A H & 1E /R 156545
JBi= fE5|\ x dumpbin /dependents AL+

1. 2. 3 objdump

1ddjg 3@ ik = FKob jdumping 7 7  ob jdumphé " B B HEHE CHEAE B 1EF (T FEHME R Y Ne [8] ¥ B HE 7 F J& R )% T
HEEHE = objdump \ FE1E M~ KETME X BT + BTE30F - = 418F EHFEF(FFHHS B A objdumplE & 71 BEFE 14
HHEMETE 2R + URFILEHEE - x
#Z + Section headers -

TR E AL T RIS
Fufiy7= + Private headers -

TR G IR AN I (ML KBTI IR SR E AL AT = S5 1 dd AV BB RS i R
1# i 1& & + Debugging information -
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18577 ) IO RE I T (F WA 1 ik (B
FEWLIERE + Symbol information -

4 FFIEnmpe 7 5] # (B E WL R 15 B
FHLEYF + Disassembly listing -

ob jdumpFF F AT FE HE 1T \ AL BEHE ST 1T 2 G AR PR 22 K 2B+ 5 L ZBxS6{FBUE = ob jdump B 14 £ 34AT& T, Intel 4

72 = GIE 14 S F BB ARZIT T FE(E I B R TN T ANEE AR E S YR (dead 1isting) = JRERT:

TN T E WG E = M2 R B = Z HZ 147 Bl B R IF 5 S

objdumpHEGNU binutils[9] R ERT(FHET FESI= B LEIE 4L inux + FreeBSDWindows + &1 Cygwin - AZRHEH
#/15 F A2 ob jdump (5 T V8 ] 7 (T #E1E 5 i 1 ibbrd + T LN 7 FLE(E - A B F(E = FZE = LBk
H1ibbfdL FEH FEAEHE | + ELF4-PEFE - B = 7 FNF \readel it % A A £ Z [0 5 MR IXELF 5 (F + readel f$ X
FIBR NI H ob jdump/EFE = LMK FHE \ Bl HPIC T x reade l F4) 150 1ibbfd ¥

1.2. 4 otool

otool [H B Fi kX HOS X Mach-0 T A7 (TRIZAMERE = BIE = [ BBH FHE\ x0S XEHIHAE
Frobjdumphé BB H BB iE 2 1B HA% Botool BERE 7 FMach-0 T B H B A(F 4B B 15524 4T = (7 H#7
FFIEZ 1ddp8 g+

idabook# file osx_example

osx_example: Mach—0 executable ppc

idabook# otool -L osx_example

osx_example:
Jusr/1ib/1ibstdc++. 6. dylib (compatibility version 7. 0.0, current version 7.4.0)
Jusr/1ib/libgcc_s. 1. dylib (compatibility version 1.0.0, current version 1.0.0)

Jusr/1ib/1ibSystem. B. dylib (compatibility version 1. 0.0, current version 88.1.5)

otool [A 5 7i Bt FE H 7 (F#E F FEE WL R fil 2% A ME T = 3077 7 AT HE (F TR T 17 2 AR — ik BF i 2% o too 1 i)l
H1ERE = HEX G 2% B+
1. 2. 5 dumpbin
dumpbinlE 8 Visual StudioMFERT{ESENST F M a7 E B L+ Hotool fobjdump” # = dumpbinlE 4 BEFER
£7 HWindows PEFEAF/Z%HER Y HIBH 161 iF & — 25 1# 12 A dumpbint4 #FE 70 1ddié i 5] BEFE Wi ndows LL # IR 7S 6 46
Vopy il ¢34

$ dumpbin /dependents calc. exe
Microsoft (R) COFF/PE Dumper Version 8. 00.50727. 762

Copyright (C) Microsoft Corporation. All rights reserved.

Dump of file calc. exe

File Type: EXECUTABLE IMAGE

Image has the following dependencies:
SHELL32. d11

msvert. d11

ADVAPI32. d11

KERNEL32. d11

GDI32. d11

USER32. d11

dumpbin#é F (L% W[5 fFPE L IE X 5 AE#E i F A8 S 15 B = B2 F YL+ 8/ TIHIT v BT ]He T] BT JE
1B 5 — fik B S i 2% 43 1 1% A dumpb i nfé 158 = 1iFiH ElMircrosoft Developer Network (MSDN) [10]+°

1.2.6 ct++filt

I B LB TS 2 A H R T E PRSI = [T = K78 TR BEne e Y fE AR A7 B4 = 1418 FIFETF
TI B RFTIL BRSNS TG CH+ Z MG F 7 =7 F I\ demoké T] B i L0F SL BRE M HE R £ x

void demo (void) ;
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void demo (int x);

void demo (double x);

void demo (int x, double y);
void demo (double x, int y);

void demo (char* str);

1E\TRIRA = 7 F EHERAEHE I RF IR G TERS TIBY 2 8L 5 = LI IR 1HIE TT B BT 208 15
B0 TIBAS SIS 5 = 38 B TT e 7 T3 M35 4 [ WE S T B s 7 T SR e S s 58 P £
& (name mangling) ¥ ¥5HX 12 Bnm#y (6 55 B 46 C++(1 BCHSBE L vF A S B 0L = S TE A8 H LK + J demofi A HE 2605
B - x

idabook# g++ —o cpp test cpp test.cpp

idabook# nm cpp_test | grep demo
0804843c T _Z4demoPc

08048400 T _Z4demod

08048428 T _Z4demodi

080483fa T _Z4demoi

08048414 T _Z4demoid

08048314 T _Z4demov

CHIE BTN N R BIFIEL TS = HIE = HFIRVFLL AP [T B A FEHE e Z 1k T B 7] 7T #é demo ]
B SL BN = GirHERT T FIEBBIRATFIR + BE \g++ - BIFREBIFERIE B = c+ {11t BIEHRT FZHH
B cr+f1]1t G EEFE R BT ZE Y BCHE B M pe T3 (mangled name) [11]= )32 Wt 5 78 7o B 2 vl T 56 1 L i IR 7 45
B FIPLHE 7 F a2 BRI L = KSF= c++1 1t BRUTEAR I L ™ I c++ 11t B2 47 FEANFE =
KL EHTFERTT TS

BBREE7 21 G B nmf I S XA L c++f 1 1E B = KL {E 8 LTI B A T % = 2 H R 7 x

idabook# nm cpp_test | grep demo | c++filt
0804843c T demo (char*)

08048400 T demo (double)

08048428 T demo (double, int)

080483fa T demo (int)

08048414 T demo (int, double)

0804834 T demo ()

HE IS A BE = BCZENF S8 [ % {1 H 7] BRURG 2% 13 B = 2B Wi 2 = nm B 72 BEFEE TS B+ 1018 G AR 5 1
S = BT AS BT BTS2 75 10 B BB B Wi 71 = 15 TR 5515 B 5F [0 JE 2 4 % H AT T 5 26 7] Bl 14 78 20 T8 il 2 1
By

1.3 BERIEHRE

HIE B AE = GEIPRESEN =7 T A8 £ = B IR T A £ = [E14I07 FE (LA [FIASEE PIGFAR A e it H A7 7 (£ 16
Bt E ik = ZIELIDHE/ ARFEAFR G IR M = (FRAEFBE T TR G IO FE 5 = G147 I EL
A HE 5 1 FEAF 518 5 TTH TS BB B

1.3.1 strings

B = 87771 L I B2 B AT = BAS 1% 28 B — A3 L £ I [ [ 30 T = G P
EIRT Y 1615 x CIBFEFERIEL T/ SE A - Nl = I [GEREFITHR Y = 1 LR T x CH
BN FHIZ T EEEA - No QoA B8 T B ERIE BT E BN  Ws= 1087 B Z I
PG = EEGRET EIR BT F IR T = [EITH B 40 15 A R HASCTIZ SIS E 5
A= S ERITHR A BT A BN 2,7 2R B FE LIS B 4 9 S BLF T3 4 B FE A A S AN
BT Wor A I E B AT BB

strings 3 A B 17 FHE BB EHAT = Bl= 137 EE FEITRI B LEHE 5 ISBRHT7 1
HstringstSBilIPE + B IE4FEE B TIRASCIIRR] - = [EEAL I x

idabook# strings ch2 example
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/1ib/1d-1inux. so. 2

gmon_start

libe. so. 6

10 stdin used

exit

srand

puts

time

printf

stderr

fwrite

scanf

libc_start_main

GLIBC 2.0

PTRh

[T

usage: ch2 example [max]

A simple guessing game!

Please guess a number between 1 and %d.
Invalid input, quitting!
Congratulations, you got it in %d attempt(s)!
Sorry too low, please try again

Sorry too high, please try again

Ll = Qi ZIT = 7T CEE ARG R HT] = 7 I E A T E B TFE I E = L G RS
L-E AL TR TR+ T (I i 175 1% 765/ G BE = 1848 tringsHe 3 7T RL 35 BT R I 1 i e B B LT 1T HAWE x
EHB AL T FEFEA = 5 ERUEMBAEELITFNF T (Z AL FEZEAY
HBEZ A stringsilEZ TG =01 x
HEIFIT x (% B strings K B IEHARTBAFI = Bl Hilh 71 = strings & WRIEZNF 5 [T 3550+ S85115 B HE A oF )+
1Z M 7 X B -alE 8 (Z strings IRIBB F 7 (E
strings T ITEFAITFNEHINER Y 1Z -t (X 17 XBHIE (% stringsBEAE jR 2 FFHE 57 F F B A BAT1E
FETIEEY
RIFNE 15— FEALF M B B e M A7 X BRI (% stringsTBA B /2 7HS F 55 = 45161kUnicode# 5+

1.3.2 FHHAR

PBF /R 1E = Rh1E 3 A0 B A5 [ 14 25 56 T JE £]] B 1 75 (F#é 25 B R E 5/ 3 % 1 2B+ PE 4 ELF FEMACH-0F5 (£ T#MZ
A dumpbin ¥ ob jdump fEotoo LIEHT Z X AV MR = ZfF 5417 F A8 H 2 KB 11 5| 16 LA H] 5 AF VBB = 1615
WH7 40 % B BIE R (T e TR FANE = ITRF i H = 10IEZF T LA IR 5] F 18 A
TEFEHS B

I Hx86 M 5] M AIE x ndi sasmfEdiStorm[12] 4 ndi sasmiE 7% fiNetwide Assembler (NASM) [13]4
BT F = AR H B E FFiE & = 15 1% Bndi sasmE W B B Metasploi t R [14] 458 # shel I code x

idabook# . /msfpayload linux/x86/shell findport CPORT=4444 R > fs

idabook# 1s -1 fs
-rw-r——r—— 1 ida ida 62 Dec 11 15:49 fs

idabook# ndisasm -u fs

00000000 31D2 xor edx, edx
00000002 52 push edx
00000003 89E5 mov ebp, esp
00000005 6407 push byte +0x7

00000007 5B pop ebx
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00000008 6410 push byte +0x10

00000004 54 push esp
0000000B 55 push ebp
0000000C 52 push edx
0000000D 89E1 mov — ecx, esp
0000000F  FFO1 inc dword [ecx]
00000011 6466 push byte +0x66
00000013 58 pop eax
00000014 CD8O int 0x80

00000016 66817D02115C cmp word [ebp+0x2], Ox5cll

0000001C  75F1 Jnz Oxf

0000001E 5B pop ebx

0000001F 6402 push byte +0x2

00000021 59 pop ecx

00000022 BO3F mov al, 0x3f

00000024 CD80O int 0x80

00000026 49 dec ecx

00000027 79F9 Jns 0x22

00000029 52 push edx

00000024 682F2F7368 push dword 0x68732f2f
0000002F 682F62696F push dword 0x6e69622f
00000034 89E3 mov ebx, esp

00000036 52 push edx

00000037 53 push ebx

00000038 89E1 mov  ecx, esp

00000034 BOOB mov  al, Oxb

0000003C  CD8O int 0x80

T 55| ARG = BIE 2 He A G 5278 145 = DA 2 S5 1% 4 5 [E e 4 1% she ] Icode#é LL 5P
2546 T = 1B [0 H B35 5] T K AR M B8 4 5 47 shel L code S AT = S BED 1S IG B 1 17+ BB 7 F Hirg B
TY BB T AE 5] ZHFHE ROMFT 1 ROMSE it T A8 SV HE B8 = AR HIZ AL AL = [E 1412 7858 5] F A HIR AL Z X B
ALY

1.4 R®%

ISR K CRHE AR BT 7 TP IEFTSEACHE = M 2P B 1F 25 T8 B 5 AF T8 "G AR FEAS S XA eIt B A A £ B 8 5
HEHE = 3B AR B R K AGIE — IDANS 7 R T FE A IOHH H B A ALIR T = GEAFIE [ K DB LA £+ FE R AR B E M —
JRIDARS 78 1 B B 14 X R BEAEHE 1 515 B 1B M HE K NE 37+

[1] X fghttp://www. cygwin. com/H

[2] X pghttp://www. mingw. org/¥

3] JTHRIET CoREAEHE T SR R BTN R B = 2 RFEFAFF ST BB IR B = 1 IEE 2R/ T/ )0 B0 AR 1648 = MS-DOSHS [E 7 & F
I EHEMS-DOSIFIR i Mark ZbikwskHFVF I BE F 28 E ¥ 15 /RIRHF = Javalé. classFAFIE/TH\ T KEHJOxcatebabe= FHZAE\JTHl= A
BE B\ 2l 7 F 1 BT 5 HE T R H P FE B ALY

[4] X pghttp://petools. org. ru/petools. shtml 4"

[6]H#X fhttp://peid. info/¥

[6]3#E X fihttp://securityresponse. symantec. com/security response/writeup. jsp?docid=2003-112112-1102-99+

[7]RE 2% Y FRAS BT 591 = HEX ] John R. Levine/R#j#¢ / Linkers and Loaders (San Francisco: Morgan Kaufmann, 2000)%

[8] HEX Jhttp://www. sourceware. org/binutils/docs/binutils/objdump. html#ob jdump/ ¥
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[9] #HEX fhttp://www. gnu. org/software/binutils/ ¥

[10]3# X fighttp://msdn. microsoft. com/en-us/library/c1h23y6c (VS. 71). aspx#*
(11112 SR BB A8 = 1E X Zhttp://en. wikipedia. org/wiki/Name_mangling 4
[12]3# X gkt tp://www. ragestorm. net/distorm/¥

[13]i# X gkt tp://nasm. sourceforge. net/ ¥

[14]3# X fghttp://www. metasploit. com/

¥ H: http://blog.163.conv/shanshenye2k@yeah/blog/static/823405412012930555115/


http://blog.163.com/shanshenye2k@yeah/blog/getBlog.do?fromString=bloglist#_ftnref9
http://blog.163.com/shanshenye2k@yeah/blog/getBlog.do?fromString=bloglist#_ftnref10
http://blog.163.com/shanshenye2k@yeah/blog/getBlog.do?fromString=bloglist#_ftnref11
http://blog.163.com/shanshenye2k@yeah/blog/getBlog.do?fromString=bloglist#_ftnref12
http://blog.163.com/shanshenye2k@yeah/blog/getBlog.do?fromString=bloglist#_ftnref13
http://blog.163.com/shanshenye2k@yeah/blog/getBlog.do?fromString=bloglist#_ftnref14

	(转)逆向与反汇编工具
	第 1 章           逆向与反汇编工具
	1.1     分类工具
	1.1.1    file
	1.1.2    PE Tools
	1.1.3    PEiD

	1.2     摘要工具
	1.2.1    nm
	1.2.2    ldd
	1.2.3    objdump
	1.2.4    otool
	1.2.5    dumpbin
	1.2.6    c++filt

	1.3     深度检测工具
	1.3.1    strings
	1.3.2     反汇编器

	1.4     小结



